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224 winnasa unuwuaiuy lislmaaa (Network Management Protocol)
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aniinaanndnsfiuasouanstsannilnanssnluniiisus uazununaes SNMP Iiegia 2.2.2

Display Database
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NETWORK MANAGEMENT STATION
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Switch
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Wiring Hub
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szUUEag (Subsystems)
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Client — Server
Application
Application

Desktop GUI

Electronic Mail system
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c | Server OS |
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£ | Workstation OS |
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& | File Sever |
o T
_5 | WorkStation |
g
ot Directory.
Q.
< service
| Database
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| Hard disk |
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| Adapter Driver
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| Printer |
Router
()
>
-*(—'3) Hub
% Switch
©
= WAN Links

| Network Segment|

| Internetwork |
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NTNAdaLLAaade (Network Testing)
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FURITTULLATAUINEARNNILADS (Life Cycle of Network)

pdnsresszuuiATetnapenivnes  annsautveenliidu 5 svezdoniufe

(Buchanan,1996 : 53-54)

2.6.1

26.2

26.3
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FzazN 1 NTINNURLLAZNITRANULL (Planing and Design)
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265 gL 5 N152IMUINITURITTUU (Evolution)
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2.7
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(Application Response Time Testing)
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2.7.5
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NSVARALAMNENITARAZAMNNARINISYIIIUIasTdsunsuilszans

(Application/Functional Testing)
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2.7.7

2.7.8

2.7.9
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nsnagaugluuunissal@an (Configuration Sizing)
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(Bottleneck Identification and Problem Isolation)
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Network Application/Presentation Layers

Test Objective Planing | Development | Deployment | Production | Evolution
ApplicationResponse Time X X X X
Application Feature/Functionality X X X
Regression X X
Throughput X X X
Acceptance X X
Configuration Sizing X X
Reliability X X
Product Evaluation X
Capacity Planing X X
Bottleneck Identification X
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3.4 NISMINULBITLULAANIFEAZALE CISCO Works 2000

dasansruufeeniuuiiuszuunsesldllsunsndmnisiesatng CISCO Works 2000 @alu
dawzesisunsndnnisirsedneuaudanaindszneudaalugs (Module) ndns 6 ugasdaaiu A

uanalugii 3.4

CISCO Works 2000

LMS
LAN Management
Solution

CD One

CISCO View

RME

Campus Manager

DFM

Content Flow
Manager

7N 3.4 uanslupaveslilsunsudnnigpseting CISCO Works 2000 Tudanaeg LMS

a1ngU7l 3.4 Wearesilsunsudanisiezatng CISCO Works 2000 Usznausinauganesdsnisurdly

ﬁfymmﬁmma‘i:ummu (LAN Management Solution : LMS)
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3.5 Handun1svinauaaslilsunsuannisiAsatng CISCO Works 2000

TsunsunnadannsszuLLATaTNg CISCO Works 2000 Wudianienisdnaedszuunig
o % % o
anesnuszuunau lnetsznavudaallsunsunisdanisudlatiymaesuan (LAN Management
Solution (LMS)) aifludaunilesas CISCO Works 2000 wazlilsunsunisdanisudlaloywives

WAt (LMS) Usznausae lsunsuiuenisinnnisnaeis tesail

3.5.1 CISCO Works 2000 Campus Manager

35.1.1 wihfleadilsunsy Campus Manager

1
= o

dulusunsamgnivminunientsdnnisiiugudesiluszuy

®  anIINITAUINLAzARNTLLILIATRINtLaLas 2 T n iy

®  MUUARIILAY (VLAN) N19919894au (LAN Emulation) wazedalngiia
neuamaling (ATM : Asynchronous Transfer Mode)

® LAANNNITENFBLATANIUTTRIRLINTRILLIII1WIEY LRALEWBHT
(SNMP: Simple Network Management Protocal)
o o U $% g

o AunANdnLivaaslazaielualees 2

o Jiladaanuduiusresiioymszndnglnanidaranicuazginanilug
af 2 uazlalges 3

o seysnunibinetunzANNANILSlaednluTR Ul Taantsld une
(MAC: Media Access Control) laNLantasa (IP Address) AU (NT)
WrRBURLEE (NDS: Netware Directory Services) AaPEN g8 NALAINN
Fuiusn1antenwldeagdnduine3a (Switch Network)

- . . . . o

o hAamudunielussauiaieas 2 waziaeas 3 raunasnnnuazilans

N9
\ . o . an o
®  gunmndiugluuunissiemen (Topology Maps) lUsiaRRTa (Visio)

o ldipTaaia1e9a1 (Java) Tunswmuntsz@nsninaesnisiimey
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3.5.1.2 Tisunsusiasuas Campus Manager

T1lsunss Campus Manager Usenausaaiilsunsugias@n 3 ssuufainnsm

= ] 4 I'e b3 U A
Beneuusnliaes (Browser) 19K IdUananie nanape

® Topology Services

\Wunnssiemenlnaudniduniswagissitiaiens 2 Tudnsuzanssiuld

(Tree)

® User Tracking
duhlsunsnatiuangunasniuuanisiensatesaianie (End-Station)
AunnsadminiaAumn (Access Switch) A vuaiilunnsuazdeyanis

a5 unnIL e useTaalEes 2

® Path Analysis
Whulisunangansunisdmnisgnasiiinnes (Switch Network) TRAMN
annsnlumaanzitlymsesnssemendunne dnawalugilnan

Feln1annIsianizdi e leNuadinsd (IP Address) 3uat (VLAN)

3.5.1.3 AnHUURY Campus Manager 3.1

Campus Manager /sznaugaailsridusing 18un Topology Service, User

Tracking, Path Analysis az VLAN/ LANE Port Assignment Imﬂﬁﬁjﬁm?
A I vy % o | a e nzll | 1

Lﬂﬁ"ﬂ&ﬂ’]ﬂ@qu?ﬂlﬂ] Li‘ﬂug FITIEDL NIUUAAN 'JLﬂ?’]gﬂLLﬂgLﬂ@ﬂuLLﬂ@ﬂﬂ’]m']\'i"]

Téssruuietedng Teansnsngnilasuudasuiilals

. ° 9 P oA
Topology Services Mufilunisdszuaagluuundne 1asnissiedonm
NN (Physical) uazmssnnw (Logical) dgdae@avesginenl wefn uay

ANNANRUTUDLATRUNE

o & o , .y
UUINYANT) 284 Topology Service sznaunas
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o msAuminedniud® (Autodiscovery) uazuaniginanl CISCO Switch
wazienidmes (Router) Tagld CISCO Discovery Protocal (CDP) ez

SNMP

o LapsmadanRanIaNENIN (Physical) uaLAsINAM (Logical) liaisedh
2 (Layer)

®  QALLBITTUILANNNIINMUARNIzIANzaelUdgnaniaes CISCO uay
aunanfiue AduRusTL CISCO

o mmsmmaLﬁ@%ﬂ@ﬂmmﬂé’mnndﬁ 2000 7iiaiilu CISCO

L4 'mmm3fzqz«‘amummqﬂmniuuﬁuﬁmmm CDP, ILMI, ELMI ltag SNMP

!
a 1 ¥ %

o e A ldgneiesdnluiRluszudnanasnuilyuiniadensie unng
4 o
TRNFRN A

® LgpenaNIIEaNAe luANEIIEIUN WA MTUNTATIS VLAN, LANE duis
Ethernet Llag Token Ring

® LanunslTeNseaLazInzililslnAes ATM

VLAN/LANE Configuration and Port Assignment

Campus Manager LHUFIann1INITLAAS lANEUN AN iease uilauay
aUAN283 VLAN/ LANE 2esgiinsnivzanivuanasnaad VLAN asnsnasneurd
lawefauazdlildunuasluansiiutlawazdsldogdnenlaing ieusla
miﬁmummiﬁ@umL@Wﬁza%ﬁw%uﬁq;:Ju?fmim%ﬂwmmm@mmmq

e TG TR (Spanning-Tree States)  Waza7nAnseE (VTP Trunks)

NOTANTANADURIRINTUATE21UD9 LANE ¢ ldas)

a

o

N19UIUNIIANTT VLAN ﬁuﬁﬁ'ﬁ'm@mqu 4l

® Jimsaaglues VLAN Lﬁmmmmuz&mj 1eenein  guUnsalanmU
meserion

®  Aw1TINIMUAAT VLAN kuunadin i lidnesanislduaziisuns

e unsliENIN9nIMUAAY LANE T VLAN  iileilss@nningegauead]

THauuarn1s3nn1TAILAN
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3.5.1.6

wendouinsiavasgUTnsszuLedesanisfum taelduaninouein
wanuataznuuAldannafaLazaInd  Taaanizvizarianua lld

VLAN

®  LAAIAITNNINLRNIATIATIS VLAN desianigidnla

o o
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=

QI d‘ ¥ o Y % d‘ ' d‘l '
®  PENTUANNUALL q@m‘iumLuuwwmuﬁa&mqmmaummmzm?mﬂmw

o  Junuiouannludeniuld desaniiainisliiEn1sLaTNNIAIMUANT

LA .
AR LTANFR

mMsapnIsluduaasLailaN (ATM)

Campus Manager ld1aLATadNan1saan1eNeNiaAnRsa (ATM Network) Tu

suuuaesnaIin ﬁﬁ‘qdﬁﬂﬁi@miﬁmummﬁhﬂ LazN1IRIALEALIILENEN N
29LATRUELDTILAN %gnl,mmuuimiﬂi@ﬁl,t,muﬁ (Topology Map) uazmsen
AW VLAN waziefies (ATM) Audaulssnaveidnaiaiuay LANE Tasd
W\iﬁ%’ur}iw’] Fail

®  AuamluTRIaIEIANEINT (ATM Switch) 74 SVC uaz PVC

®  msaaeuNNTidaNAaTad SVC UaT PVC

®  LAUNNT89NAIARDWAU-Y-1AU (End-to-end) LaZAATINNgEansie
o uAlauaziimsnziiloumn LANE

o AMUUARIATLANNEDINITLILTNAS (Qos) WadNeIAaNITANMUAATLRS

aa

AN LULIBIEINASA (Network) ity 3ala (VDO) WiTamauadnusl

1913 (Constant-bit-rate: CBR)

®  ANNNTDNINIIIILIINUATALAIITB BN (ATM) wuvszazlng (RMON)

gaLgasunsnna (User Tracking)

v
o

asnsereadlinas (Server) 1BugAmas (End-User) uaz CISCO

Voice over IP: VOIP) uazadndnsiaaguuaiens 2 luszudnanszuaunis
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d”d o o 9 dll 1 dJ ¥
pIanULEnImuANIsanastayansmense Seilsenausg
®  Tauag VLAN wazlninuues VTP
® aviuesEIndwesn (Switch Port Number) Tauazaniuy

® MAC uazuaNelaa984 IP Address aasaniuaydutiin (Subnet)
= = S o o a oo a
®  ETBANTNUATINEAZIEUATDIAITINNTITENANAULRNAINTUNATFID
fudaudy
- y .
® AN UNAIRNLTNEA U Time Stamp
®  FagenaudavlTinuszLSnIudRAIN Windows NT 138 Novell 1138

UNIX

farhs Campus Manager {%u\‘if]wifammﬁmuﬂumqq@ﬁwmﬂﬂ@zmm Tne
AVUAAINAY  (Large Number) 289AINNIRIARSNNTAARNAL  (Sorting
Parameters) dsamnsnldviasaniiaasdlilanems  nemsmageudld
a1 (User Tracking) ansnsnasaanuamiilanemsiidenseldmefnas
amdlneanludd  uazdnnisuansna v ldinanivue VLAN 2eflduas
nadeusellfantidumig %@ﬁm@mq@muéﬂ%\mu (User Tracking)
aunsnsasiudaniedeys  savisdauiiaasaliis CISCO Call Manager
z%mi”w’fi@gmm IP uaz MAC (IPIMAC Address) fidfaiugiinlu VOIP Handset
AaBNINMUANNIELAUINTANTILATE LT

[

a o Y . PRI o
mﬁ“qummmim%@’autﬁ‘mﬁu (User Tracklng) HUUINATRUAQYN AU
o ey Py =

L] @']N']?ﬂ?ﬂﬁ?u@ﬂqu@‘yﬂﬂ@qﬂwq\ﬂmﬂﬂ 40,000 4014

o LfENIULAAINIIANaILad IP uazfiagues MAC wazneinfiuan

wa1e] Nat1ed MAC

® Vagnd IP uazfiagres MAC 289 VOIP Handsets NR3anwLsaenis

AuuAvNIEa NI Anina 14

®  LanINalugtredam191e (Tabular) LATANINAINITD IUNNTAARIALNE A

wasaandnIneatasiuiuanttaesdldlaranisuas IP Handsets
o o o v £ o =l
o Jansdniuutedld uazinneazifanteese

®  STULNIUAAINALLLNTIAN (GUI) dndug L iduiuaniszesiageaing
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Y < o = = %
AT NUBY A LW@?ﬂQiUﬂﬁﬁ‘Lﬁ@ﬂuvLW]LL@zLﬂ@ﬂuLLﬂ@\ﬂIﬂQBﬁm

e dangsnaedniunialasuulaanegninisilasuuaslag dm il
o inastanisldeuienssnedld Tnariwun MAC Address, IP
Address, DNS Hostname, Port Label, Switch ag Option Voice

Handsets

3.5.1.7 NNSIATITRLAUNIG (Path Analysis)

3.5.1.8

- ’ il ) n e .
nsaeidunaiuezesiis lunisies sinasugaiuiuudwiuninuadou
204LALERT 2 UAZIalas 3 Lia Campus Manager innsnsnanudeyananiil
danemnairadeyalnzaaing VLAN/ VLANE uasdayauuuFaalni (Real-Time)

709LalEn5 3 LAZN1IATLIN Spanning-Tree

MM3AzAdUnIe sznauiag
35.1.7.1 doudeyarevaees 2 uaziaiees 3 vsagunsaliaieas 2 uay
Lees 3 vireTiANI9Ta9duNIg (Route)
3.5.1.7.2 - anstusianizludauzadiaiaas 2 aztateas 3 Usznausog
® |P Address Wazdausnsia
o dalAwurad VLAN uay VTP
o prnuBarnemeALarnsRaLLL Duplex
351.7.3 ynnsasaaey | Euivitesailunsesiviannnsasey
35174 $N13AAgaL IP Address, 18489 DNS isavisineianTnsdnst

£%

AudenBenuneaiuanHFuLa LR

Built-on the CISCO Works2000 Manager Servers

CISCO Works2000 Manager Server tlusiaannisnnsldnsnannssantu laun
nstIadn nsdununsuasgudeyauazusinigiinig  nsdanisng
791 (Desktop) ¥38N19L3113N9TaNARYEd CISCO  enadndluLiFnisuile

vEiinasued CISCO Works2000 Usznaufnsgaiasadiiadimniunisms
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Waunsudnllunsdaniseaiiey  Tnelduinsguzesgtiuuuazimalulag

yesBumesiiln (ntemet)  isasilewmaniioesliigldidenseludilsunsunig
ApnaLiuia (Web-Based) lUflanansinsiaadsszna CISCO Works2000 uay
ﬁjﬁwm‘ﬂﬂmmmmmmﬁ@u”lﬂﬁ«fiuLm (Web-Based) %mmmmxdwﬁu
Tnennsiinisiusesnisaansdes  nsiBunsnnsidenseses CISCO Wl
CISCO uazfangszuun19anANIaAIaTIHan 30 91e 1Fun Hewlett-Packard
(HP), Computer Asso-ciates, SUN Microsystems waz Tivoli Systems 5y
saennsa¥rgnasannadnnisdenlavdiuldsunsuganevin 1% daunendn

nsaumnaiiin (Intemet) 1id1e wazimansie i llsunsunisdnnisguuuiu

CISCO Works2000 Device Fault Manager (DFM)

Device Fault Manager (DFM) iluaxna@n lvdzesnszga CISCO Works2000  lunnsdn
nsassianianaautuEealngd (Real-Time) duiuginsniies CISCO ITneld
o D = o P9 a - a ° v a
ARuanuansIesdayanaaiulduagldniinsziniemaila  DFM N
Intelligent CISCO Traps #xnsndssie lufeginsnizesduiusadu Nnesasaszuunis
aansluszuuiesadne  Inadalies E-Mail/ Pager Gateway viFauanslu DFM Alarm

Window

DFM 4annsaAszieazidanmnuianatnsuyzealng (Real-Time) Inaifiinnsesn
wuutduniasduivuginanives CISCO  Ing DFM a9:150AILAN CISCO Technology-
Based Network §193LAMNAMANNMANET8IATNEANANA  Fatis DFM Adiiniseeniuy
3 isassuiL Router, Switch, Access Servers 4az Hub 499-CISCO Huanndn 100
Fideq 5aM%e DFM anursnNedTiuLazaTAgal AR TR lldsa1iaesilymassunn
ﬁlizﬁugﬂmmﬂm:izﬁu VLAN ﬁwmﬂmﬂmnmﬁmmmmﬂ%ﬁﬁﬂuﬂgﬂﬁﬂ

S Poling VoA BNy twReaAuiussuLAtete i na ez Asuulasll
DFM ﬂ-u:‘v‘hmsmm%ﬂ‘umamﬂ?uﬁuuﬂm”lu@qﬂmmiﬁm CISCO waranlidnszAum1unig

WA

Aneuzaad DFM dsznaudas
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35.2.1 qaguedsann1saasizRilymaNuRanain

DFM azinnisnsaagevainresdamiaeisingly CISCO Internetworking
WAZAIIRABLIAYINWANANYBIANTILFNT] NeBunesilnaeuinsaunaimnils
mAaa (Internet Control Message Protocal: ICMP), SNMP, MIB lay SNMP
trap recieption N3ty DFM sudayaangnsafiaduilyuetuanivile
Y o -_re p— U AV

andeniuun DFM Aavilaesiliyuinenans satiunnsdansiliiulanna
A5 IT Manager vnn13daniaiuginend CISCO Mianwa1n 391713 DFM
amasnanaliededenIy IR0 INesaIAANIAN (Down) THNNTUARINA
da Xy ¥ . e d o

nNAANMegAIeINesiaN  tng DFM azapanusasneinnaguulngaimsa
Aunazuenglidalugalafianisan  ludeuaesnisieied DFM wmnizun
nsgiadsaliiesd miuginaniaes CISCO uavwafmuugininl  DFM

ansnsnnasanenuzrastioanieluailnsailsznausiay

®  NFAANITHUAALNAY (Backplane Utilization)
Lﬂumﬁmmitﬁ@‘lﬁlﬁmﬂ@z‘iwﬁz}ga@m

®  WiEANA
mﬁmmﬂ“ﬁfaﬁj dnudnilaianunsnaiinunlFanuld (Fragmentation), Buffer
Miss Rate, Buffer Utilization Was Free Memory

® Network Adapters
NITAUNININ9UURY Backup, Error 984521LIMAY VLAN, Broadcase
Rate, Callision Rate, Discard Rate, Flapping, Maximum Uptime, Queue
Drop Rate wazn1skidselaail

®  Power Supplies
Hsvevae4 Voltage

® Processors
TinFnanns s Tl

® SNMP Agent
elsifinnsmouaues

® 511U (System)

A11190NN"7 Restart 16
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® auuni (Temporary)

q u

= o a

AN1INIMUAAI TN YRR WU

®  MSAANIFLNLINUNARN (Fan)

~ Iy aa a o
NNIsuRIgnULNALNFraIwnaN

3522 Refisausanlanu CISCO Works2000

DFM- aanuut liinauiunaniugingznazeq CISCO Works2000  d9u
1szneties DFM Asausaalliiu CISCO Works2000 nénaie

® i Device Fault Manager Folder Inainis CISCO Works2000

o dnsr1aun1s184 CISCO Works2000 Server Wa¥Hn139ANN3 Backup

e iindginsnized CISCO énlusiAain Resource Manager Essentials (RME)

1198 M9IDFM way RME

3.5.23 aaﬁﬁ‘qusfmﬁlﬁu Enterprise Management Systems

DFM gnunsaldldduiaeiuiy CISCO Fault Subsystems Vi
Intelligent CISCO Traps llélsgtingnians| wazanaseau) NlmnmszuLnIs
dan7ld CISCO Network MnaulsinevulndlAeaiuuuaneaed  Enterprise

Management Systems

3.5.2.4 sa3sunuaingnl Layer 2 uaz Layer 3

awnsnaduayugiinsniludaas CISCO NinauluszuULATaENEN Layer 2

WAy Layer 3
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3525 wngUnsainannsasassule

ginsalluizes CISCO MilinTnluszuLPTRINg  DFM @a1unsnvinnieLFudlgs
wilalfeehedrenalaeniliulsudlaglnaniinumie CISCO Software  iite
NFBATIZIUATINENTUANEANAIATW CISCO Network  ANmRUIaNIY
A a o a 'y 4 A ! =]

\WNedinsAnssLwEilinasainnannanisnmasesezadnelfine 30000 CISCO

o i’/ Y Ly .

ports  patiunasldlszlagites DFM (Device Fault Manager) @unsa’ldlu
LAN Management Solution spgariudiuininldlunsinfe  CISCO

Works2000

3.5.3 CISCO Works2000 CISCO View 5.3

CISCO View Device Manager Lﬂuiﬂnma‘uﬂi:qﬂm"m\'iﬁmmﬁmmnﬁmﬁuqﬂmnj
189 CISCO lfuri Web-based, CISCO Works2000  CISCO View tiuiaaliinsterty
n°) laalews (Clients) AIXNIAIFINIBNIL TR ITNIITA (Browser Network) UWAZAI1N
Fasnamsfinugnfuaiienfigadmsudldeuiseiies  maanansalilalituns

Bumema (Interface) lun1a1geUnsniily Real-Time  uazdneifanIsnIMUARILL

al
' '

gunsailu CISCO View Sodhuilsifumidddunling  mildnuhenndeding
laniunansineiany CISCO Works2000  CISCO View dnnsdnnisgunsniuuugld
vanedld (Multi-Users) uazmasud ooy luanenizaes End-to-End Management
Intranet

o =3

CISCO View Web-based Management \{lusiadoaaanisiiniiss  Iaga 18130nnng

UWAPIHANINENNEB991nsal CISCO uaznsiad (Color Coding) 1ewasn  iadin
' ' dJ o % Y v v % =3 é{ 1 d’g

nsamaaaUusazan uzansnasnain I lddndayalimnsaauuaziean  guuy

2849 CISCO View Wuuuylauniin (Dynamic) mmmLﬁlﬁqgﬂﬂmﬂ,t,@zrﬁhﬂ@u?\lﬂ”lﬁ

anFunansinaiaes CISCO Internetworking 81 léiun Routers, Switches waz Access

Products RIMANT AL
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N9 ENRAANIBNEARATS CISCO luanmausuediuigd (Web-based) %QQ’QLL@
sruLinAfAamnIanmaaauain  Maueninglifesgainginaniaseaesusias
aunsnl

fnsusulgaudlasdnssioiiasluiisesnianmaes Routers, Hubs, Switches vise

"o

wianasRAasaiuluszLLLRTaE

v

naEBnaNNALLLEA NN (Real-Time) wazunsnia (Tracking) — AuAddaya
o aj—— oA o : .

uwardeyafineodesivgtnsaimlfjiAnases A uvwILLNIaIN19991As T

wsatne wazan nuwanaenlnanisdafn  laud wefauwslgls  wsnueanisiy

WATAN  ADNRANATALALFNTIRT89RLINTRT

o

ansannsiassvagLnanindedivadnanl CISCO dlud 16 Teesiwnng
atiuauuaINALLUALARALINA (Web-based Package Support Updater :PSU) luinaf

Fulueeas CISCO View

atiuayulduanaild (Multi-Users) lunnsinsiaivusaigilinesaas Single CISCO

View thiitiuagess ldlanenig

3.5.3.1 AanuuLlANAad CISCO View 5.3

ANWULALYEY CISCO View 5.3 Usznavnag
® JuluauiALna (Web-based Package Support Updater :PSU) Lilusin
mMuuakazgiNugLnsnisesiunsaduluanain CCO
o ety - T NI |
o ngdaguUnanimiadinaiesinnsananisivandayalisniiatean uas

AnsefiugUninllinaeannii

o awnsannstiudyaudlaginsalszaslnaesdlduazgiinsniuiana
(Device Packages) a1nLaasiunuga

e gaadnanuinoui  aduayunisdeunduilafianiaznisiuauniiu

AnUL

o imalfudgedss@nsnmlusallsunsuuanuanisinuunaiiuy
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3.5.3.2 damuuANUF1UN199ANIS (Common Management Foundation)

CISCO View 5.3 Mdautsenauninunglss CISCO Works2000 lun1samnisis

gt dszlamilngsanwnnziu CISCO Works2000 Application e

Nldganriu Third-Party Network Management System (NMSs) & m3ugl4na

nseanuulslne@ase sasell

o saufusTyIUELATULLETnesNssuLURTRNsuANsn il

o Inuniindwiannddayasniulu NMS

®  AugnannalanuNan NMS nastulud  Ineluisiasdinisinsiessun v

134 CISCO Works2000

= . o Y  a o A A @
L4 ﬂ']ﬁuﬂﬂﬂﬂﬂum%ﬂmi‘@ﬂﬁwLLQm@ﬂu’au‘Vﬁ’] LR Iﬁﬂi‘ﬁLﬂﬁ‘ﬂQNﬂﬂlﬂQLQU

WAYIaMNAaIn CISCO

wanewie  NMS Supports Aanisdwianmnutuazuiindeya Geainisnaid

Tuaml@aain CCO Mendaariul CISCO View Planner

A9 3.5.3 wandgUnIniNaNs0atLALWNNIN N

Access Servers Catalyst Switchs Routers Others
Access AS5200 Catalyst 1900 Router 1400 Cisco 1538
Access AS5300 Catalyst 2820 Router 1600 Cisco 1548
Access AS5800 Catalyst 2900 Router 1700 FastHub 300
Access AS5350 Catalyst 2900XL Router 2500 LightStream 1010
Access AS5400 Catalyst 2926 Router 2600 MicroHub 1516

Catalyst 2948G Router 3600 StackMaker
Catalyst 2948GL3 Router 3800 Switch Addlets
Catalyst 2980G Router 4000 UBR 7200
Catalyst 3500XL Router 700 UBR 900
Catalyst 4000 Router 7000 VPN 3000
Catalyst 4840GL3 Router 800 IAD 2400
Catalyst 4908GL3 Router 12000 Metro 1500
Catalyst 5000 URM (1.0)
Catalyst 5500

Catalyst 5505

Catalyst 5509

Catalyst 6000

Catalyst 600010S

Catalyst 8500

Catalyst 8510

Catalyst 8540
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CISCO Works2000 Content Flow Monitor 1.2

lunegananiseneiesaumefiidnuaraunsila (Internet/ Intranet) Waz@INI9n
o % £ a ] [~3 o 3| U = é’
MNTAUMTRYARATNNTLENIIWAY (Web)  ArNalulunisundeyavzaiile
wieaunazsnia lunisasenuiuEEiinas (Web Server)  inlWisgnafianig
weneFauazNLIN M lUN1949T 0N 8 TUeIANTUATAIIUBNDIANT  ATINADINAT
FENNIANIINMNIZANTINT AN sdN TRy ALY lug LB URANAR WIT LY

\3atnel (Content Delivery Network Management) fiuginsniaananivanuianuis

(Load Balancing) firiatiias

3541 ansnenaliluas Content Flow Monitor

Content Flow Monitor ABL3LLLALLL Real-Time Server Lead-Balancing
nszviludenaasniaifiglilsunsuigneanuuraunn  dudufanimiesinu
Vulaafs (Web Hosting) #fisdlulunisidhguazisusginenl Content

o o

Delivery |#ur CISCO Local Director iza Catalyst 4840G 'Zlqmmyéluma
avlufssinfessiiunlssensuazisnsihg Content Flow  vinligaua
indfalfdnlatssrunlfiAnaseesesdilsznanlu Cisco  vinlsinnssin
aulaveafdlnes Load Balancing flannsfiesmsauazsniSaanniag
uWaennnslwayidensld Patterns Content Flow Monitors Aegauaed LAN
Management Solution ﬁmuaiﬂﬁqmzqa CISCO Works2000 284 Network

Management Products

3.5.4.2 Tasedsesnilmanssnaas Content Flow

a9ALlsrnauduiuimnines Load-Balancing l@sunisdnnisnnelulasa

#519a4011Imen33N Content Flow #4i)

¢ LalauatasllalNIuaLNu (Flow Management Agents: FMA)
Flow Management Agent (FMA) AaAutina198dAtlsznatiaes
ERNASIMaALNA1NTS (Server Load Balancing) Mnnnssndulalu

AINLNANUTS  ANNATNITTRNLEReSaTA AL UNNTNIYANY
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Tam FMA 1nf 911911l CISCO Local Director %38 Catalyst 4840g

Chassis

o aausradiananasa (Flow Delivery Agents: FDA)
Flow Delivery Agent (FDA) Rawiainauwuuilaaunnelvs (Redirect) 1
deiuguzesuiainalagliAidsain FMA, FDA Un#vineui CISCO

10S Routers l@ud CISCO 7200, 8500 Laz3600 Routers

o GaadaWieas (Real Servers)
a a o G| < 5 dl ] a d‘ Y a
L?EI’Z\]L"ﬁi‘WLQ@?LﬂuLL‘WZW]Wﬂiwﬂﬁﬂqﬂﬁﬂqﬂﬁluﬂ’]i‘@ﬁﬂqi“]_lﬁ‘ﬂ’]i“VlLL‘V]@‘N

=3 = al/ d‘ ¥ v o
LAZLANNLATUN ﬁﬂﬁﬂ@ﬁﬂﬁ‘i@mﬂ’]‘i

® astHaaLtsniaas (Virtual Servers)

v
ada

I a o A [ % =3 a Y & K Iy a '8
MRS ARANE U IaaURANLAAS U IWasuIines

(Form Server) Waz@ainasibsWiaas (Single Server)

annilmenssnaas Content Flow fenulfdniunisinausouiuszudng
FMA nu FDA — uaniiugoudegalunasivinisscuuiindsadaasoy wuu
nszang (Distributed-Intelligent Networking Service) mmﬁmniimmuﬁ
[fhinnsnszanann i uuuLanLnanLE (Load-Balancing  Function)
mu@ﬂﬂmiﬁ@ﬁﬂ@mﬁuﬁamﬁ (Multi-Content Delivery) &11iLinasa0a

w3lioeinaing - Content  Flow dhumsfanihanduvilnes
annimenssnaes CISCO Content Flow %uﬂu@qﬂﬂmﬁmmumuugd
13fnsfilddne iw@uﬁﬂmqﬂmdﬁgnﬁwummmuﬂﬂmﬁ'LLmLmu
Bualn!  Guaniusuaefaes Content Flow Monitor IagiEnnasnmme
JOUALBSTULLASINE AN 5B AN n13LEe Content Flow gneen
LLUUIuﬁﬂme‘H'ﬂdIﬂﬁ‘Lmi‘NL%‘]_ILuﬁﬁ@ﬁu@wuﬂ%‘ﬁﬂ\iﬂuﬂ'ﬂ\iiﬂmmuﬁlfﬁﬂ

naf Fatiuannilinenssnaed Content Flow 4181300118 2 491 nanqAa
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® Content Flow Monitor Server
Tunnsdnss CISCO Works2000 Lui@sines  TsTnaaaiildifuuu
SNMP  dautlsznaugnnilnanssu Content Flow Rdamiudiu tlsznat
fagl FMA, FDAs, Real Server wag Virtual Server muﬁq@mﬁnwmz
m@\iﬂqiﬁmummmﬁmm@qﬂmaﬁ Content Delivery WaATANHUEU8S
Fealngd (Real-Time) lAua MHNSATRIMNATEY Flows uay Cache
Entries 10 FDA yanelaianinrednaidensouaz e fmaLdsn
183 (Virtual Server)  wlus
dmsunan1anuludanaes Local Directory Content Flow Monitor
Server i sugnanaludnnizasnmlnvied sundngala (GU:
Graphic User Interface) Hnugialiuiuaeas CISCO Works2000 1%
et IheananIainsREEwRe InaveieLRy an veudla
FDA WAz FMA @ wduAumigaulsenauass Content Flow LAy

ANH1TON LA AR A TdILTBdINATEING FDA uas FMA

® Content Flow Monitor Client
s ldiesesaasaianudninan (JavaApplet)  nevinnnsiden s
sTULAIN Common CISCO Works2000 Desktop HNUAALSALTIRS
o 24 Y @ ¥ Y o ¥

(Browser Interface)  @nsavinlvig Liiiudeyavesldrivdeyalu

dauzesingpuazdasyanieatia 1iun Content Flow Element

asmlsznauees Content Flow Monitor Client Usznausag
| aaa o a ~ - .

o agnanuanaludnEnizaasnafnuuLBaalngd (Real-Time
Statistic Graphic) N vislnelaaeeanisTenlaaesnItiuwia
1na (Packet Count) lUgiainasmqamsnlnes (Virtual Server) wae
Foa3Wines (Real Server)

e ailigniInszanenisasastesnsdedayanuuiEaalng (Real-
Time Traffic Distribution Monitoring) semIgizuaLAne s (Reall
Server) §1miLN° e fTaLEIIeT (Virtual Server)

ol - a . [ '

e agplanuzaasginsninanugaiiaznisiinisimlsinalunisds

%@g@mmwmﬂ%‘ﬂw (Content Delivery Network)
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® eAIRLARMUANHIUZIDINITNMUARANELINIDT Content Delivery
aa 3 Y a
uazanANINAUNISILENNS
® On-demand Update 2184ARANHUEN1TATMUARILATAD AR 1T

y1n°] Content Delivery

Content Flow Monitor ses3tianniingnssusiavaaesszuiiesedng CISCO
Contents Delivery Fanuauazmeanuuy  ui - sdunnssedenaed
Integrated CISCO 10S Server Load Balancing: ISLB), Accelerated Server
Load Balancing: ASLB), Standalone Local Director Lag Multimode Local

Balancing:MNLB)

Catalyst 4840G duaindiaieaiang Integrated server Load Balancing
§runu 3 @ (Switch) A ldmaluladuns Catalyst 8500 Fq8IAINNIE)
10/100 Mbps 47193 40 WasaU 2 GB Uplink 491 CISCO 1SO (ISLB)
Wi Wire Speed Catalyst 48409 s095UNNsLTanse 30,000 AN

weafun Bl lanFaunung 24,000 Aawingw

CISCO Catalyst 6000 $895UNTTN9IUTBY CISCO I1SO Server Load
Balancing Laz Multilayer Switch Feature Card: MSFC) ms\l%\immimm
$inn3ne e ASLB Taeld External Local Director ani FMA  fatiunns
NNUTB9 CISCO Catalyst 6000 Agdndniilu FDA lunnsinviumsnfiu Wire

Speed Switching wazdsdiayalang 15 Mbps

v 12
s =<

CISCO Local Director lunnsuniloymuniuiiaigsa S TR
LAYLTUNI9ANNIALANUTLALARY Advance Load Balancing WA Secure
Socket Layer: SSL) Waz@N1WN19 Fail-Over ﬁﬂ&u CISCO Local Director
Anqilu Local Load Balancing uazsasiunisdednudayaline 240 wnny

Ty (Mbps) uaz 18,000 ApLINGWLIa51T (Connection/Second)

MNLB {lugnn1adenuileaesinnis Load Balancing fiu Multiple Load

Balancing Device vnauluansaizasaiuuniiady  ialdaiunm
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Mmauliss@nsningegalunisldnuuaraiunsnaaneauligegn
sauailinesaes Content Flow Monitor gnamﬁ%’tu CISCO Works2000
Management Server &l wnsiusfaur lunsznates CISCO Works2000
Tugqures LAN Management Solution dnelunnsapnnsuuy  Integrated
Management Solution, Web-based Interface wazdingmanisuaciunisld
UARINTNENT nsAas=fluntsiadulanisfnse denloadenny
s lunnsdssfivlunnsfudinduasud i Aeuuladded (Link)  Fathy
Content  Flow ~ Monitor  iflun1saeneniseanuuuaedgiinsndlugouaes

CISCO Works2000 LAN Management Solution

CISCO Works2000 Resource Manager Essentials 3.3 (RME)

A oAy =

Resource Manager Essentials 3.3 (RME) 1N129ANNsiUsZULLATRTINENd LT

<

naudlafaidunnsinanlniliaiig. dwsuntssanisAeatuaing (Switch) N3l
15N19019AUNN (Access Service) 154m8% (Router) 489 CISCO FRTReRLANS
wAlailyninistaunsavaesuat (LAN Management Solution), n1sufilatioyminng
1FUN 79 LUBLEUN 1L (Routed WAN Management Solution) muﬁqmmm’lﬁ

1HFULATRIURITAANLANNIFA (HP-UX) wazaasladidu (AIX)
3.55.1 anwuen199i19142a9 RME 3.3

ANHOUZNNINI9ULBY RME 3.3 Usznavusag
® pmasauuAzIIENIUiuENTaueT TassaFauazaanisau Nfnne
wlasuulas
. . w A .
® A unndnnTuazanlaraF e asunlasldatinamnnzanwaz i e
Yurlgeeswuaslildeginsnlsing 16
o esanismmadauuazud lalyuimineinseuat (LAN) wazuau

(WAN)
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® Virtual Provide Network (VPN) Management Solution Lﬂu‘-gmw‘ﬁu

FIUVBINTLENTULIL VPN Fensusmsuun VPN dhinisdasausan

muﬁuﬁmmﬁmmi VPN nanamanisiuuatgeaesgngnd VPN

vinlanansnf sty e fusasanisuimsssuueiedieres

VPN Gagadnnnsiivnaszusieietngass VPN ansaulivld 3

AnmizNA1IAD

®  mMamulngedsg

HldausoufFauimauvsanaulasia¥aesgingnl VPN
Thatineganda  uazaimnsaiinsAumglneal VPN i

X L
IuluszuLLATeINE

£% o
®  yemusEnsainsol
flineuninduszuuienmuaglnsnl VPN dsenausae
paradnnsdinsviaresaninuag (Hardware Encryption
Modules) ginsniaay CISCO fiaennsgungnaiead Ly
; 4 e 3
g1u130M 9918 9wen 1uuagUnsallugiuieyazes
Inventory Manager Hasiasnsufilaginsniluscuniese

9i¢ VPN

®  NNAUKLFWITLATRUY
grunrnuaniloyiaes VPN TUANHULI89N19919189UNNT
AIARAUAINNRANAIATRINTTIT 199 @08 TAUAT
(Hardware Encryption), Internet Key ‘Exchange (IKE),
Certificate m;ﬂmmem@mummmmuqnqﬂuﬁnwm:

TIENULDN Packet Relay

3552 TisunsuusnisiAsatng RME 3.3

TsunsNtidunaiA3ading RME 3.3 1lsznausas
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Inventory Manager
G5 o dl o ¥ Ly Y o o
Lﬂuﬂ"l'j‘@ﬁﬂ’]?Lﬂﬁlqm_lﬁ’]uﬂj'm,lu@iﬂf;lﬂﬁ‘i'ﬂqﬂﬂifwﬂfm cisco T¥viuay

"lum:gmm CISCO 7000 series, ISDN Router, Switch nsena IGX,

1
k7

BPX uay MGX lnefifngudayauesguliunes (Inventory Database)

49

o a

nsdanisdeyaineaiumauaviaaawazAnianifsesgneal  ldun
FHABIIA9ATN  AIUTRINNTAARD LIBFTULIBITATNUAS MiRaAaNN
1 Ansnizianizaeands (Flash) wazau)

a o

ANBUZN9N N UBLAZIAN1MLALEY Inventory Manager fieid

o yianasuiuilpedayaliviuaia ludquﬁﬁmﬁmwmmﬂmtﬁ
7147 224 CISCO v luszuulARedng elszneudas CISCO
Call Manager, VPN 3000 Concentrator (VPNc3000), IGX, BPX

LAz MGX

o apliayavesandawsfuazaesiiod wwRaiuiuMenulungy

s 14] v a % a 1

finand dvdsznausiatiinyeslannaing douresnisfinse
NAFTULEITATNEAT MUIEAINAT ANHEUSLANIZURUNET
(Flash) LLazmmeﬁmﬁnwmzﬁuj AR9ENFAUITUATTATNLAT

e qilnsnfindnaes CISCO WAN Manager wiuimgaiiuiy CWSI
Campus 2.x, Campus Manager 3.0, HP Openview, Tivoli Net
View Uazaw|

® 1BunAnuuuuessdiagafiaana uIuiNATesaReN
(Slots) a9 Lt unaz b laldens

®  MUALIAL Multiservice Port LIUANUILLATAT M8
Catalyst Switches

e nmgsasiugdnsniannsouanilasuldann XML Auldsunsunis
. 4
AAN981)

®  AnInviINITAen VPN 1l nanaesgUnsnldiniuinseau
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Device Configuration Manager

Wunisdnnisiingednm lialnsaiatnnsoaiiunissalile
wazdnnistliuilaelaseaiaeszndnusdmesiazadinduas CISCO
nsdpnIsnaruAA ez sE gl aTu asresTasaaiely
G 1 :// 3 dll d‘
FTULPTRTNY  FanTlsansnsaiansudlailensanunisnlany
wasuaziiuiindeyalddenasliuinismaaaaunniuilany
uae (Change Audit Service)  ludauzesnisiasaiugld
ANNNINFELIDHIBNANIVIRLUANAN HOUZNNINUUAATIFNG) AT
o = dl = =
ANUR wazBEUWaY  WWeaTANUNTUENULZANIME LTS
ANAW  RME 3.3 tsznauses@nmasaaditlsunsuat uguuy
® 4 v 2 A= o
20 3LNANNNI0IIN9RIIRALINTTIUANRNTuT laviTeL e
aa 'y = ¥ d‘ o o =
wilas BRMBFANNNIDALAL WL Ansen Fn WEtusULAY
= = 2
SIREP NP R MG NV RHE)

o v

ANBLZNIININIVLAZTRNNUATDS Device Configuration

Manager HAgil

o dpnastiuindeyaliviuadalaednluwiBuaziiulldoudlude
31A284N1371UBAAT (Configuration File)

e mauflalugluuuready Mldazaanlunisuflauazand
WaANITANAUAAINENNTLA LY

)4 X \ N -

o nyliinaidaguulasnisnivuasn  WalANNEANANA
a d’f d‘ & o A a G 1
NATUNLSImafTaaInd luszuLLATaZY

o dnwmanlugluuiaesinmia (Wizard) inliazaanlunis
TfnuazanANeeN

® CISCO lsamnszuaunisidasuutlasnisninuam LU
Tun13mimsianiu SNMP, Terminal Access Controller Access
Control System (TACACS), Enable, Syslog, SNMP Trap
Destination, CISCO Discovery Protocal (CDP), DNS wag

=
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o dglunsldeuludneazasspeniiulail (Command
Line) Tunsinviusdnsaesdldzenguaeedld

o sasfulidnifiunisimuad eldlunisiiuunlassa¥e
anwauzaesglnniuazlnsaainaresnnans

® douAnsiauanaAndaineldlunisinautlszanananguues

rdlq v o G3| a oA

aunsnintanatnaaeiudunisnisineu

e Aunsnuenuezuazgginsnd VPN uazn1siauuaeea PIX

Firewall

Software Image Manager

dlunnsamnisTunisun lasndimefuazaindues CISCO ’usia
Tnma - Fale LT TaNAenT Y saasantng o
N194919 1L LULI89AN 59 N19AN9Uluan LATN1TATIRADL

rewinsuflasenisaasiinisiansnndeyafifanannzecsnd

- YA el Y a vo o
WASUAZAINT  NanInIaui liteienann ednse

Lﬁ@@ﬂﬂiﬂiﬁluﬁﬂ"l?uﬁlﬂ Software Image Manager Annsm1asl
aneundeniuuazeen 4 unmaseunafisduresy

pasnilusopauanldfanszuaunig Signoff @unsnniuun
Andneuiiannauile (Upgrade) wsazaad  RME 3.3 41190
Apvinsdwinsnegeiuaflugtuuuaes 1IGX, BPX uaz
MGX mliduazannansznUlun N UUANISEWINIATEY

HRTNWNT

ANBUEN1IRNBLATdenMUATeY Software Image Manager §
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®  JANNTILAIITIINENIUNTENNTATRINUAS  TABNINITUAAS
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dadunazuansznusanisuily
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®  anszaznan huN1aNlNNIN9LTesN 1 TnefITe
Switch Software Images

o lilsAuanuaarzsuanlFinsundlueny P liinsaen
o = 1 o
Suviansagaunautinlllszunana

® yn1ImIradal Image Software luszLLATEINLAZ
Software Library Wiaannaaaiasdunusiu

e 14 CCO e mdaunnsasaastaiuinsenusiaglnani

Tuszaniazading

v
=<

® AaIUNTaNT (Web Proxy) Tunnsfsseiu CCO langatn
®  qpn1saLATIEiNIsaNNgATe LT lugLuLILed IGX, BPX

wag MGX

3.55.5 Change Audit Service

| [ '8 '8 '8 :’/ lﬂl
dlunisuanesnanisagutesniisiazaniaued  saniennilaeu
utlaslngeadng lunnsagidieyaluguunidnelunisuany
szinnaesnisulasuutlas  Iegianisasunilasann Telnet
%198 Control CLI ¥i5aa7nTilsunsueea CISCO Works2000 i
o = o =

N17uARIANEIzaadn sl asuLlagllfaeaziBanuaanise
91 1A nsiNYiTeanA1se WasutngaANan asulag
L d

ATNUAZR

o

ANHLTNITINNNLAZ TN MLATRY Change Audit Service HAaH
. - I

o  dpnamusunIRmagaunaldsuuladinaduluszuy
wisadne Tnanavelugtuuussanunusiduresiusen
ol

o guamaunalasuudaslaaldinousinievzedudan

a A o '
o  MlAsuLlATTLLLATRINENNTEMINIIANAIREAL TZLIL

Gl 1
LATRUNE
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3.5.5.6 Availability Manager

pin “Reachability Dashboard” @1u190N1MUA401UEN19LATIZH
wilmesuazadIndldannsaninisamageulsdng  Insg1ungn
4 - o A e
wnzianzasadlifglnsnlivegseazideanaaiunainisnay
1% = = \
AURd N17119% N197Aan 1UslnAea LAZADIUTNTTANAS
ANEOLYNNTNNNRLAZT RN MUATeY Availablility Manager HAaHl
o aglnaunisinssiglnsallifaniseanla (Offiine)
=
Lazn19311an (Reload)
¢ iauanenulugtluuvaasnaiinaesuianiglunisldioan
nIRRLANBdTedRnsnl
®  SENIUANIUTURILTUND LA AINT
® dpnsaenmallda CCOs Stack Decoder tanNINNTwA L
tlywndenanans
e anvzilaedlilslmpasiginsnianunsoianisaeuaueslies

LAzadNalmaNse e UDP,TCP, HTTP, SNMP Lilus

3.5.5.7 Syslog Analyzer

WA LN AN1IZAINNAANA AT TEULLATOA N WAL UL TN

awnaestiynnifinau Inendaaenueuln laes (Syslog
o £ ‘dl 2 dIG 6 I3

Analyzer) Cmuihinsasdannundaniaasiilines  (Router)

g3 (Switch) nAgnDa3dnes (Access Server) 984 CISCO

WAz CISCO 10S Firewalls snviasanliEdamiuilsdan ol

flatayandaiuiuig (Web-based) 1138 Common Gateway

Interface (CGI) Script satimalulativas CISCO 10S wlusa

. o . d.

annn9neaziasndeyavesginsniiaueugluuundniau

al o

ANEHULNINNNULAZdaNMLATEY Syslog Analyzer JAdil
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®  AWNIOUAAFLLLLEANAIARABALAT N1 IHANNIIDNINNG
wAlaiToyunlfadnemnda
R 1 o A o &0 o
o aglwmnisniniinry Inenisnanduvisedldiinnsidmiy
13110mas (Router) @and (Switch) kaz CISCO 10S wax PIX
Firewalls
o canlvidaniundainisdsllis RVMB Server
¥ 'ﬂl (4
e uandapanilisiesnis
o uaslidlinsuneansi (Script) vsarmanlealduiuma

(Web Page)

3.5.,56.8 CISCO Management Connection

usadanistduisniadenlasans CISCO Tdaldsunsunisdn
n13 (Application Management)  sanviaiduAsasliaduiunns
squganlilsunsnlngldunsgugiuuuuasmaluladvesdumes
15 (Internet) Wi ldannsad@enlaslinldsunsunisdnnig
Wuiuallde CISCO Works2000 uazzasliigiimmnidsunsy
= : o @ A o o a =

dense ldelisunsnaeiugisesndanisuiuaniadenla

4849 CISCO (CISCO Management Connection)

ANBUZNNINNLLAETEN1UATRY Syslog Management

Connection Réisii

o | sy CISCO Works2000 fasfilsunsainlssensfinusa
FannsLivnanisidenlintes CISCO (CISCO Management
Connection)

e iaxlii CISCO Works2000 poellsunsutseynaiiuiy
LAWY 41N CISCO (Web-based)

o fnthzAvanmaasnismuiuldsunsufidugiionnediou

SYULILATAUNE
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3.5.5.9 Integrated Access to CISCO Connection Online (CCO)

Resource Manager Essentials gae/lunstlfuquszuiniezatng i
AT ALgeqATRINTUTINSTTLLATETNE  RME 4R
wiranllsunsalady dwiuniadne cco  dlidnesienns
fmmﬁummﬁmﬁmeﬁm@mﬁﬁﬁmnﬁmLﬁﬁﬁ NN1TBATITILAL

nIvavndeunniesrasdiaya

Wasnsiwanleanlilia CCO, RME aynyislidnissasuilom
TAC, A572481 SMARTnet ", nnsilasuannuzaaaisilme s,
N13MNTRRANANALY CISCO 10S/ Catalyst Releases,39LHY

mm@;uuﬁuﬂﬁwﬂm CCO

I
a

dupaunsinuaadilsunsuannisiasatiauazdasnuwasilaqiiu

Aansuladoyminiadnnisssuunat (LAN Management Solution : LMS) Lﬂu‘iurg]@%ﬁ'
finauneld CISCO Works 2000 Whiiuwaluladl  Ineiilugaiisnnisludoureadidines
994 CISCO Works 2000 / CMF, CISCO View, Integration Utility uazlun1sifjifanuseuen
daiea (LMS) Fldasynnisdssielldvaiiinesudaslsiiinnsfinsenselldginsnilananis
ﬁumﬂugﬂﬁ 3.3 memzﬁﬂumqmm‘i@m‘z”l@ﬁ@g@ﬁiﬂﬁuaﬂﬂLﬁmmﬂﬁmam@mm
ANV NE AR (Polling). waglumisdnufuiRaueesdldfesssylUdmesnrasd@linef Falu
ﬂiﬁﬁiﬁw'ﬁmﬁ 1741 Imm:qﬁmvammm ﬁ\‘iﬁ htty: xxxxxxxxx:1741 Iﬂﬂ‘l‘?‘i X000 L1WNNT

sey lffasne §
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Essentials
Server

Web
Clients

Network
Informatio

® Access to remote devices
® Central database of network information
® Record of all changes to the network

® Automated tasks 2nd updates

7N 3.6 wananatmanizsnesuealddioa (LAN Management Solution : LMS)

g ¥ 0 v Gl l
3.7  aumaunignneszuuwaslilsunsuannisiAsaing CISCO Works 2000

3.7.1 N19LEN095EULNISANNIFLAT RS

{Waldsunsunisdanisiezetng CISCO Works 2000 LMS LAseeaaxiaimefiaatil
sxuu Tnevinnnsdlausdmas (Browser) wayld IP Address aadipzasdul@snings (SUN

server) uWimuALNase (Port) 1741 fuanslugiyl 3.7.1 wazgly 3.7.2

| b . F
[T R T -t

(T T gy I g i i

— CiscoWorkszooo

Cmrve (1L UYYETRAZON = [y e —— -
Carumeniaien
Bl davatcim des Cankies  Spacilio Bevssss iepaini - sen the lnstall Gulde
] D | B -

U7 3.7.1 wamdneuzaanmiiedngsruuniayinauaes CISCO Works 2000
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almi=l
| W E o T s
| ok - ® ladbem| mp 000 m =

[l o ] et i M | ] Wl
3 g

Ty

SIeye [arf

9171 3.7.2 uanANEMZABN AL UAINIIEN 49T UUNI9Y 19U CISCO Works 2000

angUf 3.7.1 szuuazliiszy@a (Username) wazsviaday (Password) — asgnazyldudalneg
1391992 ULLA L AN MUATNANNATN TN TN LLLRaLAarALlAdN HAdnnaNna AN

B3 = = ' ¥ o a £ o
thaaieslalpaaunsngaaziggnsiae 193n19dngszunlfansaudnsnisldeu
(Permission Report) Tagfidumannisldani fasl

3.7.1.1 inguiiaenanaas Server Configuration uA29NA9LAaaN Setup Folder

3.7.1.2 1&an Security>Permission Report ANEUEABINEINUAAI IHAIN 3.7.1.3

P S P P P PP

L] = s _ 1 =l
ol == | [Docuinent Done B T e i RV S|

917 3.7.1.3 uaneanmnizaeeu@nanisldeu (Permission Report)
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Tnefiseeu@nsnisldann (Permission Report) AsminuunAINAINI0L0UuAALE LY
dragluseiuarls 1w dauasyun (System Administrator), §auasTULLATALNE (1ATE
418 Administrator), EUfjiFN91ATEINY (1R Operator) ¥FaRU|  TAANLDL
o o o Py dll @ Py v v X = £
wihaeudnilsnguasainfissydanazsiacinungnsesudazdsngauningnsnig
aungninuald Gsdnemuzuiiaeudniainsaldenuliuansdsglyn 3.7.1.2 e
= o 1 O =t A G 1 Y
HnmsnnuueAinsdnfsieyanaraiinginan lunnsdssnanassuuezatne e L
fanann  defludeuniivaeinisssynisinmanlaeaduvesruuiATatnafisT UL

a o = o ¥ v
13M9N199ANTRNATANUUA LA

3.7.2 ABLNEANHUZUUIFRNINNANLAZNITNINIUURITELULUAANITLASRANY

3.7.3

ANzl 3.7.1.2 azlsanpansnizaedaaninuan Inautadu 2 daundne Ae dounig
¥ £ IS | ! o o ! % IS | ! !
Audrefiafugousesn1de uwazdauniannuaandeidudiunisuanina  Tudaunis
v ¥ A 3 ¥ o %
mudhefiereantaetlsznausioy ussviausnnislieanainsruy  Iae Logout Uay
Help iudauniiluaresunanisldnuludiuiiaemas (Cursor) o dauussiinnaas
\{lu Home \{ludavwesdlddniuldany Ad Additional Resources lunduiuiiu
\nan9i] wasludeunvesatiuayunisliuinig sagnausnseiy CISCO's Home
Page uaz My Shortcuts  (udaunifiumytiasansdldinuusazauildagiulszan
A Y dJ as a as °

iz lfueer) SvluniseanuuudsnisdhAssnuaziansuflatiyminisminnuaesusu

lidoutilunisfiumyneaniuy

drudpanidudaurasiisunausesuanuiifingsinem uagludaudnsgaradaudie
faudansinge fi¥umn CISCO Works 2000 %nﬂmng"ﬁ?ul,ﬂﬁlﬂul,l,ﬂmmummﬁ
1 Polling 13 BT Tt T e T N B e P RN T
tsznavaay CISCO Works 2000 L Java Script, Java Cookies Way Specific

Browser ANAEN158U7] 91 Enableagvizalal

asnauanmsvinnulunsalalnsaliasatine o

22UUNN39ANNT CISCO Works 2000 aanuuusninadnliinisfiudannuiianans
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] £
o 3 o

angunsniynsanaiuayuniminaLees SNMP isdiinnedaivluglees System
Message Log lufiilizandn SYSLOG  ynWguawnsszuunaudngnsallafindatin
waaieay  Annswdsuuilas Configuration 1aiiAnis Reloaded w83ginsnd

as ¥ 1 é’ =KX ¥
@WN’]?DLL?;IﬂLLEIZLL@XM’Wﬁﬂ’]?LLm‘HﬁﬂJM’ﬂm?QﬂLﬁ"J"IIu @WN’]TQVIT’]UDQ@HLM@‘H‘NﬁQ_’m’]

' v
= o a

ndduangm
3.7.31  WANNI9HSIY SYSLOG 2a952u

@ﬂﬂiﬂﬁﬂ?@"ﬂﬁﬂﬂﬂﬁqﬁmﬁumwumiﬁwmmm SNMP  uaziilugtinanives
CISCO - Tngfinsraudinlfanunsndsdanaiuans SYSLOG lulfadiines
Ium‘fﬁﬁ%ﬁ‘ﬂﬂdﬁ RME Server #sa Remote Syslog Analyze Collector
(Remote SAC) LLangﬂﬂ"mﬁ’m Syslog Analyzer Process 71N 5 atuEatt

139 Syslog Database Aanan<lugiil 3.7.3.1

— ¥
s
& @
Remote Mabvark
Devices

Syslog J I Syslog Analyzer
.. Database _ Collector

5171 3.7.3.1 uanvdunanues Syslog Analyzer

'
= o

TIANBULNITNLLANTR SYSLOG 1sznavusasias (Field) FiN"] FIM13799 3.7.3.1
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AN99N 3.7.3.1 BAAIANHRIZNIALWANYEY SYSLOG

Was

A85UE

Device Name

T T
e A | =

Wuaeadnsalwzedneinsearesaly SYSLOG

]

Time

uduaaniiia Log Message Lugtingniiiu

Facility
Subfacility

® Facility AawAraaneasausvizalilsinaea (Protocal) ¥i7e
TugavesteinuassrUL
B A e dl o U a
®  Subfacility ARdIKAENBABY Facility I 1#AA SYSLOG
Message

finasingaadlasil oA SYS-5-CONFIGI

Severity

ludauiiivssiuanguuseesiiign amisousls 7 sudu
nanafe szaul 0 \uileugniau (Emergency)
seAuf 1 WiudryyaninsiAau (Alert)
sziudl 2 funiadnduings (Critical)
“ou 3 Wiunsuanadanananm (Error)
o d' | b .
LALN 4 WunTRausTINAT (Warning)
s¥eUT 5 Windadanm (Notification)

zAuM 6 Hunisuendeyatnagns (Information)

Mnemonic

\usvian lig1iuaaInnsouen Eror Message usannzginsnd

gailu 10S daugiinend Catalyst Tanssouanals

Description

HluA1eBunevTeTaaee Syslog Message T9a1NNTORIA Ll

User-URL iannssiazidsiasalills

anAafued Severity A1NNsauLNszAUANIULIasTloyuld 7 sxAu oetedeys

294 SYSLOG 14 7 528U wanalifagii 3.7.3.2 gl 3.7.3.11 mnansu
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91l 3. 7*3.2_mmiuwmuumvmu 1 (Severity 1)

AN er
’// 4 '\4--
» | £
\I‘.' - :/
S h
==
5 precesa 105 Syilog Mewage
Syslog Message Reference E RTD-1-ADDR_FLAP
ol
& el sl Pt s pcn. YT b P e
mn_llmm_“. l'l':ll.ff!rpr'rl '”‘;md"-ndlhl:mlnﬁﬁhh

That psiaen rfarancs et for rnn-qp-rqunu. Pl e B Mot 105 o Caalyal L b
refarnrced for saplaraton of

muxuwmumranmumn:..iwh it Tl Sl Ptage from
Catzpt Memages o ot corsn e MreearfE el

uuvmum
+1qn -rwdmkwumm :

s
w Dstrphin. = st e 10 rebiar=ing 5 53971 por i

9171 3.7.3.3 UAANIIUATIBATDITZALAINTUIINIZAL 1 (Severity 1)
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Faagi1g Severity Text File Level 1

Syslog-Standard Report(by Severity Level)

"Device Name","Timestamp","Facility[-SubFacility]","Severity","Mnemonic","Description”

2924 _8thfloor","25 Feb 2002 15:16:16 GMT+07:00","RTD","1","ADDR_FLAP","FastEthernet0/10 relearning 13 addrs per min"
2924 _8thfloor","25 Feb 2002 15:14:56 GMT+07:00","RTD","1","ADDR_FLAP","FastEthernet0/10 relearning 21 addrs per min"
"2924_8thfloor","25 Feb 2002 15:13:56 GMT+07:00","RTD","1","ADDR_FLAP","FastEthernet0/10 relearning 5 addrs per min"
"2924_8thfloor","25 Feb 2002 15:11:36 GMT+07:00","RTD","1","ADDR_FLAP","FastEthernet0/10 relearning 13 addrs per min"
"2924_8thfloor","25 Feb 2002 15:10:36 GMT+07:00","RTD","1","ADDR_FLAP","FastEthernet0/10 relearning 6 addrs per min"
"2924_8thfloor","25 Feb 2002 15:09:16 GMT+07:00","RTD","1","ADDR_FLAP","FastEthernet1/1 relearning 5 addrs per min"
"2924_8thfloor","25 Feb 2002 15:06:46 GMT+07:00","RTD","1","ADDR_FLAP","FastEthernet0/10 relearning 6 addrs per min"
"2924_8thfloor","25 Feb 2002 15:05:46 GMT+07:00","RTD","1","ADDR_FLAP","FastEthernet0/10 relearning 5 addrs per min"
"2924_8thfloor","25 Feb 2002 15:04:46 GMT+07:00","RTD","1","ADDR_FLAP","FastEthernet1/2 relearning 5 addrs per min"
"2924_8thfloor","25 Feb 2002 14:59:26 GMT+07:00","RTD","1","ADDR_FLAP","FastEthernet0/10 relearning 6 addrs per min"
2924 _8thfloor","25 Feb 2002 14:58:26 GMT+07:00","RTD","1","ADDR_FLAP","FastEthernet0/10 relearning 9 addrs per min"
"2924_8thfloor","25 Feb 2002 14:57:16 GMT+07:00","RTD","1","ADDR_FLAP","FastEthernet1/1 relearning 7 addrs per min"
"2924_8thfloor","25 Feb 2002 14:56:16 GMT+07:00","RTD","1","ADDR_FLAP","FastEthernet1/2 relearning 5 addrs per min"
"2924_8thfloor","25 Feb 2002 14:55:06 GMT+07:00","RTD","1","ADDR_FLAP","FastEthernet0/10 relearning 20 addrs per min"
2924 _8thfloor","25 Feb 2002 14:54:06 GMT+07:00","RTD","1","ADDR _FLAP","FastEthernet0/10 relearning 5 addrs per min"
"2924_8thfloor","25 Feb 2002 14:53:06 GMT+07:00","RTD","1","ADDR_FLAP","FastEthernet1/1 relearning.7 addrs per min"
"2924_8thfloor","25 Feb 2002 14:51:06 GMT+07:00%,"RTD","1","ADDR_FLAP","FastEthernet1/1 relearning 5 addrs per min"
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Severity 3

ayslon - Sewenby Liowviel Summang

Ciser Srating Syslog Standard Reportiby Severity Level)

a4 2 sibdenr 15 PR 0031 B OMT ..
2024 2 Skl 6 aMT+,. |l
b0 OMT_

S -

- &

717 3.7.3.4 UAAITEALIARINIULINTEAL 3 (Severity 3)

= L o Vg e —_— -
o preces 1085 Spileg Mewage J
Syslog Message Reference E LINK-3-UPDOWN
r
1':' iy Fillw: e R ] b vt O] oy g, i £ CPange vl iy LIFL D

Erro Mg

PR BRI frirles Fa el T hargel e T

Miplarsaticn e ir e o Vachwory, wor e affy Qun clor LA Vi el o PO T P
x-l-mmm-m Mg e Mo i Lressc el T i B il cllr i Rl B CGI Variable List:
a8

W o Ty TROOFS 0 3 0LSDMmEn el DR V0L Mg set 0 o £ 10 LB e
eripiors of pour o e, S guvnphs. Another s might be B st BTt Bt Qe
it procecLr, for reicbing 0 carSar Tl memmas

T, b a i o L) ol el i ! 0 r O o Mok B kg mwacie Brore
it

o Tirm Sdarrg = [5al 2000 008005 OMT 2003
& D i = 2004 2 o
= Facliy = LI

« [Mrwecrc | = LRORM
« Lot = irfriae {m S 1, changed date 5L |

. T 5= T E—

917 3.7.3.5 UAANIIUALIBEATBNIZALIATNIUNIIITEAL 3 (Severity 3)



Faaging Severity Text File Level 3

Syslog-Standard Report(by Severity Level)

"Device Name","Timestamp","Facility[-SubFacility]","Severity","Mnemonic","Description”

"2924_2_9thfloor","25 Feb 2002 01:09:23 GMT+07:00","LINK","3","UPDOWN?","Interface FastEthernet0/19, changed state to up"
"2924_2_9thfloor","25 Feb 2002 01:09:22 GMT+07:00","LINK","3","UPDOWN","Interface FastEthernet0/19, changed state to down"
"2924_2_9thfloor","25 Feb 2002 01:08:55 GMT+07:00","LINK","3","UPDOWN","Interface FastEthernet0/19, changed state to up"
"2924_2_9thfloor","25 Feb 2002 01:01:53 GMT+07:00","LINK","3","UPDOWN","Interface FastEthernet0/18, changed state to up"
2924 _2_9thfloor","25 Feb 2002 00:39:51 GMT+07:00","LINK","3","UPDOWN","Interface FastEthernet0/13, changed state to up"
"2924_2_9thfloor","25 Feb 2002 00:39:49 GMT+07:00","LINK","3","UPDOWN","Interface FastEthernet0/13, changed state to down"
"2924_2_9thfloor","25 Feb 2002 00:39:26 GMT+07:00","LINK","3","UPDOWN","Interface FastEthernet0/13, changed state to up"
"2924_2_9thfloor","25 Feb 2002 00:34:31 GMT+07:00","LINK","3","UPDOWN","Interface FastEthernet0/1, changed state to up"
"2924_2_9thfloor","22 Feb 2002 12:14:02 GMT+07:00","LINK","3","UPDOWN","Interface FastEthernet0/13, changed state to down"
"2924_2_9thfloor","22 Feb 2002 12:01:23 GMT+07:00","LINK","3","UPDOWN","Interface FastEthernet0/1, changed state to down"
"2924_2_9thfloor","22 Feb 2002 09:48:52 GMT+07:00""LINK","3","UPDOWN","Interface FastEthernet0/16, changed state to down"
"2924_2_9thfloor","22 Feb 2002 09:26:59 GMT+07:00","LINK","3","UPDOWN","Interface FastEthernet0/18, changed state to down"
"2924_2 9thfloor","22 Feb 2002 04:56:18 GMT+07:00","LINK","3","UPDOWN","Interface FastEthernet0/19, changed state to down"
"2924_2 9thfloor","22 Feb 2002 04:08:48 GMT+07:00","LINK","3","UPDOWN","Interface FastEthernet0/16, changed state to up"
"2924_2 9thfloor","22 Feb 2002 04:08:47 GMT+07:00","LINK","3","UPDOWN","Interface FastEthernet0/16, changed state to down"
"2924_2_9thfloor","22 Feb 2002 02:53:43 GMT+07:00","LINK","3","UPDOWN","Interface FastEthernet0/17, changed state to up"
"2924_2_9thfloor","22 Feb 2002 02:53:41 GMT+07:00","LINK","3","UPDOWN?","Interface FastEthernet0/17, changed state to down"
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Severity 4

og-Stundard Reportiby Severity Level)

S Hhfkecg |19 Feb ENQDISRANG LINK
224 Shdeeg |19 Feb 2000 0380570, mﬁc +1
2524 il NPTH IO D500, UMK 4 e
24 sthdcn 19 Fih AR S0 U 4 ERBOR  BuEremeid] 4 senicug s
"Wmmm UNHE 4 ERROR Falftberne 108 egmierus vim
| 224 midber 119 Feb nsuclm_d.lqu RROR. |

uﬂ*:u: '_
ﬁilﬁ ﬁ.mx -

-7}
2 P
g'ﬂ‘Vl 3.7.3.6 LAANTLALAIMNNIULLINTSAL 4 (Severlty 4)
L e P e g, s I a X N .S
by process OGS Syskog Message =l
Syslog Message Reference E SY5-4-SNMP_WRITENET
ﬁ' F o fhors acfir nS@a ot vbae a0 b h.a‘m:ﬂu.\‘-r.'r? L s O L e LI B
i i e e 8 & Satceiie walifori o ol w1 do e B ol Te
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Faaging Severity Text File Level 4

Syslog-Standard Report(by Severity Level)

"Device Name","Timestamp","Facility[-SubFacility]","Severity","Mnemonic","Description”

"2924_5thfloor","25 Feb 2002 15:03:54 GMT+07:00","LINK","4""ERROR","FastEthernet0/14 is experiencing errors"
"2924_5thfloor","25 Feb 2002 14:17:12 GMT+07:00""LINK","4","ERROR","FastEthernet0/14 is experiencing errors"
"2924_5thfloor","25 Feb 2002 06:25:27 GMT+07:00","LINK","4","ERROR","FastEthernet0/14 is experiencing errors"
"2924 _5thfloor","25 Feb 2002 05:59:56 GMT+07:00","LINK","4","ERROR","FastEthernet0/14 is experiencing errors"
"2924_5thfloor","25 Feb 2002 05:51:41 GMT+07:00","LINK","4","ERROR","FastEthernet0/14 is experiencing errors"
"2924_5thfloor","25 Feb 2002 05:43:08 GMT+07:00","LINK","4" "ERROR","FastEthernet0/14 is experiencing errors"
"2924_5thfloor","25 Feb 2002 05:38:28 GMT+07:00","LINK","4","ERROR","FastEthernet0/14 is experiencing errors"
"2924_5thfloor","25 Feb 2002 05:33:35 GMT+07:00","LINK","4","ERROR","FastEthernet0/14 is experiencing errors"
"2924 _5thfloor","25 Feb 2002 05:29:15 GMT+07:00","LINK","4","ERROR","FastEthernet0/14 is experiencing errors"
"2924 _5thfloor","25 Feb 2002 05:02:08 GMT+07:00","LINK","4","ERROR","FastEthernet0/14 is experiencing errors"
"2924 _5thfloor","25 Feb 2002 02:11:56 GMT+07:00","LINK","4","ERROR","FastEthernet0/14 is experiencing errors"
"2924_5thfloor","25 Feb 2002 01:56:24 GMT+07:00","LINK","4","ERROR","FastEthernet0/14 is experiencing errors"
"2924_5thfloor","22 Feb 2002 13:32:41 GMT+07:00","LINK","4","ERROR","FastEthernet0/14 is experiencing errors"
"2924_5thfloor","22 Feb 2002 11:25:38 GMT+07:00","LINK","4""ERROR","FastEthernet0/14 is experiencing errors"
"2924_5thfloor","22 Feb 2002 10:43:51 GMT+07:00","LINK","4","ERROR","FastEthernet0/14 is experiencing errors"
"2924 _5thfloor","22 Feb 2002 08:36:06 GMT+07:00","LINK","4","ERROR","FastEthernet0/14 is experiencing errors"
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"2924_5thfloor","22 Feb 2002 07:26:31 GMT+07:00""SYS","4","SNMP_WRITENET","SNMP WriteNet request. Writing current configuration to 172.18.16.10"
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Syslog-Standard Repori(by Severity Level)
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Faaging Severity Text File Level 5

Syslog-Standard Report(by Severity Level)

"Device Name","Timestamp","Facility[-SubFacility]","Severity","Mnemonic","Description”

"70001_Nanglueng","22 Feb 2002 18:40:10 GMT+07:00","FR","5","DLCICHANGE","Interface Serial4/3 - DLCI 16 state changed to ACTIVE"
"70001_Nanglueng","22 Feb 2002 18:37:10 GMT+07:00","FR","5","DLCICHANGE","Interface Serial4/3 - DLCI 16 state changed to INACTIVE"
"70001_Nanglueng","22 Feb 2002 16:44:20 GMT+07:00","FR","5","DLCICHANGE","Interface Serial4/3 - DLCI 16 state changed to ACTIVE"
"70001_Nanglueng","22 Feb 2002 16:10:50 GMT+07:00","FR","5","DLCICHANGE","Interface Serial4/3 - DLCI 16 state changed to INACTIVE"
"70001_Nanglueng","22 Feb 2002 06:21:56 GMT+07:00","SYS","5","CONFIG_I","Configured from console by vty0 (172.18.20.116)"
"70001_Nanglueng","22 Feb 2002 06:21:44 GMT+07:00","SYS","5","CONFIG_I","Configured from console by vty0 (172.18.20.116)"
"70001_Nanglueng","19 Feb 2002 13:41:24 GMT+07:00","FR","5","DLCICHANGE","Interface Serial4/3 - DLCI 16 state changed to ACTIVE"
"70001_Nanglueng","19 Feb 2002 13:40:44 GMT+07:00","FR","5","DLCICHANGE","Interface Serial4/3 - DLCI 16 state changed to INACTIVE"
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Syslog-Standard Reporiiby Severity Level)
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Faaging Severity Text File Level 6

Syslog-Standard Report(by Severity Level)

"Device Name","Timestamp","Facility[-SubFacility]","Severity","Mnemonic","Description”

"6009_MSFC01","21 Feb 2002 07:16:31 GMT+07:00","STANDBY","6","STATECHANGE","Standby:
"6009_MSFC01","21 Feb 2002 17:16:48 GMT+07:00","STANDBY","6","STATECHANGE","Standby:
"6009_MSFC01","21 Feb 2002 17:16:48 GMT+07:00","STANDBY","6","STATECHANGE","Standby:
"6009_MSFC01","21 Feb 2002 07:16:31 GMT+07:00","STANDBY","6","STATECHANGE","Standby:
"6009_MSFCO01","21 Feb 2002 17:16:10 GMT+07:00","STANDBY","6","STATECHANGE","Standby:
"6009_MSFCO01","21 Feb 2002 07:15:53 GMT+07:00","STANDBY","6","STATECHANGE","Standby:
"6009_MSFCO01","21 Feb 2002 17:16:48 GMT+07:00","STANDBY","6","STATECHANGE","Standby:
"6009_MSFCO01","21 Feb 2002 07:16:31 GMT+07:00","STANDBY","6","STATECHANGE","Standby:
"6009_MSFC01","21 Feb 2002 17:16:48 GMT+07:00","STANDBY","6","STATECHANGE","Standby:
"6009_MSFC01","21 Feb 2002 07:16:31 GMT+07:00","STANDBY","6","STATECHANGE","Standby:
"6009_MSFC01","21 Feb 2002 07:15:53 GMT+07:00","STANDBY","6","STATECHANGE","Standby:
"6009_MSFC01","21 Feb 2002 17:16:10 GMT+07:00","STANDBY","6","STATECHANGE","Standby:
"6009_MSFC01","21 Feb 2002 07:16:30 GMT+07:00","STANDBY","6","STATECHANGE","Standby:
"6009_MSFC01","21 Feb 2002 17:16:48 GMT+07:00","STANDBY","6","STATECHANGE","Standby:
"6009_MSFC01","21 Feb 2002 07:16:30 GMT+07:00","STANDBY","6","STATECHANGE","Standby:
"6009_MSFC01","21 Feb 2002 17:16:48 GMT+07:00","STANDBY",*6","STATECHANGE","Standby:
"6009_MSFC01","21 Feb 2002 17:16:10 GMT+07:00","STANDBY","6","STATECHANGE","Standby:

: VIan390 state Standby, -> Active"
: VIan390 state Standby, -> Active"
: VIan390 state Speak, -> Standby"
: VIan390 state Speak, -> Standby"
: VIan390 state Active, -> Init"

1 VIan390 state Active, -> Init"

: VIan380 state Standby, -> Active"
: VIan380 state Standby, -> Active"
: VIan380 state Speak, -> Standby"
: VIan380 state Speak, -> Standby"
: VIan380 state Active, -> Init"

: VIan380 state Active, -> Init"

: VIan370 state Standby, -> Active"
: VIan370 state Standby, -> Active"
: VIan370 state Speak, -> Standby"
: VIan370 state Speak, -> Standby"

: VIan370 state Active, -> Init"
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® Search Archive by Device

ldmssaaay Configuration files Adaiuldnieluginsal widadne Tagazanunsn
udnana bevianlu StartUp Configuration, Running Configuration LLaZa 1417011

ANNLANANNTAY config edadldansag uanaldsagild 4.1.2.6

al

Wewies Confguration Viewer
5 | e

e vy v 1o j
L aze e RAE L debie] e
Tl g
Cr SHMP ) B A B P 1 e [T
[ T hasatrsin: S04
L
e 177 101610
iF

45 Glakad
o sl oo
rdallace

|| el & It el e FaitE et ()
Inbtfiacm F gl thawret A
v cbyl gotrrs vian 330

i ot e | kmel e F i E therrmt (V2
wdinrl acs Pl frume stV
it gl s v 330 =0

51l7 4.1.2.6 wansANBUEUTNABT8Y Device Configuration Viewer

® Path Analysis
winwudnilguiuinauiy workstation. (W workstation hignnnsniTansie
fuszuueedels) Wild Path: Analysis JunnsaLAsnesivndun1ednssLLLATe

Pnediloynnanluuluszuupsedng amisouanslinegia 4.1.2.7

® User Tracking

snlaing1udn workstation Hhuiansieriy hubiswitch 7 port s 1514 User
Tracking Tun1smsnagay IP Address fUANuMsRAafU Port 184 hub/switch
wanan User Tracking azgunsnldnsaagaylfidn workstation ﬁujl,?'}jlfawifaﬁu
hub/switch 7 port iudn flaanunsnmseagens Duplicate 184 IP Address ‘I&

andng Tne@and Reports = Duplicate IP lUsunsnazuans IP Address 719999



86

gaulddninnan e Duplicate IP Address fiueanun @9&1N130 udad User

Tracking 1#Asg1in 4.1.2.8

1N 4.1.2.8 uansdnezseazidane9 User Tracking



87

® CISCO View
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® Hardware Summary Graph
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® Software Upgrade History
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Change Audit
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® Severity Level Report
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Syslog - Severity Level Summuary
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Syslog Message Reference E
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Syslog Message Reference

Thi st aulRrAnes st o7 il madtsgs (v Aot v ilssle Plasss uns i sl i0S o Calalyil Uter relemnced tor sxplanabon of thia

2

Lar-

[

Lmmmmmuﬂnmuﬂi:mmmﬁtym UayANd  Product 1M Duplicate IP

Report, Flash Memory Error Report (i uazannsnidenginsal uazdui A

wandlugii 4.1.2.27 fegiit 4.1.2.30

Chack oul the updeies to LHE
Tar managing yout ameu
nabeith

Bone

8 1ey Precats Views
B Custom Views

Syabem Yiews
| & 21 Devices

oo @
Wal P FlashiGe

=P 1721616 34

9 172.18.16.23

=T 01637

=B T30 _Ranglueng
regliaerg

] Ja] [leSSw] fa] (]

=) |

1

2o

4.1.2.27

o A A el o
LARANUUIRBLLTNLNEG L@ﬂﬂ'ﬂqﬂﬂﬁ‘m‘w MBINITHTIENTU



98

Solost Mepordt Haese and Oolon

Selact i report i hated b irchuade. nformation: Serwer rebred 13 Fots SO0 OB 58 1 MOAST Hew
oaver T i o 5 b s e en e P Sy v P chch myatees chsch

Errer Gt Wt FaEen - 24ht
Flavik barman EmarFegan .

— |09 Firgrwal Application Less! ninsgion

] [f25 Finwak Denied of Senace

Bemngry Allccation Falbes Repor - 24hr
P Dninl of Senncs Rapen inceming TCF or UDF Cormactans
P Diminl of Sevats Raport Oukgeng TCF or UDP Cormactans
Fllﬂﬂd pi e - i -

by Linsd  {Crlical messages Fl.opnu’l

T T

Severity Lewel 0

|1u-:umummm 7D

31 P 00135103 58 IR =070

82 Febs 2007 00 3057 SMT=0T00

11 b 2002 11 0618 GMT 0700 RTD

11 B 2007 1008 48 ST 0100 RTD)

IIF&HIIDHNUMT‘D"WB.‘TD
LTLIElE3?  (E) Fdh 2007 1) IAROMTS0TO0 RTD)
LILIRIEE. B3 Feb 20200 SETTOMTTo0 T
TTRIEAS3E [ ) 1] Pl 2007 1) W GMT=0100 BTD

: | 81 Bl 2002 §3.00 1 GMTSITO0 RTD
BLELEI1IE N B Bailo 1gQmTeizg RTO S R 8 £
LT L8 1437 I Feb 2002 (01 9E GHT=0T00 ETD
\ZZIEIET] B2 Feb 2002004417 OMT #0700 RTD auurt_mn
Nitrnies 12 b sro0.a 7 GRET T RTD F =3 ATDR_FLAF Bl
b1 Feh Q0003537 OMT0T00 BTEL oo oy o, ol gm ool ADDBGELAE FagiEthen
41 el 2003 81 86 AAGWET <000 RTE 1 ADUR_FLAF sl
| 11 eb 20003 01 06 SR MET U RTEL ] ADDR_PLAR Frils
01 Frb 2002 1147 23 FIMT=0T00 BTN ;JAI:II:IB: FL&F
¥) Pl 2003 11 48 4% GMT #0700 RTD ATIDR_FLAF EaiE)
¥1 Feb 2003 81,1518 GMT 0700 RTE ATIDR_FLAF i
83 el 3000 00 42 17 FMT=0T00 ETD ADDR_FLAF £l i
12 Feb 2002 000 | 1407 GT #0700 KTD ATIDR_FLAF  EasiExhaines
42 Feb 3003 60 |07 ST 0700 RTD) ADR_FLAP Fanifimmesics mlesane ki o
. - "_

917 4.1.2.29 uanssBazidan Syslog 199a1nsal



99

| B Bt e Favoeia) eci) ik

,

Syslog Message Reference |
e
E
RTD-1-ADD F!_FLA.F -
The wyitern 8t e in i fie Pleain uis i MRS &= © atiti! Uuse rotirencen o seplimation o i
el
o & F E.. i~ %% s = T S s

g‘ﬂﬁ 4.1.2.30 LLAAY Syslog Message Reference

® Custom Reports Summary

wansseusgtuenmuilyuniataasudymusaslssinnaesusazgngnl

FAINMADN UAZIABNITAZIARS AIRARN bgLIT 4.1.2.31 Degil7 4.1.2.33

=P 177 16,16 34
o9 17218 16729
= 172181627
: =B 29741, Ranghsthg
Syabem Virws =P 79247 _Nangiusng
All DiEices 1 29245 Haralissra

oo
Ehmsce |l Manani =172 161634
" =R ITZ81623
AT et K [= Rkl [

BARF R TTITH {-OrraCTes =P 73241 _Nangiueng
o i MG O =B 29242_Mangleeng

L1 I 1] L )

Tl P AT e

Loaking for new devce sopgoe
in QisLoYiee egm ngulned

Al
i

I T —

Bone

U 4.1.2.31 usseuthaausniieldanginaninsieniagaeeiu

al



100

Qaterl Dies

71l 4.1 ?_‘32 LLﬁqmm’Qmuw w'ﬁmm@mﬁmqu

% 4"(¢ /I:éi J“

2 JA

'/17 / IJ

LIARER AT

QW @ﬂﬂ‘imu‘lﬁ'}’ﬁ‘iﬂ?_ﬂﬂﬂ

U7 4.1.2.33 usnenaulnaageesilywingusing o



101

® Unexpected Device Report
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LﬁmmﬂmiﬂﬁﬁﬁmummLumﬁi’ﬂ Tailasfisimas (Network Operator) UR9UUIENTUE.

n.a. fuilumbanunsdidng Ujifenunaen 24 dalue  Tasutailu 3 nz nzusn
FaUG0AT 7.00W. D9 15.004. N¥and AaUsAT 15.00 1. TN 23.00W. NENAN AU
98T 23.00 W. I8 7.00 W FlunieanfiunistiaqiiudeliigluunuasisnisUfon

ulugauaasnsihfinnu wazudladyuszuuuau saudennsdesanuiusznang
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ny  avfluetiddesdiiuvefy  WeldunAsn  Teulefinmes (Network
Operator) 14 ﬁmumLﬂu%umummmimaqmugﬂmmj A9AAeLINNTEaNsE A999
ﬁ@Uﬂ’]iLﬂalﬂuLLﬂ@\iLLmﬂ@ﬂﬂiﬂj m3A4eL Performance 2848Unsal mIdageL
Hardware / Software TuReUN188NIIENY UazTuReURFETiLNNIse Fauandlil
gilunurasiarda (Job List) 7171 4.1.3.2 AINABUA4 (Job List) sanana il

a

ansniuuindeyaresuneiililauazannsnGangss fRaesuindeyalnaszy
.

dl :J/ = & & o g ¥ o o v d‘
R uazngi o saunednuTRLRkLLWesuaenataduinanlszadulEnun

¥
ABANNT

ludauaasniseeniunsienui il fesuuazutlaywiaessy uuuay
Usznausnadanvan 7 4 doudaariupe
®  51291%152a791 (Daily Report)

meeunasuilayuiain SYSLOG dszaniu

® sz ulszanAan (Monthly Report)

mesrunauiladguiain SYSLOG dszaninau

e agulszand (Yearly Report)

eerungui lafyiain SYSLOG szant]

o aauaznisiiailaymnain SYSLOG
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© o~

10.
11.
12.

13.
14.

15.
16.

17.
18.
19.

21.

wuunesunisiRanuuaznsudlatiymuau (LAN)

UeaTUN xx/xxoox LR x

dunauniInIaaeLglnnd

[[1Reachability Dashboard

[] Availability Monitor

] Syslog Message

[ Save Syslog into CISCO log file
[ Trouble Shooting

anunsawuasnasu lasloyun 1l

(1118 Jmzviselas  [15. Path Analysis
[16. User Tracking

£

TURNAUN1INIIAADLNTTAN D

[ Topology Service
[[] Search Archive by Device
[ICisco View

v 4 p
funeunisnIsageunaiaguilasginenl

[ ] Inventory Charge Report
[] Software Upgrade History
[ Change Audit Report

funaunNNIRIRAaUANIINULIBIgLINIR]

[[] Reachability Trend
[l Response Time Trend

TUARUNTATIAADLENTALITUAZTANN AT

[ Hardware summary Graph
] Software Version Graph

TURAUNITAIIAAALADNINENL

[] Severity Level Summary

[] Standard Reports

] Custom Reports

] Custom Reports Summary

[ Unexpected Device Report

] Trouble-Shooting and Equipment List Report

floymnag lusendnenisurla AsnFeALTuNNIse
Y o1a o ¥
TR HAuANNy
YA wa ¥
wafURfTRw VAEAILANNY

7N 4.1.32 uansANEOIZLLLNETNNIIAARINIU (Job List)
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AunauniITaanwuLlilsungs

Tudouzesnstinasiuaveanuuulpssafuiindeyauasdeszuy  Hliniseanuunlanseaing

uwilndayasasiudalasainglndans SYSLOG udasiinnsdesiadayaluadngszuy einde
1 o a o« A a é/ o A IS 1 < o

yadanimaensiilyinsauludnsusanuidualenuiudeyafiudssdainisudila

£
o o o

foymifieTn  AuNIeRININIBSEULTININIFBRNRLUANTOUAAI IR AIgLT 4.2.1

setup SIGNON & Authorize

L

3\//*
' l

Manage SYSLOG Text File Network Monitoring (Link) setup EQUIPMENT Job Control List

q

v setup ERROR and SOLVING
= A
oG

Joblist

...........................>

I

Trouble Shooting Daily Report
Ena—
Monthly Report
> Printing Report
w end
N J/
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Fouudayn do v / /// PEABEA {71491

\\ ' o o

Ny nai
solution_equipment D1 LLﬁuﬁ@H@ﬂmﬁuﬁﬂ;mﬁLﬁm%ﬂuixumm?mhﬂ 6

(SYSLOG) fléxna1n CISCO Works 2000
message_log D2 LLWN%@H@miLﬁu%H@ﬁiﬂummﬁhﬁmm 8
t_codeequipment D3 | uilndeyavesrenisglnaniesadng 2
t_errorcode D4 LLWN%@H@%@W]QWNQ@W@WmﬁLﬁm%u 3
t_historylog D5 | uindeyaivdeyatlszingldszuy 4
t_icon D6 | wilndayaivdaganisnaulnsalonaw 2
t_authorize D7 | uiludeysiAudeyaiivuednadldazuy 2
t_userstatus D8 | uiludeyaifiudeyasyiues@ninisldau 2
help_authorize_working | D9 ufludagaiiudayanisnimuanisingay 3
help_authorize_user D10 | undeyaiivdeyadliszuy 6
joblist D11 | uindeyaiiudeyareenisfinnisey 28
wanawe  annsngeazidanteslasaineuiindeyalalunianuan 2

manuIn 1 - Taseaieuiiudeya

ARTsTLLNMNNTIAT s ikaz e nuL LA 90t Te W g uLLmee Context Diagram

az DFD (Data Flow Diagram) wanqlsinagiln 4.2.2 uazgili 4.2.4

1]
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operator raw data

monitoring Network reporting

Trouble Shouting

manager

solving

administrator

Context Diagram : Network Trouble Shouting

Prepared by : Anuwath Jeenawath

7171 4.2.2 uaANH AR LIING lA0ZUNINIBNSL UL INNSRBNULY (Context Diagram)



equipment_code

error_code

login_name

icon_id

. = o

log_date;
=

raw data
D1 | solution_equipment

trouble_date

trouble_date D2| ge_log

D3| t_codeequipment

D5I t_historylog

N
4>| DGI t_icon
authorize_level D7| t_authorize
status_code

;Fl D8| t_userstatus

aLthorize_Ieﬂl D9| help_authorize_working
ogn_m»l D1(1 help_authorize_user

011 joblist

equipment_code

| D‘i t_errorcode Efor_code

log_date

1. Network Trouble Shouting

) (

YYVYVYVYYYY
1.1
|
operator raw data
—
monitoring
Maintenance
solving
administrator >
analyze
\

YYyvy
1.2
reporting
Reporting -
reporting

manager

DFD level0 : Network Trouble Shouting

Prepared by : Anuwath Jeenawath

9114.2:3 uamsanwaiznglnateuiiudasys luserugus (DFD level-0)
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modem connection

1.1 Maintenance

4 1141 B

login_name ‘|
|

D5| t_historylog

administrator

: id
- Network Monitoring %ﬂ D6| t_icon
(Link to CISCO) A\ & authorize_level
( 1.1.4 h 4*4" D7| t_authorize
status_code
- Dal t_userstatus
s it authorize_level
setup - RetTY - D9| help_authorize_working
login_name
\ 4—44 D1I1 help_authorize_user
( 1.1.5
error_code
solving Error Message i B ‘>| D4| t_errorcode
solving S
e ¢ N
( 1.1.2 1.1.6 error_code
-
rawdata | 1 |l trouble_date _ | D2 log
operator Manage SYSLOG Solving Problem —
-
- : S J equipment_cod
3 | !
T | ! 1.1.7
|
| | iqumengod*'e D3| t_codeequipment
| key-in Equipment
| B
1.1.3 j
key-in
= JOB LIST CONTROL
\_ N - raw data Y,
DFD level1 : Network Trouble Shouting
log_date | D1| solution_equipment

| D11| joblist

Prepared by : Anuwath Jeenawath

74.2.4 uassanmuznisinasesuiindeyaluszaunils (DFDlevel-1)
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BIALITNALIDATRIND (Tools) NI luNNTaanwULs LU Usenausas
® Database Server : MSSQL version 7.0

® Programming Tools : Microsoft Visual Basic v.6.0

Segate Crystal Report v.8.0

43 nsaanuuuanHusuiaauadlilsunsNge Ll

ANBUTINAaUR9TE UL s na LA

v
o

14\

Anwauzutiiaauasnisdngsyuy

fnenuewthasuesn e lealilaszun CISCO Works 2000 (Network Monitor)
FneueMtnana8en98ANsIRLail SYSLOG
Fnmnzwihaeresnaimundnanisdigazuuiaznnslden
ANBOUTUTINRATAINTAANIS Table

ANBULNTNRBTAINTRARINNIU (Job List Control)
ANHULNTINAaT9IN193LANTTIYM (Trouble Shooting)
zﬁ”ﬂwmwﬁwwmmmmf’ﬂmﬁmmLmzﬂﬂnmﬁliﬂumﬂﬁh (Solving Problem)

ANHULNINAAUAINNTAANTIENL

Hannsoudesdnsnizutinaefanate iy IidegUn 4.3.1 043N 4.3.13
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. Main Menu of Monitoring Trouble Shooting System : MR ANUWAT JEE

QW’] NER IRV HHA R &)



. Trouble Shooting Menu

2/25/2002

25 Feb 2002 15:16:16 GMT+07:00

FastEthernetd/10 relearning 13 addrs per mir

| Trouble Drate Device Name

tdnemonic

y 2252004 2824 _Gthfloor 7 RTD ADDA_FLAP
2/26/2002 2924_2_thflaor : LINE, UPDOWN

272542002 2924 _Sthfloor 25 Feh 2002 15:0%54 GMTALINK._ ERROR

2/26,/2002 70001_Nanglueng 2E Feb 2002 18:40: DLCICHANGE

pleasze check configuration

you can uze chenge audit report menu

RONUUINEUINNS

Ready

3171 4.3.3 uansdnmueniiqeaes Trouble Shooting
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. Loading...

A Design of Monitoring and Problem Solving Me

Department of Computer Eng

QW’]MWW%%H
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. Maintenance System Table Setup : ME.ANUWAT JEENAWAT

AW S|

network LAN card
Cornector R5232
Manitar 14"
Manitar 17"
nothing to prepare
Cable signal capture
F.J45 clamp toal
FJ11 clamp toal
Fiber optic spricer
Fast hub 24 ports
Fast hub S ports
Canectar RJ11
Conector RJ45
Connector A5449
Flestd oderm 56K
UTP catf cable
Fiber optic: cable
Coaxtual cable
Monitar 15"

QWﬂ@“@ fitltdi Nt
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or L

| o |Operstor Level

AR R A e
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QW’F@W@W@WW&H
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W, Dufin/uiio voyaBnagldszuvn : MB.ANUWAT JEENAWAT

PRAAT AT
]

| [somBATP IMR.SOMBAT PHACHARDEISOMBATE A 1E
[ } T |2 J E

l_ guest guest guest ) ‘m
[ |Testing testing testing A~ P B

AR R
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mi. Maintenance 5olution Set up

er00001

fazt ethermet 010 relearning 13addre:

pleaze check configuration

ywou can uze chenge audit repart mes

HRWOO01-network LAN card
LINDDZ-Connector R5232
HRWO003-Monitor 14"
HRWO05-Monitor 17"
HOT999-nothing to prepare
EQTO01-Cable signal capture
EQTO02-RJ45 clamp tool
EQTO03-RJ11 clamp tool
EQTO04-Fiber optic spricer
EQTO05-Fast hub 24 ports
EQTO06-Fast hub 8 ports
LINDD1-Conector RJ11
LINDDZ2-Conector RJ45
LINDD4-Connector R5449
HRWO002-FlexModem 56K

FRNRATRRIAADIHAR
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A Dasign of Mondoring and Problem Sobving Mathodioay for Locsl
w % y - R 4-/;/,\V
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LUUNASNASIAHAUNAUNISANAITELLLASAUNE

Anmnszuumssiedenvesiadadnelnssm
AuuANsdAngxaasgLnanl uaznisdeninudeya <VLAN>
NNUANIAIFIULEN IP Address wrnvgLnand

NN1UA Parameter mﬂ\iLLﬁi@:fqﬂﬂimﬂlumuﬁi@Fﬁﬂu

Amum Parameter 2a3usiazgtinanilugdau Management

NARATZRIZIIAIN ARG

0O 0o 0O OO0 0 O

AIALALNLNNG Test 7511l

9111 5.2.1 LAMNNIAIIRABLNAUNNIRAFIIELLILATEINE

LUUWASNASIAHDUNRINITANAITLULLATDUNE

a agadiAndeNseTesgUnIndnsaluszuy

Q n3aiA Parameter Tuginsaliu Parameterﬁ?‘ii:qﬁ
o Audusterdes
Q ludaw Management
0 M393kiA File 519 ) fifendestusenumiadog
Q Logging File
O Network Database

Q Parameter File

0 maLiA Function NI NIUTRITZLLAANTILATRLE

U7 5.2.2 UARINN9AIINADLNAINTRAFNIZLILILATETNE
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Trouble Shooting

n. WARITIERSIBATE4 Trouble Shooting

Drdering

Fartners

Froducts

Troubleshooting Assistant

Solutions

|  Home

| What's MNew | How to Buy | _!.nu.—. S

| Prafils | Fesdback |

Training

Samrch

Corporats

Cisco Srsvems

| MapHelp |

performance

Forum.

ACCESS Services
Dep Issuas--Agclss
Top Issues--Cable
Top. |SsuessDSL

]
T

f

icenlily causes and splutions mare guickly.

ithe Technical Assistance Ceanter.

Select the technology with which you would like assistance:

IP Routing Protocols
Solution Search

ACCESS Dial-Up Services
Step-hy-Sield Help
Solutipn Search

A
siab-byv-SlenHaln

Solulipn Search

Use a pantedt of yourconfiguration and natwark diagram with the Troubleshooting

Assistaniia'solye comiman problems invalving hardware, configuration, and

& "Stap-by-Step Halp® takes you thraugh troubleshooling, one step at a time

* Solgtiog'Saarch” (lormerly "Advanced Search”) helps experienced users o

®* Toglssies” direcis you to the most frequently requested issues coming into

For help with gomplex issuis sigh as incampatibilities or software defects, try the Open

Issues with configuration,
access, IGRP, EIGRP,

QOSPF, BGP, RIP, and

performance

Issues with DDR callout
and non-DOR callout wsing
an external modem, CAS
T1/E1, PRI, or BRI

Isswes with local and AAA
Sarver based
authentication amnd

authonzation
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Cable Technologies

|Steo-bv-SteD Helol

Solution Search

Includes the uBR900
series cable access
routers, and the uBR72xx
and uBR7246VXR CMTS
and CVA12x series

DSL

ISteo—bv—Steo Helo!

Solution Search

Includes 600 series ADSL
modems, 1400 series
routers, 6100 & 6200
series DSLAMs, 6400
series broadband
concentrator, and 6510
SSG, 800 series and 7200

series router.

PPP

|Steg—b¥—8teg Helg]
Solution Search

Issues with LCP and NCP
negotiations,
authentication failure, link
stability, and routing

packets

LAN
!Too Issues--ATM!

o Issues——LANl

ATM Media Support

|Steg—b¥—8teg Helg]

Issues with ATM link level

access

LAN Switching

Solution Search

Issues with configuration,
connectivity, VLANS,
frunking, autonegotiation,

and passwords

WAN

WAN Switching

|Steg-b¥-8teg Helg]

Node-related problems,
connection-related

problems, and trunk errors

|Top Issues--WAN |

Voice over WAN Switching
Equipment

|Steo—bv—8teo Help

Issues with Voice quality
with the CDP module or
IGX 84xx with UVM or
CVM modules



http://ap1-sjc-001.cisco.com/SRVS/CGI-BIN/WEBCGI.EXE?New,KB=Cable,dtree=stepbystep
http://ap1-sjc-001.cisco.com/SRVS/CGI-BIN/WEBCGI.EXE?New,KB=Cable
http://ap1-sjc-001.cisco.com/SRVS/CGI-BIN/WEBCGI.EXE?New,KB=DSL,dtree=stepbystep
http://ap1-sjc-001.cisco.com/SRVS/CGI-BIN/WEBCGI.EXE?New,KB=DSL
http://ap1-sjc-001.cisco.com/SRVS/CGI-BIN/WEBCGI.EXE?New,KB=PPP,dtree=stepbystep
http://ap1-sjc-001.cisco.com/SRVS/CGI-BIN/WEBCGI.EXE?New,KB=PPP
http://www.cisco.com/warp/customer/121/top_issues/atm/top_issues_atm.shtml
http://www.cisco.com/warp/customer/473/top_issues/lan/top_issues_lan.shtml
http://ap1-sjc-001.cisco.com/SRVS/CGI-BIN/WEBCGI.EXE?New,KB=ATM,dtree=stepbystep
http://ap1-sjc-001.cisco.com/SRVS/CGI-BIN/WEBCGI.EXE?New,KB=lansw
http://www.cisco.com/warp/customer/74/TopIssues/WAN_sw/top_issues_wansw.shtml
http://www.cisco.com/warp/customer/74/TopIssues/WAN_sw/top_issues_wansw.shtml
http://ap1-sjc-001.cisco.com/SRVS/CGI-BIN/WEBCGI.EXE?New,KB=WANSW,dtree=stepbystep
http://ap1-sjc-001.cisco.com/SRVS/CGI-BIN/WEBCGI.EXE?New,KB=voice_wansw,dtree=stepbystep
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Frame Relay

Step-by-Step Help

Cisco 1000, 2500, 4000,

and 7000 product lines

Platform Help

800 Router

ISteo-bv-SteD Help|

Issues with cabling,
configuration, hardware,
password recovery, debug

commands, and ISDN

1600 Router

!Steo—bv—Steo Helo!

Solution Search

Issues with the console,
booting, modules,
memory, and downloading

images

2500 Router

ISteo-bv-SteD Helo!

Solution Search

Issues with the console,
booting, modules,
memory, and downloading

images

3600 Router

|Steg—b¥—8teg Helg]
Solution Search

Issues with the console,
booting, modules,
memory, and downloading

images

7000 Router

|Steg-b¥-8teg Helg]

Issues with the console,
route processor,
configuration, and

password recovery

7304 Router

ISteo—bv—Steo Helo!

Problems specific to the
7304 router and general
router issues as applied to

the 7304



http://ap1-sjc-001.cisco.com/SRVS/CGI-BIN/WEBCGI.EXE?New,KB=FRAME1,dtree=stepbystep
http://ap1-sjc-001.cisco.com/SRVS/CGI-BIN/WEBCGI.EXE?New,KB=cisco800,dtree=stepbystep
http://ap1-sjc-001.cisco.com/SRVS/CGI-BIN/WEBCGI.EXE?New,KB=1600,dtree=stepbystep
http://ap1-sjc-001.cisco.com/SRVS/CGI-BIN/WEBCGI.EXE?New,KB=1600
http://ap1-sjc-001.cisco.com/SRVS/CGI-BIN/WEBCGI.EXE?New,KB=2500,dtree=stepbystep
http://ap1-sjc-001.cisco.com/SRVS/CGI-BIN/WEBCGI.EXE?New,KB=2500
http://ap1-sjc-001.cisco.com/SRVS/CGI-BIN/WEBCGI.EXE?New,KB=3600,dtree=stepbystep
http://ap1-sjc-001.cisco.com/SRVS/CGI-BIN/WEBCGI.EXE?New,KB=3600
http://ap1-sjc-001.cisco.com/SRVS/CGI-BIN/WEBCGI.EXE?New,KB=7000,dtree=stepbystep
http://ap1-sjc-001.cisco.com/SRVS/CGI-BIN/WEBCGI.EXE?New,KB=windstar,dtree=stepbystep
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Voice

!Too Issues--Voice, |

Ih’elephonv. and Messaqinql

PSTN/PBX Telephony
Signaling
IStep-by-Step Help| (=]

Issues with connections
between POTS (Plain Old
Telephone Systems) and
Cisco (I0S based) voice
enabled router/gateways.
Covers Analog E&M,
Analog FXS/FXO, and
Digital E1 R2.

Security Applications

op Issues--PIX|
|! op Issues--VPNl

Cisco Secure PIX Firewall

Series

|84eo-bv-8teo Helo!

Solution Search

Includes all PIX hardware
models and software
versions. Covers issues
with installation and
software upgrades,
password recovery,
passing traffic,
redundancy (failover), VPN
(IPSec and PPTP), and
remote connectivity for

firewall management.

Virtual Private Networks

(VPN)

Solution Search|| == |

Issues with IPSec between
the Cisco Secure PIX
Firewall Series and the
Cisco Unity Client (VPN
Client 3.x), Cisco VPN
Client 2.5, and the Cisco
Secure VPN Client 1.0 and
1.1.

Network Management

op Issues

Network Registrar

Step-by-Step Help

Issues with installation,
configuration, upgrades,
error messages, and

access



http://www.cisco.com/warp/public/788/top_issues/vox/vox_top_issues.shtml
http://www.cisco.com/warp/public/788/top_issues/vox/vox_top_issues.shtml
http://ap1-sjc-001.cisco.com/SRVS/CGI-BIN/WEBCGI.EXE?New,KB=voice,dtree=stepbystep
http://www.cisco.com/warp/public/110/top_issues/pix/pix_index.shtml
http://www.cisco.com/warp/customer/471/top_issues/vpn/vpn_index.shtml
http://ap1-sjc-001.cisco.com/SRVS/CGI-BIN/WEBCGI.EXE?New,KB=PIX,dtree=stepbystep
http://ap1-sjc-001.cisco.com/SRVS/CGI-BIN/WEBCGI.EXE?New,KB=PIX
http://ap1-sjc-001.cisco.com/srvs/cgi-bin/webcgi.exe?new,kb=vpn
http://www.cisco.com/warp/customer/477/top_issues/top_issues_nms.shtml
http://ap1-sjc-001.cisco.com/SRVS/CGI-BIN/WEBCGI.EXE?New,KB=NetRegistrar,dtree=stepbystep
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MANUIN A

TasaaFauiudoya

2. ATRKAATATIRS Uy NN IsRLasaanLLL

A3ed a-1  Tassadeududagyanes SYSLOG

Data Store Name = Solution_equipment

Alias D1

Description uwilndeyanaiudoymanifsauluszuniasedae (SYSLOG)

praaaansansviralilsineAaa (Protocal) 13

1 Facility Char | 15
TugareaiviafszuL
|
1

2 Severity Char 15 Y | WudauniiuseAumnuguussnasiloym
3 aunTanLalg 7 seiu nanaAe
| e siud 0 Wluilymiani@u (Emergency)
! | o A & o &
J ® svium 1 {ludrygununisimat (Alert)
‘ b A o ¥ oa y
| ‘ ‘ ® syiiud 2 \lunisdhduangm (Critical)
I | | .
| ‘ ‘ ® siuh 3 flunsuanadaiinnana (Error)
o . u ,
® suaud 4 lunaRauaITuAn (Warning)
o sviun 5 ludedaunm (Notification)
: i ‘ ‘ ® i 6 Wumsuandeyatians
! | (Information)
3 Mnemonic . Char 15 .Y fhusailaigniudsansnsouan Error
! 1
) ‘ ' ' Message wsannzgUnaafiauiu 10S dou
gilnsnd Catalyst llasnsouanals
4 Equipment_code Char 6 Y siavasginsndluscuuiesadng

5 Create_datetime | datetime 8
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maen 12 Tassairuindagyaniaivdayainldlunisuilaiiom (Solving Problem)
Data Store Name = Message_log
Alias D2

Description uilndaganisifiudeyanldluntsuilatioyun (Solving Problem)

1 Trouble_date Datetime” 8 | Y | | iﬁmmﬂmmﬁltﬁm%‘u

2 Device_name Char | 30 Yy : "Jyu‘ﬁlﬁll,ﬁmﬂna_,lm

3 Time_stamp | char /| 30 7 v ' ; IVAANHANAA

4 Facility " Char | 15 IR ! f?u‘*?iﬁqmiﬂ%uﬂgﬁmj@m@‘m

5 Severity Char 15 i 4 1 ﬁﬂ%ﬁzuuﬁﬁﬁﬂ’ﬁﬂ%ﬂﬂqﬁmﬂm’ﬂzﬁm

6 Mnemonic Char ‘ 15 ¥ | widnanNRATans

7 Message_description  Char = 200 "‘J/u“?llﬁ’]ﬂ'ﬁﬂ’fuﬂgﬁﬂsj@d'l@]m

8  Error_code Char g— Y l fdazunivinnsufuyedeyasign
\ i g

A9 1-3  TassaiuiindeyaseonisglnsaliAsedie

Data Store Name T_codeequipment

Alias D3

Description wilndayanisiudeyasienisginsnliezadie

1 Equipment_code Char 6 Y Y  siavesginsnliesedne

2 Equipment_desc Char = 80 MuaziBunresgininiisiadng
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A1TNN U-4 IV"IN'&?NLL‘WN%@H@%@QW)’]NN&‘IW@’]@VILﬂWlILL
Data Store Name ' T_errorcode

Alias D4

. . ¥ =3 k3 a dl a é’
Description LL‘WN’II'FJNN'Z\] NUIDHAUVNAIMTHNANAIANINATU

1 Error_code SGhar 8 YL Y sviEwBsmandanana

2 Message_error Char | 200 | i 2EALIBEAUBIANNAANAA
| :

3 Equipment_code Char | g siavesginsnliAzetie

o

maen 2-5  TassaFauindeyaiudseifdeyadldszu

Data Store Name = T_historylog

Alias D5

Description uindeyaiiudeyatlszdnldsvuy

1 Login_name Char 10 | Y Y | %@ﬁﬂ‘i’i:uu

2 Login.date Datetime | 8 \ - Auiiidn A nulusza

3 Login_amount int 4 Suasaiidnan 1o

4 Logoff_date Datetime 8 iuﬁﬂ'ﬂﬂﬂ’lﬂixuum%\‘idﬂqm
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A9 16 TasesaFrauiudeyareanisrauinsalanan
Data Store Name T icon

Alias D6

Description ufindayareinisaeulnsaloneu

[
|

1 Icon_id , Y Y aidlepeu

Char : 10 ;
l

|
2 Description Char | 80 " | ‘iwm@ﬂmmmi@ﬂ@u
|

|
i J LA

a9 37 TassaFreudndeyaniuundnddldssuy

Data Store Name = T_authorize

Alias D7

e

Description uindayaresnvuednse oz

a

1 Authorize_level Char— 1 Y Y szauaseanigldeanu

2 Authorize_description = Char 80 Ii’]ﬁmuﬁﬂm"ﬂ’a\ﬁzﬁun’]ﬂ%\ﬂu
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A9 2-8  TnssaFrauindeyaseiuaes@nanisldeu
Data Store Name T _userstatus
Alias D8

Description uindayaresszivaesdnanisldan

|

Char’| 1 Yy oy

1 | Status_code IVARDUE

EMVLA b Lfaﬁmmmmm

i
NN

2  Status_description lCharl oQy K l

dl v k7 ° o
139N -9 Iﬂﬁ\?@ﬁ"]\‘iLL“NN‘II@H@ﬂ']i‘ﬂ'muﬂﬂ’]i‘V]’N’]u

Data Store Name = Help_authorize_working

Alias D9

Description N 93a129N1TANMUANI TN

1 Authorize_level Char 1 Y Y | sYAUIR9@NENNTIINNU

2 Icon id . Char 100 Y ynispalanai

3 Create_datetime l datetime 8 SURANNINFAF
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m37191 2-10  Taseafeuindoyavesdldsvuy
Data Store Name = Help_authorize_user

Alias D10

Description LLﬁm%@u“@ﬂﬂq;ﬂ%?zuu

1 ' Login_name Char : 10 | Y ‘ \( ; %ﬂévﬂ'ﬂ%ﬁ‘zuu
2 Name_surname Char 80 | i Fa-wnnanasesdldans
3 Login_password Char | 10 " ¥y VAN
4 Authorize_level Char o sziLTevAnENgIdan
5  User_status Char ’ 1 ‘ | amu:‘u'ﬂ\im‘ﬁ'
6 Effective_date datetime 8 ; s ! ‘ SufinnatTadn s
1
1= =0 1

A9 3-11 TaseaFraududnganisfiamxan (Joblist)

Data Store Name  joblist

Alias D11

Description iy A199N19AARINIIU (Joblist)

Log_date Date 8 ARTRANARANLY
ChkO01 Char 1 Reachability Dashboard
Chk02 Char 1 Availability Monitor
Chk03 Char 1 Syslog Message

Chk04 Char 1 Save syslog into file
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m990 2-11 TaseaFraudndeyanisfinmniueu (Joblist) (si)
Data Store Name  joblist

Alias D11

Description uindayar09n135ARINITU (Joblist)

6 Chk05 Date | 8 | Y Y  Trouble shouting

7 Chkoé Char 1 | ' Yes

8 Chko7 car (1 A 2NN

9 Cchkos Char A l ' Path Analysis
10 = Chko09 Char ‘ 1 ‘ J‘ User Tracking
11 Chk10 Char 1 ‘ ? | Topology Service
12 Chk11 Char 1 ! Search Archive by Device
13 Chk12 Char 1 I CISCO View
14 Chk13 . Char 47~ f Inventory Change Report
15 | Chk14 | - Char S— .‘ Software Grade History
16 Chk15 " Char 1 ‘ ‘ Change Audit Report
17 Chk16 Char 1 Reachability Trend
18  Chk17 Char T Response Time Trend
19  Chk18 . Char 1 | ‘ ‘ Hardware Summary Graph
20 Chk19 | Char 1 Software Summary Graph
21 Chk20 : Char 1 o= | Severity-Level-Summary
22 Chk21 |~ Char ‘ 1 ! ‘ Standard Reports
23  Chk22 Char 1 Custom Reports
24 Chk23 Char 1 Custom Reports Summary
25  Chk24 Char 1 Unexpected Device Report
23  Chk25 Char 1 Troubleshooting and Equipment List Report
24 | Note1 Char 150 Next Step 1

25  Note2 Char 150 Next Step 2
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UssiRgiliauIneinusg

we aydanl Ausdanl Naledun 16 ungax 2505 Aaynsdanig  Id&sanisdnm
s2ALLBYYFTIMENAERTIUAR @1160R ALINaNAERS unnanandaAailing InsAnmn 2527
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