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JENCHOTE SRIPORNPRASERT : A DESIGN OF A RECONFIGURABLE AES
ENCRYPTION CIRCUIT. THESIS ADVISOR : ASSOC. PROF. PRABHAS

CHONGSTITVATANA, Ph.D., 75 pp.

In this thesis, we focused on AES encryption circuit with dynamic reconfiguration. This circuit
has the reconfiguration ability to reduce overall circuit size. It is suitable for low budget
application. The regular AES circuit consumes approximately 40,621 equivalent gates, but the
reconfigurable circuit consumes only 10,830 equivalent gates. A key concept to reduce size is to
divide the whole task into many subtasks. The reconfigurable circuit will execute one subtask
then change itself for the next subtask, therefore it uses the resource more efficiently.

The reconfigurable circuit consists of three main components, a Reconfigurable
Processing Unit, a Register Bank and a Control Unit. The Reconfigurable Processing Unit is a
component which can be configured to any desired sub circuit. The Register Bank is a place to
keep intermediate results between subtasks. The Control Unit controls overall data flow. The total

circuit size is the sum of the largest circuit of subtasks, the Register Bank and the Control Unit.
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{
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if (i % Nk == 0)
temp = SubByte (RotByte (temp)) ~ Rcon[i / Nk];
W[i] = W[i - Nk] ~ temp;

}
}
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Round (State, RoundKey)
{
ByteSub (State) ;
ShiftRow (State);
MixColumn (State);
AddRoundKey (State, RoundKey) ;
}

) A 9 A Q" 1 <3 9
M3 luseun 1 — 9 914 RoundKey(State, RoundKey) Wipdugauaazsounazls

KeyExpand(RoundKey, Rcon) Tunmsm RoundKey U847 avuda 11/
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AddRoundKey (State, RoundKey) ;
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2.2.1 unuloiiedteanvu/denlasauuyld (Reconfigurable AES IP Core)
Ty evoagon (Xu Jian), HaMe2UHe (Liu Yuan-feng), la300u (Dai Zi Bin)
P . < ~ Y o =
uazaud (Sun Yi) [10] Wuunuledi (1P Core) MAvoasHAVDLODDE IRBIRNIZEINTD
4 v
Manldne 128/192/256 1ia wazalensesnuylagedenisnlasuIasauildlsevda
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¥ 7 scheduling |

Encryption/decryption
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1n317 2.9
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2. MmssHauazaeasHie (Encryption/Decryption)
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A 9 [ ] ~ 9 Y] us/‘ aov Qy tﬂs‘d = 4

ioanndesmstszndansnensildaudaiuanuiteFuiisdimilszgnasz oy

y 1 ] < 4 . g { v 1
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[~} 4 < ~ Y 9 ] 9 9 1 = v W ] v A
ateNs (S-Box) nazilasu llldasandesnumsdnsiamuaeitiuiunsosasia e
< ” A o P o A o ad A < sAq ¥
atengaznasudnedlamumslFauluvasiiuioaanswensnaunldevoationsn 14

[

IS) [ d'
nanvazaagln 2.10

altdprarn 1

Vet Block Type: Mk .

d' ' > 7B .. N W .
?J‘]J‘VI 2.10 ¥R a1UN% (S-Box Unit) Tagnieaudueaiion (Ipm_ram)

{ ] o [ ' 5 I

110319 2.10 Aewdeanudeaiiton (Ipm ram) YeIdans1 (Alera) vz ldilu
& ¢ A ~ o Y, o o ' ° ~
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MTNN 2.1 1J535?WI‘ﬁﬂ']WGUf]\‘]3\1%5lﬂl1§ﬁﬁl@ﬂlﬂﬁ!£ﬂﬂlﬂﬁﬂuiﬂﬁﬂllﬂﬂl@ﬁ’ﬂ@ﬂqﬂ

System Slea

IP-CORE
wppert key Clock Memory LEs
lengthsbits) fmax(MHZ2) bits

128 70.11 65536 1550

192 65.34 65536 2052

256 61.26 65536 2554
128/192/256 60.34 32768 2612

{ < J @
ninesen 2.1 sgmuldanmsadunuled (p-Core) lunvugatheazilszvda

o = 4 o < s A Y
ninensuniigatiiosnnedeoatongnnlaouInswuyld (Reconfigurable S-Box) lura

iCARYY
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2.2.2 inseutuazaensianvuasulasauuylad (A Reconfigurable
Encryption/Decryption Engine)
aw 2 dyd = a
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kid kdone
Control
Id done
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Computers)
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] ' 4
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1)

)]

v o Jd ax g I . A v o oA =2
UYIN 2 ANUFTUNUTWIBIAUY (Precedence-relation) ADANUTUNUTN “La DT>

A v
Precede \ ,{\ /-_-_,,

Relation o
N =
S R Y = | B

C Ty 3 | C

(b} (c)

“]Jﬁ 2.18 ﬂ’J"IZJﬁ?JWH‘HWSGIfmuGB (Precedence relation)

A a P ~ < d' < z:y a qu’ A 1
N3N 218 (a) DUNAAT C dzradesngoie A uaz B Uszuranaidiodn dnziiuvzdon
c daluades
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1.MIAAUUINIUFIHIEAY (Level-Based Partitioning)
& ' o JJ 4 & 9 &
Wunsuianes lagodeszauduusinsdszadanadluvan @eowdu Idamen 16

E4
v A
ANU

For each node vi with Level(vi.) = 0 do
Partition(vi) <= 0

End For Each

i <= 2

Lev <= 2

Area Filled <= 0

While (Lev _ Max Level)
For each node vi with Level(vi) = Lev do
e <= Identify Terminal Edges(vi)
Total Cost <= Calculate FSMCos(e) . Size(vi) . RCost

f ((Area Filled + Total Cost <= SRPU) then
Partition(vi) <= i
Area Filled = Area Filled + Total Cost
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End If
Else
i<=1i+1
Partition.vi. <= 1
Area Filled <= Total Cost
End Else
End For each
Lev <= Lev + 1
End while
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2.M3AAULNUDUFIUNGY (Clustering-Based Partitioning)

[~ 1 9 o [ o A 9 A 1 9 A
LﬂuﬂWﬁllUQllUUluuﬂWﬁ‘ﬂ'l\ﬂul'l]u‘ﬁaﬂLW@Llﬂﬂfﬂ‘ﬁnﬁ@QﬂWi“B‘ﬂWﬂﬂ’lﬁﬁﬂﬁWi
3/

(Communication Overhead) aunsaeu Taaiay Taaal

ReadyList <= 0

For each node vi in V
Calculate_successor_id(vi)

End For each

For each node vi in V with Level(vi) =1
Partition(vi) <=1
ReadyList.update (vi)

End For each

i <= 2
While ReadyList is not empty do
ui <= ReadyList.front ()
e <= Identify_Terminal_ Edges (ui)
Total_Cost <= Calculate_ FSMCost (e) + Size(ui) + RCost
If((Area_Filled + Total Cost <= SRPU) then
Partition(ui) <= 1
Area_Filled <= Area_Filled + Total_Cost
End If
Else
i<=31i+1
Partition(ui) <= 1i
Area_Filled <= Total_Cost
End Else
ReadyList.update (ui)
End While
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