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CHAPTER |

INTRODUCTION

The Turing Test [1] is a test for determining whether or not machine

intelligence can converse like a h ‘ s three participants — two subjects

and judge. One of the s "'—-.;, S id L E:r is a computer. Both subjects
are hidden from the view ¢ ' | d ' e with the judge via text-only
| —

channels. The role of theyjudge s | ine which-text channel corresponds to the

human and which corre : e ge cannot determine this, then

' Computers and Humans

Apart (CAPTCH computer [2]. The basic

idea is that the dist bers is shown to a user

them. J“'" "T" : -

L 7",»-'.“.:5 /4
N he CAPTCHATs usually a simg est or pu zIe that a human can

complete wit l-"bm;;;;m;:r..z.—..mmm—-mz—r aahot understand. The
| ; \

test usually consists ation“With overlapping and

intersection. The G!! PTCHA images may be distorted in some way or shown against an

intricate backgroun@’@hkeep them from WQ easily read by Optical Character

ARG TNENINEING

The CAPTCHA is us?j to keep bots and other automated programs from

TR ST IR TR Y

The CAPTCHA methods can be divided into two groups: OCR-based

and non-OCR-based methods as follows.



1- OCR-based method: The distorted image of a word is shown to the
user. After that the user is asked to type that word. This method is based on the
weakness of the OCR software because this software has difficulty reading text from

distorted image. Examples of these methods are using by Google, Hotmail, and Yahoo

method.

w the distorted image of a
word and ask user to type it. This 7 ures of multimedia systems
such as pictures, sound /il SHi ™ 5 ' these methods are Implicit CAPTCHA

which are between 5 to 8 oh 3 ork by M. Chew and H. S. Baird [8]

degrade imag e Beachanclchploncnnoosbiocharastoratmat
A J

deals with the-design usgs: random masking to

Several researc > problem ecurity weaknesses in

the CAPTCHA. G. Mon and J. Malik [9] have broken the Gimpy and the EZ-Gimpy with

lli:lf;ﬁ :um NETINEIFT "
gt aiﬁfﬁ Favk (1 et L Tla 0

|s method uses a sequence of 3D characters together with rotation, translation, and

scaling in 3D dimension. The advantage of this method is that human can recognize a

3D character image better than automated program bots. To increase the protection



from bots, this thesis also introduces 3D animation CAPTCHA that uses multiple image

frames to generate the CAPTCHA.

The 3D CAPTCHA method is based on an OCR-based method. The

" those of the other many well known web

advantage of this method is that it is

sites and services where users 1 or characters into an input box.
Thus it is easy to learn and Use by 2 . é
| ——

an user can read easily.

\ -

S. eview-the-sec gth of the proposed method.

1.2 Scope of the Work

i}
e 1esealCll WOTK Wil TOCUS O THE TOHOWIFIG. = =

ol " nods are considered in this
I
L

i
study as follows: Steam Forums, G'
‘ﬁy, Yahoo, Rediffmd,_.pcmews, Jeans SMS, PHP-CAPTCHA-
AUYSNBNINEINT
q 2. Proposed 3D CAPTCHA is dﬂgned based on twdesigning

RAATBHAATRHANY

Dis ted Noise, Character Color, Bac ground caling,

Jle, Hotmail, Friendster,

Font, Special Character, Background Texture

3. The new CAPTCHA method is based on English alphabet and

digit.



4. The new CAPTCHA method is design to both static and animated

schemes.

1.3 Problem Formulation

1. Howtok “ 1!,.,‘,’ A method.

2. What is 'ign fac \,-x--- er for develop the proposed

Nethod. e

e proposed method.

AULININTNEINS
AR TUNN NN Y



1.4 Scheduling

Table |. Time Table.

"

16

17

18

No | Tasks "2 1 0
1 Studying the relate
works 2
2 | Define problem -
the study
3 | Design e -
methodolo ‘ W | T
i (=
solve the define A A
; iy
problem ; A f <
4 | Get survey from we FrT T F
g ol il | o el
[ s
site ==
n—""frrr i!'.:, ol
5 | Testing expéri
6 Evaluatio »
experimentm
g y
7 | Conolu ~ |4 o |
Khld £ d V1B V1B
4
8 | Write thesis




1.5 Expected Outcomes

The expected outcomes will be as follows:

1. A collection security problems of current CAPTCHA

A D : 5 'V--‘u='£‘lyi‘=—:--!- )
Apgi -;/ ation o :-A method.

16

/ A APTCHA method.

AULININTNEINS
AR TUNN NN Y



CHAPTER Il

THEORETICAL FOUNDATION

DirectX is a rich multimedia

API that allows developers to write high-
performance applications using | y d set of interfaces. The first release of
DirectX coincided with Windows 95 and was' Ale '‘Games SDK." Since more than
eight version of the AP — | @ ' ses difficulty of functionality

access for the develo i such pregramming languages.

sleased on December 20, 2002 in
the release of Dire ; ‘ D '. ad be o ',-l‘. Oped for quite a long time.

The Managed Direc e developers to use ‘\ language such as Visual

designed to be just as

powerful as the "core" AP, witf , verhéa e past, Visual Basic users of DirectX
lacked the ability to devel Slicatio Y imilar quality when compared to the
development on the : API. Sor USsed by the Visual Basic

runtime itself, "#‘

Afythe release of DirectX 8

easy to use. The saivples were hard to foII nd the code did not look like normal

- @A NIRRT

Therefore, the concept for Managecﬁ)wectx was borngs,

ARIANNITN 9IANYA

\ er DLLs.

, It was apparen@at the APl was not very



2.2 DirectX Namespaces

The Managed DirectX APl has a relatively obvious set of namespaces,

breaking down the functionality into the

ious "core" components housed in DirectX.
There is also the generic nespace that houses the common

functionality. The full list @ inaged DirectX is listed in Table

Microsoft.DirectX . ' e name space, holds all common

Microsoft.DirectX.Direct: gré ohics API, as well as the

Microsoft.DirectX.DirectDFaw - Draw graphics API.

Microsoft.DirectXiDire R orkifig iAPI.
‘- | -I—i = ﬁ\
Microsoft.Dire V : ,'E ‘

Microsoft.DirectX.Directinput Directlnput userﬂut API.

o/
mple n yback API.
Mmosoft”wectx Diagnostics Simple dlagnosncs API.

PR A0 BRI NE TR Y-

access security.

Microsoft.DirectX.Security.Permissions Permission classes for DirectX code

access security.




2.3 Direct3D

One of the most popular aspects of "rich multimedia" applications would

be the addition of 3D graphics. With the processing power of today's modermn GPU

| ' ) ol in » v »'tive X Coordin'ates mov.e
toward the right, v dinates;move up. he only other coordinate left is
z. Direct3D uses ‘ e anded coordinate system,
positive z moves away f “whi i t-h ‘ rdinate system, positive z
moves toward you. el easily remen ik rdinate system is which by
ol ritive x. Then twist and curl

rection your thumb is pointing

-J:T;,‘:u

Carteeiante ofdinates
e

U

Figure 1. 3D coordinate systems.



10

2.5 Direct3D System Integration

This figure shows the relationships between a Window application,

Direct3D,GDI, and the hardware as shown in Fig. 2.

-. e to an application.
Direct3D @i I;\"J both have access to
ic 7 dri ;*-‘ for the graphics card.
D can take advantage of hardware feature creating a hal device.

the computer's gre

Unlike GDI, Direc(3|

| € o W
~ ydﬁl ﬂ:cﬂrﬂeytgamlx ‘ 6t'ﬁﬂ'§a phics pipeline
functio } on the feature set supporte the g ics card. Direct3D
methods are provided to retrieve d&ice display capabilities at run time. Ifta’capability

TRAG AT HAAT A A



11

2.6 Light

The light type property defines which type of light source you're using.

There are three types of lights in Direct3D - point lights, spotlights, and directional lights.

with varying levels of computational

in Fig. 3.
2.6.2 Directional”

tion, not position. They emit
parallel light. This m I ‘ \f ge 7 by direc ) al lights travels through a
scene in the same direction. |n agine ight @s a light source at near infinite
distance, such as the sun. Dire 1 ot affected by attenuation or range, so

consjdered when Direct3D

\ > v
the least compUtations =

.:l r!'
4y i
2.6.3 Spotlight :

Y-S v
WInHnaNang o
Light emitted r potlight'is , Up of a bright Innéf cone and a rger outer cone,
with the light intensity diminishing b‘ween the two, agtshown in the followin@.illustration.

LRSI RRNEREE
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Puint Light

Directionel Light
3 st
- o — =
=
Ay
1
TpekLight l

2.7 Transforms - —

s T
—d =

The part of Direct3D that pushes geometry through the fixed function

geometry pipe[‘inéys the transform engine. It locates the model and viewer in the world,

projects vertices #for display on the screen, and clips vertices to the viewport. The
transform engine also performs lighting computations to determine diffuse and specular

components at each 'vertex.

Transforms are used to convert objectgeometry from' one coordinate
space to another. Direct3D usesimatrices to perferm 3D transforms. {This section
explains howsmatrices | create 3D transforms, describes 'some common "uses for
fransforms, and details how you can combine matrices to produce a single matrix that
encompasses multiple transforms. There are three types of transforms in Direct3D -

rotate, scale, and translate transforms.
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2.7.1 Rotate

The transforms described here are for left-handed coordinate systems,

and so may be different from transform matrices that you have seen elsewhere. The

following matrix rotates the point 2) ardund the x-axis, producing a new point (x', y',

z') as shown in Fig. 4.

2.7.2 Scale

The following tra form scale point (x, y, z) by arbitrary values in the

-, y-, and z-directions to .E{»ﬂ;\ Fig. 5.

ﬂUEJ’JWMW@%EH‘]‘S
QW]NT]‘T@NNW]’JWB’IQB



2.7.3 Translate

The following transform translates the point (x, y, z) to a new point (x',

”a' 77—

— i’,f .
//77] -

; ﬂe ljﬁ@;j;:n..ff.f N

¥ L [ §
A A
i i
r . ey
S o

, -A‘

ﬂumwﬂmwmm
QW?ﬁﬁﬂ‘imﬁJﬂﬁ’mﬂ’lﬁﬂ

14
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2.8 Related Works

The following are ten examples of the CAPTCHA methods currently

being used on the Internet today:

2.8.1 Steam Users' Forums

Steam HA when anonymous users
want to perform a se: ts of 6 characters including
letter and number. Of € Are SR ' ac ground is noisy. A related

example is depi

2.8.2 Google
Google [1 “ises-the C places. It is shown when URLs
are added to '-;.'_-_,., le-and a new Gmail accountis-signed-up-[liis/obvious that Google

does not add’ isishiown in a pure white
background. Themaracters are gle colorsuch as greermd, and blue. It can also

be seen that a Goog?

will be FGe a
U
w

Figure 8. The CAPTCHA used by Google.
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2.8.3 Hotmail

The CAPTCHA method that used by Microsoft [13] is typically present
users with a sequence of characters that can be recognized by humans, but not by
OCR software. Microsoft's syst | "r» ervices including Hotmail, MSN and

Windows Live as shown in Fi

2.8.4 Friendster

The CAPT r [14] us any fonts in a sequence.
The character is colorful and €asy.to reac t overlapping between each other.
Some examples are shown in.Fi¢ 7 e

TS

AUBANET N

Figure 10. The CAPTCHA used by Friendster.

RN TUNRINYINY
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2.8.5 eBay

eBay [15] use the CAPTCHA when a new user want to register for a new
account. This method use only number in the sequence and no background is added.

Some examples are shown in Fig ,I i

\Il 7“14

e & Py

o gy -
Ao 6! uu

, s
_./ﬁl ‘b\\ﬂ..

2.8.6 Yahoo

The CA A ' el O ‘ o%[16] is a black character in white

background. The length of the seg it random between 6 — 8 characters.

y -
Examples of this method'are j"': "

ﬂUH’&%H%@WEﬂﬂ‘S
QW]NT]‘T@NNW]’JWB’IQB



18

2.8.7 Rediffmail

Rediffmail [17] is free e-mail service web site. Some characters are

overlapping but difficult to read. Background is very noisy as shows in Fig. 13.

2.8.8 pc1news

The G sed by pctne 18] is easy to read. It uses a constant

font. No overlapping se is easy to remove and

. N
segmentation is done'v . 5,2 ‘ ‘n‘ ig. 14.

BCVHEC 9N NS
T INY T et W |

“Figure 14. The CAPTCHA Wised by pcinews.

AULINUNTNEINT
ARIAINIUNRIINYIA Y
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2.8.9 Jeans

Jeans Mobile Operator [19] uses this CAPTCHA before users perform to

send a SMS. This method is not secure. Due to color model separating to characters is

very easy in segmentation. Examl ) / thod are shown is Fig. 15.

e

: ;:.s.dfl'.“""

2.8.10 PHP-CAPTCHA-Class®

This is a free T HA Cla 2 g in PHP web site. This class
¥y - ’ - 3 \ . .
will generate a form with ¢ CHA Y haracters long including letters and

numbers. It use various fon ‘,DL hw. “texture can confuse user because it

include character:like

Flgure 'Iﬂ' PHP- CAPTCH

’QW]NT]‘?WNW]’JWB’IQB



CHAPTER Il

SYSTEM DESIGN

In this thesis, the CAPTCHA design will largely focus on OCR-based

CAPTCHA, for the following reasons.

dvantages compared to

| \ N
other types of s five - \:v. Id-wide (the user task
performed being' calization issues, and having

good potential to prg i 9's : . the \ brute force attack has to

users and difficult to read by
bots. It uses a same input met imiar wi : er many well known web sites and
services where users type st racters into an input box. Thus it is

easy to learn andius

3.1 Design Pattern

"’“Tﬂ”ﬂﬂﬂﬂﬂﬂiwmﬂ‘i

The most intuitive us.gblhty concern for an OCR-based CAPTCHA is its

QST T e

Translation: moving characters either up or down, left or right by and in

or out.
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Rotation: turning characters either in clockwise or counter clockwise

direction.

Scaling: stretching or compressing characters in the x-direction, y-

direction, and z-direction.

Distortion )C’ters, where users cannot be
certain what they a r@ery different shape, after
distortion, they be " Characters that look similar in

peface is another related

one typeface can

usability issue.

APTCHA matters for security.

Typically, the lar tance to random guessing

attacks each challeng \ acter set can also imply a

higher number of chara n, causing confusion.

3.1.3 String Length

T ————————————————l . - mstters for

A = o

security. If both the are small, random guessing
B . ¥

would have a o‘-l “hance of passing the CAPTCHA. Typice u the longer the string is

used in a challenge, I"Ie‘&)re secure the res

314@334&’371?:1‘/]‘51’\1%'17']‘3

Color is extensively €sed in user inteffaces. When propeé&ed color

AR S g R B R

terestlng In addition, color schemes might also be expected to work as an additional

nges

defense against OCR software which does not do well in segmenting color images.
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3.2 Design Aspect

The CAPTCHA usually determines that the usability criteria are

applicable to address hit ratio, usability, preference, and time consuming.

‘ |
Hit Ratio: How accurate can'al ser pass a CAPTCHA challenge? For

example, how many times use

Usability: How. difficult 1 S¢ n....,_m-__-_q_: Are users subjectively

satisfied CAPTCHA? Wouldtheybe
Prefes

Time,8 ass the test?

ﬂUEJ’JVIHVI?WEHm'
QW'lﬁ\ﬂﬂiﬂJﬁJ‘WTmmﬁﬂ



3.3 Implementation Process

The implementation process of the CAPTCHA is shown as Fig. 17.

Qﬂﬁﬁ\ﬂﬂﬁmﬂﬁ’l?ﬂmﬂﬁ

23



CHAPTER IV

3D CAPTCHA

In this thesis, the props d method has been developed to distinguish

human users and computer progra h f ther by the same fact that human user
can recognize a sequence of characte ut it makes OCR program a lot
of confusing while ide ng-the WO major issues involved in

building a strong CAP 7 7 Lic ‘ . Firs ba 7zle or challenge must be

easy for humans > problems, despite the

fact that users are On those sites that are

ends and the next one begin. :jem..__' ong OCR-based CAPTCHA is ensuring

"'i-’.n"# J"

that segmentation is ha In“fact,-onc

olved, computers are much

better at recognizing. in r;.i::.-r;,ir';..e.i;;.';.i.-r;..--..;x;..;.;...;ﬁzz.rgﬁv‘ 2ans that characters

P

‘; \ ness. Type should also run in
ﬂethestrokes nat compose the letters. m

con alphanumeric
charao@ uﬂlet ﬂﬂwiﬁ s characters, and

each of \MCh has its own axis and r ‘ptanon angle. Each character is rotated in a certain

ﬁﬁﬁﬂﬁﬂmuﬁjﬁﬂﬂ”l N

programmlng library consisting of many functions to manipulate a 3D picture as well as

should have so

the same directio

a function that draws a 3D text. A web site for evaluation is written in ASP.NET (C#

language). This web site gets a survey from users about this proposed method.
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In 3D space, an object contains three dimensions corresponding to three
axes which are x-axis, y-axis, and z-axis. This relates to many 3D-factors. In this thesis,

ten proposed factors are selected to adjust a sequence of characters as follows:

.l’ - } i .
Th S€ factors are ¢ ’ e of alphanumeric characters and

i ' P

can be categonzed to 3D CAPTCHA schemes as follows:

ﬂUEJ’JVIHVI?WEHm'
QW'lﬁ\ﬂﬂiﬂJﬁJ‘WTmmﬁﬂ
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4.1 Scheme 1: 3D CAPTCHA with rotation

All characters contain a same color but each has its own rotation angles

in three axes. Our method uses a lef

anded Cartesian coordinate system. While the

rotated angle is limiteebetaUse ¢ ‘ ' cters seemito.be the same if the angle is
out of the range. This'e 4 ' ang erated ‘using standard randomization

function. Examples o

3,5« a®

Y
QRIANN TREBITR VYA Y

Figure 18. Scheme 1: 3D CAPTCHA with rotation.
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4.2 Scheme 2: 3D CAPTCHA with overlapping characters

This factor is similar to the first factor but it has some characters

overlapping with adjacent characters., Sugh characters often cause a segmentation

problem. Examples of this CAPTCE

L el ) 5 |

AN
ARIAN TN INYAE
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4.3 Scheme 3: 3D CAPTCHA with rotation and straight line

The straight line is drawn across a sequence of characters. This line is a

3D model and as thick as character. E amples of this CAPTCHA are shown as Fig. 20.

U f.

,I ' =
7 i¥ |

Figure 20. Scheme 3 3D CAPTCHA with rotatlon and straight line across a sequence.

ﬂUEJ’JVIWI?WEHﬂ‘i
QW]NT]‘T@NNW]’JWB’IQB
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4.4 Scheme 4: 3D CAPTCHA with distributed noise of characters

This scheme is done by placing noises into the image pixel. It causes the

difficulty level is higher of predicting b

OCR because of reduction of image clarity.
_ iiters however, to prevent this, we set

- ‘ber of pixel noises is randomly
generated between ! > @of CAPTCHA. Examples of

this CAPTCHA are

QR TETINE TR Y
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4.5 Scheme 5: 3D CAPTCHA with rotation and color background

A background color is used as a main factor for this scheme the first

step is adding background color. For tf xt step the color of text in the CAPTCHA is

generated randomly, always w' 1a cho that would contrast sufficiently with
the background color, to egibility. is CAPTCHA are shown as Fig.
22. ‘ ’

ﬂ.l\m\
f 7 SR T AN \

J e w AW \
Ay ¥ I \ |

A48

ure 22. Scheme 5: 3D C%ETCHA with rotatlon and color baokground

ARIANNITN URIINYIA
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4.6 Scheme 6: 3D CAPTCHA with rotation and character color variation

Each character contains randomized color to attract user and improve

usability. Color is extensively used in interfaces. When used properly, color can

much enhance user interface design. L J ‘ s also been common in OCR-based

CAPTCHA methods for the j.- A is a strong attention-getting

randomly generate ‘ | ~color_compenents. Each component
represents the intensiiyof - ) in \ge of 0'o.2 5. Examples of this CAPTCHA

are shown as Fig.

= A
P oo, i 3

Figure 23. Scheme 6: 3D CAPTCHA with rotation and color variation.
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4.7 Scheme 7: 3D CAPTCHA with rotation and character scaling

This method not only uses rotation but also use scaling in each
character. Scaling is performing individual in each axis. Scale value is randomly select

s of this CAPTCHA are shown as Fig. 24.

to perform a half or double in length. |

'I - Yu D

qur g dnery
RN TUNMINAY
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4.8 Scheme 8: 3D CAPTCHA with rotation and font variation

Font selection can also introduce flaws. Font can be broadly divided into

serif and sans-serif fonts. Serif contains the small features at the end of individual

Fig. 25.

ARTATIURTIND T
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4.9 Scheme 9: 3D CAPTCHA with special characters

In order to ensure that the difficulty of OCR is as much as possible, it is

important to make sure that there are possibilities for each character. For instance,

if the character set is alphabetic, the recognitio k is much simple for software. Use

ic cliaracier se : )ﬁypically some characters are
eliminated for usabilit ) i wen the special character is

included. Special %, *, +, 7] are added to our

proposed CAPTCH

AN
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4.10 Scheme 10: 3D CAPTCHA with Background Texture

The basic idea is to use texture composed of random primitives to form

the background. This scheme is filling a.background layer with a random texture. It is

more difficult to defeat since it invol e ‘ ging problems in computer vision,

namely, image segmentation an | (e ‘ _cleverly makes use of the unique

F|gureg7 Scheme 10: 3D CAPT(&HA with rotation, coIorvar|at|on and background

ARIANN I MMIANYIA Y



CHAPTER V

3D ANIMATED CAPTCHA

Instead of showing a._single static image like other CAPTCHA, our

proposed method using the multiple images ) create the 3D animated CAPTCHA.

When bots attempt to ea . ‘. 1A, _it'takes much time to recognize the
CAPTCHA. Moreover, a resul of e lition is-not'se S ed because of the difficulty of

extracting and recognizing” fing actel n.multiple frames of sequential

schemes as foll

AULININTNEINS
AR TUNN NN Y
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5.1 Scheme 1

Scheme 1: 3D animated CAPTCHA with translation, the CAPTCHA

sequence is moving from right to left. The value of x-axis in each frame is decreasing by

't'gn is 0.238 characters per second.

e — :

one unit at a time. The avera

Examples of this CAPTCH,

dllidaa ""“

*+ :‘sﬁ f}

e
Ak

FAVAN |

FF =
L -
f‘_}.i{. o e

ﬂumwmmm
awwa\aﬂmuwmaa

Figure 28. 3D animated CAPTCHA with translation. Some sequential images are shown

in order (a) - (h).
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5.2 Scheme 2

Scheme 2: 3D animated CAPTCHA with one-by-one appearing

character, the CAPTCHA text is appearing;one by one at a specific time. Examples of

AU INEMENEINS
ARIAINTDIA 1 NEIQ Y

Figure 29. 3D animated CAPTCHA with one-by-one appearing character. Some

sequential images are shown in order (a) - (h).
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5.3 Scheme 3

Scheme 3: 3D animated CAPTCHA with fading and appearing at the
same position. The CAPTCHA text is.appearing one by one at a specific time in the
same position. Each character is appearing in pure white color and then fading to black
color, so image intensity..is gradually changedsfrom«255 to 0. It takes 255 frames

between each character appearance. Examples of this CAPTCHA are shown as Fig.30.

r—-

—
Q

-

LI
4

P

-5

3
"

3] -
— N
¥ b,
| I."-b L
' .:_ k

e

|

e’

—~
>
=

Figure 30. 3D animated CAPTCHA with fading and appearing at same position. Some

sequential images are shown in order (a) - (h).
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5.4 Scheme 4

Scheme 4: 3D animated CAPTCHA with spinning, The CAPTCHA
sequence is rotated with respect to x-axis. The value of rotation angle is increasing from
0 to 360 degree at a rate of angular velocity oi/ degree per second. Examples of this

CAPTCHA are shown as Fig. 31.

Figure 31. 3D animated CAPTCHA with x-axis rotation. Some sequential images are

shown in order (a) - (h).
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5.5 Scheme 5

Scheme 5: 3D animated CAPTCHA with rotation, the CAPTCHA
sequence is rotated along z-axis. The value of rotation angle is increasing from 0 to 360
degree at a rate of angular velocity of 7 degreepersecond. Examples of this CAPTCHA

are shown as Fig. 32.

y
A [

L g

| kM

4
£
3

- (e) — &

ﬂ

—~
—
~—"

}

—
e

3
J
[

—~
oy
=

Figure 32. 3D animated CAPTCHA with z-axis rotation. Some sequential images are

shown in order (a) - (h).
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CHAPTER VI

EXPERIMENTAL AND EVALUATION

6.1 3D CAPTCHA

An mple@ / d method is available at

http://aspspider. mfo/hi“ﬁﬁieenshs"of thweb site is shown as Fig. 33.

2} WebForm3 - Mlcrnsnﬂ' ernet ..p' rer IEL
Flle Edit view Fah I. / " Sy - [
eBack - "_. ’ , sl : 8 ';: "

i e | . “‘L

Address @http ocalhost,l'

Questic n No.l

"W LY
Please input characte
‘ .ﬂh.l

W)

EE L

A
Survei.

Topic

=

How easy torea

How do yao 1 e this scheme?

Figure 331 Web Site for Evaluation.

Q ‘WW AINSAUNRIINLIALL..

0 female. The survey was comprised of 10 questions. There are ten questions

corresponding to ten 3D CAPTCHA methods. For example, question 1 is about 3D
CAPTCHA with rotation proposed in the previous section (scheme 1). A survey of

usability and preference is also presented in the question.
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The web site is used to yield a survey about the readability of our
CAPTCHA method. Hit ratio, the percentage of the number of correct recognition by

human, is used to measure the efficiency of our 3D CAPTCHA as illustrated in Fig. 34.
Hit Ratio (%)

100 '

0 | \\uw/
80 - i
70 +~
50
50
40
30
20
10
0

nananl
.

ﬂ_ o2
VA AT |

9 10
The evaluated web Site also gets survey about usability and preference
J - "
D P A - ‘ ' ,
of the users. The usability is ‘- y-a string: aracters of the considered scheme

is to read by human User .95‘,@1:@

score. The score \ was basica off strongly agree, agree,

\é!, in Fig. 35.

Jl_,‘ PTCHA scheme by click a desire

neutral, disagree

Usability “ Eﬁil

250 +

= )

Schames

Figure 35. Usability of ten schemes.
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The preference is how much user like the considered scheme. The score
was also based on 5 points — scale of strongly agree, agree, neutral, disagree and

strongly disagree. The result of preference is shown in Fig. 36.

K\\I Y

Praference (point)

250

200 -+

m
:‘

150 4

N

100 A

™S 1
Pl

Tar L
.
-

WY

50 | &
.-
o 3 ¥ = o n\. A WP
1 z S\
e = :
Figure"36. \'._; ferer E ‘\=\ :\l °S.
Time consumi; f*’j-f nine which schemes are difficult to
read by users. The lower vaI easy to read and the higher value
/ 7 gﬁ J i g
means users arediffic ingis shown in Fig. 37.
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1L Y
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S

5 -] 7
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]
L]
=
=

Figure 37. Time consuming.
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To find the best scheme, the result of hit ratio, usability, preference and

time consuming are equally weighted.

From the result of the hit ratio, usability, and preference, scheme 6 (3D

schemes.

AULININTNEINS
AR TUNN NN Y
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6.2 3D Animated CAPTCHA

An implementation of this proposed method is available at

http://aspspider.info/huskar. A soreens o o the evaluation web site is shown as Fig. 38.

The result of // m 69 people with 45 male and 24

female. The survey is ﬂve que questlon is corresponding to

the 3D animated Scwﬁaed ea'#er. —“'-h._

2 WebForm3 - Migrosoft Internet ExXploer ||I:I||g|
Ble Edit Wiew Favoritessd Tools o Help N O W, 3
@Back - \.--" a ‘j

Address @http:,moca_lho_ £ Links ™

Please input cf

Topic

How easy to read is t

How do yeudike this scheme?

Figure 38. Website fogevaluatlng usablllty and preference.

AR RIATRUURNI BENR . -

HZAPTCHA method. Hit ratio, the percentage of the number of correct recognition by

human, is used to measure the efficiency of our 3D animated CAPTCHA as illustrated in

Fig. 39.
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Hit Ratio (¥a)

100
a0
B0
70
&0
20
40
30
20
10

a

NN\

\\lr.

The gValugtediweb site alse s sunvey about usability and preference
of the users. The usability is A ', i q aracte of the considered scheme
is to read by human. User can give @ ‘ ) 1€  . APTCHA scheme by click a desire

. ‘ : - L
score. The score was ba d-onag", cale of strongly agree, agree,
o o,

The preference is how much user like the considered scheme. The score
was also based on 5 points - scale of strongly agree, agree, neutral, disagree and

strongly disagree. The result of preference is shown in Fig. 41.
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Preference (point)

250 A

200

130

100

50

13

: \ schemes are difficult to

read by users. The low, alue mea : ISEFS -\\' ead and the higher value

means users are diffi e GO

suming is shown in Fig. 42.

Average Time (second)®

250 A
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To find the best scheme, the result of hit ratio, usability, preference and

time consuming are equally weighted.

From the result of the hit ratio, usability, and preference, scheme 2 (3D

animated CAPTCHA with one-

character) is the best from our five

proposed schemes.

AULININTNEINS
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CHAPTER VIl

DISCUSSION

background from thes@APLEHA image. nd of the 3D CAPTCHA is

In this section, the stre f our CAPTCHA method is analyzed in terms

of the following:
7.1 Resistance to Pre-Proc

Pre-Pro noise and complicated

randomly selected from ect which background is
used. If the bots attem  the character is also removed

as show in Fig. 43.

To@t a sequence o

character from multlgle frames of sequential |mages The bots will take much time to

- iy WEI‘FT?WUW [l
RN IUNAINYIAY

q .2 Resistance to Vertical Segmentation

8-processing is l@process of extracting a

Vertical Segmentation is the simplest segmentation attack carried out to

isolate the characters in the CAPTCHA image to facilitate their recognition. The
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technique fails because the overlapping factor can be added to make characters

overlapping to each other as shown in Fig. 44.

36 UY 2 |afts |19

'il?\‘ PTCHA.

Sirr )’\ e ~\-\. on attack carried out to
ite their recognition. The
technique fails bec ‘ ' seque ‘ e ed can be automatically

lood-filling the different connected
components of«the C 1A ime he algorithm fails because
the characters: n.. ------------- Iis-shown Fig. 45. As can be

seen in the fig e, the ? mponents in the same

character due to *' gmentation of pixels.

Figure 45. Each character containing many connected components.
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This segmentation attack uses a color-filling to segment a single
character from the CAPTCHA image. It involves flood-filling the different connected
components of the CAPTCHA image with different colors. The algorithm fails because
the characters in the 3D animated CARPTCHA are more complicated. As seen in Fig. 46,
from the traditional CAPTCHA (image of upper ow), when red color is applied to the first
character. The color is then propagated in the.wholerarea of the first character. This
yields the first component that can be used to recognize as the character “s” afterwards.
However, when the preposed CAPTCHA (images of lower row) is considered. Since
each character contains depth and shading, flood-filling. generates too complicate

components to recognize.

st7d6f  st7d5f

(@) ! (b)

Figure 46. Examples of flood filling (a) Traditional CAPTCHA (b)Fleod-filling with the first
character (ck3D animated CAPTCHA (d) Flood-filling with thespsoposed CAPTCHA.

7.4 Resistance to Pixel-Count Attack

Although each character has been distorted into a different shape but
the. pixel.counts of foreground color,in.each.character.is stall.the same. This means that
if the'bots' can|segment thet CAPTCHAxmage into individual character./The character
can also be identified by pixel count. Our method is not prone to this attack because the
pixel count of the character is changeable with respect to the rotation angles in three

axes. Table Il shows a number of pixels of a character “A” for various angles.
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TABLE Ill. Pixel count of character “A”.

Angle (degree) Pixels
Character
X % z Count
4 0 0 0 505

574

n.distorted into a different shape but

the pixel counts of for oufd ¢ ine Jractel e same. This means that if

the bots can segn \ acter The character can
also be identifie " D 3' ate A A ot prone to this attack
because the pixel ¢ ffthefcharacter is changing,ir f .

) printed materials into text or word
processing files that can be —edite 7 ored. This tool is used to recognize a
character after segmente e A | Reader 10 [22] is chosen to
test this resis ""“"' other schemes are

based on schem 2 o] TT: R recognition.

!

In the calculatlon of recognition per character, the 100 CAPTCHA
image % red and tested
with Oﬂuﬂgoﬁrﬂgﬂ wgqﬂﬁ A images, each
of wh|oh ntains six characters, argprepared and teﬁd with OCR. From w of those,

PRIRIAIRENTINY Y

TABLE IV. OCR result.

Recognition Type Recognition Result (percent)

Recognition per Character 5%

Recognition per Word 0%
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OCR is a software tool for converting printed materials into text or word
processing files that can be easily edited and stored. This tool is used to recognize a
character after segmentation has been done. OCR is significantly more trouble to

recognize the 3D animated CAPTCHA because of a variety of fonts, randomly viewing

rom dictionary to break
| easier. When OCR can
extract the majority of ‘ s ble ma i ‘ o, run the result through a
: ( % is is especially true as
the words get lo . is it i F USE ‘characters are randomly

generated from alphar ha s that including the letters and the numbers.

‘ ses words from dictionary to break
the CAPTCHA. Use of dictionary-words mal analysis much easier. When OCR can

extract the majarity o to run the result through a

spell checkingHipfaiy-anc=choose=the=-ios: -""-‘-'"-*-*"-‘"-“—1’:’:- s is especially true as

haraciers in the 3D animated
]

rom alphanumeric .h!I ters that including the

the words get .r. '
CAPTCHA are ra EI omly generated

letters and the digits.&’ = a/

AULINYNINYINT

Y
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CHAPTER VIl

CONCLUSION

In this thesis, we propose a new generation of the CAPTCHA method

he CAPTCHA is it can
recognizable by ‘ our new 3D CAPTCHA
method use a sa well known web sites and
services where users 1- ¥ N or act ‘a‘n input box. Thus it is
easy to learn and'lise by any user. | he alg this method Makes it hard to read by

OCR programs which mean that it is”v X ‘ ,

order to improve its resistance
against the attacks by ¢ og S as increase the length of the

CAPTCHA, increase the rotation‘angle, or in more special characters.

AULININTNEINS
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