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ABSTRACT

Rittorrent is currently one of the mosi
(P2P) file sharing protocols. However
sive amount of tralfic that it ma el
legacy miemet apphcations. To ligy

an elficient methodology for bt il e,
:Ii?:;a}ﬂh';l;np;’f];::sm s =B\ -L' st ahiiw 'oF Che Tiwock bmdmdt!\
haviors of the choke algorithm. A -
bittorrenl.  An advantage of ou
identify bittorrent peers withon
load. Therefore, our approach is frec i
still cHfective even though the packel p ( K S o cuchies identify Bitlocrent hosts based
Unlike previons works, we idenfify bighn sy i defaultNport numbers. These approaches are no
PESK: hmj instead of the flow level. Clgfta By ] ; cative becauze most bittorrent clients can uze
information from network layer ind d stening ports, Therefore, some approaches
T Wk_mm fewer states I._'tlll ac F= : st torrent hosts based on a bitborrenl-signslure
whinges. in. e Irimpoit 'myer. Ftbgiio N = in the handshaking packets [14, 8, Even though
effective even in restricted enviromments such pproaches parform reasonakly weall, they consume
equipped with NAT devices or ﬁrm'llls w_'.? . ifizant amount of memory and processing power
tions 10. existing metwork e "'w pedetn look into the packet payload. As o

P2P, Bittorrent, Traffic Identification

#es, an efficient met had.ulng;l,r to |d.en|‘.:|t|.r
« i zignilicantly crucial for limiting this

sult hﬂkflﬂs thllﬂql' appro et & Ehr yey Sim it the priviey of usors and mny e
of excessive bandwidth-cons o : i" Mpacket payload is enerypted, Nowa-
fer an large amount of data i - st Ty ption is Integrated into many bit-

positive rate, ents][|Thus, it is almost impossible for the

signatbure appmgrhes to suecessbully identify the billor
Calepories and Ruhju:l “m::rlplnm rent hioats,
o/ ]T.sr:F_-'rl.tI!,l'1 many ressarch efforts focus more on traffic

Ejfg‘.:-:ﬂ::a:h ipica iors of bittorrent applications.
P 5 transport layer, those recent
apipr d:: il Violste the privacy issues, o addi-

General Terms tica, 'I'.l]B approaches can identify bittorrent hosts that

Algorith nt. Pe encryiiher pa.clm‘. payloadlwhile consuming bewer re-
Wﬁ 3ﬁ’mumg e
chm'er thess ap-

Ly 1!

P[rﬂ‘ll e sone situations bevase

Penmission 10 tilke ﬁﬂﬂkﬂ' Tk copice ﬁffﬂl ar part ﬂuﬂulﬂ work for Hew statiatics (oo, the average packat aize, inter-arrival
m‘: w‘,‘: Fﬂf:dmwﬂm uum time botweon packetz in a How) may be sipnificantly
Ibear thes notice and the Full citgson an dhe Gt page. To copy oilirwese, to affected by behaviors of bittorrent's choke algorithm.
repuibilish, i post on servens ar to redistribute o li, requies prioeapecifie Somwe wpproaches rely on the baluncing mmber of in-
m&mﬁ 18220, 2008, Pimled. Thailmd coming flows and outgoing Aows, The approaches may
Copyright M08 ACM 973-1.60858.127.0m211 85 00 not perform wall in a reatrictesd netwarks that equippecd



with NAT devices or firewalls becavse these networks
may refuge the TCP comnection requesting from the
outside (i.e., drop incoming TCP YN packets). Insuch
networks, connections can be successfully initiated only
fromm the booal peers but not from the outside. As o
resull, some How characteristics may not be balanced.
In this paper, we propose a novel approach to identify
local bittorrent peors, Our approuch is bassd on be
haviors of the choke alporithm, a main alporithm used
in bittorrent. Unlike several previous approachss,
approach does not examine the packel paylos i
dition, wo simply esnmine the poee-love
rather than the fow-level information f ¥
layer information instead of tranzps :
tion). Therefore, our work madntading LLU-‘-"" aelyi
eves robustness to changes in the Tran:
propecly operates in restrictad
modification o existing network eq
We have evaluated our approashi
The first trace has been collected §
environment (Le., we know e
torrent peers). The last (oac@has
our faculty network in 2006, T
indicates that our approach cay
of the excessive bandwidth-conz ;
that transfer a large amount of dgis i
terms of transferred bytes, we @i
hoets with 100% true positive and
the controlled-traffic trace while v
Lo positive and 0,785 false positfive [t
The reet of thie paper is organized agfollo
2 diseusses some related works in ide [
and other P2P pears. Section 3 describes bi
itz hehaviorz, Wa then explain how thess
Huenee cur met hodology &" lig
experimental design in Seo
gult is later discussad in Sed y
this paper in Section 7. =

2. RELATED WORK m
Chur work has heen ml'c-rma:i nuw glmux] by & v

riety of research affo
The traditicnal
numbers [15, 15] ara

giannis et al, [§] Im\'?\vﬂlnp{ﬂ vy boanel ansed tech
nigue to idanl.ihr P2P traffics and hzva mm:!uduﬂ’l.hal

usars e s
ports Lo ri
vn]nped A

signature-h
However,

achema I‘H]

oee methodologies heve some limitations,
esprnially when the teaffio s enorypled. To overcome
those limitations, many research eflorts rely more on the
transport-layer information rather than the application-

luyer information [7]. Connection patterns and conour-
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veml udp/top traffics are heavily factored into the iden-
tification procese, Recently, Colling et al, [1] fecus on
identifying P2P traffic at the flow level. They classify
all flows into three levels and use a level-specific tech-
miggue for determiming whether the fow is PEP or not.
A multilevel approach haz besn further developed Lo
classify flows hased on connection patterns on a partic-
ular port munber [9]. Recently, Bartlett et al. [1] bave
proposed an on-lina mechanism to detect Bittorrent and
Gnutella hoste baged on three Inherent fow behaviors
P2P hosts: the pumber of fuiled connections, the use
npivilemed ports, and the balancing number of in-
pcl outgoing connections.
sayload-based approaches examine the appli-
frennbure within the pocket contont, Flow.hasod
tentify P2P peers using port numbers, statis-
tion patterns. Our approach differs
5 a9 [ollows,

ramine the packet payload.

thy 1 Lased on belwy iors of bittoreent's
instead of statistical information

amine the peor-level information ra-
e Plowe-leved information (i.e., networke
ation instead of transport-layer infor-

Bittorrent (2, 10, 6] is a P2P protocol developed by
Gohen in 2000, 1t is designed o simulianeously
morgepeers in the network. The ariginal

e Emall pieces at the starting pear.

picco problem, bittorrent relies on
hm [2, &, 11]. The mentioned al-
ke cqiih peer holde o set of pieces that differ

Qim uthem ns) ;J h as possible. Bittorrent has follow-

ing important components,

QS o Torrent fila s the tervent extension file that con-

S IR

ted with tham'lpml file (e.g..
piece size, total number of
pievis, Wackor arl).

Tigeher is the centralifgd! server that mainiains

(A PR

& Peers are hosts that are interconnected with each
other for downloading or uploading files. A group
oof povrs Lhat transfor it of the same torrend file
iz called & swarm. Peers can be divided inte two

types: seeds and leeches, Seeds are peers with a
complete seb of pivess, They only upload pieecs bo
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other peers in the swarm. AU least one sewd per among the peors in the swarm, Free riders will be sus
awarm may be required in order to guarantes that pemide] from downloading or will be able to downboad
the downloading can be complated, Leeches are but at a very slow speed. From the local peer's perspec-
peers with an incomplote sot of pisces, They need tive, only four peers (default value) in itz peer zol are
to download the missing pieces from other peers, unchoked and fnterested at any given time. Therefore,
At the same time, they can upload their available only four peers are allowsd to download data from a
pieis Lo other peera too, prisar. Thes obsoke algorithm ie deseriled as follows,

To start wsing bittorrent, the torrend file must bo # I every 10 seconds, all peers in the peer sel are
downloaded from wabeites or other sources. The . =1 sorted in a descending order by their uploading

rent file is then opened with a bitterrent i ‘ rate to the local peer. The first four interested
BitComet, Aszureus, ulorrent). The bitia ! / in the sorted list will be uncheoked.
erentes o tep connection with o trackes g
sponified in the torrent file. After the v theee rounds (30 seconds), an optemeste
tablished, the client sends ite infoff mechanism will be activated. The oper-
id, listening port, hash value of (K imilar to the regular choke algorithm ax-
it selects only the first three interested
desides to acoept this peer, it sends | o be unchoked and randomly selects one
the bittorrent client. The peer sst¥s il ikl remaining peers regardless of theie
able peers (default value) randomly#el-oec e : A% lBeine rate. The objective of this mechanism
swarm. The client then direct] P iy ‘ peers a chance to download first in
Lo peers in the peer sed, pieces to upload later,
After the connection is estahl

(1., users host) exchanges a (gl gl ot 4\ & URMERIODOLOGY

Fﬂmh;:.:l:;fh:[umnl‘ Lﬂﬂ' is based on behaviors of o choke al-
the sending peer possesses. Tl Ed 4 . g e Jocnl peer's perspective, We obeerve
peer initialize the state of sach otfier g (il dyfor bat of bittorrent hosts and map sach of them
not inferested. Only peers with for determining whether the hosts are us-

ested stales are allowed to downlBad, b or not, These criterions are described as

some pieces Lhal o peer A doss nol
an enderested message o B (A's Lo@tl plad
receives thie fnfaresfed meseage, B asgigns g ‘ Connected IPs
the requesting poer A as tnterested, T ; S wr B first criterion iz based on the idea that bittor-
deeides whether to upload gt i e e 5 connecied o many ip addresses,
A or not hased on the chok sotex] i onddess i o ip address of
B decides to upload data | at least one top packat in bath up-
as unchoked and send A smdine y ding direction. To join in a swarm,
receiving the urechoked Lhe requ Ranges ¢ eral messages with every peer in its
sends a regquest message Lo sp which pieee ssages include choke messages, have
Cﬁnnmum‘lth.r, the transfarring process hﬂmm L e messagrs. Furthermore, each
Each lsech poer notifies allcﬂ.h" pars in itz peer set : al-f-EmPf-E to maintain at least 20 peers in its peer

when it has & new hope PIessas aach, pesr F-Hrlﬂd'lﬂl".‘l’ sends several
Ea.cl'lpeera.huap o5 1 :1‘=4 ‘ s falne S
formation (e, do n ‘ ‘} el v, o li er inti@net applications establish con-

the tracker. In a.l:ldi each paer aI.I.ernpl.a ain- nections to only a few of ip addresses as needed. For

tain at least 20 peers in its peer set (default valiie) by exampla, an fip client is ? only to an fip server,

asking © eh applications) es
R T 0 S
e u clules o fetel cone-

[16], Specifically,
3.2 ChoRe Algorithm tante from uﬁral other sites (e, banner, res feed).
The rarest-First algorithm and choke alporithm [3, 6, Nevertheless, web applications still differ from bittor-
10] are two main algorithms used in bittorrent. The ob- renik bmse web clients do not maintain connections
Jetive of the choke algorithm s to eliminate fres riders with servers after downlowding,
(i, peers that only download but do not aplond to othe
era) by balancing the uploading and dewnloacding rate 4.2 Active Transfers

tracker. When the tracker receives

L
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Given that hittorent splits the original files into small because some other peers may upload faster, There
pieces, peers can simultansously downlead different pic- fore, & pair of poers may have actively transferred data

cos from several different peers. This can be captured to ome anather but, suddenly, beeome inactive.  The
by the sigmificant ratio of active tranafers over connected activity ar relation hetween two peers ie unavoidahly
[Pe. Active transferes in this work are data tranelfors of at dynamic. As a result, a bittorrent host can be identi-

least five big tep packets (i.e., packet zize iz around Max- fiee by the significant ratic of [P-relation changes cver
imum Transfer Unit or MTU), Given that bittorent i active (ransfers,

designed for transferring large Ales, it is likely to trans- Unlike bittorrent, other file sharing applications do
for cdati with the maximom packetl size supported by nat attempt 1o find o fater source during their down-
the overlay network {e.g., 1500 bytes on Ethernat Li loading phases. Therefore, their activity or relation do
g0 that the number of packets required for changs because they keep downloading from certain
file is minimized. As o result, the total g until the files are complete.

by ull packet headers is also red Algorithm

Unlike bittorrent, other P2P filewli
not eplit files into emall pleces. AL four metries for copturing U above four
those protocols may be connected o active transfer ratios, bi-directional active
a Joeal peer has to download mectad [Pz, and [P-relation change ratics.
peer [17], periadically caleulatad every 30 seconds
with their threshold in order to deter-

However, hittorrent peers
ously transfer data with all pesgs host is a bittorrent peer or not. Note

ia due to the choke algorithng Nl d can be finely tuned for the users” sit-
pear uploads to at most P wironment so that the requirement of their
peers Lhat give Lhis peer the hig Nt is satishied.

As o result, some connocted g 00 We eount the mumber of peors

o nmumtﬁ] with the host, IF the noumbes of

"B largar than or equal to the conneoted-

4.3  Bi-Directional Activ _ == '~\ Ctirestiota ), the host will be identified asz
The selection process in the chok@lg; iy, e ifhost (see Section 4.1).

b bi-clirectional active transfers Beca y

upload data to other peers from whi Pl o= e g e
1.;5,,;1 daibas $ d s nd Lot Transfer Retios (Rap) 0 The active transfer

packets with the Jocal peer.

C 2 Chhreahotd

Unlike bittorrent, ather internst aprplicax. ==t o of a host is the ratio of active connected [Ps (AT
ally clients or servers, Therefore, thes ' o number of [Pe that actively sencing data to or
normally transfer data in enly ong < o data from that host) over the total number of

ular time. Furthermore, g ] b W8 the host (). I this ratio of a host
cols do not have the recip) i reheTe thet i TR : b \ ’ al to the active-transfer threshold
enced by the choke algorie ot will be bdentifies] as a bittorrent

do not nesd to upload their 4.2).

which they are downloadi -L-' T 13 10 JJ‘ Rar > Ratinre
L diroctionol wetive tronsler |u.uu pruLt.uJula. = et

However, this bi-direotional Ly ::nl' bittorrent oc- W]"m

Jeachin pors. THOYe %%i“ﬂjn T-e:rm AT) : Wo measure

th-: bl-dlr-uclmml nebive truw[er of n bost by counting
fimiler u[m:mr_'c[-r_w.l il ml.m_-ly send duta Lo

If Bi AT of a host is
[n the ional active-transfor
1 seconds in £ o ir up- thmhﬂ el (BrAT hreshord), the host will be identified as

lmding rate to the local peer, Aﬁm sortm], tha local a bittorent host {see Section 4. 3}

peer will upload data o only the first four peers in the

sortedd list. Given that the uploading rate is quite dy- BiAT > BiATresnotd
namic, the choke almarithm may select some peers that IP-Relation Change Ratios (RC) : We measura the
ware not salected in the previous round. Somse previ- ip-relation changes of a host by counting the number
ously selected peers may not be selected again either of active connected IPs that becoms inactive and vice

any leeching peer at"all.

o8



versa, The ip-relation change ratio (Epe) of & hest is
the ratio of the ip-relation changes (RC) over active
transfers (AT). If the ratio of a heat iz larger than o
equal to the Ip-relation change threshold (B poeneesbata),
the host will be identified a5 & bittorent host (ses Sec-
tion 4.4).

Rpo = Ruoshesshond

whete

In cur algorithm, only tep packets axe
maintain all ip addresses in a haszh {8
trisval later. Once a packet arrivésmbe
destination ip addresses are dete
are already fAagped as bittorrent hogl
flagzed ip addresses will be furths;
metrics and their related informad
destination ip are updated. T
bittorent hosts, all metrics of sag
with the corresponding thres
unflagged after a timeout if the
ferred within a certain pﬂ'md
our experimenta).

5. EXPERIMENTAL DESI

We evaluate our approach on g
ces; one from our controlled snvite
from our uncontrolled netweork. In
know exactly which hosts Tun bittorrent
Conversely, we cannot be abealutaly certai
hosts are bittorent hosts in the second &e
certainty complicates the aifigas
proach. We believe that §
cnly with the normal traf
the result may not be sufh

Both traffic tracea are mll el [romm ;
ing faculty network with 1004dbps ethernet links. We
m]!ﬁctmt.tacaaau.hsmainm of the faculty net-
work (see Figure 1. In these expPeullents, local peers
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al;wurk diagram of the traffic source
lIIH:I'I'I 'Pﬂl]'lt of our sources.

381 remnte [Ps, 2,360,269 Aows, and

of the first group are for evaluating
:mt:ﬂy identify bittorrent hosta (i.e.,
d the failure to identify these bittorent
gative), Conversely, the last group
ing the ahility to dizcard non-bittarrant
pegative) and the failure to discard these
t hostz (ie, missed identifcation or falss
[he tesult of this identifcation may be used
aMape the traffics from these identified hosta
network policy s satisfied, Thersfors, the
positive must be as low as possible so that non-
tiorent hosts aze not falsely identified and punished,
pringly, cur goal is to minimize the false positive
lpas to gmaximize the true positive rate.

walhc
Al traffic is collected from our famalty
net 0UE The duration of this trace is about 7
houra. There A28 1,518 local 1Ps, 1,226,424 remote [Ps,
7,047,791 flaws, and 610,210,682 packets. We examine
M: entize t-tatEEc using & signature-based scheme [14, 5]

uahoﬁainoukﬂmgﬁm H‘V]i groups. The frat goup con-
51 Controlled sts whose handshaking mes.

In thiz traffic tm t.heru are two groups of ip ad-
dresses, The frat up com[staofl&hmm run
bittory a

whoee size Jq:ct.wmn 700 : . In this group,

EBach

16 heats have muccessfully dmmlanded with a high rate
(about 200 Kbps to 1 Mbps). Twe remaining hosts can
download at a low rate (about 1 Kbps to 20 Kbps). The
last group consists of 30 non-bittorrent hosta. Some of
them are mail servers, web servers, and clusters, The
duration of this trazs iz about 140 minutes. There are

ignatures. The last proup con-
alst.s af ll]r.uly non—bit.l:nrrunl. hosta whose messages do
b bm.urrcul-. m m The objectives of

' comtrolled traffic.
trie positive and

false nepative rab:. whereas last group is for evalu-
ating the true nepative and false positive rate.

Ameng the local ip addresses in this traffic trace, anly
106 (5.98%) of thess ip addresses are bithorrent hosts.
However, in terms of bandwidth consumption, these bit-
torent hosts transfer up to 374.85 OB (0243%) of the
total bytes in this traffic trace.



6, EXPERIMENTAL EVALUATION

Chur system are operated on a personal computer with
& GHz Pentium 4 CPU, 1 GB of moin memory, linux
kernel 2.6 operating svetom, and libpoap [12]. The sye-
tem sequentially processes sach packet from the above
traffic traces for performance evaluation that includes
seeurncy, detection speed, and sensitivity to the cor-
responcing thresholds,  The performance of our ap-
proach fs compared with those of thres existing ;*
hased houristics: failed connections, use of unprivil
port numbers, and the balancing of incoming
i conmections, Even though these :ms i
rely on the transport-layer informat)
tify bittorrent peers, not bittorrent Hew

6.1  Accuracy

In our appraach, there are four m
a bittorrent host: connected [P s
tios (fyr), bi-directional active trg
ip-relation change ratios (Ao
reasonably well on our Lraces® Tow,
tions of several metrics appear
better than an individual one
limitation, we can only provitt acolifs
promising combinations in this piper
C 4 Rar + Rpe (so0 Table 1), #&hos
as 4 bittarrent host only iF all mety
tion execead their corresponding th

The combined metrics &' + R car
standing lrwe positive rute of 1007
enviconment brace and 83027 or The
trace, The results are sven more impruahr
bytes transferred by bittorrent, T id
ure accounted for 100% of
frrred in the controlled-o
in the normal-traffic tr
indicate that our approach®
that transfer a large amount

Chur approach cannol detecl Bosts that are connecled”

to sl preers bt few mnme‘tfd pesers are aokive and

most of them stay inactive or act a-ha lomg PE[‘DE' of

time, As a result,
aof logacy internet i
evier, Lhe traffics in ur

so insignificant. O he ldanr.lﬁad I‘u:.el.a are bl

most of tlm nntwurk bamlmdlh should be aval In to

other ne
Eurpr y‘
Rec pa il

G+Hm tarrm aFl.ha trua pmﬂiw rate, Iwenwil.h
ona more metric, the sscond combination can achieve
the true positive rate of 94.44% for the controlled en-
vironment trace amd coly 59.43% for the normal-trailie
traoe,  However, in terms of transfereed bytes, these

identified hosts still constitute a sipnificant share of
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the total bittorrent trallic, especially in the controlled
trace (B8.76% oftracetotal traffic). Nevertheless, the
gecond combination outperforme the first combination
in terms of the [lse positive rate. The second combi-
nation falzely identifies the hoats at only 0.21% whereas
the first combination does at 0.75%. Our explanation
is Lhat the combination of three metrics is mors conser-
vative and more specific to bittorrent peers than that
of two metrics iz, Hence, the combination of three met-
rics achmvm a conservative true-positive rate bt ra:aly

a m.etr]c af a potential bittorent host must
orresponding threshold for thres consecu-
1 order o wdentifly the host as o bittorent

“'IL_‘ webrie, Our result is very onoouraging as
; . iminate the false positive rate for the
nment trace as well as kesp the false

w low for the normal trace,

L, unlike previous approaches, our ap-
of cate on line as well as off line, Therefore,
. e iz crucial to the viability of our on-
=\' Tn evaluate the detection speed for the
trace, our imer s started when the
transfarrad to a tracker of sach torrent
i we do not know which [Pz are trackers
L iraffic irace. Therefore, our timer for the
15 started when the first handshaking mes-

s bransferred o o partioular st
Ao ackdition to the detection time, we meagure the to-
paferred bytes of all bittorrent peers before they
by e npproach. We believe that it s nee-
o el o block fahape their traffies hofore
et &F Lheir data. Due to the space lim-
geetinly includes the detection spesd of
combined metrics (U + Rpe) for our

wo irallic e

Our result indicates that at least 5% of bittarent

uuau in l.1'|.u mnt.rollad—amrlmnm.anl trace are identified

(Figure 2{a)). Once most
nsuming pears are detected,
h l:l srrent hosts are inoresed very

lowly (if tha}r do not stay the same). This indicates
thal Sllics of uudnm.—l.ed M are insignificant, com-

As a result, our
Lri
|ng:s aff wid el tonsiim

ieve up to 92% sav-
traffic trace.

torrent hosts in this

Similarly, in the normal trace, at least 905 of de

tected peers are identilied within the hrsl 10 minutes

wndd up to 94, 75% of the bandwidth consumed by bit-
torrent peers can be saved (Figoee 2(07)

We balieve that our bancdwidth savings can be even
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Table 1t Accuracy

Summary '+ Rpe C+ Rar 4+ Rac
Total TP Total bytes  Total TP Total bytes Total TP Total bytes
{Calk) {3k {(713)
Controlled envircmmeant 48 apAR
trallic
Bittorrent hosts 18 25,02
(37.5%6) (GE.37%

Trua positive 2502 17 24.71
(100%) (B4 4%)  (98.T6W)
False negative 0 (0% 1 {5.56%) 0.31

(1.24%)
non-Rittarrent hosts

True negative 30 (100 14.46
(100%:)

False positive 0 {07) 0 (0%

Normal traffic
Bittorrent hosts
True positive i+ a1
(50.43%)  (90.73%)
False negative 43 .74

(40.57%6) (9.27%)
Likely non-hittorrent

hosts
True negative 24.60 1410 25.80
(R006%5) (90709  (84.07%)
Falea positive 608 3 (0217) 4,588

(19.84%) (15.93%)

Ao lomger perfect anoe Lhe thresh-

W Conzequently, the number of
until identified is incressed. Thers
» o of this metric is between 20 and
0.3  Sensilivily Analy 30, Nevertheless, even though this metric with the op-

In this section, we Quiimal threshold can reduce the false positive [Ps, the
corresponding t bJ.r thesa [Pa are atill quite
the true positive [Ps) t - vmt;-:c]l;nectudiby;avanl
tive 1Ps, false positi ym uucl bytes l.mmim'md un- oo & metria alone I8
til identified. The um is parﬁ:rmad only p the Dot sufficint for 1*5“11&'"* bittorrent hosts. It is nec-

mbme this metri@wfith others,

mrl?-rl-ls e ith o threshold of
Criven w or 'ﬁ‘ ted-1Ps metric in
v byt d(b)). Hosts (in-

:‘;E:VEETP Jﬁ‘ddﬁ:a!“m”ﬁfh:iﬁlmifm ::'ludmg mr\'um} llml do not petively Leosfer o lnege
ald af 20 or more conmected TPs (Figure 3{a)). AL the .a“'m'Fm of d'.“" '".th m].rt.hpla !‘mu will not be &HY
shrashold af 20 connsctad 1Pa, we atill achieve 100% trus iclentified using this ratio metric. However, the active

s : ratio metric with the threshold of 0.55 or more also
positive [Pa because each bittorrent host attempts to g i
mnintain ot loost 20 peers inils peer set, However, the significantly reduce the true positive rate, Therefore,

higher if the traces are lof
hittorrent pesre have not
our traces,

Ti
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o2

this metric may also nood Lo be ey
Tne onr faculty network, ineong
toward unpriviledged ports &
Consequantly, we lose gome beha
that initiate connections fro
found thut must of our local pes
from eends, Thie adversaly offo
our bi-directional-active-transl 1t
iﬂumuwﬁdmtwhanth-et sl
direetional active transfers as the
false positive rate become zera (g
metric may not be suitable for detactin
in this network enviconment. Additionall
be usaful to combine this metric with ot
In our experiment, the [P-relation-ch
ric achieve Lhe highest trus Pty
ries (Figure 3(d}). Howevald
icentified] as bittorent hoe
property of a ratie. Givel ‘
hosts transfer duts with e few i} acldresses, if i hig
possibile that they moy stop teaaferring dato with one
of their connected 1Ps. This results in a change in [P
relations. Even with one change, Chafatio can be quite
high with the sma el . Bcds
ably, the 1P-relationge
with the conected- !
drawback, -

In this s e liom, | “n it 1
with thres fw-hased heoristics: failed conneetions [1,
4], unprivileged-to-unprivilezed port numbers (1], and
balances of incoming and outgoing connections [1]. How-
aver, the heuristic that relies on the halances of incom-
ing snd outgoing conpections performs poorly in our
faeulty network that s equipped with firewalls, Theree

=

Il B

L — L
i e

i k i i
=i 1= mm = R
Tt @ = fulien

; spesd in the normal-traffic trace,

etrics O 4 Rpe.

'L'-ft-l'li! baluncing spproach is nol in-
e,
fage, W aleo need to slightly modify the daf
juth connections, In the original definition,
pBktween two hosts is failed if the host
ilish o conmection with another host aftes
“op more tep YN packete. However, thiz
s original definition cannot identify any
pier at all in our test. Therefore, in this pa-
wonneckions are redefined Lo connections
anfet be established after three or more tep SYN
t2 {istead of four or more).
» results on the controlled-environment traee incdi-
hat eur approach with combined metrics O < Mg
as well as both fAow-based heuristics do (Fig-
'wv 1005 of trus positive [Ps and
e LN ER OGS - environment. trace, Uhese Aow-
8 Hliperform both of our metric combi-
g and C' -+ Hap + Ape) in torme of
Silive rates. However, the [alse positive rates of
aur approach J‘ sextremely low (0% in the controlled-
environment trace and less than 1% in the normal-

Qefivironment trace) whereas their false positive rates are

igh. s that both flow-based ap-
i igna] for detecting PEP hoats in gen-
&I, rappr e are epecifically desipned

for detecting bittorrent hosts. Therefore, some PIZP

non-billlrrent. hosts are deflefod by these flow-based

hes, Examples of

; thet rin IRC applications or

enline multiplayer games. hormere, we balisva that

P2P applications can easily avoid the detection from the

A~ bl approach that relies only on unpriviledged-

to-umpriviledeed port numbers, The detection can ba

avoided by using only priviledged port numbers for out-
going connactions,
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e

III: I;’l HI I1LT I;I I‘li- 1
Trewannid viis of F* o, s i

" (e} TP-redation change ratios

metric.

In this section, we also o

(i iom, our approach still works eeen
our apiproach with those

‘-‘-,-;.. s encrypted, maintains fewer states,
Hesource usape ie direct]yip Lnid Lo changes at the transport laver,
ber of maintained states in eaehl app t ® even in restricted networks. We also
the Aow-based approaches maintain et T Eitivity of each behavior to find the opti-

transpoart-boer information, t ‘-‘ slates nre proportional 1l lhmshuld . ua of the corresponding metrie. To at-
ta the number of fiows. Unlike the fow baudnpprwhm the nr'nrma:'.ar and performance, we evaluate our ap-
enr approach main anrd B ! agksl i forant traffie traces: the contrelled-
information. he normal teaffie.

proach is proporti : e e allredlilt indicates that our approach
Not surprisingly, I.he o1 o.[a-ta.l-w munl.amed in the can cﬂ”mcnl.l}r v:lenhﬁr excessive bandwidth-consuming
Alow-Tpsed nppmmlwa is 10 times higher than ough (see th lmﬁc L, w: il n.chwve 1007 u.nd

TS R

the ncrrmﬂ-lrl.ﬂir

fnls= positive rate is

. extremnely low (e, less Chan 198) in both toaflie Graces,

. é‘;;"ﬁ:ﬁ:ﬂ:‘tﬂ’ pmﬂm :I:::id“m?mﬁz Our detection epesd s also gquite fst as we oan detect
LN B the bittorrent, peers after they transfer only T.8% (in the

As-far #s we ara conoerned, this approach is the first at contrelled-envirenment trace) and 4% (in the normal-
bempt ta identily bittorrent peers using only netwark- R ypace) of the total bittorrent traffic. Furthermore,

level information. Given that our approach relies on T 2
behaviors of the choke slgorithm and processes only R maaiokiine 0% Gewor-stuten shoan S Gom

73
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ABSTRACT - Bitiorreni g \ ¢ of network bandwidth in many
nelworks. This may adver wilfec it e ol e , ieations. Most bittorrent-detection
software attempls 1o examingthe pucket p : f_, *&. ation resulls in several limilations,
such as consuming a great deal ol pr ‘ , Violating the nser privacy, and
likely failing to process encrypied gaekeis dhi rpresenls a ruu]-limu bittorrent detecting and
blocking program based on the héha 1%5;,' 18 porithm, the main algorithm of bittorrent.
Processing only network-layer inlormation, oo u oes nol suller from the above limitations of
the pavload-based approach. Addi approach maintalns fewer states and achleves
robustness to changes in the transport b — '
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