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# # 5870902721 : MAJOR SOFTWARE ENGINEERING

KEYWORDS: SECURITY REQUIREMENT / RISK ASSESSMENT / ATTACK PATTERN /

REGULATORY COMPLIANCE / TEXT SIMILARITY / BANKING
KRISSADA  RONGRAT: RISK ASSESSMENT OF SECURITY REQUIREMENTS OF
BANKING INFORMATION SYSTEM BASED ON ATTACK PATTERNS. ADVISOR:
ASSOC. PROF. TWITTIE SENIVONGSE, Ph.D., 128 pp.

Security risk assessment is an important process for the implementation of
any information systems including those in the banking sector. When a bank initiates
or implements an information system project, requirements engineers or business
analysts in the project conduct an initial validation of system security requirements to

check if they comply with banking security regulations before an audit takes place.

This research presents an initial risk assessment method to assist the project
team in validating security requirements of a banking information system. Text
similarity analysis is used to identify which security regulations are missing from the
security requirements of the bank, and a quantitative risk index model is also proposed
to determine the level of risk associated with the regulations missing from the
requirements. The risk level is based on the harm any potential attacks can do to the
information system if the missing regulations are not implemented. Using a case study
of banking in Thailand, we apply the method to assess security requirements of Thai
commercial banks against the IT Best Practices of the Bank of Thailand. We evaluate
the performance of security compliance checking in terms of F-measure and accuracy,

and validity of risk assessment in terms of correlation with security expert judgment.

The evaluation results show that the performance of security compliance
checking is very high and the level of risk resulting from the missing regulations has

positive correlation with security expert judgment.

Department: ~ Computer Engineering Student's Signature

Field of Study: Software Engineering Advisor's Signature

Academic Year: 2016
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1.6.1 UNAMUTD “Risk Assessment of Security Requirements of Banking Information

System Based on Attack Patterns” [2]
1. %aﬁl\TLLm Krissada Rongrat ez Twittie Senivongse

2. @NuNlu119a19 Studies in Computational Intelligence (SCI) d1nAuw

Springer

3. ﬁﬂLauaiumuinﬁﬂﬁmi%a 5th International Conference on Applied
Computing & Information Technology (ACIT2017) F9daduluiuil 9-13

n3NYIAN 2560 o Wiesaudnd (Hamamatsu) UseinegUu



UNNA 2

= av a4 v
NOWHUASITUIIYNINYIVDY

2.1 ngufiingadas

nguf Mthrdesdudulsslosdlunisinidonusoandu 6 dau laun nsuszidiunig
e, IMNTIUANUTUALATAIINABINITAIUANNTUAY, U1NTFINANNTUATIAEITRIAY

A0NUUNNSFUIANT AUN NNSEUAUANTULLNA WaLATLAIULEES
2.1.1  n15UsEiuANULEe Y

N15UsELHUAIULELS (Risk Assessment) [3] Wunszurunisusnlunszuiunis
USUISIANITAMULAYS B9ANTLIN1TUSENUAIUELLNBNNUAVBULIATRILENATNISLARNNY
a | = a .

ANATL waznsiaiusiuvespnuideslussuuimaluladansauwma (Information Technology
system: IT system) mumﬁg%’mmﬁﬁwmmw(ﬁmiﬁ‘ (Software Development Life Cycle:
SDLQ) %qwaﬁwémaqmzmumiﬂizLﬁumwm?ﬁﬁlwzsu'aaiﬁaqﬁmmmimzqmzmumi
mvaulaegwminzay vislusun1san (Reducing) warn13idn (Eliminating) Aa1xdes Ty
FEMINNITANTUNTZUIUNITUTIINIAMALEYS (Risk Mitigation)

1Y

WennisusidiuaudsslideyandrAglunisaianisalauianainiens

a é’ v ! a a a = a L4 = v/ 0 = = (3 (Y
mmulmammﬂszamsmw FINTAATITUAULALINDIANUINIDIAUTENDUNAN 3 UTTNT

[4] lown

1. HANTEMUYIAINNLALY (Risk Impact) Ingn15fa15a1A A8 9909
AUNNTBIAN & TUAANANTENUFDRIANTBEbIUNe @17 v ImdeiaiwasAnldingly
Msvhanu shldgadenisauaunisiey Wudu dagaunnsessns q fanssnusiesyuy
wANARAULUAINUTEAVVRIPAUN NS B

2. anuthazduresanudsslunisiinigm (Problem) fien Fausl 0 89 1
musziuanuhandulunafngaunmiosdiy

3. Anuanssalunismuanadsfiindy (Risk Control) 1y nstlasdy

Ll maedhfarsuiawmesuninszaneluddaunns 9 neluesdng 1Wudu
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nszurunshunsUszidiumdes [3] Uszneudefanssy 2 Aanssundn &
At 2.1 lgun

1. mMebATIeRadss (Risk Analysis) JsUszneudie 2 Aanssuges Ao n1s
wqmwm?im (Risk Identification) uazn15UsEaNAIALIALS (Risk Estimation)

2. msUsesiuNaINuLdes (Risk Evaluation)

Risk Assessment

Risk Analysis

[ Risk ldentification ]

v

[ Risk Estimation ]
\ 4
[ Risk Evaluation ]

P a Y] a
AN 2.1 NFLUIUNITUIUITINNITAIULEYN [5]

2.1.1.1  NITITYANULEES

BIANTAITTLYWMAIANULEES druiilasunansenu wnisal (3ud9
N15.UAsULUaIYRIAaNINNITR)) AUNAUBINISITAA wasdnunInYeINaduIlesianaintuy

AIMUVDITUNBUTLABN1TINYINTYTAINEITATOUARUINANITAANG o NIe1vdLaSY

U9 a0 159 W3eTzann1TUTIRIngUsasd nsszumudsadubesddyidosiniunis

o

'
a [y

Tnglaisipadnedialonianiaziiin n1sszyegrenseuaquiludsnddguinmszanudedlila

gnszylutumeuilarlignihlvivsesilutunsussly
2.1.1.2  MsUTTNINNTANUEYS

AN5UTLUIUNITANULES ALV UNITINANULIN LAY F99
ilnlateyadmiuldlunmsussidiunaninudsuwaznisindulardnannudssmesnisway
nagnsmuzaufgn n1sUsruunIsaudssdsatunsaliteyaindrdmiuandula

989N UNNTIANITANULESI L UUTELANLAL TEAUAINULALITLANFA1T U
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N15UEUIUNIIANUESUAEITRIAUNITRAITUN DI UAZLNAT
ANULAYY NAFULLAIVINNUINKLALNI9AU SAUDIeNIaNNad UL oA TUILLAATU

v

& o a ] & A = & A =
u@ﬂ‘ﬂ']ﬂu@'li%']ﬂqiiguﬂﬂﬂEJV|3JN@G]@IQﬂWﬁLL33NaﬁULUEN AITHLFUIIINNAFULUBDY 33U

caa =

Jadusiudu q Nlnaseadudes dusuvanisalniinaduil omaitgegafiaunsadanase
TrgUszasAtiy feaiansaniUssansnauasUseansnmuesnninisaiuauiiled

WU IUNITAUUALNUNEAAUL L BIMALIONE SIURILUINISIUNITUN
LNINYI9EDIDE19UINNTUNTIUAUNDNNUATEAUAIULEBIUY AITALTEUUTLLNNVDIAINY
a aa ! a ° a a 1 & v
WFee ansaunand wazgayaminefzdinansussiuanudesiuly wwnsliesaenades
AULNUINANULELD FIAITNITUNIANULNYILEIUDIANULAILALLNAIAINULA N WANAI AU

Judeddny
2.1.1.3  msUszifiunaninuides

nsjamnevesnsUsEfiunanuidss Wevaslunisiadulainniig
Fedladaaiinisdanisuay dadrduanudidyiodidunsiansanuidssuuiugiuees
nadNSveIMTAATEiauIAss MIUssdiunaraudsadunssisuiisussiuanudesd
nusEMinsEUIUMTIAT s Assiuinusiaadssiisiuatudeudunldsunis

Na1va IeenaannsiUSeusuiyinlmdiuanusndulunisannisanuides

2.1.2 AAINTITUAIMULUAILALAIUADINITATUAMULUAY

Arangsuauiuas (6] WWundnnisdimguiaiuduas duas (Security

Engineering and Security Requirements) unlalufianssuaiudiuag lagn1seonuuunas

(3 (% A =

asesvuunaunsadesiunislanfsing o Tinguszasdndn Ae iatUdsuilataniugain
sunsreluaniuganudssioeusuls danszurunsndunduludcnssuanuiuasiinig
g & Ao & [ PN 1 & a a [ r-:qu
W TURaUNINIU Asn i 2.2 TnsusaztunauilseazLdunnil
1. Fomuun (Specification) fasmuuadiLUszNoU (Components) LazaIUsD
Uszau (Interface) visnualviauysal wsizanmnlissulvinseunauanidnenssunivanves
szuvagnebiiatadminasgnlanfludundsldlivinnisseuludeimvunld
2. n13srydennA1y Yo9lud wagni15laud (Identification of Threats,

Vulnerabilities, and Attacks) 1un1sszysedunsisuazdedinivesdiulsznousiuiediu
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foUsEaY0IsTU Feaztelunsimunsuuuunslasdnozinuazaansovhnislosiuly
noula

3. AsUszIaAuEes (Risk Estimation) Auidssvesnislaufifienaiindu
uardaIuUsENaUu nSedIURpUIYEIU LABINIITUINILANUFUNUSTEUINITOANUAYDS

[y

foanay Yodlnd uazguwuunslaus

o w aaa =

4. AmuasgauAludfey (Prioritization) lunsaindainudesgeusinglu
1 1a A v [y 1 = ! 1 1% [ o w o w VY o v
Poslniiieitesivdulsznou wsodiusoUszau axaesd narnuaudAgliludeu
AU WeN13AURALIRINIsUBINY

5. w1nsn13uAbYy (Countermeasure) AMMUAKWINIINITUALUAIUNAEANATY

Hodlnd wavguuuunistaud wethlvldlutunsunsssydeimuniioantesnizesssuy

YDNMUA )e

N )

)

spyAuANAIY AsOU
 wazmislawd )
4 )
@e USLUNUAIULHES
\_ J
( AMAUATEAU )
L mwdhy )
4 )
1IMINITHA
\_ J

PN & a o
AN 2.2 VUNDUNIIAINTIUAINUUUAS [6]

n1358ydoninunnI1LfednNIs (Requirements Specification) Ludanddgylu
1n¢ 1asIn13 draudesnisasnanliilulyaudeivuafiviangay ssuudliaiuise

UAIUNAIANTIA LA LT ULREINUTZUUTADINITANIUAY MINAUABINITAIUAIY
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funslignivualiegnamnganluriausng vesnisulasins anuidssuazenlddiofiay
gty way deimundnsusluuduazynngredwinends asvilviendentsudly
mnusfuasiie Amnuannsalunsdesiussuuamsaumannnstarng uazns
aydedoua Ssenuiinnmsnssvivesnguisvasdiie viowmansaifiAatul netudey
anusfunadunnusuisseuresnguiitan lunisadessuuiu festulalidn anudoinis
Fuenusiumg (Security Requirements) wasszuuldgnimuatudsniuseingeTs ogns
angaunaiiatoatulgmilanfedu mafauaiudosnisiueruiuadasnfasid

1nn1sUsTliuyaaIvessrukaztaya Jeraeliiiuainudidgvesssuu neliAnnis

o = = = v W

ANTDIANULEYLAND T UTEUINNAIUNTEUU ANUNUAIYDISEUUTNagIRudAAUNIS

o

srylatnediansdndedoya seuanudndulunisdisia nsiigailfiese wasnistesiu

9 Y

Y

hifaneufinmed FldTnniiaueagusvasdmiuarudesnaduausiuadl i [7]

1. vielisulaledngld (Usen uazia3esduusnisiusunsuusegnd (Client
Application) ladn1sszusinu (Identify) waziinisvugeu (Verify) ag1egndies

2. lelviiulalaingliuaziedesiuuinmslusunsuuszendanunsadnfsteya
LarUINITNINNITBYY N (Authorize) n1sidfisliagnagnaias

3. ilens9dun1snensImyngn (ntrusion) InsyanataziA3osnouiiaines
dwdulusunsudsegndilallédfueugm (Unauthorized)

a. ielviulaldinlusunsudiuszasdiie (Malicious) Alaildfueyginlunis
Vg wu lidareuitumes Wiy Lilinnshin (nfect) ludslusunsudszendvsediulsenay
voelUsunsuUssens

5. weliiilaladnnisieans (Communication) uazdoyadzliiinannudeniey

TA8LIRAUN

=

6. ielvisulaldinyanaiazldinoy (Interaction) fulusunsuviodruves
Tusunsuliiannsaufiasanusufisveunistdneuiuldlunends

7. ieliiulaléinnisdeansuazteyaiiidunnuduazgninulidennuy
dauin

8. ioliiulaldinyaansduniusiuasainsansiaaey (Audit) aniusias
nsldanunalnnssnwianusiuag (Security Mechanism)

9. ielyisiulaliinlusunsdseynduazaudteyaseniiuainnisland (Attack)

w38 N1sanaglun1izeeuas (Degraded Mode)
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10. iielviiulaléingudteya dmuszneu wagyaans lisunmsideaiuainnis
nane (Destruction) n1svinlitAnAUEsIe (Damage) N151asnT3H (Theft) B3BN1TULHIAD
YouL5u (Surreptitious Replacement) Wy n15vianensngdu (Vandalism) n1sAeiunaAnssu
(Sabotage) N15n19N15578 (Terrorism)

1. deliulaldinisthssdnwssuulilddilaiaenalnnissnwauiiuag

vaalUsunsuUsrenddiulseney seaudveya

=)

alviussadnguszasd ladnsuauennusdeIn1sauauluaINaenafeaiy

[N

ANUABINITATUNTTEURIAU (Identification Requirements)
2. ANUABINIAUNITAEIURIAT (Authentication Requirements)

3. AUABINITAIUNITBUYIN (Authorization Requirements)

4. ANUABINSINUHANT (Immunity Requirements)

5. AUABINISANUYTUAN (Integrity Requirements)

6 mméfaﬂmﬁﬁmmsmmé’ummﬂqﬂ (Intrusion Detection Requirements)
7. anusieen1seuniskdliiinsufias (Nonrepudiation Requirements)

8. AnNABINSAUANLLTUdIU (Privacy Requirements)

9. AMUADINNTAIUNIATIFAEUAILITLAY (Security Auditing Requirements)
10. A1UABINITATUAINBETOA (Survivability Requirements)

11. ANUABINITATUNITURIAUNISAEATN (Physical Protection Requirements)

12. AnuABINIsAuANUTuAsdInun1sUngsnwsEUY (System Maintenance

Security Requirements)
2.1.21  ANUARINITAIUNITTZYAINU

ANuFBINTIUNIITYFnUAe A mFBssiuAsTuAdla Gal
N5 YVBULIAYDITINA 1USUNTHUTEENA diuusenau vieaudveua aeaiinsseuinu
NNIBUBNNBUNITLARDY 1T

“The application shall identify all of its client applications before

allowing them to use its capabilities.” Dudu
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2.1.2.2  AUABINTAUNITNGIUADI

ANNABINITATUNITAGIUMIITIAE AURBINTITAUAINTUASLAY B4

1n"1598YoUUATRIEINT LUSLNTNUIEENA diudseneu viseaudveyn eRedin1sseuiny

(Y N

IINABUBNNBUNITLANDY AU UsEasnnilureinufeInIsaIunsiigatiisme

q
=

delidulalainuaraniedsiisesnslifinswensetuluiede iendnidenisgayde
puduAsannisUasunUaaduyanadu (Impostor) L
“The application shall verify the identity of all of its users before

allowing them to update their user information.” Dudu
2.1.2.3  AUARINITAIUNITOYYIA

AUABINITATUNITIUYINAD AINABINITIUAILLUAAY N1TN1S

5eUAIN15189 (Access) wazdnsnisidnfianisldenu (Usage Privilege) dmsugldntasu

& o

4 o oa 'Y v 1%
WMuazAIRITuUINIsUIWNTIUISEYNA TngUszasailuveinudenIsaunITauym

q

e

()]
9

2D
he

N
1. ielvidulaldihyaeavionguyana (AldTunisudsdsagnagnias
Tunsmesesdnsiiduiives wazmuaulsunsuUszgndvidodiuusznou) asnsaeygnli
Jliv3einiessuuinslusunsuusegndildunseyginanunsadidslsunsuuseynd
HsAtuauuesdrulsznau (Component Capability) Wiiaasauwe laganiziatzasle
2. leliiulaldinyaeavionguyaaaiowmzeléfuniseugnain
rﬁﬁlé’%’umuwﬁ&%aéwgﬂéfm (Specific Authenticated Externals) @1u13att1a9tusunsy
Uszgna Henduauresdiuysenau (Component Capability) weansaumella
3. itedesiulldlildsuoyginan
n. mathiseyailimunzauvieituaudy
v, Ms¥esueanssnue (Performance) flaigenndos wiauinisi
gninansldau
LU
“The application shall not allow any customer to access any

account information of any other customer”,
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“The application shall not allow customer service agents to
access either the original or new customer password when emailing the new customer

password to the customer’s email address.” s

[

2.1.2.4  ANUARINTANUANAY

v A

ANNABINIIANUYIANAUAD ANUABINITINUAILTUAdlAY Failng

q

seyfeveunvadlusunsulssendvisediusenau aglasunisundesainnisinlusunsui

LaeUsgasanlilasvounyin 1ou ifareuiininesd vusu 11lnsdu (Trojan horses)
w3edawas (Malware) Jnguszasaniluvesaiudesnsiugiiduiude n1stesiulusunsy
e I3 o 4 % =~ Yo v - s
MlaiisUsgasranmisianevseaianudemeliiudeyavselusunsuussend gy

“The application shall disinfect any file found to contain a harmful

program if disinfection is possible.” Dudu
2.1.2.5  ANUABINITATUYTUAIN

AUABINITATUYTUNINAD AUABINITANUANLITUASTAY Fadinig
srulavauavadlUTuNsuUTEENAVIRdIuUsENoU Avaawiulalninteyansenisdeansarlyl
° Y a a Y aa 1% = Yay v vo |
gnnsziibiiiamsdemelagianumeisnisaine wnly viieau lnedinlilasueugn 1wy
“The application shall prevent the unauthorized corruption of

data collected from customers and other external users.” LWus
2.1.2.6  AUABINITAIUNITATIIIUNITUNSA

ANUFDINNTFIUNTNTIATUNTYNINFAD ALABINITAUAINITUAS
Taq Feiinnsszyfavouivnvedlusunsuusegndviieduuszney adeansIadu uavtudin
aumeneslunsdngssuunternumeslunmsudlalnegilslldsueygn wu

“The application shall detect and record all attempted accesses

that fail identification, authentication, or authorization requirements.” Wy
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2.1.27  anudesmsaunsiiliginsujias

AUABINITAIUNT N sU asfe AUABINITAIUAIINNLAS
a9 Faiinsseudweunvedlusunsulssenavsediudsenay agdesdaatunsujiasainy

SuRaveuINITNTFRATIENINiUY InelTnguszasdiite

= v

1. dulalddnsdeansadsdayalasunangiuintainisdedoyaunas

Y Y

o
Y 0

warfFuflasunstuduinddadulas fafuiaduardfuarlianunsaufasldinlaidar
Rendesiudeyafananlunends
2. aslemafiaziiaiyvmmsiungmangluounan nsdinsmeuldiu
TuﬂszLf?iuﬁuaaﬂﬂiﬁ@ﬁ’liizmqﬁ%’ULLazﬂﬁq
LU
“The application shall make and store tamper-proof records of
the following information about each order received from a customer and each
invoice sent to a customer.
® The contents of the order or invoice.
® The date and time that the order or invoice was sent.

® The date and time that the order or invoice was received.

® The identity of the customer.” Dudu
2.1.2.8  AMUADINITATUAUTUEIUAL

AMUABINTIUANITUdILIAD ANudBInNTAUAUTIUATlAY T
a = ¢ A va ) 1% A ]
finsszyiweunvedlusinsussenavsediulsenau ninssnudeyanianuseulnn
= 44' a & o s A
nsansdeansiiluniuduannyaraainlusunsudssyndvsediuysenauvedusunsy
Uszgnadnlalasuaymiinisdnds wu
“The application shall not allow unauthorized individuals or

programs access to any stored data.” Duduy
2.1.2.9  AMUABINITATUNITATIVFBUAITNAUAY

AUABDINITATUNITATIINTIVADUAILLUAIAD AINUADINITANUAIY

fundlag Felinsszufveunvedusunsudssenaviiediulseneuvasiusunsudssynd I



18

LY = a L3

n1sufinAanssy wnn1sal wieaniuzveinisidaunalnaiuaiuduasing q lagd

pd)}

3 U

npUszasdnaniieliiiulaladnlusunsulssyndvsediulsenovvadlusunsutssynd lad

9

e

mMsdafudeyaiiilemenensiingiest wagsenuasaumaing q 1¢ 15y
“The application shall collect, organize, summarize, and regularly
report the status of its security mechanisms including:
® |dentification, Authentication, and Authorization.
® mmunity.
® Privacy.

® Intrusion Detection.” 1usu

2.1.2.10 ANUABINITATUAINNDE DN

=

ANUABINITAIUAIINDYTOARD AINABINTITAIUAINTIUASLA 9 Fadl

nsryiaveulnvedlUsunsuUTEeNAvSeaudvTaya Navdwmaliseniuainnisaslainlmia
= 2 ° | ¢ o s o oA XY

ANdagdevsenTinawdUsnauredlusunIuUsend laeilingussasAnaniiialvidula
llusunsuussenaviseauddoyadinsaunsainulauiinudulasuanudemese
gnvianglagianu 1

“The application shall not have a single point of failure.”,

“The application shall continue to function (possibly in degraded

mode) even if a data center is destroyed.” Dudu
2.1.2.11 ﬂ')ﬂﬂJé]IENﬂ’]iﬁ?]”]Uﬂqﬁﬂ@\‘iﬁ’u‘Vl’NﬂﬂEJﬂ"IW

AuFesmsfunstastunisnienimie anussnisiiuaduiuag
109 Gsfinmsseyfwouianveslusunsuussyndvieguddoya MazdsmalAnnstosiunis
Taufnsnienm Tnedinguszasdndniioliiulalainlusunsulssyndviequiteyalssy
mstlesfuainanudemenanienin msviiate n1slasnssy viensiwasudiuuszney
n19815aus (Hardware) n3aslashateainyana n1sneduanssy uienisnanisdne
gL TY

“The data center shall protect its hardware components from

physical damage, destruction, theft, or surreptitious replacement.”,
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“The data center shall protect its personnel from death, injury,

and kidnapping.” Dudu
2.1.2.12 ANUARINITAIUAMNIILAEINTUNITUNTSNEITEUY

AnuABINIfUALSuAsdmiuNMsThssinwszuuAe mdeInis
sfuamsiuadle 9 fefinsszyfveuinveslusunsaulssynd druvsznauveslusunsy
Uszgnd videguédeya Mazdamaronistigednmangiisiuns wu nmsudladeunnsos nng
Uuualty viiensusuusliviuaty Wudu anmsdslaeisuznalamsdnmanuiiung
Tneilinguszasdiilodnwssfuasiunaiiimunliludeimunanudosnisiuaiiusiuag
Tusswieduneulunisthssdnumssuy fegadu

“The application shall not violate its security requirements as a
result of the upgrading of a data, hardware, or software component.”,

“The application shall not violate its security requirements as a

result of the replacement of a data, hardware, or software component.” Wuduy

2.1.3  wasgudIuauiuasingdasiuaaIiunissuIng

'
=

Ll JUANAFmSuNIsAIUANANLAEIYRITE VLU ALUlaga SAUWN AT

a [

atiuayugsnanan (IT Best Practices) [8, 9] d1wmSusuiAsnialydlulssinelneg sy

]

ganssufiinansznuieUszrmiluaanig elisuimsmdudanunso Ui dunuamnsly
A15ATUANATNNLALIVBIAULEY FIABAAABIAINNTOULUINIILIATFIUAING LU
Cybersecurity Framework fidavinlasaa1tu NIST (National Institute of Standards and
Technology) 1Hugu

[

asedAnreuIl)UANAdmTunIsAmIUANAUEEIYBITEUUNUWALULAE

o

A o a [ ' [ 1 o &
ﬁ’]iﬁumﬁVIGUUﬁ‘QUﬁqiﬂf\maﬂLL‘UQEJEJﬂL'Uu 2 @73U AU

2.1.3.1  wuIUHUANAEIMIUNIIAIUANAULEEIVRINTEUIUNTVINGSNANEN

("N 99U wazlauaw)

ATAUARNNTEUIUNTUA/Una1v1 n1siladay¥lunin wagn1svi

<

v

a 1 a & a f @ & a
ﬁqiﬂiill&l’]ﬂ 00U Lazlouldu HIUYDINIEIVT LoTILoY (ATM) agaULNDILUALUIAN

(Intemet Banking) lngiin13AluAuAMLEesin 1y n15lEinTeilofigalfiasewegnaian
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Unsusgrguddnnseiind n1stvuednsliwandnauminidnduaiuunumndif ns
figausasavesieyliisianisiiedsnisidiuas Wudu deraduldvianisauauiessuy

walulagaisauwma (Application Controls) kag/vse N1sAruANAIeselsuIsUURY

(Operation Controls)

2.1.3.2  wuuanadmiunisaiuauszuumalulagansaumanauayu
gInavian

!
o =

asoungulassairsszuumaluladansauma fddgdasznaudae
Auddaya (Data Center) szuuiA3etiudeans (Network) s¥UuUndnsuIA1s (Core Banking)
LAzITUUTRIMensIiuInsang 9 Tnensmiuauszuy sruumaluladasaumanfay
AsBUARUIBDIIAY 3 509 loA
1. Access Control fon1smuguszuumeluladansaumeiiodoiy
n1sgnungnuaziinddlaeldlasueunn wu Migaudiaswesfidnldaussuumalulad
ansaumea msliansungldaumuamudndu Hudu
2. Security Management ABnN15UT®159AN15I2UvULnAlulad
ansaumeliinuiiuns el seuuwasdeyaiimiugniios Wy n1sierAiuassEUy
welulafansauna nsmuaumsudluviersdsuulasszuumeluladansaume s
3. Availability Management Ann15usunsinn1ssruuinalulad
ansauma Wianunioulunissesiunisiginssuedaseiiles 1wy nmsdamIouszuy
waluladansauwme wazdeyagadises 1Wuduy
sunswiszmalngldlinsianguuuujuaiadmiunsaiua
szuumelulafansaumaiiaiuayugshandn il
1. auddeya
2. syuuIASeUEdoans
3. SEUUMINANSEUIANG
4. FEUUNUMTIIUSNSUANAN
n. iASesneNTmefdiLyAnaTia
9. ATM Application Control
A. ¢ Automatic Teller Machine (ATM)
4. Internet Banking Application Control

3. Internet Banking Security
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2.1.4  uuugumslau@an

A1LUN (CAPEC: Common Attack Pattern Enumerate and Classification) [11]

Wueynsuisiunislaud (Attack Taxonomy) Nignitaulaglumas (MITRE) lesunas

AUAYUIINATENTIIANUTUAIUNINN YT VDIAaNTFOLUTNN (The US Department of

Homeland Security) iU nangiieasnasionisveawuugunistaud (Attack Patterns) fign

Ilpgdlaufiiieinsasounsessruy IngldanunnnseuaquuazaunsuIsIuNTIMUA T

& A a a a « a N o  a aa Y
Junalpfifiuszansanlunisdearsauyuueswesdland wavdfesuieisnisinluves

gonAwIsTlEUsElen (Exploit) Litanslaui Famemsimailaunainuuifnveduuunis

80nkuy (Design Patterns) Nignintuldluvsuninidunisiiany (Destructive) u1nniang

afeasIAkazgnailunnm e enluldnvesiiegranisidusylevinieglulan

< a [ PN & o v A 1 a [
AMLLUUATE ARSI 2.1 3’]EJﬂWiLVaWUﬂWJquﬂUWIUI%LWE]%?EJIUﬂ’]iLW@Jﬂ'Wiiﬂ‘H’]ﬂ'JW@J

FJUAINABAYININDTTINNITHAIUITONAWITHALTDISUANUADINITVDIUNIA WY UNNAADU

LALUNIVINIG

M157991 2.1 Megrauuugunislaumanadn [1]

Name

SQL Injection

Typical Severity

High

Description

This attack exploits target software that constructs SQL statements based on user
input .An attacker crafts input strings so that when the target software constructs SQL
statements based on the input, the resulting SQOL statement performs actions other
than those the application intended.

SQL Injection results from failure of the application to appropriately validate input .
When specially crafted user-controlled input consisting of SQL syntax is used without
proper validation as part of SQL queries, it is possible to glean information from the
database in ways not envisaged during application design .Depending upon the
database and the design of the application, it may also be possible to leverage
injection to have the database execute system-related commands of the attackers'
choice .SQL Injection enables an attacker to talk directly to the database, thus
bypassing the application completely .Successful injection can cause information
disclosure as well as ability to add or modify data in the database .In order to

successfully inject SQL and retrieve information from a database, an attacker:

Attack

Prerequisites

SQL queries used by the application to store, retrieve or modify data.
User-controllable input that is not properly validated by the application as part of SQL

queries.
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M1319% 2.1 fregaiuusunislaudainan [1] (se)

Typical Likelihood | Very High
of Exploit
Methods of Attack | Injection

Examples-

Instances

With PHP-Nuke versions 7.9 and earlier, an attacker can successfully access and modify
data, including sensitive contents such as usernames and password hashes, and
compromise the application through SQL Injection. The protection mechanism against
SQL Injection employs a blacklist approach to input validation. However, because of
improper blacklisting, it is possible to inject content such as "foo'’/**/UNION" or "foo

UNION/**/" to bypass validation and glean sensitive information from the database.

Attacker Skill or

Low s It is fairly simple for someone with basic SQL knowledge to perform SQL

Knowledge injection, in general. In certain instances, however, specific knowledge of the database

Required employed may be required.

Resources None

Required

Probing The attacker tries to inject characters that can cause a SQL error, such as single-quote

Techniques () or keywords such as "UNION" and "OR". If the injection of such characters into the
input causes a SQL error and the resulting error is displayed unfiltered, the attacker can
begin to determine the nature of input validation and structure of SQL queries. A
typical error resulting from such injection would look like:
(Result)
"You have an error in your SQL Syntax. Check your manual for the right syntax to use
near') FROM db_users.user_table"
With available design documentation and code, the attacker can determine whether all
user-controllable inputs are being validated or not, and also the structure of SQL
queries that such inputs feed into.

Indicators- Too many false or invalid queries to the database, especially those caused by

Warnings of Attack

malformed input.
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M1319% 2.1 fregaiuusunislaudainan [1] (se)

Solutions and

Mitigations

Strong input validation - All user-controllable input must be validated and filtered for
illegal characters as well as SQL content. Keywords such as UNION, SELECT or INSERT
must be filtered in addition to characters such as a single-quote(') or SQL-comments (--)
based on the context in which they appear.

Use of parameterized queries or stored procedures - Parameterization causes the input
to be restricted to certain domains, such as strings or integers, and any input outside
such domains is considered invalid and the query fails. Note that SQL Injection is
possible even in the presence of stored procedures if the eventual query is
constructed dynamically.

Use of custom error pages - Attackers can glean information about the nature of
queries from descriptive error messages. Input validation must be coupled with
customized error pages that inform about an error without disclosing information about

the database or application.

Attack Motivation

Consequences

Modify application data
Read application data
Execute unauthorized code or commands

Gain privileges / assume identity

Injection Vector

User-controllable input used as part of non-parameterized SQL queries: This may
include input fields on web forms, data in user-accessible files or even command-line

parameters.

Payload

SQL statements intended to reveal information or run malicious code

Activation Zone

Back-end database

Payload Activation

When malicious SQL content is executed by the database, it can lead to arbitrary

Impact queries being executed, causing disclosure of information, unauthorized access,
privilege escalation and possibly system compromise.

CIA Impact Confidentiality: High Integrity: High Availability: High

Related CWEB9-Improper Neutralization of Special Elements used in an SQL Command ('SQL

Weaknesses Injection’)

CWET4-Improper Neutralization of Special Elements in Output Used by a Downstream
Component (Injection’)

CWE20-Improper Input Validation

CWE390-Detection of Error Condition Without Action

CWE697-Insufficient Comparison

CWET713-OWASP Top Ten 2007 Category A2 - Injection Flaws

CWET707-Improper Enforcement of Message or Data Structure
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M15791 2.1 MegrauuuzunisiauRanadn [1] (sie)

Relevant Security Special characters in user-controllable input must be escaped before use by the
Requirements application.

Only use parameterized stored procedures to query the database.

Input data must be revalidated in the parameterized stored procedures.

Custom error pages must be used to handle exceptions such that they do not reveal

any information about the architecture of the application or the database.

Related Security Reluctance to Trust
Principles Failing Securely

Defense in Depth

Related Guidelines | Never Use Input as Part of a Directive to any Internal Component

Handle All Errors Safely

References [R.66.1] [REF-3] "Common Weakness Enumeration (CWE)". CWE-89 - SQL Injection. Draft.
The MITRE Corporation. 2007. <http://cwe.mitre.org/data/definitions/89.htm(>.

[R.66.2] [REF-3] "Common Weakness Enumeration (CWE)". CWE-20 - Input Validation.
Draft. The MITRE Corporation. 2007. <http://cwe.mitre.org/data/definitions/20.html>.
[R.66.3] [REF-3] "Common Weakness Enumeration (CWE)". CWE-390 - Improper Error
Handling. Draft. The MITRE Corporation. 2007.

<http://cwe.mitre.org/data/definitions/390.html(>.

2.1.5 ASAUAUANTEUNA

nsAuAuaITaWnA (Information Retrieval) Wudumnaulunisaumansaumnels

fanulndlAgmseingIteaiuaNABINITYBIININTAUALATHUMANINTIGADDNUN 15U

dIQJQJ

Anmsgauau ldaudesnisvseded1niu (Query) irudiuseuszaugld 9ntuayyi
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Coefficient) [10] F9.dudsndeuldlun1sinAmnuaAaeaaunenalslag f915011NANANY
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A 2 1
A o [ U =
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(2.1) [11]
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Y [p(ajqi) « p(b.jpi)]

(ELAp(@ai?) + (S p (0]

SUajp) = (2.1)

1987 S(ja,jb) A9 ANUARIITENINANUABINITA ja NUAUABINITT jb
p@ ja,i) Ao AutnvesAn i lUANUABINT ja bulenas a
pb jo.i)  Ae Alwdnves i luau@eenis jo tuenas b

N An TMUIUATUANUADINTT ja UAZ b

2.1.6 AYUAIULELS

v Qll

fufiandld@e e (Composite Risk Index) 1iun15UszMsEAUAIMULED T
@ ad Aa a a Y a U a £
AN WuIsnshllenldlunisiinsansesanuduaudessuy lngdndesldaunis (2.2)

[12] Wuiugilunmsanassiuanudsudermnn

Composite Risk Index =Impact of Risk Event *Probability of Occurrence (2.2)

Tnefi Composite Risk Index fio fudanudes
Impact of Risk Event Ao sERUNaNsENUMINAMILED I
Antuazquusannuosiiiedl
Probability of Occurrence Ao sziulemananudesiuaziiaduil
Indeeiedla

Tneluaus (Scale) [13] ¥9958AUNANTENUNIATIZNIZTNITAINUA LN 1 D4
5 FIUeay 1 NUN8AAIRIanveIANNTULTIMINIIANTAIvRIANMEEIINYSING T tay

VUNELAY 5 MUETIA1E9EAT0IAIIUTURTIINMANTAVRIANUESIIUUTING Y d1sy

[y [y A

YunvassEaulanIanims1e aziinisrvuaandululuianiafedfutusEsuRansEnu A
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=
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2.2 LlINEITHATITUIYNNYIVDY

2.2.1 Automated analysis of security requirements through risk- based

argumentation

NI [14] Yauawuuinaaensuseliuanudsaaglgisnisuseiiuaing
\He1nnsIAmMARAN 19 UANIUAY (Risk assessment in Security Argumentation: RISA)

1neAe901F LTIV IUNNTENAAITUABINITATUANULUAIINNLENAITAINUABINIT A4

U <

A =

WAudeIn1sitannsadnufruAulagldasosliaAuAug@u (Lucene) ilaAuAuLUY
sunslaudauanun Beaglardeyanie q Aetesiukuusunislanfunsiig 81 @
) | ) v ¢ @ v A o ° D v oA
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° aa a a v P a A Yo v =
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gonil AeagvihmsUssdiuananuliauysalvesniusesnisauanuiung uagsadului
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2.2.2 A Risk Assessment of Web Server :Impact Classification by Loss Type

raaa

uATed [15] diaueisnsusediuanuidsweaiudinesingldvedniais
(CVE: Cormon Vulnerability and Exposure) #iigadasfuiiuidsninesifuiugiulunns
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2.2.3 A Security Measurement Model for Web Services Based on Provision of

Attack Countermeasures

NI [16] dtausiuudiasinisinautuasdniuiuigesivlae s
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ANTEAUNANTZNUAUYIUNIN 5) Arsgiuransenuauaniwndenldenu Jaduanueauds
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nslaud safuaAnudAgduinsvesnuansalunsdnliiisnissuiledenmuaudiinig
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S=R*(A*C) (2.4)
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2.2.4 Applying Information-Retrieval Methods to Software Reuse :A Case
Study

cfaa 2/ A
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2.2.5 A Similarity Measurement Framework for Requirements Engineering
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M399 3.1 MIMNUATEAUAINTULTIVDINTTIALA

AUFULIY (Typical Severity)

szau (Levels)

A185UY (Descriptions)

gaun (Very High)

FEAUANUTURSINARIUNITRITUNAINAMUN [1] WarinlrdiAnanugums
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Aunas Welunddetasinuaaiwmindy 3

a (Low)

FEAUANMLTURSINLARUNITIITAUNAINAMUN [1] Warinlrdiananugumns

'
a

g TnelusAdediazfvuseiivingy 2

Fan (Very Low)

seAuAMUTULTINlARuNsaTnaInAUn [1] udrinlAlAANTuLs

v
= ° '

Agunn Teglusuddedasfvuaeiiveingu 1

iﬁﬁ‘ﬁ'au‘ja (Not Available)

awdn [1] ladldszyszavanuguusald Tunwidedagldadmdnduau

NAN9AD 3 WU [16]

a ° o P & A = a Y oA a
AN5197 3.2 MIATUASEAUlENAYRIN1S LT UsElevUaNAS 9ilansalAnLiaNISLauf

Tomavasnsldusslevianneiasiiondoldaianislauf (Typical Likelihood of Exploit)

s¥AU (Levels)

A195u"e (Descriptions)

ann (Very High)

seaulonaveenisieuselevianniasaailonsalaniian1staudntaniunig
A15U19NANUA [1] kI brdalenaveanissuselevtannAIadile

wioldaionislaudfigunn Tnelunuddeiiasvusanhndndu 5

a4 (High)

seaulon1aveensieuselevianniasaaiionselanian1staudnlaniunig
A15019NANUA [1] kI brdalenaveanishsuselevtannaIaaile

wioldnionislaudige lneluemAdedazimuaanimindu 4

J1unas (Medium)

seaulon1aveansieuselevianniasaadionselaniian1staudntaniunig
AI15U1NANUA [1] kI brdalenaveanissuselevtannaIaaile

yselanianislauanuiunan Tnsluuisedazfvruaaivdndu 3

M (Low)

seaulon1avensteuselevianasasilensalaniionsaudnlaniung
A15U19NANUN [1] kI brdaleaveanishsuselevtannaiaaile

yselanianislauane Ingluauisedasivunaiiirdndu 2

1 (Very Low)

seaulonaveensteuseleviannasaeilensalaniion1siaudntaniunis

AI15U19NANUN [1] kI brdalemaveanishsuselevtannaiaaile

v
° 1o

yselaaiianislaudnsunn Inelunuddedazivuseiimingdu 1
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AN5197 3.2 MSANTUASEAUTENAYINTT b IUSElEvUAINAT BB B LAMNBNS AN (siB)

Tomavasnsldusslevdaneiasiiondeldaiianislaud (Typical Likelihood of Exploit)

320U (Levels) A185UY (Descriptions)

LyifiTeya (Not Available) | anun [1] liildszyszaulomavesnisliuselevianniasesilovsolaniie

Aslanaly Tusddetagldavimindusiuiunatsde 3 wiu [16]

=

3.2 N1559USIUANADINITATUAIUNUAINNIDL

a o

NITIVTINANLFBINITAUAMNTUASTIUTINTOYANUWIURURNAY Faduntwilne
wazdosdinisulaldun1wsinge Tnefndenianizsnen1sau@oInIsAIuANT AT
a 1% o a 3 v A a 1% )
WNetasduszuumalulagarsaumalunissuins wazduniiudeanisiineitesny

FaNAWISITIsEUU Fanunsawuslatdu 4 du loun
3.2.1  AMUABINISATUAMNLUAIAINSUSZUUNANNITSUIAS

ANUFBINITEIUALTUAIE IS USTUUMaNNISsUIATS WuAudesnsay
mmﬁ’umﬁLﬁul‘ué’aiwwé’ﬂ%qmiﬁmmiﬁmuqm 15915185 UN ST UTIWTRS 39
dalngisinazlifindefugnAnlasnss nisiduszuuginssuneluiililidndelugely
APUBNTUIANT WU TTUUNANNISYINGINTIY, szuudAweasse Wudu Feldtinstmunainy

¥ v Y A a ¥ o & v W =
A99N1IAUALTUAINALITDINUFDNAWISEY A9R15197 3.3

AN197 3.3 AUABINITANUANULUAIANTUTZUUNENNITEUIAS

NUNBLAYAY AUABINITATUANTUAS
v
#aen1s
1 Tunsinldssuununnase adesdimsssyimuuasiaadieumeisnsivangay

o

wiu N15ld User ID uag Password ngdnfinlvilanizyanaiilasuaygy st
anansaudrdslalunsdnlunsdnld ssuvauieTyddlintansivieuwinansas aas

ﬁmiﬁqf\]ﬂﬁ’mﬂué’ﬂwmz Two-Factor Authentication

2 User ID fiasanunsassusiiuvasldnuldegngnies lnedesdinssuiunsvisessuy

Manusapuanldlidinggly User ID saufiu

3 fn1ssedunsesnidn Default Account Aliifianusndulunisldaunselafinig

o & ' o 1 [ ¥
AWUUADNITNINUVDITIUU LU Guest Accounts Uunu
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AN 3.3 ANUADINITANUANULUAIAINSUSLUUNANNITEUIANS (7B)

NUBLEVAINU

¥
MBINT

ANNABINITANUAUNUAY

q

finmsfmusarsiaryuuss il luluaunesgurseulosuiesianiu lnsegnsioy
ABIATEUAGY

o

- s umsTsuldsudnsunisinldanuasasniasasiasudulse el
o A udwmulnaKldau (End Usen) uag JayBeldauaseuu (T User) 33
gnagunn 60 Tu

Havsisuvin@nsas (Equivalent Privilege User)

Y Y
1Y

o s udwmSuTY TN
0 Tu

AsgniUEunN 3

o UaBldnuifiavs gean (Highest Privilege User) msgnivdsuyn 30 fu
wazynadamddldony
- Warumsiaueliddesnin 8 fenys
- sEumsUsEnaulumemiay Msnys Lazfionasehitay
- iﬁ’amugﬂﬁaﬂlﬁaﬁmﬂdﬁm 3 pdsRnfu
- saruldanstiustasuAnily 12 adedinuan

- dmsswsssianumemslidyanual Wy dydnualnendu Wudu

v § va v @ o e cw A Y
Ialiinsdaiuuiinmansaldwieluiegnuiupsasnsie
- Uuiin3ee508ianssun15vingsnssu (Transaction Log)

- Gufinmadnfsszuua (Access Log) lneday@ilinnuseian

o

- Juiinnsansiuau (Activity Log) Nidnfey Ineegitiaesasnsounay

o nsdsuwdasunlalaseainegiudeys warnsdeuwdasuilutey

U U

@

(Update/Insert/ Delete) lumsnsfidndiey

o MsWasunuain1seerAuUanndgvadseuy

=]

® n151U104 Object NdARUDITTUU

a

o nswdsuulaunletyluasinsvesldnu

€

@ 1

= % [ @ @ 1 % v
ummﬂanmagmmﬂmﬂuiz&Jznmamauaa 90 WU

fimsdnfiusiainuvesgnalieglugluuuiiliansasenglaluwuunlidinsidisa

Joyavseaunsagnaniunareuteyatuladne (Clear-Text)

v Ao

fnsihsiaduteyaninisdnadutugsgalaeidenlddanesidlunmsdn siadun

AUTuAIUannny

fimsaruaun1snge Seng Wasuwlawdly auvdeyalugiudeyagnalidniiunis
nulUsunsuszuununituneun1siigalfinuvelisusunnnudnsnlasy

UBUMHNY NOUINDmNNATS
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3.2.2  AMUABINISAIUAINLUASEIMSUdIUAIUANNANLDTILDY

AUABINIAUANNTUAE MU IUAIUANETIOY WuaufaInIsAIuAIY

& v o a ) ! ° o Y a Y A’ =Vvyx °
NUﬂQWLUUIﬂgJﬂizUUﬂ?UF’]@JLE]VlL@iJIua'JUﬂa'N a'WﬁUﬂ'ﬁI‘ViUﬁﬂ']iaL@VlL@iJ %ﬁlmmﬂﬁm‘wuﬂ

ANMUADINITAUAIUIUAINSITDINUIDNAWISEY AIM57199 3.4

15197 3.4 AUABINITAUANLTUAIEMSURIUANLEUNG AT LD TILON

UYLAVAIY AufeIn1siuAdaiung
ABans

1 oun ez deyaioglugunuuiifuawinty weleafudeyailivszasda (du
ynnds) deyaindnuaz/gunuy liamana vi3efin Logic lWhgszuy

2 finsnsredeummasuiuvesieyn neuflazyiinisusznanalutunousiely 1y
SnurdnvewneawlnT AuATUSIUTBY Mandatory Fields 1Hu@u

3 Iommuudadeuflivins Tunsdlfifliusnsnsendeyalsigniesasuiiu uaslsi
oy nlilivinstraduneuauninaznsendoyaiignies

4 finsnsraaeudoulunisvhgsnssu Ly sonnawds, Limit S1urudusonss, Limit
Sunudusiou uwazAssaudon WWusu feuflssuiumemsmutunoufitimuely

5 ssuvasaiseyativesgnAnanannssuugiudeyaldeswgnasuasasuiiu
Tnefinszuaumsivinliiulaindeyalugruteyavesssuvmuuiiagiy

6 szuuiimsasumenmaiteligndvinnisnsivasuamgniesdnasneudusunsi
EIQRERER

7 ymniAnANLAaNAInTEMITIssUUUSEInaNateya sruuarseslinsudsgniuay
fowEnunsansIRaauANgNFawastioya (Data Integrity) Lilonduluganiusrounts
MeN1TeLgNADN

8 ﬂSﬂj‘ﬁ‘ﬁﬂﬁiLL%ﬂ‘ﬁ@NvaﬁﬁﬁiQ‘UaQQﬂﬁ’] Wy Fevad wazmunaedy? Wusu aasviing
YnTaunsdiuvestoya

9 finsauauldlidernuudadou (Error Message) uansdoyaiiuaudniu wie
LLama%’a;&a‘ﬁ'LfJumiiJﬂ%a&J'mLaﬂmzmeadﬂ“ﬂ'aaﬂadauimﬁ’;wﬁaﬁmwmm LHUNTTUD
Weoudhsiaruligndes 1udu

10 fnmsmusulsiforuudadiou Eror Message) Wunihnansfifigunuuiiaiu
savun Inetoruasdosdearsligniuinaudlafignios uazasdodliuans
Toyaneluvedseuy 1y S waz Version a3 Web Application, Debug Message,
Stack Trace, IP Address, Path tJusu LLasmiLLamﬁaﬁuaﬂﬁqmmmaamsv‘hmuﬁ
Aomiann Tiannsaudilalflansynannsiisussus iy

11 fimsauaulallitinsdaiudeya PIN Tuduiinusnisal (Log) 10958UuUT8g
ATM wifinazeglusuuuuiidnsvaudfn
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3.23  ANAfRINIsAUANAtuAEImsUdIunIuANNaIIUaIdumaSidnuUeAna

[%

AYUABINIIAIUANNTUAIE M UAIUAIUANNABUmMESIALUIANS 1TuAd

foen1saruAuTuAIiulUgIsrUUAIUANTE VU UL UNALATUB WO SLTALUIARS

A1Unans dmsunistrusMsdumesiauuIAng FelatnisirunANNAINITATLANTIUAY

[ [y

MAYIVBINUYD

NALISLY AIR15197 3.5

1391 3.5 AUABINIIATUAMNLIUAIEIMSUAIUANBUWDSLTNLUIANY

UNYLAVAIY ANuFBIN1IAIUANITUAS
fB4n13

1 oy nanztoyaiiegluguuuuiinmuawindu iletestudeyaiilivsyasdi (au
yndds) ToyaRndnuaz/suuuu llaumnauna viefn Logic igssuy

2 finsnsraaeummasuiuvesieyn feuflazyiinisuszinanalutunousiely 1wy
Snunrdnvewneawlnd AuATUSIUYBY Mandatory Fields 1Hudu

3 Iomnuudadeuilivins lunsdiigliuinisnsendeyalsigndesnsudou uaslsi
oy nliliuinistuduneuauniaznsendoyaiignios

4 fimsnseaeuioulunsvihgsnssu i BaaRaED, Limit $1urududenss, Limit
SuudusioTu uwazAsssuion Wusu feuflsduiunemsmutunoufisimuely

5 sruvansaisdeyatnyivesgniunainseuuguleyaldegnsgnieuasasuiiu
Tnofinszuaunsiviilisiulaindeyalugruteyavesssuunubuiiagtu

6 ssuuiimsagumemsiiioligndvihmansaaeunugnieddnadstouiiuduntsh
185939

7 mniAnANuAanaInsEn ISz UUUssInanateya seuuazdesiimiuiigniiuas
FowEnunsansIRaauAIgNFawastioya (Data Integrity) Lilonduluganiusrounts
M3en1segegnies

8 ﬂsﬂ‘ﬁﬁmil,ﬁaﬁﬁam“aﬁwé’m;uaagﬂﬁ’] Wy Fevad wasmnawudy? Wusu asvhns
Yadsunsdiuvestoya

9 finnsenuaulilvideauudasiou (Eror Message) wanseayaiiuainudnlu wie
uansdoyaiiiunsdosnuamenzarhdoyadnladunidanain wunsuds
Weoudhsiaruligndes 1udu
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[

AN3197 3.5 ANABINITAUANLTUAIEMSURIUANBUNEITRLUIANY (FD)

ANNABINITANUAUNUAY

VUBLAYA
v
faans
10 finnseuaulitoruudasiou (Eror Message) iumniinansfifiguuuuiiesiiu

Vi Inedennuazdesdeasiignaninanudilanignees uagazdodliuans
Toyanieluvedsyuu 1 Bve Wag Version Y83 Web Application, Debug Message,
Stack Trace, IP Address, Path Wudu LLazmmamﬁaﬁuaﬂﬁdmm@yummiﬁwmﬁ

Aanann Nanansadilaldianzynainsnuneug it

3.2.4  AMNABINITAIUAINIUAIAINSUD UMD SITIAKUSANY

AMUADINITATUAIUTUAIEINSUD WML TR UIANY LTUAINLAINITAIUANY

& A v 9 a ¢ & ¢ dg v oa | ) 2 v va
QJUQQV]LUUIU83531]1_]ﬂjUﬂMﬁguuquQULmaiLumLLUQ?‘WﬂQ‘Vﬂ‘WUiﬂrﬁLLﬂQﬂﬂq%@QSU’]ﬂqﬁ s(j\ﬂ@ll

AIANUAPINNADINITANUANNTUAITL AT UTDNAWISEY Fan15197 3.6

AN 3.6 AUADINTITANUAIMUTUAIAINSUB UM DS TIALUIANA

ANNABINITANUAUNUAY

NUBLAVAIY
¥
fan1s

1 finsmuaulvivemislumsvigsnssuiinnudasasielaenisly Protocol Midsady
Tunsudsdogaszninegliusnig fiu Web Server wiu HTTPs 1Jusu Tnedilsd
Anulaeasisvestomwadgniisuleuteya luaudunsouidne Tussuuiniotne
aeluivihnisuszanana (End-to-End Encryption)

2 1A% End-to-End Encryption 756U Application Layer Lilasnsanuaunay

v Y Y a 1 LY Y a £% v A Y a <

AnuUaeafetoyaRl¥UINTT Wy siaHwvelduInis Jeyadnydvewltuinis 1
A
a Y o v o Y a Ao & Y v a Iy

3 fimsirsiateyasiaiuresliuinig Adnnulugudeyanldlunisiigatsdem
(Authentication Database) sesasgiun1sidsiamduiivensvaina laaidonly
danosnulunsitrsaauuuudounaulilla (Ireversible Encryption 3e Hashing)
wazdlruiiupsUaensds snfegiaty SHA-256 wuudl Salt Wueeates

4 fnssruinuuasigaliinuesliuins laenisld Two-Factor Authentication
Tudupeunsidldseuunuuazaiuaulalli User ID Weadudnldaussuundoudiu
(Concurrent Session)

5

finsenuauliszuuienvyddldvesildusnmadelinslddoyanisiigaudnu Aniu

1w 3-5 A33 lnessuudedddamedennuudafounilunmsuadindoyaiiaan

snudulailignees
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(%

A1 3.6 AUADINITANUANMUTUAIAINSUBUNDSLTIALUIANY (519)

UYLAVAIY AnudaanisiuAdsiunas
ADaN13
6 sualvglusnisisenstarulieududeusazenndonisainen Tassitaru
AosUszneulumedmdnys Mdnvseiirvuasiiay
7 finstedulilduinmadsusiaminudedldszuunuaiuen vieldsusiariull
8 mngnAaNsvias L visesiarudedinsiiatinuvegnAlagds Two-Factor
Authentication fieulignA1viinis Reset sian1u
9 finsuanstuil waznanfidhssuunfaangaidiodigszuy Intemet Banking dsa
dielignénldmsnasuarugnisesmiififanssundsan
10 fnsmunlallifinsdniutoyalilunsseusnuuasigadimuveslivins
WU Session 1D, User ID ¥ise 9@t 131y Cookie %158 Tu Web Browser
11 finseseaevavisvesilivinislmideiniainldnuiliduiiddyuesssuunu o
destumsensedvavlagliliFuounn
12 fimsuimsdans Session maldnusghamngay Tnsegstesliinsnunuian
AMLEE997N Man-in-the-Middle Attack Lag Man-in-the-Browser Attack
13 fnsmuelalliinsAudeyafidifyuesgndililu Session waziinsasrs Session
Key lmhslefinmsideuntivduneunisvisenis
14 finsmasouddurestunounisvhgInsstegavnzay etesiulalsglivsvasd
fannsatruduneulatunounidld mnwuirdiniansevidenan asdesiingzuiunis
Tunnsdudantaviganssaitu il Session wmaeny o Logout fluinizeanain
JEUU
15 fin1sfivun Time-Out 983 Session Tkl 10 Wi
16 finsfigoisnumesliuinisBnadsdmsunmsyhianssuuas mianisvhaents
ﬁqsmiuﬁﬁmwmﬁqu Tnensld Hardware Token fi@nunsavi Transaction Signing
1§ Tavoehatiosdosnsounquianssusisil
- M3wABY Profile Wy Wasuiley weslng E-mail Wusu
- mayntyFyanaiiaudmiuigsnssleutu msleutuludaaaian
- mawAsuansiumsihgsnssulouiy
17 Tunsdlfifinsld One-Time-Password (OTP) iileBudusnugléuinig msivuneny
n9l891u OTP Willszegialsifiu 5 wift §s OTP fignasrsdusndesdddmsuniah
pnssusemslanenimiaidy egliaunsaldfunemsgsnssudu 4 18 Tl
n1sa¥s OTP Asiinnslédeyaifenfugsnssy wu sanstaadayd Suiuluivi
ganssy Wusu sndudiuuszneunilawesnsaina OTP she
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A1 3.6 AUADINITANUANMUTUAIAINSUBUNDSLTIALUIANY (519)

NNBLAYANY ANUABINITATUADNLUAS
¥
#o9n13
18 finmsuduseuluduldnuiugunsalvievemnduililaldviisnenis 1w E-mail

2 v d' Y a o a a ~y o = Y I3
ez SMS 1 Junu LN@@%Uiﬂqim’]LUUﬂﬂﬂﬁiﬁJLLag/ﬂﬁiﬂqﬁﬂiﬁMWNﬂqulLaﬂQQQLL@?L?‘?G\]

Wi N3 Login Whgseuu maudeuudas Profile n1swiey Password msyndayd

nsleutulugyamaiiany 1usu

1
a v 1 14 !

Tutunoun15i9ell AsiitunoudoaNazaoInLduNISNUGY AInIWA 3.2 Tal
1. 59UTIWTIHNITANGBINITAIUANULUAIN NI TANENEN TR UL TRNA

[8, 9] Inevayailaazdintagluguuuuniuing

a v Y 1% Y N v I3
2. LﬂaEJUSU'P]ﬂ'ﬂ']llﬂ:]']llWaﬁﬂ’]iﬂTUﬂ'quJﬂJuﬂQVﬁ?Ui']lle@ﬁ]’]ﬂﬂqﬂqimﬁlaﬂu

AYIBINOY

3. MAUAUSEAN AN ULAAZANUADINITATUANULUAIANN [7] A998 2.1.2
Favady 12 Ussian

4. APUANLILLAYIIENITANUADINIT LD IAINEADN1TD1994

4 R . e N :

BOT IT Best | musmeann | [ BeuBesaausiesns | szyilszinnmnny | dvusvanaee

B fiaanisneazd Whunsndennw FiaanT1sAIuANNIAY ANNEBINTTY
- . W : N W,
: N N A\
\Y ! ‘: i
P
$78A15AIN ‘

) ol
P F18AIAIMADINITAR
LN AUR N TSOEH] il (Mw1Sangy)

AN 3.2 LHURITUADUNSTTIUTINAUADINTITATUAUAUAS

N9 4 TUNDU ANALALAAINUADINITAIUAINNITUASTULFARZAIY FILPNATNSH
WARSIUASI9T 3.7




M1519% 3.7 ANUABINITATUAINUTUAINNIDL

'
a0

ADINIT LALTUNULAYAUADINT

a2

NIUNTITTIVTIN ANRUAUTELANAINY

UYL Y
AU

v
MNDINTT

WU VAINU
v ¥
ABINTINTU

) a

AIMUUUAINNY

9z3 (SSRB_ID)

ANUABING

UYszanady
f9IN1TATUANY

ANUNUAY

ANUABINITANUAMUNUASAIVSUTEUUNANNITEUIATS

1

CBS_001

The system shall be used two-factor

authentication for access to the system.

Authentication

CBS_002

The system shall be restricted shared
account and test account access to the

system.

Authentication

CBS_003

The system shall be prohibited default
account (e.g. sa, guest account) access to

the system.

Authentication

CBS_004

Password policy for login accounts:

- Password age is 90 days for end user
and [T user.

- Password age is 30 days for equivalent
privilege user.

- Password age is 30 days for highest
privilege user.

- Highest privilege user password shall be
forced change after logon.

- Minimum Password Length is 8
characters.

- Password must contain a mix of
alphabetic and non-alphabetic characters

- Account shall be locked after 3-5 failure
login attempts

- Password shall not be reused from last
12 password histories

- Password shall be marked by symbol

when displaying on screen (eg. *, « etc)

Authentication




A1519% 3.7 ANUABINITATUAINULUAINN L

'
a0

AD9N1T LALTUNULRVANNABDINIT (51D)

a3

NIUNITTIVTIN ANRUAUTELANAINY

UYL Y UYL VAIU AUABINTS UJssanaay
AU fiaan13nu fBIN1IAIUAIY
foems | Anusiuasiing AMSILAS
9z3 (SSRB_ID)
5 CBS 005 The system shall be recorded event as Security Auditing
following:
- Financial transaction log
- User access log
- User activity log
5 CBS 006 The audit log shall be stored at least 90 Security Auditing
days.
6 CBS 007 The system shall encrypt or hashing Integrity
password before store in configuration file or
database.
7 CBS 008 The system shall encrypt confidential Integrity
information by strong encryption (e.g. AES
128 bits, AES 256 bits, RSA 2048).
8 CBS_009 The system shall be recorded access audit Security Auditing
log for confidential information and it has
been complied with computer crime act B.E.
2550.
9 CBS 010 The system restricts user access to database Authorization
directly.
9 CBS 011 The system shall restrict user access for Authorization
authorized person based on role/function.
anudpsnsiuauliunsdmudunuaunanaeiiey
1,2 ATMC 001 The system shall validate all input data to Intrusion
application using white list for data type, Detection
format, length, range and business rules
(mandatory field) before accepting the data
to be displayed or stored.
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AN 3.7 ANUADINITATUAIULUAITINGRLI NEIUNITIIVSIN MARUAUTELNNAINY

AD9N1T LALTUNULAYAINUADINNT (AB)

UYL Y UYL VAIU AUABINTS UJssanaay
AU fiaan13nu fBIN1IAIUAIY
foems | Anusiuasiing AMSILAS
9z3 (SSRB_ID)

3 ATMC 002 If input validation is rejected. The system Intrusion
shall display incorrect information was Detection
customer input to the system and not allow
to perform next operation.

a4 ATMC 003 The system shall validate account balance, Authorization
transaction limit, amount limit or fee before
perform transaction.

5 ATMC_004 The system must ensure account information Integrity
was retrieved from database are correct.

6 ATMC 005 The system shall display confirmation Nonrepudiation
information before perform transaction was
customer request.

7 ATMC_006 The system shall support rollback transaction Integrity
when some task or step is unsuccessful.

8 ATMC_007 The system shall use masking techniques Privacy
while displaying sensitive personal
information (e.g. account name, account
number, mobile number, e-mail etc.) to users.

9 ATMC 008 The system shall hide technical error message Immunity
or input validation was invalid (e.g. password
is invalid etc.)

10 ATMC 009 The system shall hide version of Web Immunity
Application, Debug Message, Stack Trace, IP
Address, Path.

11 ATMC 010 | The PIN shall be escaped before write or Privacy

store in ATM log file.
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AN 3.7 ANUADINITATUAIULUAITINGRLI NEIUNITIIVSIN MARUAUTELNNAINY

AD9N1T LALTUNULAYAINUADINNT (AB)

UYL Y UYL VAIU AUABINTS UJssanaay
AU fiaan13nu fBIN1IAIUAIY
foems | Anusiuasiing AMSILAS
9z3 (SSRB_ID)
anudesnsfuausiunsdmiudunuunasuesBumasiiauusia
1,2 IBC_001 The system shall validate all input data to Intrusion
application using white list for data type, Detection
format, length, range and business rules
(mandatory field) before accepting the data
to be displayed or stored.

3 IBC_002 If input validation is rejected. The system Intrusion
shall display incorrect information was Detection
customer input to the system and not allow
to perform next operation.

a4 IBC_003 The system shall validate account balance, Authorization
transaction limit, amount limit or fee before
perform transaction.

5 IBC_004 The system must ensure account Integrity
information was retrieved from database are
correct.

6 IBC_005 The system shall display confirmation Nonrepudiation
information before perform transaction was
customer request.

7 IBC_006 The system shall support rollback Integrity
transaction when some task or step is
unsuccessful.

8 IBC_007 The system shall use masking techniques Privacy

while displaying sensitive personal
information (e.g. account name, account
number, mobile number, e-mail etc.) to

users.
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AN 3.7 ANUADINITATUAIULUAITINGRLI NEIUNITIIVSIN MARUAUTELNNAINY

AD9N1T LALTUNULAVAINUADINNT (AB)

UYL Y UYL VAIU AUABINTS UJssanaay
AU fiaan13nu fBIN1IAIUAIY
foems | Anusiuasiing AMSILAS
9z3 (SSRB_ID)
9 IBC_008 The system shall hide technical error Immunity
message or input validation was invalid (e.g.
password is invalid etc.)
10 IBC_009 The system shall hide version of Web Immunity
Application, Debug Message, Stack Trace, IP
Address, Path.
anufasnsiuauiunsmiudumediiiauuedic
1 IBS 001 The system shall use strong encryption and Privacy
security protocols to safeguard sensitive data
during transmission over open, public
networks.
2 IBS_002 The system shall encrypt confidential Privacy
information (e.g. password, customer
account information) by strong encryption
(e.g. AES 128 bits, AES 256 bits, RSA 2048).
3 IBS 003 The system shall apply strong one-way Integrity
hashes (e.g. SHA 256 bits with salt) to
customer password and store those hashes
in database or a configuration file with
appropriate access control.
4 IBS_004 The system shall generate new session Authentication
randomly after successful authentication by
two-factor authentication methodology.
4 IBS_005 The system shall restrict to use share user at Identification
the same time.
5 IBS_006 The system shall lock the account after 3-5 Authentication

failure login attempts and do not display

specific information is failure.
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AN 3.7 ANUADINITATUAIULUAITINGRLI NEIUNITIIVSIN MARUAUTELNNAINY

AD9N1T LALTUNULAYAINUADINNT (AB)

UYL Y UYL VAIU AUABINTS UJssanaay
A fB9n13A1u ABINITATUAIY
foans | Adnusiuasiiiie ANuIiuAg
9z3 (SSRB_ID)
6 IBS_007 The system shall enforce strong password Authentication
(contain a mix of alphabetic and non-
alphabetic characters).
7 IBS 008 The system shall be forced change password | Authentication
after first logon or after password is reset.
8 IBS_009 The system shall be used two-factor Authentication
authentication before reset password.
9 IBS 010 The system shall display the last successful Identification
login.
10 IBS 011 No sensitive or confidential information (e.g. Privacy
session ID, user ID or password) must be
stored in cookies, source code, session or
configuration file.
11 IBS 012 The system shall validate authorized when Authorization
customer perform access to important
function.
12,13 IBS 013 The system shall be regenerated session Authentication
upon change page or new transaction.
14 IBS 014 The system shall lockout and inactive Intrusion
session automatically when transaction step Detection
is incorrect.
15 IBS 015 The idle timeout of session less than 10 Immunity
minutes.
16 IBS 016 The system shall re-authenticate when Authentication
customer perform change customer profile
(e.g. address, telephone number, email) by
hardware token.
17 IBS 017 The system shall generate OTP password Authentication

authentication for only one purpose.
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AN 3.7 ANUADINITATUAIULUAITINGRLI NEIUNITIIVSIN MARUAUTELNNAINY

AD9N1T LALTUNULAYAINUADINNT (AB)

AUGEAY | NUIBLAVAIY ANABINS Usznnay
AU AaIN1591U f9IN1TATUANY
AB9N15 | AUNUAITING ANNAUAS

9z3 (SSRB_ID)

17 IBS 018 The OTP timeout less than 5 minutes. Authentication

18 IBS 019 The system shall push notification of Identification
important transaction to customer by other

channel (e.g. E-mail, SMS).

s

3.3 JUAANABINITAIUANIIUAINNRZIIUAENSUTIIMNTS TN

NITeT 3.1 @150t deyanIsuIININISIANG LarANABINITAUANNTUAIT

= %

LNEIVD mauwugﬂmﬂwﬁmmmLUﬂ:uwé’uﬁmmmé’uﬁuﬁ‘ﬁ’umméfaqmiéfmmmﬁumﬁ
W9zl (Fde 3.2) MmeIsnisviviele (Manual) wagnsamulagdlie1vgyiiunuiuag
o a ~ v & v Y] o PRy a \

F95188LLDAUAIANUIN U LNBWAASLMLAUINAINABINITAT UAMLTUAI R T luLsay
e siuasadesiukas/vseusaninislauilala lnefinislauftuila1seaunuguws
wazArszaulomalunmsldusslevidsimunsglusuugunistanfiann Wuwils dsmisied

3.8

a PV v % Y A = P Y] a
MITN 3.8 ﬂ7i'ﬂ‘U@ﬂ'}’]llW@Qﬂ’]iﬂWUﬁﬁqﬂJﬂJu@ﬂV}WQﬁ]gﬂJﬂ‘ULL‘UUEUﬂqii';\]@JG]

NUBLAY NUBLAY FTAUAINTULIIVDY szaulaniavaInisly
anudiaents | wuugunisleudauaundil | wuugunisTeud Uszlevuvasiuugunis
(SSRB_ID) \Aeadas (CAPEC_ID) [1] (SEV) [1] Tauf (LOE) [1]
anufisen1sfnuanuliuasdmiuszuundnnssutans
CBS 001 36 4 3
a0 a4 a4
CBS_002 60 4 4
CBS_003 70 i 3
169 1 4
CBS 004 16 4 3
a9 4 3
70 4 3




M15797 3.8 M3TUAAURBINISAUANNTuATTRgdiuwuusUnslau (sie)

a9

NUBLAY NUBLAY FTAUAINTULIIVDY szaulan1avaenisly
Anwdisents | wuugunisleudimuaundl | wuugunisTeud Uszlevdvaauwuugunis
(SSRB_ID) \Aeadas (CAPEC_ID) [1] (SEV) [1] Tauf (LOE) [1]
CBS_005 N/A N/A N/A
CBS 006 N/A N/A N/A
CBS_007 55 3 3
CBS_008 169 1 4
CBS 009 N/A N/A N/A
CBS 010 1 4 5
CBS 011 1 4 5
anudpsnsiuanuiunsdmudiunruaunanaeiitty
ATMC 001 7 4 4
37 5 5
39 3 5
66 4 5
83 4 4
88 4 4
100 5 4
108 5 2
110 5) 4
135 4 4
136 4 4
139 4 4
182 3 4
250 3 (N/A) 4




M15791 3.8 MITUAAIRBINIIAUANLTUATTRrduwuusUNslaud (sie)

50

AUELAY
ANNABINS

(SSRB_ID)

NUBLAY
wuugUnsTeadmuadnil
\iadias (CAPEC_ID) [1]

FTAUAINTULIIVDY
wuugunsland
(SEV) [1]

syaulanavain sy
Uszlevdvaauwuugunis
Tauf (LOE) [1]

ATMC_002

7
37
39
66
83
88
100
108
110
135
136
139
182

250

q

[ e N o L e N = o SN O

3 (N/A)

a

A A A~ B~ A AN B~ A A 0O O WU

ATMC_003

N/A

N/A

N/A

ATMC_004

N/A

N/A

N/A

ATMC_005

N/A

N/A

N/A

ATMC_006

N/A

N/A

N/A

ATMC_007

476

ATMC_008

54
127
136
139
170
182

[CVRE | CRE = NE > W C I | G R = N R N

B > T = W = N = N = N I\ O]




M15791 3.8 MsTUAANURBINSAIUANITuATTRgdiuwuusUnslau (sie)

NUBLAY NUBLAY FTAUAINTULIIVDY szaulan1avaenisly
Anwdisents | wuugunisleudimuaundl | wuugunisTeud Uszlevdvaauwuugunis

(SSRB_ID) \Aeadas (CAPEC_ID) [1] (SEV) [1] Tauf (LOE) [1]
ATMC_009 7 q q

54 2 4

127 3 4

136 4 4

139 4 4

170 2 4

182 3 4
ATMC 010 37 5 5

65 4 2

182 3 4

AUABINTIAIUAMUNUANENTUdIURIUANNANR B uma SLTlnwUIANS

IBC_001 7 4
37
39
66
83
88
100
108
110
135
136
139
182
250 3 (N/A)

L L g N o L L L 2 e o = N CN N O
A A~ A A A AN A A A~ OGO oG B




M15797 3.8 M3TUAAURBINISAUANNTuATTRgdiuwuusUnslau (sie)

52

AUELAY
ANNABINS

(SSRB_ID)

NUBLAY
wuugUnsTeadmuadnil
\iadias (CAPEC_ID) [1]

FTAUAINTULIIVDY
wuugunsland
(SEV) [1]

syaulanavain sy
Uszlevdvaauwuugunis
Tauf (LOE) [1]

IBC_002

7
37
39
66
83
88
100
108
110
135
136
139
182

250

q

[ e N o L e N = o SN O

3 (N/A)

a

A A A~ B~ A AN B~ A A 0O O WU

IBC_003

N/A

N/A

N/A

IBC_004

N/A

N/A

N/A

IBC_005

N/A

N/A

N/A

IBC_006

N/A

N/A

N/A

IBC_007

476

IBC_008

54
127
136
139
170
182

[CVRE | CRE = NE > W C I | G R = N R N

B > T = W = N = N = N I\ O]




M15797 3.8 M3TUAAURBINISAUANNTuATTRgdiuwuusUnslau (sie)

53

NUBLAY NUBLAY FTAUAINTULIIVDY szaulan1avaenisly
Anwdisents | wuugunisleudimuaundl | wuugunisTeud Uszlevdvaauwuugunis
(SSRB_ID) \Aeadas (CAPEC_ID) [1] (SEV) [1] Tauf (LOE) [1]
IBC_009 7 q i
54 2 4
127 3 4
136 4 4
139 4 4
170 2 a4
182 3 4
audasmsiuanasiunsdmsusumesiiauuedns
IBS_001 57 5 3
65 4 2
94 5 5
102 q q
IBS 002 169 1 4
IBS 003 55 3 3
IBS 004 36 4 3
60 4 4
IBS_005 36 4 3
60 4 4
IBS_006 2 3 4
IBS_007 16 4 3
49 4 3
70 4 3
IBS_008 50 4 3
70 4 3
169 1 4
IBS_009 50 q 3
60 4 4
70 4 3
169 1 4
IBS_010 N/A N/A N/A
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M15797 3.8 M3TUAAURBINISAUANNTuATTRgdiuwuusUnslau (sie)

NUBLAY NUBLAY FTAUAINTULIIVDY szaulan1avaenisly
Anwdisents | wuugunisleudimuaundl | wuugunisTeud Uszlevdvaauwuugunis
(SSRB_ID) \Aeadas (CAPEC_ID) [1] (SEV) [1] Tauf (LOE) [1]
IBS 011 37 5 5
65 4 1
182 3 4
IBS 012 36 q 3
69 5 5
74 4 3
87 4 4
IBS 013 21 4 4
59 4 4
60 4 4
61 4 3
IBS 014 N/A N/A N/A
BS 015 21 q i
60 4 4
IBS 016 36 4 3
69 5 5
74 4 3
87 4 5
IBS 017 60 a i
IBS_018 60 4 4
IBS_019 N/A N/A N/A

a Yoow

NN 3.8 azdiulen WiaduannudsInsauANuTuATiziid fukuugung

TAURAKIUNISITNNTUTIINLAD DENUIIANUAMUEUNUSTZNINAIUADINITANUAIULUAIA

= IS

fivagddauuugunistaud anwnsailulaluauduiusuuuniiasonis (one to one

relationship) M3eAUdURUSKUUNTBNGY (one to many relationship) AINABINITATY

Aa v v 6

AU zdndganuduiusiuunilaiondy agniia1TuIATEAUAIINTULTI UALAT

Y

syaulonavesnsigussloydlul Tagldisauinnuulanesinesunsa (High watermark) A

msldageaaluiuny uenanlifiusingainudeanisiuauduasiiieasinliawise
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vpauduusiuwuugunstanlale Tuawidedagldrumindueiiunaisdie 3 unu

FoibaldAseaumuguls wazAssaulanaveinislduselesdlug dawmnsnei 3.9

M1397 3.9 NITUAANENTUSTENINANUABINTAUANUTUAINTATE]

[y

uwuugunIe

TuAnuNsUSUAsERUAMN TSIz sERUlan1avasnsldUsElew

NUYLAVANNADING
(SREQ_ID)

FZAUAINTULIIVINUUFUNS
Tauf (SEV) [1]

seaulan1gvanisituseleviivas
wuugunslaud (LOE) [1]

ANUABINITANUAUNUAY

AIMSUSTUUNANNITFUIANS

CBS_001 4 a
CBS_002 4 a
CBS_003 q 4
CBS_004 q 3
CBS 005 3 (N/A) 3 (N/A)
CBS 006 3 (N/A) 3 (N/A)
CBS 007 3 3
CBS_008 1 4
CBS 009 3 (N/A) 3 (N/A)
CBS 010 q 5
CBS 011 a 5
anudsnsiuanusiunsdmiudiuniuaunaneiitty
ATMC 001 5 5
ATMC 002 5 5
ATMC_003 3 (N/A) 3 (N/A)
ATMC_004 3 (N/A) 3 (N/A)
ATMC_005 3 (N/A) 3 (N/A)
ATMC_006 3 (N/A) 3 (N/A)
ATMC_007 a4 2
ATMC_008 4
ATMC_009 4 4
ATMC 010 5 5
anudesnsduanusiunsdmiudaunauaunauassumasiiauusia
IBC_001 5 5
IBC_002 5 5
IBC 003 3 (N/A) 3 (N/A)
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M50 3.9 NMITUGANUAITUSSENINIANUABINTAUANNTUAINTsREd fuLUUFUNS

LauAnNIunsUTUAsERUAMUTULSSagAseaulanavesnsidusElewd (se)

RUGAVANNADINST | TTAUAINFUMIIVAIUUUMS | seaulaniavasmsidustlevivas
(SREQ_ID) Taud (SEV) [1] wuugunislaw@ (LOE) [1]
IBC_004 3 (N/A) 3 (N/A)
IBC_005 3 (N/A) 3 (N/A)
IBC_006 3 (N/A) 3 (N/A)
IBC_007 4 2
IBC_008 i 4
IBC_009 i 4
audasmsiuanasiunsdmiusumesidauuedns
IBS 001 5 5
IBS_ 002 1 4
IBS 003 3 3
IBS 004 4 3
IBS 005 i q
IBS 006 3 4
IBS 007 q 3
IBS_008 4 3
IBS_009 i q
IBS_010 3 (N/A) 3 (N/A)
IBS 011 5 5
IBS 012 5 5
BS 013 4 4
BS 014 3 (N/A) 3 (N/A)
BS 015 i q
IBS 016 5 5
IBS 017 i 4
IBS_018 4 4
IBS 019 3 (N/A) 3 (N/A)
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=

3.4 U52UanavanNUE IS USI9NITAIUABINITATUAIULUAINNIRLH

NTTeR 3.2 ausatteyailiannNnITIVTINIIBNITAIINABINITAIUAINTUALT

[y

feazdl dndrgnsrurunmsinvimdfy lneussgnalddunowainaudse [11] ielvlae

[

arglulaazsen1IAINABINTINUANLLIUAIANGZE UTznaumiedunausll

1. #udunsind (Word segmentation) uazaudvensliunmay «q wiliifiannumane
Tusate (Stop word) Sruruiisdu 619 f Tagluaudselfundsdoyadvensain [17) uay
Argdoestulay 39 A1 laun « system” , “application”, “customer”, “bank”,
“security”, “branch”, “software”, “company”, “employee”, “deposit”, “withdraw”,
“saving”, “current”, “loan”, “money”, “cheque”, “cash”, “coin”, “interest”, “ATM” |
“CDM”, “PUM”, “kiosk”, “credit”, “debit”, “BOT”, “currency”, “charge”, “overdraft”,
“payin”, “slip”, “dividend”, “cashier”, “gift”, “forex”, “MLR”, “MRR”, “MOR”, “OD”
Fasnmaninldluiunveamasinuamudesnisdsilaidumegsia iwu

“SEUUNANNIT5UIANTAUTUTYToaunIwe (Saving) Azsolin1sUuiinsuaziden

nsvhgsnssusazdnnuliognsiies 90 Ju” uaz

“seUUnanNIssWIANTITAaiinistuiineaziBeanisvhgsnssunazdaiiuliegs
ey 90 1w

o ! v A U LS

FIALNUINAI0E1943NUIINY A1 “UyToaunsng (Saving)” watusiiog1aNass &
A a v a Al vo & = o Yy v
idlefiansananizanudeanMsiiasinssylvdanungazdeansvigsnssulisgsies 90
[ ug.// o | “ .Y a % 6 . 9 ra 1 a A:{I ¥ éj

Tuiu A1 “Oryfisauning (Saving)” azliiinaladenisussiiuaudesludeiioy uas
a1azdmaluniemseiudulagyinlvian Dqr ge?u Wesninsusinguesdilulenansaiiy

ABIN15veIsUIANg Balivsngluenaisaiudeinisniisay

o
< o i4

Y a g 9 Y& a ¢ v A& v o a st 1
2. LL“LJﬁ\W]'J@ﬂ@iW@JWIM@iVLUUW&JWL@WV]QW@J@ EJﬂL']TJGUEJV"I'J'WNWLUU@?@ﬂUiW@JWIVﬁy

PINUA LT1991NTaAUFINE AT ugaNRTmIUTLIEIRNIE 817y SSL, HTTP Wusu

'
LY

3. audydnualiAusznined vsevned laun 9a (“.7) gan1a (4,”) 2dula (“(%)
wazaaaule (4)7)
4. auduUsENaUNAIRIVAN (Suffix) @iy —ster —eer —elle —ism sy lnandnnis

snowball [18]
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3.5 Uszaranatanud s ueNa1SANNABINISANUANNIUASUBINITEUIATS

Jupouiltiun199nnTeuLenaIsAINABINITATUAILTUAITBIN1ToUIAIT T T U
19189098 MuNITEUzU UL [11] WielitunaunIsnIAILLANAITZI19A
AOINTITATUAIUTUAITINIITAULONAITAIIUABINITATUAINNLUAIVEINITTUIAITY

UsgANSAINUINTY USENaUmeTUnaunal

Y

1. datemnuililaduanuisinisesniianun smede o9itu a15Uey undl eis1u

AN ANANUIN LUdY

2. audunsdnA (Word segmentation) wazaumaenglinaaA1du ¢ wakidinanumuie

Tufies wazAeItesiulamuiu lngldunasioyanediute 1 Tuite 3.4

3. wlasmdnusiu g lmduniuiidniaun eniudennundudisnysiunive
Vv Llesarndonnusanana avilumdoniinanumneaniy o SSL, HTTP Wudu

¥

[ sa & ' o = o 1% ! « 9 « » < a “ra
4. audydnualiAuseninad vsevngd laud 9a (“.7) 3an1a (¢,”) 2duda (“(¢)

wazuaude (4)7)

5. auduUTENAUNAIRMAEN (Suffix) 819LEU —ster —eer —elle —ism tWusu Tasundnnns
snowball [18]

3.6 YIAMULANAIITZNINIAUADINITATUAUNUAINNIAZLNULDNEITAMIUADINS

ATUAINIUAIVDINITEUIATS

UrAdfey 1@{114%%.17]' 3.4 11MNASEAUAINLANANSUDIANUFBINISHIUALTUAT
ﬁq%ﬁﬁ’mEJmﬁmméfaqmiéfmmmﬁuﬂwaqm':?ﬁmmsﬁlﬁluﬁﬁaﬁ 3.5 A15¥AUAINY
unnssiimlFanmsussendldaunts Cosine Similarity Inefinnsanuuundudiu Tngtn 1
aufuAdildannaunis Cosine Similarity agldiduaunisanuuansisiuresenals faunns

7 (3.1)
1(Wq, Wrz

o R

87 Wgi D UMNYeAT i TuANABINITAIUAINLIUAIINGAZE q

(3.1)

Wri A9 Untinuesan i Tupuseenis r
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N Fe dwuavisnus (Witdugi) Tuanudeinisauauiunsiiegss
g LAZAUABINIT I
Dgr AD AULANAINTERINAIIUABINITATUAMUIUAINNSDEE ( LAz

ANUABINTT I FeazdlAnagsening 0 e 1

Tagunvinuesd i 19 2 AntuaunsamuInlanaInel TF-IDF g uaunisa (3.2)

e D .
Wy = {tfs,i +idfy = (1+logy) * logz if f5,; > 0 (3.2)

0 otherwise
eyl D A 91UIUVBIALADINTT (q YT9 I LaILANTH)

di  fie TuIUVRIANUABINTTAA | UT1nged

dlothfddydmsusenisanudesnissuanuiuasfifisasd (Fadedl 3.4) waze
ddydmiusiensaruieanisvessnas (dedl 3.5) iddnszuaunsmannuunnsng
5E319ANABINNTFUAINTNATITIAEd fulenansAudeen1sFuALTuAYEINIS
5u1AS A1 Dy Mbdlussazsienisamudeanisiiuauiuasiineesd azdsiuauiiu
$18M15AUFBINISFIUANTUAEINTEUIAS Fauandluns1ed 3.10 Wufegenis
AuaniAn Dy 1090na15A21NFBIN e uAuTuAifisasiludruresainudeanisiu
mm:ﬁ"umﬁm%’uaumaiﬁmLLmﬁ?}Uﬂ (SSRB) LAZLONATAIINFBINTAIUAINTUAI DS

SUNATHYINTY (SRB) FIHT1UIUAINABINISTNAINTAANALA 18 U8 (SN8azLdunnIY

[
Y 1

Fasmssumuiunmwessunsuwiel waaslunianuan a) e Dgr awiiidaus 0 e 1
Feanusaudanumng il

A1 Dgr WU 0 Maneds AnudosnisfuauiiueivesuInssensfnanaenados
fu Anudeanssuasiuasfisarlneanysal

A1 Dgr 91U 1 188 Audeanisiuanusiuaswasuiasensinaiall
denAdeasiuanudeInIsiuauunifieayd

A1 Dqr 08527319 0 8 1 vianeda AV INAOINSAUAINIUAIYBISUIANTENNSAINGT

A49AARBINUAIINADINITATUANULUAINNIIL LN UNIAIU
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AT 3.10 HASNSNITMIAMULANAT Dgr I21I1UONAITAIIUADINITAIUAINTUAITNY

LAWALLENANTANUADINITANUAINUI UAIYDISUIAT

SRB_ID Da.r

SSRB_ID SRB_ 001 | SRB_002 | SRB 003 | SRB_004 | SRB 005 | SRB_006
IBS_001 0.12961 10 10 10 075381 1.0
IBS_002 0.76905 0.75746 10 0.83358 0.83670 09
IBS_003 10 0.07804 10 10 081742 0.88819
IBS_004 1.0 1.0 0.14188 091637 10 1.0
IBS_005 1.0 1.0 10 10 10 1.0
IBS_006 1.0 1.0 091229 0.07692 10 1.0
IBS_007 10 091229 10 10 053708 081101
IBS_008 10 0.85997 081742 0.83987 0.76429 071132
IBS_009 1.0 0.89153 057573 1.0 081742 0.77639
IBS_010 1.0 10 081742 0.67974 10 1.0
IBS_011 0.92546 0.74951 0.83670 092838 078918 0.87090
IBS_012 1.0 081666 1.0 10 10 1.0
IBS_013 10 10 071715 10 10 10
IBS_014 10 10 0.88047 10 10 10
IBS_015 10 10 0.85857 10 10 1.0
IBS_016 10 1.0 0.87035 10 10 1.0
IBS_017 1.0 0.90098 0.74180 1.0 0.83333 0.79587
IBS_018 1.0 1.0 1.0 0.86132 1.0 1.0
IBS_019 1.0 091425 1.0 1.0 1.0 1.0
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AT 3.10 HAGNEAITRIAMULANAN Dgr TENINONAITANADINITAIUAIULUAINN

LALALLENANTAIIUADINITATUALLUAIVDISUIANS (5B)

SRB_ID Dar

<RE ID SRB_007 | SRB_008 | SRB_ 009 | SRB_ 010 | SRB 011 | SRB_012
IBS_001 1.0 1.0 10 10 0.90465 1.0
IBS_002 0.84881 0.84881 0.91835 10 0.87350 10
IBS_003 0.83096 0.85092 0.90871 10 0.85857 0.9
IBS_004 10 0.89949 0.63072 0.84924 0.90465 10
IBS_005 10 10 10 10 10 1.0
IBS_006 10 0.90754 1.0 0.72264 0.91229 10
IBS_007 0.71428 0.74802 0.84569 1.0 1.0 10
IBS_008 0.56356 0.03774 0.64644 1.0 1.0 10
IBS_009 066193 0.55278 0.08712 1.0 1.0 1.0
IBS_010 10 10 10 0.13397 1.0 1.0
IBS_011 0.80481 0.82786 0.89459 10 0.26515 10
IBS_012 10 1.0 1.0 1.0 1.0 0.15484
IBS_013 10 0.85092 1.0 1.0 0.85857 10
IBS_014 10 10 1.0 1.0 0.88047 10
IBS_015 10 10 10 10 0.85857 10
IBS_016 10 0.91091 10 10 10 1.0
IBS_017 069139 0.72783 0.49999 10 10 10
IBS_018 081101 1.0 0.79587 10 10 10
IBS_019 10 10 1.0 10 10 0.84188
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AT 3.10 HAGNEAITRIAMULANAN Dgr TENINONAITANADINITAIUAIULUAINN

LILALLENANTAIIUADINITATUALLUAIVBISUIANS (51D)

SRB_ID Dar

<RE ID SRB 013 | SRB_ 014 | SRB 015 | SRB_016 | SRB 017 | SRB_018
IBS_001 1.0 1.0 10 10 10 1.0
IBS_002 1.0 10 10 0.91835 092928 0.92440
IBS_003 10 10 10 0.90871 0.92094 091548
IBS_004 086516 0.89339 086516 10 10 10
IBS_005 10 10 10 10 10 1.0
IBS_006 10 10 1.0 1.0 1.0 10
IBS_007 10 10 1.0 1.0 1.0 10
IBS_008 0.87090 10 1.0 0.88214 1.0 0.89089
IBS_009 10 10 1.0 1.0 1.0 1.0
IBS_010 10 1.0 1.0 1.0 1.0 1.0
IBS_011 1.0 0.81742 0.76905 1.0 1.0 1.0
IBS_012 10 1.0 1.0 0.69139 0.73273 0.71428
IBS_013 0.2 0.68377 0.8 0.81742 1.0 0.66193
IBS_014 0.83096 0.33184 0.83096 1.0 1.0 0.85714
IBS_015 10 0.84188 0.0 10 10 10
IBS_016 0.88047 10 10 0.23623 0.52754 0.39390
IBS_017 10 10 10 10 10 10
IBS_018 10 1.0 0.55278 10 10 10
IBS_019 0.84188 0.875 1.0 0.85566 0.875 0.73273
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MunndnAndauuiuidosNaauAuinduianudswanuugunistand pile o Weaiy

Fosmssueusiupsifisasdl q viamely lagldaunis (3.3)
Rq = min(Dq,r) * LOEq * SEVq (3.3)

g9l min(Dgr) A8 ANAZLUUATEATDIAULANAINTENINAIUABINITAIUAIY

HUAINTIEH ¢ AULLNAITANILABINITATUAIUIIUAITDY
N195UIANT I

LOE, Aer1sziulanaveiNslduselerivesuuusunislaumi

Yy o Y A a A
A9AAABINUANLABINITNNIIEE g (115199 3.9)
2 ! ) aa Y )
SEVq e AsEAUANNTULITIYRILUUTUNSlauRTiaenndasiuAIY

foaNsNNeazd q (M99 3.9)

N15M51491A1 Do NNNINANTARY SATRENaRLA WA AN §
41191113910 TeNa13AUABINITAUAINIUAIYEINITEUIATT 919UTIENITAIINABINT
cs' = = o v o a A ' ° %
au (r+) NuenmiaainAuABINIsAUAINLUANRaIEdisuIASLtUsEWAlnedvual)
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91NNV URMLTRITeLABINITNATU wasvinlin9iUSeuWieunn Datre 48 Doz,
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A D . ° v A a =t N = i . Y
\donldan min(Dgr) MAwINAYEANELS Fan1iUTeuLigua1 min(Dawrs) AUAT
. D) o a A v v
Min(Dazr+) azvioudisseauanudssiuanaeiuainnisvameluves qi wag gz lannai

N13ANIMAIAYEANESIHORUUIUNTIANALTBAINABINI TR AU UALT

Naazdl vravelunandlunisnad 3.11 Farmualvadawiadu 0.4

a v & ° v oA a 1 a
#5799 3.11 wadnsmsAnnamadeiaudewawuusUnsland Ry

SSRB_ID | Requirement_Type min(Dq,r) SEV LOE Rq
IBS 001 Privacy 0.12961 -> 0 5 5 0.0
IBS 002 Privacy 0.75746 1 a4 3.02985
IBS 003 Integrity 0.07804 -> 0 3 3 0.0
IBS 004 Authentication 0.14188 -> 0 4 a4 0.0
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SSRB_ID | Requirement_Type min(Dq,r) SEV LOE Rq
IBS_005 Identification 1.0 a4 al 16.0
IBS 006 Authentication 0.07692 -> 0 3 4 0.0
IBS 007 Authentication 0.53708 4 3 6.44507
IBS 008 Authentication 0.03774 -> 0 4 3 0.0
IBS 009 Authentication 0.08712 -> 0 4 4 0.0
IBS 010 Identification 0.13397 -> 0 3 3 0.0
IBS 011 Privacy 0.26515 >0 5 5 0.0
IBS 012 Authorization 0.15484 -> 0 5 5 0.0
IBS 013 Authentication 0.2 >0 a4 al 0.0
IBS 014 Instrusion Detection 0.33184 -> 0 3 3 0.0
IBS 015 Immunity 0.0 4 4 0.0
IBS 016 Authentication 0.23623 > 0 5 5 0.0
IBS 017 Authentication 0.49999 4 a4 7.99999
IBS 018 Authentication 0.55278 4 a4 8.84458
IBS 019 Identification 0.73273 3 3 6.59464

3.7.2  msUszdiuanudedagsiudenisgnlasfdmivusasussianalnudents

ATUAINUUAY

losnudazUssiamanudesniseuanusiuag (12 Ussian) Sswaudetvun
AuFpINsTldAuLarsuuteuusfivameluunnanstusae Fen1suseiiiuaiy
dodaesusonisgnlanfainyunesesusazUszavemsioms ¢ aunsafinnsanidlae
mgsgavesmuidssiulsundeimuamudeinis feunis (3.4) fefogrsnsduin
Tun15197 3.12 TneAn Re Lﬁumizﬁ’ummLﬁaﬂmﬁiamiamigﬂiﬁ]maﬁww%’ULLﬁiazUizLﬂw
ANADINITHIUANLITUAT MINUTELANANGEINsAIUALTuATtaTiA Re 110 wuneds

ANUABINSAUAHTUAIUTEI TR AR RN SN ANRES

Rc = max(Rq) (3.4)
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M13NN 3.12 Mvg1aRaanENIAINMAIANNEslaeTINRen1sgNIANAd T ULsaL

UIZLANAMUADINITANUAINULUA

SSRB_ID | Requirement_Type min(Dq,r) SEV | LOE Rq Re
IBS 004 | Authentication 0.14188 -> 0 4 4 0

IBS 006 | Authentication 0.07692 > 0 3 4 0

IBS 007 | Authentication 0.53708 4 3 6.44507

IBS 008 | Authentication 0.03774 > 0 4 3 0

IBS 009 | Authentication 0.08712 >0 a4 4 0| 8.84458
IBS 013 Authentication 0.2 >0 a4 al 0

IBS 016 Authentication 0.23623 -> 0 5 5 0

IBS 017 | Authentication 0.49999 a4 4 7.99999

IBS 018 | Authentication 0.55278 a4 4 8.84458

IBS 012 | Authorization 0.15484 -> 0 5 5 0 0
IBS 005 | Identification 1 4 a4 16

IBS 010 | Identification 0.13397 > 0 3 3 0 16
IBS 019 | Identification 0.73273 3 3 6.59464

IBS 015 Immunity 0 4 4 0 0
IBS 014 Instrusion Detection 0.33184 > 0 3 3 0 0
IBS 003 | Integrity 0.07804 -> 0 3 3 0 0
IBS_001 Privacy 0.12961 >0 5 5 0

IBS 002 | Privacy 0.75746 1 4 3.02985 | 3.02985
IBS 011 Privacy 0.26515->0 5 5 0
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3.8.1 @2 d1ena15AUABINITATUAINULUAINNILTLAZIINEITAIUADINS

VBINTITUIATT

1. gussdiuyihnmsdnddeyannudeanisiuanuduniiieazdl negluzuwuy
eNGLBLLER (XML) AInInil 3.5 wagdiunaniseasidendeyaninufen I siuaNiuA

P~ aa N ] o A
WQT’USNWNWUﬂ'ﬁI‘V]a@IL?J']E:!Lﬂi@ﬁll@ NN 3.6

<?xml version="1.0" encoding="UTF-8"?>
<banksecurityreq>
<ibs>
<requirement>
<id>IBS_001</id>
<type>Integrity</type>
<desc>The system shall use strong encryption and security protocols to safeguard sensitive data during
smission over open, public networks.</desc>
<serv>5</serv>
<loe>5</loe>
</requirement>
<requirement>
<id>IBS_002</id>
<type>Integrity</type>
<desc>The system shall encrypt confidential information (e.g. password, customer account
information) by strong encryption (e.g. AES 128 bits, AES 256 bits, RSA 2048).</desc>
<serv>1</serv>
<loe>4</loe>
</requirement>
<requirement>
<id>IBS_003</id>
<type>Integrity</type>
<desc>The system shall apply strong one-way hashes (e.g. SHA 256 bits with salt) to customer
password and store those hashes in database or a configuration file with appropriate access

N v o W v v & A a A ¢ &
AN 3.5 m@%auqLGU'WTJ’]MWENﬂ'ﬁﬂ"lu@'ﬂqllll‘u@ﬂ%wqf\]%ﬂ VIE]E“JWLUEULLUULEJﬂ%L@NLL@a

Regulation Security Requirements (. XML)

[ Load Regulation XML file J | Internet Banking Security VJ
SSRB_ID | 3SRB_Description | Type | SERV | LOE |
IBS_001 The system zhall sz strong encryption and security protocols to seBgvend sensiti...  Privacy 5 5 T
IB5_002 Thea syztem shall encrppt confidential infbemation (2.8, pessword, costomer sccon...  Privacy 1 4 T
IB5_{03 Tha gystem chall apply strong one-way hazhes (2.2, SHA 256 bitz with zalf) to cu...  Intsgrity 3 3
IES_004 The gystem chall genersts new s2szion rendomly affer succezsfinl authentication by...  Avthentication 4 3
IB5_{03 The zystem shall estrict to wee shers weer at the s==me tims, Indentification 4 4
IBS_006 The system zhall lock the account afber 3-5 Silure login sttempts and do not dizpl...  Auvthenticstion 3 4
IBS_007 The system zhall enfbrce strong pessword (contzin 8 mix of slphsbetic and non-alp...  Auvthenticstion 4 3
IES_008 Th =m zhall be feced chanee password affer first logon or sfer password iz ... Authenticstion 4 3
IES_000 Th =m zhall be vzad two-Sctor suthentication bafee rezst pesswond. Authentication 4 4
IB5_010 The gyztem chall dizplay the last successfl login, Identification 3 3
IB5_011 No zznsitive or confidential infoemation (2.2, z2szion [D, vesr [T of password) mu...  Privacy 5 5
IB5_012 The system shall validat= suthorized when costomer perform access to important £, Avthorizstion
IB5_013 The system zhall be regensrated s=szion vpon change pags or new tranzaction. Aupthentication 4 4
IBS_014 The system zhall lockout znd inactive sazsion sutomatically when tranzaction step...  Introsion Detaction 3 3
IB5_015 Tha idla timaost of sezsion lesz than 10 minutes. Immumrity 4 .

IES QL6 Tha svstem shall s-suthenticate when Customer paceom chanse customer orodila (... Authentication

A 3.6 HansidYeanNABINSIUANLTUAINNRLT
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2. guszliwimsidienalsaiufeInsAuAuTuAIYeInIssuIA1g ey

Y

Tugduuudle® (DOC) v3edlediond (DOCX) Fanmnil 3.7

Banking Security Requirements (.DOCX)

- - . ChUsersMinki PODocuments\Thesis file\Bank DocumentUBS\SRE IBS _
l Load Banking Security Requirements ... J i umen! LR e 185

SRB_ID | SRB_Description |

REQ 001 TBANK Web Applicstion Sacurity "
REQ (02 ‘The application shall us= AES encrvption and SSL protocol to saBeuend senzitive data during transmizzion over open, public networks. r-\
REQ 003 The application shall apply SHA 256 bits hashes to customer password and store thoss hashes in datsbase or 8 configuration fils with ...

REQ 004 The applicstion shall razensrate new s=szion sfler suocessfil suthentication by two-Sctor suthentication methodolozy.

REQ 005 The applicstion shall lock the sccount after 5 Bilure logine attempts and do not display specific infoemation is Silure.

REQ 006 The spplicstion shall enfoce strong pessword 2= Dllowing: Password iz case sensitive

REQ 007 Paszword zze is 80 days

REQ 008 Password shall not be reused fom last 5 password history

EEQ 009 The applicstion shall be Sweed change password after first logon or passwond is resst.

REQ 010 ‘The application shall be vsed two-Sctor suthentication (OTF) befbre et pazswond

EEQ 011 The application shall display the date'time of last suocessil login,

REQ 012 The applicstion shall not writa'store any zanzitive infemation in cookiss, souscs coda, s2szion, confizuration fils.

REQ 013 ‘The application hall validate suthority when access to importent fmnction.

REQ 014 ‘The application shall randomly regenerats upon change page of new transaction.

REQ 015 The applicstion shall support sutomatically logout and inactive s=ssion when transaction step is invalid.

REQ 01§ The sezsion idle timeout is 10 minutes. 1

AWM 3.7 Nan1HITRLARINABINITIUAINIUAIYBINTEUIANT
3.8.2  duUsmliuANUFIRUANUNILAIYEITTUUETEUNANINITIUIATS

diegUssdiudiiteyaseuiosua ludiuiasiteyatniniassdiu (Teya

1197199 3.8.1 (1) ba ToUAUNINVD 3.8.1 (2) ) UIAIUIUNNIAIULANANYDITIENITAINY

Y

[

A9IN1IAUANLLTUAINNIILTNULDNAITAINUABINITVDINITFUIANT WAL UTLAUANULADS B9
n1sArandulyauwuudtaedduiiden 3.6 way 3.7 Flutunouifuszidiuaiuise

° A A o VYo Y ] Y] a
ﬂ’]ﬁuﬂﬂqﬂﬂLL‘U\“W]EJ@NﬁUVL@a']VﬁiJﬂ']ﬂ']qllLLWﬂm’N@IQﬂWWW 3.8

Threshold

0.4 Risk Index Calculate

AT 3.8 MIANUAAITALUILAZNNTAIUIUNIANULANANUDITIINITAIINABINITATY

% %

AMULUAINNIALANULDNEITAIIUABDINISVDINITTUIANT AL ANAIULEE
3.8.3  @ULAAINANISUILLIUAINLEYS

Tudnil avfunisuaninadaiinisuanimAuuAnmweIsIEnIsANGeIN 1S
fupuiueafiisdifuienanseudainIsiuANTuAeINITEWIATS ANAILLEEY AN
wuudaeduiaded 3.7 UszneusemaziuufigareInILANATETINANLgBINTAY
aruiueafifiansd fulonansmudesnsiuauiuA®weanssuIats  (min(Dqr) AANL

deadauuugunislandilieadnudeaniseiuauiunsiieazivinmely (Rg) s 3.9



[

wazA1ANUFedlagTINran1sgnlaNAd niuusarUsELANANABINTAUANITLAY (Re) A
AN 3.10 WBNIINUULATDILDTILENITDAINUTIUNITAIIUABDINITANUANULUAINNIRLT AU
LNAITAIIUADINITVBINITFUIAISNTAIIUUANAI T UL NgANToUTTIT0AIIUTINIY

ATTUIUNITANLLUUINADIUINTDN 3.4 kay 3.5 A9nInd 3.11

SSRE_ID |SRB_D |minDgr) |Raq |
IBS5_001 REQ 001 0.0 0.0
REQ 002 5 ... | 3.029857400._.
IBS_003 REQ 002 00 0.0
IBS_004 REQ 003 0.0 0.0
IBS5_005 REQ 001 1.0 160
IBS_006 REQ 004 00 0.0
IBS_007 REQ 005 0.537089050...  6.445078401...
IBS_008 REQ 008 0.0 0.0
IBS_02 REQ 002 0.0 0.0
IB5_010 REQ 010 0.0 0.0
IBS_011 REQ 011 0.0 0.0
IBS_012 REQ 012 00 0.0
IB5_013 REQ 013 0.0 0.0
IBS_014 REQ 014 0.0 0.0
IB5_015 REQ 015 0.0 0.0
IBS_016 REQ 016 00 0.0
IBS_017 REQ 009 0.400000000 . 7.000000000.
IBS_01% REQ 015 0.552786404... B.B44582472...
IBS_019 REQ 018 0.732738758...  6.504648822...

A 3.9 ApnuiFssiskuusUnslandideanudeinsiuauuasnfisasiviamely

Type | Re
Tdentificztion 16
Amthentication B.84458
DPrivacy 302085

A9 3.10 ArAnuFealaeiusen1sgnlaNfdmTuLAasUsEIANAINABINITAIUAILTUAS
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S5RB Description:

The zystem zhall encrypt confidential infemstion (2.2, pessword, cust encrypt confidenti infem password Custom accoun
omer sccount infemstion) by strone encryption (=g, AES 128 bits, t inform strone encrypt AES 128 bit AES 256 bit
AES 156 bitz, F'5A 2048). R5A 2048

SRB Description:

The spplicstion shall spply SHA 156 bits hashes to costomer passwo =ppli SHA 256 bit hesh costom password store ha
1 and store thoss heshes in datsbase or 3 confizurstion file with appro zh datsbes configur file sppropri access control
priste sccazs control.

a v

AT 3.11 $19NTANUABINITATUANMULUAININLINULENAITAIUABINITVBINITTUIANS

AANUUANANUTDENGANTDUNITEANUTRIUNTEUIUNIANLRUUTIRD



unNa 4

N15UssUNANSIY

Tuuniznandmaildannsisenuwfouariinsiseluund 3 Tudiuvesnis
naaewazUssdiurg Jelduvady 4 nsusadiu 1dun

1. msuszdummgnieswesmsiuguesanusiunsifisazdifuismsussmmslon

2. MUY AN AINVDINITUIALLANANNTEUINAIUABINITAIUAIIY
fhumsiifisasifulonansaudeanisiuausiuAIwesnITsUIANg

3. nsUsuluaudenndedvedAinuidesesrInufein1siuauiuasiiang
ms;l"l,ﬂs?falﬁmﬂLﬂ%aﬁaﬁ’ummmuL?ﬁquﬂﬁﬁsamﬁy

4. MTBeTzviuuLasNaUselevl

N v ad
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Security Specialist 5 41.67
Security Audit 3 25.00
Security Engineer 4 33.33




73

M1399 4.3 Usgaunsaliuaudiuaavesr sy

Uszaunisainisiney Juufiinisusudiu Sowaz
131 2 16.67
4-6 1 3 25.00
7-10 1 3 25.00
N1 10 ¥ 4 3333
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o = dainuvLu

Tngnudnemnudesnsduauns 17 9o 1uanudeanmsiuanuiuaeifisasdingideld

A10150vN1IMEANNFURUSTENINNANABINSIUANUATaRE R UL UL TUNTIaNA

19 Fadlanansanadlusivazdenna 17 90 lANafIn15199 4.5

AN9197 4.5 Audean1snussduiinnuiulinseiu

RUNYLAVAII NAAN379
ma:mijlum:u Wazan | ewaz Tainaila Sowasz Taiwanzau Souaz
AuaNezdl
CBS_005 10 83.33 2 16.67 0 0.00
CBS 006 10 83.33 2 16.67 0 0.00
CBS 009 10 83.33 2 16.67 0 0.00
CBS 010 a 33.33 5 41.67 3 25.00
CBS 011 a 33.33 5 41.67 3 25.00
ATMC 002 4 33.33 6 50.00 2 16.67
ATMC_003 11 91.67 1 8.33 0 0.00
ATMC_004 11 91.67 1 8.33 0 0.00
ATMC_005 11 91.67 1 8.33 0 0.00
ATMC 006 9 75.00 3 25.00 0 0.00
IBC_002 a 33.33 6 50.00 2 16.67
IBC_003 10 83.33 2 16.67 0 0.00
IBC_004 10 83.33 2 16.67 0 0.00
IBC_005 10 83.33 2 16.67 0 0.00
IBC_006 9 75.00 3 25.00 0 0.00
IBS 010 9 75.00 3 25.00 0 0.00
IBS 019 9 75.00 3 25.00 0 0.00

=

91NA15197 4.5 NuAudean1si 4 4o 7 fussiiugadu Security Specialist ¥4l
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1% <@ a Y dy
winnzay tnglianuiuiunsil
1. CBS 010 wag CBS 011 tdumudosnsilisniniinisviiaueesszuuau Jeeaazll

anunsaduglaensstiuanunls wianmnsaduglaensifieudesds Tnedussdiulinnuiuin

[y 5

ﬂ’)iﬁ]%‘\]UﬂﬂULLUUEUﬂ’]ﬁIﬁ]MﬁV@ﬂULa“U 1 P9EAZENUINAIN
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AIUAINNITUAINNIFLTALANAAUMILY 1A T UAIINADINITLTINTITNITHI9T UV D
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STUUNUY Wuhelfude 1 3smsezdudiuuuugunmisiauauiesiude ATMC 001 wag

IBC_001 muaau Lisa1nAnufesnsaena iunnudesnsineiiiewnain ATMC 001

way IBC_001

v o

AIdgdvimsuSumsdugiuiuusunslaufd miunnglavauiean sauauduag

fifiaagdl CBS 010, CBS 011, ATMC_002 uag IBC_002 anuaandiudsnann

dnfunadimaifussdiulfrnudiuduliuilody meitelfaeunudounduivag
Tngldsudmouduseil
1. lidewidnle wazaw3luizes Attack Pattern vesgfnsendiitios
liflenasludesvesuuugunislaudunntn

v

2
3. deluliuanamemaiilianunsadugiuiuugunislaudla
4

Y Y

p13vsiiuuugun1slaufivetesdnsdu iseslsfinaeiu awnsadnldlunuidela

'
va o o

TudruiliatuiuaualstyldanaungiIdounaus esarnanuwiulunulagananly

Y kY

anansahludgnisuSumsduauuusunisiauila

4.2 n15U52UUSEANSNIWYBINITUIAIULANAITENINNAINADINITATUANUNUAIN

N99zANUPNEITAUABINITAIUAINULUAIVBINITFUIAS

Tun15UseiuUsEaNS ANUDINITUIANULANANITEIINIANUADINITATUAINULUAINNY

% U

iifulenansanudiosmssuanusiuasueanissuias fidsldldienansanusiosnisves
SEUUETAUYNAYDISUIANTNNTE 9 Lonans LﬁaﬂizLﬁudﬂLﬂéaqﬁaﬁﬁwuﬁummsmw
ANFDINITEIUANLTUAITI Tz glUaneNa19A2 WA BINITAIUAILTUAIYB NS
suAstaeenals Imam%ﬁa%ﬁwmm%LLuummLLG}ﬂsmsuaafjmméfaqmiﬁmmmﬁum
ﬁﬁa%ﬁLLazmméfaqmiéﬁ’wummﬁuﬂwaﬂmiﬁmmaﬁmaﬁuﬁqﬂ WALATNUAIIAIY
Foansauruunsifsasiiiununiormvnelulneldinast (Adaul) Tnenanisyinned
lﬁmﬂm’%'aqﬁa%ﬁﬁlﬂmuaauﬁ’umaLaaamﬂmimnﬂizLﬁuﬁumé’mmaau (Auditor) 34
ogudn Tnpiauszavdnimlaorten-les (F-measure) faaunsi (4.1) uagArAausiy

(Accuracy) feaunsii (4.2)
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2 * Precision * Recall

F-measure = — (4.1)
Precisio+Recall

o .. - True Positive
lae?1  Precision @@ — ——+ 100
True Positive+False Positive

True Positive
Recall R — — + 100
True Positive+False Negative

> True Positive + Y. True Negative
Number of SSRB

LAY Accuracy = * 100 (4.2)

d‘ -y = A o 4‘ A 1 a 1 a

We  True Positive @9 Nan19v118989A399L9I1939 LANALRAUDNTIIAN
True Negative Ao Wan15vueve4AIesloIlias waznaasusnInliai
False Negative #e Nan1591118909LA389I0731939 uANALRa8UBNI11LTS

False Negative fa nan151u18v0A30wnIlla39 uANALRa8UBNINR39

)=

d‘ a a 4‘ =l o 1 v Qlld
AN519% 4.6 hay 4.7 wanIUsEaANS AU WATelalUNNSYIIUIEIIAINUADINISNNIL ]

Ualavnmgly (Missing) nialdvinnigly (Not Missing) 29n518A15ANADINITVOITUIATS

7149 TeeInALen-LuLwesUeIN15YINUnev e lukaz ldunavielumudnau @runns1an

4.8 uaneUsranTnImMeauAIesllalukIAULIY AT 4.3 LanINaN1TNARRIFUVRINTIN

! a
ALURY

AN 4.6 ALENLLLYBSUBINITYINUIEAIUAD-IN1TANUANULUAIN NI TNV IAne LU

4 RUYLAVLDNEIT
ANYALLUN

Doc_1 | Doc_2 | Doc_3 | Doc_4 | Doc_5 | Doc_6 | Doc_7 | Doc_8 | Doc_9
0.05 52.17 | 80.00 | 11.11 | 50.00 | 83.87 | 57.14 | 66.67 | 57.14 | 40.00
0.10 60.00 | 82.76 | 1333 | 5455 | 86.67 | 61.54 | 66.67 | 61.54 | 40.00
0.15 70.59 | 85.71 | 14.29 | 57.14 | 89.66 | 61.54 | 66.67 | 61.54 | 45.45
0.20 80.00 | 88.89 | 16.67 | 63.16 | 92.86 | 61.54 | 66.67 | 61.54 | 52.63
0.25 85.71 | 9231 | 20.00 | 66.67 | 92.86 | 66.67 | 76.92 | 50.00 | 55.56
0.30 9231 | 9231 | 2222 | 77.78 | 9655 | 66.67 | 76.92 | 54.55 | 71.43
0.35 100.00 | 9231 | 25.00 | 75.00 | 92.86 | 66.67 | 76.92 | 60.00 | 76.92
0.40 100.00 | 92.31 | 40.00 | 80.00 | 96.30 | 66.67 | 76.92 | 60.00 | 100.00
0.45 100.00 | 96.00 | 66.67 | 9231 | 96.30 | 72.73 | 76.92 | 60.00 | 75.00
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A9 4.6 ALEN-LLYBSUBINITYINUIEAUADINITANUANUTUAIN NI TR IAe L (619)

L NUBLAVBNET
ANVALLUN
Doc_1 | Doc_2 | Doc_3 | Doc_4 | Doc_5 | Doc_6 | Doc_7 | Doc_8 | Doc_9
0.50 90.91 | 100.00 | 100.00 | 92.31 | 96.30 | 72.73 | 90.91 | 60.00 | 75.00
0.55 80.00 | 95.65 | 100.00 | 9231 | 96.30 | 60.00 | 90.91 | 44.44 | 75.00
0.60 66.67 | 80.00 | 100.00 | 92.31 | 88.00 | 50.00 | 90.91 | 50.00 | 33.33
0.65 66.67 | 58.82 | 100.00 | 80.00 | 78.26 | 57.14 | 80.00 | 57.14 | 33.33
0.70 66.67 | 50.00 | 100.00 | 66.67 | 78.26 | 57.14 | 66.67 | 57.14 | 33.33
0.75 50.00 | 40.00 | 100.00 | N/A 63.16 | 40.00 | 66.67 N/A N/A
0.80 28.57 | 40.00 | 100.00 | N/A 5556 | 40.00 | 50.00 N/A N/A
0.85 28.57 | 1538 N/A N/A 26.67 N/A 28.57 N/A N/A
0.90 28.57 N/A N/A N/A 14.29 N/A N/A N/A N/A
0.95 28.57 N/A N/A N/A 14.29 N/A N/A N/A N/A
1.00 N/A N/A N/A N/A N/A N/A N/A N/A N/A

a ] s ° Y v o A aNay 1
M3 4.7 ?‘Y]LE]‘V\I-L@JLGUE]?U@QfnTV]’TLﬂEJF’T]']@JG]ENﬂ']ﬁ@']u@n’]uﬂu@QV]WQ?]%NV]VLNGU']WV’]EJIU

L NUBLAVLBNEIT
ATVALUY
Doc_1 | Doc_2 | Doc_3 | Doc_4 | Doc_5 | Doc_6 | Doc_7 | Doc_8 | Doc_9
0.05 26.67 25.00 20.00 14.29 28.57 0.00 0.00 0.00 21.05
0.10 5556 | 44.44 | 4348 | 3750 | 50.00 | 28.57 0.00 28,57 | 21.05
0.15 76.19 | 60.00 | 50.00 | 47.06 | 66.67 | 28.57 0.00 28.57 | 45.45
0.20 86.96 72.73 61.54 63.16 80.00 28.57 0.00 28.57 64.00
0.25 91.67 83.33 71.43 70.00 80.00 50.00 57.14 25.00 69.23
0.30 96.00 | 83.33 | 7586 | 80.00 | 88.89 | 50.00 | 57.14 | d4d.dd | 86.67

0.35 100.00 | 83.33 | 80.00 | 81.82 | 80.00 | 50.00 | 57.14 | 60.00 | 90.32

0.40 100.00 | 83.33 90.91 86.96 90.91 50.00 | 57.14 | 60.00 | 100.00

0.45 100.00 | 92.31 97.14 | 96.00 90.91 66.67 57.14 | 60.00 94.44

0.50 96.30 | 100.00 | 100.00 | 96.00 | 90.91 66.67 | 88.89 | 60.00 | 94.44
0.55 9286 | 93.33 | 100.00 | 96.00 | 90.91 60.00 | 88.89 | 54.55 | 94.44
0.60 89.66 | 77.78 | 100.00 | 96.00 | 76.92 | 66.67 | 88.89 | 66.67 | 89.47
0.65 89.66 | 66.67 | 100.00 | 92.86 | 66.67 | 76.92 | 80.00 | 76.92 | 89.47
0.70 89.66 | 63.64 | 100.00 | 89.66 | 66.67 | 76.92 | 7273 | 76.92 | 89.47

0.75 86.67 60.87 | 100.00 | 81.25 63.16 80.00 72.73 66.67 87.18
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AN5197 4.7 ALEN-LLYRSUBINISYINUIEAMUADINITANUANNTUAIN NI IR v Ay

(519)

o . NUYLAVLDNET
ANVALLUN

Doc_1 | Doc_2 | Doc_3 | Doc_4 | Doc_5 | Doc_6 | Doc_7 | Doc_8 | Doc_9

0.80 83.87 | 60.87 | 100.00 | 81.25 | 60.00 | 80.00 | 66.67 | 66.67 | 87.18

0.85 83.87 | 56.00 | 97.30 | 81.25 | 52.17 75.00 | 6154 | 75.00 | 87.18
0.90 83.87 | 53.85 97.30 | 81.25 | 50.00 | 75.00 | 57.14 | 75.00 | 87.18
0.95 83.87 | 53.85 9730 | 81.25 | 50.00 | 75.00 | 57.14 | 75.00 | 87.18
1.00 81.25 53.85 97.30 | 81.25 48.00 | 75.00 | 66.67 | 75.00 | 87.18

ANS19N 4.8 ATAINULUUYDINITYINUNY

A NUYLAULBNFHT
ANVALUY
Doc 1 | Doc_2 | Doc_3 | Doc_4 | Doc_5 | Doc_6 | Doc_7 | Doc_8 | Doc_9
0.05 42.11 | 6842 | 1579 | 36.84 | 73.68 | 40.00 | 50.00 | 28.00 | 31.82
0.10 57.89 73.68 31.58 47.37 78.95 50.00 50.00 28.00 31.82
0.15 73.68 78.95 36.84 52.63 84.21 50.00 50.00 40.00 45.45
0.20 84.21 | 84.21 | 4737 | 63.16 | 89.47 | 50.00 | 50.00 | 52.00 | 59.09
0.25 89.47 | 89.47 | 57.89 | 6842 | 89.47 | 60.00 | 70.00 | 56.00 | 63.64
0.30 94.74 89.47 63.16 73.68 89.47 60.00 70.00 72.00 81.82

0.35 100.00 | 89.47 | 68.42 | 7895 | 89.47 | 60.00 | 70.00 | 76.00 | 86.36

0.40 100.00 | 89.47 | 84.21 84.21 94.74 | 60.00 | 70.00 | 88.00 | 100.00

0.45 100.00 | 94.74 | 94.74 | 94.74 | 94.74 70.00 | 70.00 80.00 90.91

0.50 94.74 | 100.00 | 100.00 | 94.74 | 94.74 | 70.00 | 90.00 | 80.00 | 90.91
0.55 89.47 | 94.74 | 100.00 | 94.74 | 94.74 | 60.00 | 90.00 | 80.00 | 90.91
0.60 84.21 78.95 | 100.00 | 94.74 | 84.21 60.00 | 90.00 | 72.00 | 81.82
0.65 84.21 63.16 | 100.00 | 89.47 | 73.68 | 70.00 | 80.00 | 72.00 | 81.82
0.70 84.21 57.89 | 100.00 | 84.21 73.68 | 70.00 | 70.00 | 72.00 | 81.82
0.75 78.95 52.63 | 100.00 | 68.42 | 63.16 70.00 | 70.00 | 68.00 | 77.27
0.80 73.68 | 52.63 | 100.00 | 68.42 | 57.89 70.00 | 60.00 | 68.00 | 77.27
0.85 73.68 | 42.11 94.74 | 68.42 | 42.11 60.00 | 50.00 | 68.00 | 77.27
0.90 73.68 | 36.84 | 94.74 | 6842 | 36.84 | 60.00 | 40.00 | 68.00 | 77.27
0.95 73.68 | 36.84 | 94.74 | 6842 | 36.84 | 60.00 | 40.00 | 68.00 | 77.27

1.00 68.42 36.84 | 94.74 | 68.42 31.58 60.00 | 50.00 68.00 77.27
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F-Measure and Accuracy

100
90
80
70
60
50
40
30
20
10

Average Value

005 01 015 02 025 03 035 04 045 05 055 06 065 07 075 08 085 09 095 1
Threshold

«++@®-+ F-Measure Missing — 8- F-Measure Not Missing —— ACcuracy

d' i q' s ! |
AN 4.3 ALRAYLDNLLLYDT-LAYANIAINULNLU

NNANISUTELTUNUINANYALUINEV I I LAALEN LU sURIN 1581 A Ll UR
Useaal 80% tuegil 0.4 wazasldne-unvesgeanilu 86.46% Werdaudadu 0.5 uay
ANAINUBUUDY 90.56% %aL“ﬂuﬁ"]ﬁqaﬁm%aqﬁammmﬂizLﬁuié’mm,aﬂa'ﬁéhasmm 9

LBNENT

[
1 1 a 1

PnmMBeszinslunind 929898 3 azanunsauvsaTauuslinu 4.3

1371 1 @ 0.00 F1 0.39 [Hurriposliearliuszd@nsnmsinis 80%

Y249 2 A 0.40 T 0.50 HursTieFasiielviszansamgs faus 80%-90%

191 3 Ao 0.51 89 1.00 Wurefiuszansnmuenniosiioiiuanas Tngausaudsdes
199n 2 A9fe

0.51 &4 0.65 (HugafiUszansamsenaunnnin 80% uslugaeiazyinldiin

anuAanandildaunsasensuld (Type Il Erron) fesnnasiliiAnsonisaudesnis
FruanusTunsiifesiifivinmely unesesiorunemuaugesmseuausTuaiieay
T (Flase Negative)

0.66 94 1.00 WureaIasileazliussansSainsinin 80%

i3 lusgazidenveInaRagINNITATITELTUTENENTIIARY Talogudiiay
ANULANAYBenansninlalagiasedile dmiuienansnundiuiUssidiun 9 enans 69
- oA Ay A - a o gva a v v vy
M50 4.9 gnuNnATaLUsidosfian Nazsuinliiinauiananiliaiinsoseusuls

(False Nagative) ﬁaﬁh%mmﬁ 0.54 (mmaﬂmiﬁ 1, 2, 6 lLaz 8)
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M3 4.9 AIAIUUANANLATATNALAAY VBINITIUALBNAITAIIUABINITAIUAIILTUAIVD

SUNANSAUANUABINITNNIDLI

ATAULANAILASATNALRAY

Doc_1 Doc_2 Doc_3 Doc_4 Doc_5 Doc_6 Doc_7 Doc_8 Doc_9

0.13 | NM |0.14 | NM {0.00 | NM |0.18 | NM [0.00 | NM |0.65 | NM |0.24 | NM [0.06 | NM [0.59 | M

076 | M 1055 | M {040 | NM [0.65 | NM [0.55 | M |0.06 | NM |0.63 | M [0.59 | NM |0.18 | NM

0.08 | NM |0.16 | NM [0.25 | NM |0.40 | NM |0.16 | NM [059 | M |0.84 | M [054 | M [0.29 | NM

0.14 | NM 10.25 | NM {0.14 | NM |0.14 | NM [0.14 | NM |054 | M |0.76 | M [0.71 | M ]0.33 | NM

100 | M |062 | M 082 | M (075 | M |0.62 | M [071 | M |068 | M 021 | M (043 | M

0.08 | NM |0.80 [ M [0.08 | NM |0.21 | NM |0.86 | M [0.21 | NM |1.00 | NM {0.82 | NM [0.43 | M

054 | M 007 | NM {0.00 | NM [0.43 | NM [0.73 | NM {082 | M |0.23 | NM [0.72 | M ]0.00 | NM

0.04 | NM 10.00 | NM {0.08 | NM [0.08 | NM [0.73 | M |0.72 | NM |0.50 | NM [0.33 | NM |0.00 | NM

0.09 | NM |0.55 | M [0.20 | NM |0.20 | NM |058 | M [0.58 | NM |0.50 | NM [0.65 | NM [0.27 | NM

0.13 | NM |0.71 | M (033 | NM |0.00 | NM |0.82 | M [0.44 | NM |0.89 | M [0.29 | NM [0.16 | NM

0.27 | NM 1054 | M [0.36 | NM |0.36 | NM | 0.36 | NM 0.27 | NM
0.15 | NM 10.49 | NM {043 | NM [0.62 | M [0.71 | M 0.14 | NM
0.20 | NM |0.63 | M [0.09 | NM |0.09 | NM |0.09 | NM 071 | M
033 | NM |0.62 | M (048 | NM |0.62 | M 062 | M 0.13 | NM
0.00 | NM 10.40 | NM |{0.38 | NM [0.33 | NM [0.78 | M 0.29 | NM
0.24 | NM |0.82 | M [0.24 | NM |0.28 | NM [0.82 | M 0.13 | NM
054 | M 059 | M |0.18 | NM [0.71 | M [0.74 | M 0.23 | NM
055 | M 067 | M (025 | NM |0.70 | M |1.00 | M 0.40 | NM
073 | M 088 | M [037 | NM |0.73 | M 082 | M 0.38 | NM

0.38 | NM

060 | M

0.15 | NM

wugwn: NM=lduame (Not Missing), M=a1ame (Missing)

YBNANTTINUINAUADINITANUANULUAIYBISUIAT bULBNEITA 2 haz 5 Uu zlaan
LON-LULYRSNI L UAIUNTYINUIEANNADINTTATUANUT AR IR v1nm e lUwas nun

mely warA1nuwiY IA189n311ena158u Muteyalunisei 4.6 - 4.8

MO 4.4 LanuadsvesAon-wiweslarA1ANLILYBLenaTsTl 2 way 5 Jeay
WU WndsresAien-wiesrean1svhutsAdaInsFuAusuasiifsasdiinnely
uazA1ALsiy fidrganienaisdy dauandlunind 4.5 Suilanmnuiainsienisany
Foanissnumuuasfifisaziidiuninaziinigszy foau vieismsilddmanain

17NN FIULDNANTA 2 LAz 5 AlNSuAavela fhegladIeuiieu 1w
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100
90
80
70
60
50
40
30
20
10

Average Value

0.05

F-Measure and Accuracy

01 015 02 025 03 035 04 045 05 055 06 065 07 075 08 085
Threshold

««+@-+ F-Measure Missing — - F-Measure Not Missing —e— AcCcuracy

Q{' i a ¢ ' ! Ql'
AN 4.4 ALRRYANLDN-LULYDILALAIAIULUUYBIDNETN 2 Lag 5

100
90
80
70
60
50
40
30
20
10

Average Value

F-Measure and Accuracy

01 015 02 025 03 035 04 045 05 055 06 065 0.7 075 08 085
Threshold
««+ @+« F-Measure Missing - - F-Measure Not Missing —@— Accuracy

0.9

095

= ! a ¢ ] | A
AN 4.5 ANLRAYANLBN-LULTDTLAZANANULIUTDULDNEITNDUY

S78N15AMUABINITATUAINULUAINNIDLH ¢

“The system shall encrypt confidential information (e.g. user ID, password

encryption key, database user id, database password) by strong encryption (e.g.

AES 128 bits, AES 256 bits, RSA 2048).”
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MeNIANFRINITEUANTIUAIYDISUIAS:

Lonansi 1

“The application shall apply strong encryption to encrypt confidential information
and store in a database or configuration file with appropriate access control”
Laﬂa’liﬁ 5

“The application shall use AES 256 bits encryption to encrypt system user id,
password, database user id, and password before storing those hashes in a

configuration file”

IINTIBANTANUFBINITTEY FwNUINeNa1T 5 TlomafinzuuuAULANA1e 9210
Adenasi 1 Wiesandnasldmnianaingiusiufe AES 256 bits Fedawaliiinqiy
aonndeafiuAuiosnsiumiuasifisaziiinnnitnenansit 1 seirnev-wiwedvesnis
YuneauoImsEuauAiiee s ifvamely wasArruLly TuaziSududaeaig
Aoutein TngasdAev-uwesiarAnnuLdufisnnnit 80% fausAdaudad 0.15 [Wudy
U 9ude 0.50 awansluninil 4.4 LLazé’m%’UﬁwmsmméfaamaﬁlﬂﬁazqﬁmwLmﬁﬂmﬂ

Jn9Li3uN 0.4 D9 0.50 FanandlunIng 4.5

4.3 N15U52UANMUADAAADITDIAIAINULELIUDIAIUADINITATUANI LAV LU

FalaaniaTasiiaiuAinudsINgiweIvey

e

AAvevhnsUssliumuaenAdDIueIA1ANEEIYDIAINRBIN S UANTUASTITDE
aa ay v = A oA Y a A YR =
NWGU']@VT']EJ"LTJ I@ﬂﬂ’ﬁm'ﬁua@umamiﬂﬁﬂﬂLﬂi@qu@LﬂJ@FLGUﬂ'VU@LLUQV] 0.5 NUAIAINULAYNANN

Y Ay v v N I v oA = ay v
L3915 NLAIINAITIIVTINAILUAARUIN ¥ A15197 4.10 wansAsvdanuldeailaain

o

e

LA599319

A1519% 4.10 AURAIULFHIVDIAUABINITATUAIUTUAINNIALTNUIAMe L UINNLFAY

LONANSANUADINITVDITUNANTNANYALUS 0.5

-] = '
fdaudsslunnazianans

Doc 1 Doc 2 Doc 3 Doc 4 Doc 5 Doc 6 Doc 7 Doc 8 Doc 9
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M1579% n.1 wuugUnsland 3/NITUTIINN WagAUReIN1sAUANTuAINEITD

nunglavwuuzUnslaud 1 Yauuuzun1slaud | Accessing Functionality Not Properly Constrained
by ACL
AAuauulALUUgY AUFUUSA : High
a
nslauf Tenannslduseleaid : Very High
ag v v < a a v
A8NI5UTINYAN AMUABINTITAUAMULUAITIINY TS

v P & =
ABINIINTUAINUNUAIN

o Y
NYIVBN

« All resources must be constrained to be inaccessible by default followed by
selectively allowing access to resources as dictated by application and business
logic

« In addition to a central controller, every resource must also restrict, wherever

possible, incoming accesses as dictated by the relevant ACL.

wmmammugﬂmshuﬁ

2 %aLLUUg‘tJmﬂﬂuﬁ Inducing Account Lockout

AAuauulaLUUgY AUTUUIE : Medium
ﬂ
mslayd Tenannslduselevy : High
A5N15UTIN/AN ABNSUTINMN

v v & &
MNBINTINTUAINUUUAIN

4 o
N8IV

« Implement intelligent password throttling mechanisms such as those which take
IP address into account, in addition to the login name.
» When implementing security features, consider how they can be misused and

made to turn on themselves.

nunglavwuuzUNslaud 7 Yauuuzun1slaud | Blind SQL Injection
AAMENUUALUUS AUTUUSS : High
=
mslaud Tenannslduselavid : High
ad v v ] o v
Wnsusam/ana AUABINTAUAMALUAIINEITDY

v v & =
ABINIINTUAINUNUAIN

= v
LNYIVAN

» Custom error pages must be used to handle exceptions such that they do not

reveal any information about the architecture of the application or the database.

« Special characters in user-controllable input must be escaped before use by the

application.

« Employ application-level safeguards to filter data and handle exceptions

gracefully.
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nunglavwuuzUnslaud 16 Fouvugunislanf | Exploitation of Trusted Credentials
ARaNUTALUUZY AIUTULSS : High
nslaui Tenannslduselavd : High
Bnsusan/ana BmsusTIm

v v & =
ADINTIATUAITNUNUAIN

4 v
N8IV

« Create a strong password policy and ensure that your system enforces this

policy.
« Implement an intelligent password throttling mechanism. Care must be taken to
assure that these mechanisms do not excessively enable account lockout attacks

such as CAPEC-02.

nunglavwuuzUnslaud

21 %atmugﬂmﬂﬁmﬁ Dictionary-based Password Attack

ARaNUTALUUZY AAUTULSS : High
=
nslaud Tonanslduselovd : Medium
A8NISUTSINY/ANY A8NSUTIIMN

v P & =
ABINIIATUAINUNUUAIN

-=|' Y]
LYV

« Design: utilize strong federated identity such as SAML to encrypt and sign
identity tokens in transit.

« Implementation: Use industry standards session key generation mechanisms that
utilize high amount of entropy to generate the session key. Many standard web
and application servers will perform this task on your behalf.

« Implementation: If the session identifier is used for authentication, such as in the
so-called single sign on use cases, then ensure that it is protected at the same
level of assurance as authentication tokens.

« Implementation: If the web or application server supports it, then encrypting
and/or signing the session ID (such as cookie) can protect the ID if intercepted.

« Design: Use strong session identifiers that are protected in transit and at rest.

« Implementation: Utilize a session timeout for all sessions, for example 20

minutes. If the user does not explicitly logout, the server terminates their session

after this period of inactivity. If the user logs back in then a new session key is

generated.

Implementation: Verify of authenticity of all session IDs at runtime.

mneavwuugUnislaud

36 Fouvugunisland | Using Unpublished APIs

AnuaNuTALUUIY AAUFULSI : High
-
nslayi Tonansiduselewy : Medium
ASNISUTIINY/AU ANUABINITAUANNTUAIAN TR

v v & =
ADINTTIATUAITNUNUAIN

= v
LAYV

« Authenticate every request or message to a service

« Do not rely on lack of discoverability to protect privileged functions within the

service
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nunglavwuuzUnslaud

37 %atmug‘dmﬂﬁmﬁ Retrieve Embedded Sensitive Data

AnnaNuURLUUZY AU : Very High
=
mslauf Tenannslduselavd : Very High
A5N15UTINY/AN ANABINITAUANUTUAITINETDS

v v & =
ADINTIATUAITNUNUAIN

4 v
N8IV

« No sensitive or confidential information must be stored in client distributions.

This includes content such as passwords or encryption keys. In cases where this is

necessary, avoid storing any such information in plaintext

« All information arriving from a client must be validated before use.

nungavuuuzUn1slaud 39 Fauuugun1slaud | Manipulating Opaque Client-based Data Tokens
ArauauulaLUUgY AUTUUIE : Medium
ﬂ
mslaud Tenannslduselevd : Very High
adg v 3 & o v
35N15UTINY/AY AMURBINTITAIUAIUNUAITINEITDY

v P & =
ABINIIATUAINUNUUAIN

4 o
N8IV

« Sensitive information stored client side must be integrity checked upon return

before use

nunglavwuuzUnslaud

a9 %atmugﬂmﬂﬁmﬁ Password Brute Forcing

ARaNUTALUUZY AMAUTULSS : High
=
nslaud Tonanslduselowy : Medium
A3NTUTSINY/ANU A8NTUTIIMN

v v & =
ABINIINTUAINUNUAIN

= v
LNYIVA

« Implement a password throttling mechanism. This mechanism should take into
account both the IP address and the log in name of the user.

« Put together a strong password policy and make sure that all user created

passwords comply with it.

« Alternatively automatically generate strong passwords for users.
» Passwords need to be recycled to prevent aging, that is every once in a while a

new password must be chosen.
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nunglavwuuzUnslaud

50 %atmugﬂmﬂﬁmﬁ Password Recovery Exploitation

AnuaNuTALUUIY AUTULTA : High
=
nslaud Tonanslduselowy : Medium
A5N15UTINY/AN A8n15UsIIM

v Py & =
ADINTIATUAITNUNUAIN

4 v
N8IV

+ Use multiple security questions (e.g. have three and make the user answer two

of them correctly).
« Let the user select their own security questions or provide them with choices of
questions that are not generic.

« E-mail the temporary password to the registered e-mail address of the user

rather than letting the user reset the password online.

« Ensure that your password recovery functionality is not vulnerable to an

injection style attack.

wmmammugﬂmsiauﬁ

54 %‘Immugﬂmﬂﬂuﬁ Query System for Information

ARaNUTALUUZY AAUTUTS : Low
=
mslawd Tenanslduselovd : High
A8NISUTSINY/ANY AMUABIN1TAUANLUATTIAEITBY

v v & &
MNBINTINTUAINUUUAIN

4 o
N8IV

« Custom error pages must be used to handle exceptions such that they do not

reveal any information about the architecture of the application or the database.

» Employ application-level safeguards to filter data and handle exceptions

gracefully.

‘VlS-l"IfJLa‘ULLUUEUﬂ"IiIﬁ]SJa

55 ?iatwugﬂmﬂauﬁ Rainbow Table Password Cracking

1 e .
ARaNuTALUUIY AIUTULIS : Medium
=
nslayi Tonansiduselewy : Medium
ASNITUTIINY/AU ASnsUTIIMN

v v & =
ABINIINTUAINNNUAIN

= v
LNYIVB

« Use salt when computing password hashes. That is, concatenate the salt

(random bits) with the original password prior to hashing it.

nunglavwuuzUNslaud

57 %au‘uugﬂmﬂﬁmﬁ Utilizing REST's Trust in the System Resource to

Register Man in the Middle

AnuaNuTALUUIY AAUFULSI : Very High
o
mslayi Tonansliduselewy : Medium
ASNITUTIINY/AU ASNsUTIIMN

v v & =
ADINTTIATUAITNUNUAIN

o %)
YIVBN

« Implementation: Implement message level security such as HMAC in the HTTP
communication

» Design: Utilize defense in depth, do not rely on a single security mechanism like
SSL

» Design: Enforce principle of least privilege
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nunglavwuuzUnslaud

59 %atmug‘dmﬂﬁmﬁ Session Credential Falsification through Prediction

AnuaNuTALUUIY AUTULTA : High
=
mslauf Tenannslduselavd : High
A5N15UTINY/AN A8NITUTIIM

v v & =
ADINTIATUAITNUNUAIN

4 v
N8IV

« Use a strong source of randomness to generate a session ID.

« Use adequate length session IDs

« Do not use information available to the user in order to generate session ID (e.g.,
time).

« Ideas for creating random numbers are offered by Eastlake [RFC1750]

« Encrypt the session ID if you expose it to the user. For instance session ID can be

stored in a cookie in encrypted format.

nunglavwuuzUnslaud

60 %atmugﬂmﬂﬁmﬁ Reusing Session IDs (aka Session Replay)

ARaNUTALUUZY AMAUTULSS : High
.
mslaud Tenanslduselov : High
ANTUTIINY/AY A5nTUTIIMN

v P & =
ABINIIATUAINUNUUAIN

-=|' )
LYV

« Always invalidate a session ID after the user logout.

« Setup a session time out for the session IDs.

« Protect the communication between the client and server. For instance it is best
practice to use SSL to mitigate man in the middle attack.

« Do not code send session ID with GET method, otherwise the session ID will be
copied to the URL. In general avoid writing session IDs in the URLs. URLs can get
logged in log files, which are vulnerable to an attacker.

« Encrypt the session data associated with the session ID.

« Use multifactor authentication.
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nunglavwuuzUnslaud 61 Fouvugunislanf | Session Fixation
ARaNUTALUUZY AU : High
mslawd TemanasTduselovd : Medium
BNFUIINY/AU AudeInIsduAsuAsiiiieatos

v v & =
ADINTIATUAITNUNUAIN

4 v
N8IV

« Regenerate session identifiers upon each new request. This ensures that fixated

session identifiers are rendered obsolete.

» Regenerate a session identifier every time a user enters an authenticated session

and destroy the identifier when the user logs out of an authenticated session.

- et appropriate expiry times on cookies that contain session identifiers. This helps
limit the window of opportunity for an attacker to use the identifier.

« Do not use session identifiers as part of URLs or hidden form fields. It becomes
easy for an attacker to trick a user into a fixated session when session identifiers
are easily accessible.

« Authenticate every transaction by requesting credentials. This ensures that only
a legitimate user of the application can proceed with the transaction. If an
attacker seeks to perform any such authenticated transaction, valid credentials

will be required even though session fixation may have been successful earlier.

Mu’lmammugﬂmﬂauﬁ

65 %qugﬂmﬂﬂuﬁ Sniff Application Code

AAuauulaLuUgY AUTUTE : N/A
o
nslaud Tonansldussglov : N/A
ad v v ] o Dy
Wmsusm/any AURBINTTAIUANNTIUATINE 1 TBY

v v & =
ABINIIANTUAINNNUAIN

» Do not store secrets in client code

featos « All_potentially sensitive data, including code, transmitted to the client must be
encrypted
Mmmﬁmmugﬂmﬂwﬁ 69 %qugﬂmﬂwﬁ Target Programs with Elevated Privileges

AnaanuURuuUzY AIUTUUSA : Very High
=
mslaud Tenannslduselavdd : Very High
ad v v & o v
35N15UTINY/AY AMURBINTTAUANTUAITINEI TR

v v & o
MNBINTIATUAINUUUAIN

o %)
YIVBN

+ A user must be authenticated if she invokes a privileged program.
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nunglavwuuzUnslaud

70 %atmug‘dmﬂﬁmﬁ Try Common(default) Usernames and Passwords

AnuaNuTALUUIY AUTULTA : High
=
nslaud Tonanslduselowy : Medium
A5N15UTINY/AN A8n15UsIIM

v v & =
ADINTIATUAITNUNUAIN

4 v
N8IV

* Delete all default account credentials that may be put in by the product
vendor.

« Implement a password throttling mechanism. This mechanism should take into
account both the IP address and the log in name of the user.

« Put together a strong password policy and make sure that all user created

passwords comply with it. « Alternatively automatically generate strong passwords

for users.

« Passwords need to be recycled to prevent aging, that is every once in a while a

new password must be chosen.

nunglavwuuzUnslaud

74 %atmugﬂmﬂﬁmﬁ Manipulating User State

AAuauulaLUUgY AUTUUSS : High
=
nslaud Tonanslduselevil : Medium
ad v v ] o Dy
Wmsussm/any AUABINTTAIUANNTIUALTINE I TBY

v P & =
ABINIIATUAINUUUAIN

= v
LNYIVB

« Protect user state that is stored client-side with integrity checks to ensure that a
malicious user cannot gain unauthorized access to parts of the application

« Authenticate every request to ensure that it is coming from a legitimate user and

that the request is a valid one in the current context.

nuglavwuuzUnslaud

83 Youvugunstaud | XPath Injection

ApauaNuURLUUZY AIUTULSS : High
d
mslawd Tenanslduselovd : High
ax v v & a v
ABn1sUTRHINY/AN AnudBINsAIuAuuAsiNgadeq

v v & o
MNBINTIATUAINUUUAIN

d' v
YIVBY

« Special characters in user-controllable input must be escaped before use by the

application.

Only use parameterized XPath expressions to query the XML database.

« Custom error pages must be used to handle exceptions such that they do not

reveal any information about the architecture of the application or the database.
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nunglavwuuzUnslaud 87 Fouvugunisland | Forceful Browsing
ARaNUTALUUZY AIUTULSS : High
nslaui Tenannslduselavd : Very High
Bnsusan/ana BmsusTIm

v v & =
ADINTIATUAITNUNUAIN

4 v
N8IV

« Authenticate request to every resource. In addition, every page or resource must

ensure that the request it is handling has been made in an authorized context.
« Forceful browsing can also be made difficult to a large extent by not hard-coding
names of application pages or resources. This way, the attacker cannot figure out,

from the application alone, the resources available from the present context.

nunglavwuuzUnslaud

88 %atmugﬂmﬂﬁmﬁ 0OS Command Injection

ARaNUTALUUZY AAUTULSS : High
=
mslawd Tenanslduselovd : High
A8NISUTSINY/ANY A8NSUTIIMN

v P & =
ABINIIATUAINUNUUAIN

-=|' Y]
LYV

« Use language APIs rather than relying on passing data to the operating system
shell or command line. Doing so ensures that the available protection
mechanisms in the language are intact and applicable.

« Filter all incoming data to escape or remove characters or strings that can be

potentially misinterpreted as operating system or shell commands

« All application processes should be run with the minimal privileges required.

Also, processes must shed privileges as soon as they no longer require them.

wuwtammugﬂmﬂwﬁ

94 %qugﬂmﬂwﬁ Man in the Middle Attack

ARaNUTALUUZY AIUTULSS : Very High
=
mslaud Tenannslduselavid : Very High
A5NITUTIINY/AU ASnsUTIIMN

v v & =
ABINIINTUAINNNUAIN

= v
LNYIVB

« Get your Public Key signed by a Certificate Authority

« Encrypt your communication using cryptography (SSL,...)

« Use Strong mutual authentication to always fully authenticate both ends of any
communications channel.

+ Exchange public keys using a secure channel
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nunglavwuuzUnslaud

100 | Yeuvugunistaud | Overflow Buffers

AnnaNuURLUUZY AU : Very High
=
mslauf Tenannslduselavd : High
A5N15UTINY/AN ANABINITAUANUTUAITINETDS

v Py & =
ADINTIATUAITNUNUAIN

4 v
N8IV

« All user-controllable input must be strictly validated for enforcement of length

and semantic checks

+ All exception conditions (such as ArrayindexOutOfBounds) in applications must
be gracefully handled through use of available exception handling mechanisms.
« All applications and processes must be run with minimum privileges necessary

so as to avoid an escalation of privilege in case of a successful exploit.

wmmammugﬂmsiauﬁ

102 %mmugﬂmﬂauﬁ Session Sidejacking

AAuauulaLUUgY AUFUUSS : High
=
mslayd Tenannslduselevy : High
ag v v & o a ¥
WBmsussn/any AMUABINTANUANIUASTINE YRS

v v & &
MNBINTINTUAINUUUAIN

4 o
N8IV

« Ensure that SSL is used for all communication between the client and the target

system where sensitive data and/or operations are available.

« Ensure that session cookies are only transmitted via SSL pipes by setting the

cookie's secure attribute to true.

nunglavwuuzUNslaud

108 %au‘uugﬂmﬂﬁmﬁ Command Line Execution through SQL Injection

AnaanuUAuuUzY AIUTUUSA : Very High
=
nslayi Tonanslduselov : Low
ag Py 1) ) o d v
Fn1sussm/anny AUABIN1TAUAULTUATILAEI TS

v v & =
ABINIINTUAINUNUAIN

= v
LNYIVAN

« Validate all data syntactically and semantically before writing it to the database

+ Do not implicitly trust database data and validate it to ensure that it is safe in

the context in which it is being used

wuwtammugﬂmﬂwﬁ

110 ?iatwugﬂmﬂauﬁ SQL Injection through SOAP Parameter Tampering

ArnauanuUAuuUzY AIUTUUSA : Very High
=
mslaud Tenannslduselavid : High
aa v v & a o v
35n15UTINY/AY AMURBINTTAUANTUAITINEI TR

v v & =
ADINTTIATUAITNUNUAIN

= v
LAYV

« Always safely access the database through prepared statements that leverage
parameter binding
« Properly validate all SOAP parameters to ensure that their values are as

expected

» Reject bad user input (do not try to sanitize it)
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nunglavwuuzUnslaud

127 %'au,uugﬂmﬂauﬁ Directory Indexing

v v & =
ADINTIATUAITNUNUAIN

4 v
N8IV

AnuaNuTALUUIY AUTULTS : Medium
=
mslauf Tenannslduselavd : High
A5N15UTINY/AN A8NITUTIIM

« Using blank index.html: putting blank index.html simply prevent directory listings

from displaying to site visitors.

« Preventing with .htaccess in Apache web server: In .htaccess, write "Options-
indexes".

« Suppressing error messages: using error 403 "Forbidden" message exactly like

error 404 "Not Found" message.

wmmammugﬂmshuﬁ

135 %mmugﬂmﬂﬂuﬁ Format String Injection

v v & &
MNBINTINTUAINUUUAIN

4 o
N8IV

AAuauulaLUUgY AUFUUSS : High
=
mslayd Tenannslduselevy : High
ag v v & o a ¥
WBmsussn/any AMUABINTANUANIUASTINE YRS

« User-controllable input shall not be used directly inside a formatting string

function e.g., fprintfluser_controllable). Special formatting characters in user-

controllable input must be escaped before use by the application in a formatting

string function.

« Ensure that all format string functions are passed a static string which cannot be
controlled by the user and that the proper number of arguments are always sent
to that function as well. If at all possible, use functions that do not support the

%n operator in format strings.

wuwtammugﬂmﬂwﬁ

136 Fouuugun1sland | LDAP Injection

v v & =
ABINIINTUAINUNUAIN

= v
LNYIVB

1 v .
ArnauanuUAuuUzY AIUTULSA : High
=)
mslaud Tenannslduselavi : High
ad v v & o v
35N15UTINYAY AMURBINTTAUANTUAITINEITDY

« Special characters in user-controllable input must be escaped before use by the

application.

« Custom error pages must be used to handle exceptions such that they do not

reveal any information about the architecture of the application or the | DAP

structure.
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nunglavwuuzUnslaud

139 | Youuugunislauil | Relative Path Traversal

AnnaNuURLUUZY AU : High
=
mslauf Tenannslduselavd : High
A5N15UTINY/AN ANABINITAUANUTUAITINETDS

v v & =
ADINTIATUAITNUNUAIN

4 v
N8IV

« Special characters in user-controllable input must be escaped before use by the

application.

« Custom error pages must be used to handle exceptions such that they do not

reveal any information about the architecture of the application or the L DAP

structure.

nunglavwuuzUnslaud

169 %awugﬂmﬂwﬁ Footprinting

ARaNUTALUUZY AAUTULSS : Very Low
=
mslawd Tenanslduselovd : High
A8NISUTSINY/ANY A8NSUTIIMN

v P & =
ABINIIATUAINUNUUAIN

-=|' Y]
LYV

« Keep patches up to date by installing weekly or daily if possible.
Shut down unnecessary services/ports.

» Change default passwords by choosing strong passwords.

« Curtail unexpected input.

« Encrypt and password-protect sensitive data.

« Avoid including information that has the potential to identify and compromise
your organization's security such as access to business plans, formulas, and

proprietary documents.

nuglavwuuzUnslaud

170 %au‘uugﬂmﬂﬁmﬁ Web Application Fingerprinting

ARaNUTALUUZY AAUTUTS : Low
=
mslawd Tenanslduselovd : High
A3NITUTSINY/ANU A8NSUTIIMN

v v & o
MNBINTIATUAINUUUAIN

d' v
YIVBY

« Implementation: Obfuscate server fields of HTTP response.

« Implementation: Hide inner ordering of HTTP response header.

« Implementation: Customizing HTTP error codes such as 404 or 500.

+ Implementation: Hide URL file extension.

« Implementation: Hide HTTP response header software information filed.

« Implementation: Hide cookie's software information filed.

« Implementation: Appropriately deal with error messages.

« Implementation: Obfuscate database type in Database API's error message.
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nunglavwuuzUnslaud 182 | @euuugunislaui | Flash Injection
ARaNUTALUUZY A2IUTULSS : Medium
nslaui Tenannslduselavd : High
Bnsusan/ana BmsusTIm

fBIN1IRIUAMNNUALT « Implementation :remove sensitive information such as user name and password

\Ayadas in the SWF file.
« Implementation :use validation on both client and server side.

« Implementation :remove debug information.

« Implementation :use SSL when loading external data

« Implementation :use crossdomain.xml file to allow the application domain to

load stuff or the SWF file called by other domain.

nunglavwuuzUnslaud 250 | @Weuuugumslasd | XML Injection
ARaNUTALUUZY AUTULTS : N/A
=
mslaud Tenanslduselov : High
ad v v & a a v
WsUTINYANY ANudaINsiuALuAsngtas

ABINISATUAINNUALT « Special characters in user-controllable input must be escaped before use by the

1Neda9 application.

» Custom error pages must be used to handle exceptions such that they do not

reveal any information about the architecture of the application or the database.

nunglavwuuzUNslaud 476 %"mmugﬂmﬂwﬁ Signature Spoofing by Misrepresentation
ARaNUTALUUZY AAUTULSS : High
nslau Tennanaslduselavd : Low
A5N15UTINI/AN A8N5UTIIN

ABINISATUAINNUASA |  Ensure the application is using parsing and data display techniques that will

ieadas accurately display control characters, international symbols and markings, and

ultimately recognize potential homograph attacks.
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Security Specialist >10 Management 50,000.00 2
Security Audit 7-10 Management 40,000.00 2
Security Audit >10 Management 40,000.00 2
Security Engineer 4-6
Security Audit 4-6 Management 15,000.00 1
Security Engineer 4-6
Security Specialist 7-10 Management 25,000.00 1
Security Engineer 7-10 Management 18,000.00 1
Security Engineer 1-3
Security Specialist 1-3 Operator - 1
Security Specialist 1-3 Operator - 1
Security Specialist 1-3 Operator - 1
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atiufl 1 (Doc_1)

SRB_001: The application shall use AES encryption and SSL protocol to safeguard sensitive data
during transmission over open, public networks.

SRB_002: The application shall apply SHA 256 bits hashes to customer password and store those
hashes in database or a configuration file with appropriate access control.

SRB_003: The application shall regenerate new session after successful authentication by two-factor
authentication methodology.

SRB_004: The application shall lock the account after 5 failure logins attempts and do not display
specific information is failure.

SRB_005: The application shall enforce strong password as following:

Password is case sensitive.

SRB_006: - Password age is 90 days.

SRB_007: - Password shall not be reused from last 5 password histories

SRB_008: The application shall be forced change password after first logon or password is reset.

SRB_009: The application shall be used two-factor authentication YOTP (before reset password .

SRB_010: The application shall display the date/time of last successful login.

SRB_011: The application shall not write/store any sensitive information in cookies, source code,
session, configuration file.

SRB_012: The application shall validate authority when access to important function.

SRB_013: The application shall randomly regenerate upon change page or new transaction.

SRB_014: The application shall support automatically logout and inactive session when transaction
step is invalid.

SRB_015: The session idle timeout is 10 minutes.

SRB_016: The application shall re-authenticate when customer perform change profile by token.

SRB_017: The application shall re-authenticate when customer perform add favorite person for
transfer money by token.

SRB_018: The application shall re-authenticate when customer perform change transaction limit by
token.
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Detail of Minimum Web Application Security Requirements
Data Storing
1.) Minimum standard data storing for application systems specified in BOT requirements, it shall
be complied with “attachment no.7 minimum standard data for application systems of
commercial bank”
Logging & Audit Trail
1.) Application/System log has been complied with Computer Crime Act B.E.2550 and Appendix
B of Ministerial Rule of Network Traffic Logging by Service Provider 2007.
Input Validation
1.) Validate all input data the application using white list )what is allowed to input (for data type,
format, length, and business rules before accepting the data to displayed or stored .Reject if
invalid.
2.) Sanitize all the potential area where untrusted inputs can enter as follows:

a. User supplied data; GET, POST, HTTP Header and cookies.

b. Anything read from the network, environment variables, reverse DNS lookups, query
result, request headers, URL components, e-mail, files, filenames, database, and any
external systems that provide data to the application.

3.) For any security checks that are performed on the client side, ensure that these must be
checked on the server side.
4.) Do not concatenate user input data to a query or command.
Use prepare Statement mechanism before doing any data manipulation with database.
5.) Prevent Cross-Site Request Forgery (CSRF) by not automatically submitted, add random
token to all sensitive requests .Tokes should be cryptographically strong or random .
When user perform a dangerous operation, send a separate confirmation request to ensure that
the user intended to perform that operation.
Encryption
1.) Hard-coded credentials information are prohibited .If need, it shall be encrypted by strong
encryption.
2.) Password shall apply strong one-way hashes to password and store those hashes in database or
configuration file with appropriate access control.
3.) Use randomly assigned salts for each separate has that you generate.
Error Handling
1.) Avoid detailed error message page that are useful and/or exceed need information to an
attacker.
Utilize custom error pages in order to guarantee that the application will never leak error
messages to an attacker .Provide useful error message in business view for users to know cause
of error but not useful or exceed need in the security breach.
Information Leakage
1.) Do not store any confidential information in cookies.
2.) Prevent sensitive data from being cached on the client side.
3.) Ensure that confidential information is transmitted by using HTTP POST method.
4.) Ensure proper masking techniques are used while displaying sensitive personally
identification information to users.
5.) Do not leak sensitive information in banner or comment.
6.) Do not store ant confidential information in log entries unless encrypted or masked.
7.) Path traversal shall be prohibited .Path name shall be verified before accessing any file .
8.) Directory indexing shall be prohibited.
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Session Management

1.) Ensure that a new session is randomly regenerated upon successful authentication .Do not
reuse the old session .Generate the new on after successful authentication.

2.) Use idle timeout periods not more than 30 minute that automatically logs out an inactive
session .And session time out based on business requirements.

3.) To help mitigation XSS attacks against the user’s session cookies, set the session cookies to
ne HTTP only.

Transport Layer Protection

1.) Ensure your certificate is invalid, not expired, not revoked, and matches all domains used by
the site.

2.) Strong encryption (e.g. AES, RSA) and security protocols (e.g. TLS, VPN-SSL) shall be used
to safeguard sensitive data during transmission over open, public networks.

Web applications have authentication function and/or sensitive information shall use HTTPS to
secure communication channel.
Require TLS 1.2 or higher for all sensitive pages .Non-SSL requests to these pages shall be
redirected to the SSL page.

Secure URL redirection

1.) If redirection or forward required, do not use user supplied parameters in calculating URL
destination.

2.) If the application could redirect to external sites, use an intermediate disclaimer page that
provides the user with a clear warning that they are leaving your site .Implement a pause time
period before the redirect occurs, or force the user to click on the link.

Misconfiguration

1.) Default value/configurations that they are well-known information shall be changed and
default system accounts shall be disabled or change their user-name and password, if
applicable.

Prevent unrestricted upload of file with dangerous type

1.) Allow uploading only with permitted file extension.

2.) Application shall validate access authorization to uploaded files.
Application Vulnerabilities Prevention — other

1.) Web application exposed to customers or internet are required for penetration test before the
1 time deployment, after every major change or conduct the test annually.

2.) Hardening and security configuration setting have to perform on the application and related
system before deployment.

1.) Password Policy of “Customer login Accounts”
Minimum Password Length is 8 characters.
Password is case sensitive.
Password age is 90 days.
Password shall not be reused from last 5 password histories
Password shall not be allowed to be the same as user account name.
Password shall be forced change after first logon or after password is reset.
Password age is 15 days after generated from the system.
Password age is 7 days after password reset.
2.) Password Policy of “Login Account”
Minimum Password Length is 8 characters.
Enforce strong password )contain a mix of alphabetic and non-alphabetic(
Password age is 90 days.
Shared account is not allowed.
Password shall not be reused from last 5 password histories
Password shall not be allowed to be the same as user account name.
Password shall be forced change after first logon or after password is reset.
Password age is 15 days after generated from the system.
Password age is 7 days after password reset.
Default user and password shipped by application or system shall be changed
according to password policy.
3.) Random function to generate password or key shall be used.
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Connection to host or database as privilege account shall be prohibited.

Shared account and test account shall be prohibited on production environment.
Prohibited excessive authentication attempts.

Application should authenticate bank user with centralized LDAP.
Segregate function between administrative function and user function.

Separate administrative page from other pages.

Administrator page shall be accessed from allowed network zone or IP address.
Restrict user access for authorized person based on role/function.

Preventing unauthorized URL access requires selecting an approach for requiring
proper authentication and proper authentication for each page.

The enforcement mechanism shall deny all access by default, requiring explicit grants
to specific users and roles for access to every page .Completely disallow requests to
unauthorized page types.

Predictable location of sensitive resource should not be predicted with URL direct
access.
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atudl 3 (Doc_3)
Functional

The OTP timeout is 3 minutes.

The system shall generate OTP for one purpose only.

The system shall notify important transaction to E-mail and SMS.

The system shall lock the account after 3-5 failure login attempts and do not display specific
information is failure.

The system shall be forced change password after first logon.

The system shall be forced change password after password is reset.

The system shall be used two-factor authentication before reset password.

The system shall display the last successful access.

The system shall support idle timeout less than 10 minutes before automatically logout and inactive
session when transaction step is invalid.

The system shall re-authenticate when customer perform change profile by token.

The system shall re-authenticate when customer perform add favorite person for transfer money by
token.

The system shall re-authenticate when customer perform change transaction limit by token.

Non-functional

The system shall use strong encryption and security protocols to safeguard sensitive data during
transmission over open or public network.

The system shall encrypt information as follow:

- userID
- password encryption key
- database user id
- database password
by AES 128 bits encryption.

The system shall apply SHA 256 bits to customer password and store those hashes in database.

The system shall regenerate new session randomly when successful authentication by two-factor
authentication methodology.

The system shall enforce strong password which contain a mix of alphabetic and non-alphabetic
characters.

The system shall not write/store user ID and password in cookies, source code, or configuration file.

The system shall re-authority validate after access to higher authority function.

The system shall be regenerated session when change web page or new transaction.

The system shall be regenerated session when create a new transaction.
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Functional
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The system will lock the account after 3 failure logins attempts and do not display information is
invalid.

The system will be forced change password after first logon.

The system will be forced change password after password is reset.

The system will be used two-factor authentication before reset password.

The system will display the last login successful.

The system will support idle timeout 10 minutes before logout session when transaction step is
invalid.

The system will re-authenticate when customer change profile by token.

The system will re-authenticate when customer add favorite person for transfer money by token.

The system will re-authenticate when customer perform change transaction limit by token.

Non-functional

The system will use AES encryption and SSL protocol to safeguard data during transmission over
open, public networks.

The system will encrypt sensitive system information as following:
- System user ID
- System password
- Password encryption key
- Database user ID
- Database password

The system will be used SHA256 to hashing customer password and store those hashes in database.

The system will regenerate new session randomly when successful authentication by two-factor
authentication methodology.

The system will enforce strong password policy as following:
- Minimum Password Length is 8 characters.
- Password is case sensitive
- Password age is 90 days.
- Password shall not be reused from last 5 password histories
- Password shall be forced change after first logon or after password is reset.

The system will not write/store user 1D and password in cookies, source code, or configuration file.

The system will be regenerated session when change web page or new transaction.

The system will be regenerated session when create a new transaction.
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Internet Banking Security Requirements
Validate all input data the application using white list (what can input) for data type, format, length,
and business rules before accepting the data to displayed or stored. Reject if invalid.
Minimum password requirements:
Passwords must be 8 characters or longer and have at least:

- 1 number

- 1 lowercase letter

- 1 uppercase letter

- 1 special character

- Change passwords every six months

- Do not use the last five passwords

- Do not share passwords except in emergency circumstances or when there is an overriding
operational necessity.

Strong encryption and security protocols shall be used to safeguard sensitive data during
transmission over open, public networks.

Web applications have authentication function and,or sensitive information shall use HTTPS to
secure communication channel.

Require TLS 1.2 or higher for all sensitive pages. Non-SSL requests to these pages shall be redirected
to the SSL page.

Restrict user access for authorized person based on role/function.

The enforcement mechanism shall deny all access by default, requiring explicit grants to specific
users and roles for access to every page.

Completely disallow requests to unauthorized page types.

Preventing unauthorized URL access requires selecting an approach for requiring proper
authentication and proper authentication for each page.

Predictable location of sensitive resource should not be predicted with URL direct access.
Hard-coded credentials information are prohibited. If need, it shall be encrypted by strong encryption.
Password shall apply strong one-way hashes to password and store those hashes in database or
configuration file with appropriate access control

Use randomly assigned salts for each separate has that you generate.
Application should authenticate bank user with centralized LDAP.
Do not store any confidential information in cookies.

Use AES encryption and SSL protocol to safeguard data during transmission over open, public
networks.

Use SHA256 to hashing customer password and store those hashes in database.

Regenerate new session randomly when successful authentication by two-factor authentication
methodology.

Do not writesstore user ID and password in cookies, source code, or configuration file.
Regenerate session when change web page or new transaction.

Regenerate session when create a new transaction.
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auu#l 6 (Doc_6)
Internet Banking (SME)
Input Validation:
1. Validate all input data to the application using white list (What is allowed) for type,
format, length, range, and business rules before accepting the data to be displayed or
store Reject if invalid.

Concatenate user input shall escape to a query or command.
3. Avoid detailed input validation error message e.g .invalid user login or password etc.

Information Confirmation:
1. Display confirmation before perform transaction.

Information Masking and Hiding:
1. Masking sensitive data while displaying or printing by star or X character
2. Avoid detailed technical error message e.g .version and name of application, database,

operating system, IP address, File Name Domain Account etc.

atiufi 7 (Doc_7)
1. All input data shall validate before accepting the data to be displayed or store .Reject if
invalid.
2. The detailed of technical and input error message shall avoid before displaying or
printing.
3. When the user performs a dangerous operation, send a separate confirmation request to
ensure that user intended to perform that operation.

4. X character shall use for masking personal information (account number, mobile number,
e-mail).

auu# 8 (Doc_8)
ATM
Input Validation:
1. Validate all input data to the application using white list (What is allowed) for type,
format, length, range, and business rules before accepting the data to be displayed or
store. Reject if invalid.

Concatenate user input shall escape to a query or command.
3. Avoid detailed input validation error message e.g .invalid user login or password etc.

Information Confirmation:
1. Display confirmation before perform transaction.

Information Masking and Hiding:
1. Masking sensitive data while displaying or printing by star or X character
2. Avoid detailed technical error message e.g .version and name of application, database,

operating system, IP address, File Name Domain Account etc.
3. Escape store the card verification value or PIN in ATM log file.
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1. Shared account and test account access shall be prohibited on the production.
Default value or configurations that they are well-known information e.g .sa, guest account,
default system account etc shall be disabled.

3. Password Policy of “Login Account”
Minimum Password Length is 8 characters.

Enforce strong password contain a mix of alphabetic and non-alphabetic(
Password age is 90 days.
Shared account is not allowed.

Password shall not be reused from last 15 password histories
Password shall not allowed to be the same as user account name.

Password shall be forced change after first logon or after password is reset.
Password age is 15 days after generated from the system.
Password age is 7 days after password reset.

Default user and password shipped by application or system shall be changed according
to password policy.

o Highest privilege user password shall be forced change after logon.
4. Login Account shall be locked after 3 failure login attempts.
Application or System log has be complied with Computer Crime Act B.E 2550
6. Application or System log has be recorded activity as follow:

o Financial transaction log
o Allaccess log.

o User activity log.
And store at least 90 days.
7. Restrict all access for authorized based on role/function.
8. Password shall apply strong one-way hashes by SHA 256 bits and store those hashes in

database or a configuration file with appropriate control
9. Confidential information shall be encrypted by RSA 2048.

O O O O OO0 O 0 o0 O
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