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This thesis proposes a supervised machine learning model for detecting
(unseen) viruses files. Our main focus is on static analysis approach. To find the best
method, we experiment with difference types of feature extraction and three classifier
algorithms including extreme gradient boosting, random forest and multilayer
perceptron. Our data set contains 6,319 executable files. Each file is extracted with
objdump and sorted with TF-IDF score to find best features. The F-score shows slightly
better performance than those of the baselines. Random forest with 20 attributes
yields 0.937 F1 score which is 0.031 more than that of the baseline . The extreme
gradient boosting method with 500 attributes achieve 0.962 F1 score, 0.041 more than
that of the baseline. We conclude that our approach can improve the precision and

recall of the classification.
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2.4. nuNngIvas

2.4.1 msBeuduuuiigaou [4][5]

M3Seuduuuiifanu (supervised leaming) Wudunilwaanisiouivaanies
(machine leaming) nefiundoyadeu(training data sethdusegniliiFousniourinaiaay
mMsduunUssianiigndes saannmsBeufasthanaiaduileidumsanaoe
(regression) wazihiteituty TUldmumammadnditervunesuunussam
(classification)iely feriduildasdivarnvatsuty Fdldninensvesneuiumesunnsiis
fu uarldnadnslimiouty il
2.4.1.1 Decision tree [6]

auliisinaula diewwAnvesnIskusentazUnases(divide-and-conquer) anld

'
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Wit Tnswaniseenliainsin uwiazhdifeulviuegiuAvetattibute wasiinadns

[ | [ a v A & v d a 1 . [y
nMsvingegily nsvihauassuauIINgeiilusn udnUSeuiieuaves attribute fu
Feulvvesasia(node)imssiuistaideuluvhnulugaseluiciu sunsensdgendulud
wldkadnsoanun FaaRunisiden attribute Magthunasgesoly AWM
information gain %39 information gain ratio fsagnannmalulu
2.4.1.2 Support vector machine [7]

Support vector machine (SVM) NYIYINEAT hyper plane YULUNOLUILEN
Toyavadusaryszianeananiu Fend attribute 371U n attributes 3Eld hyper plane
Ml n-1 36 W dwvnndeyadl 2 attributes azanunsadeunsilonlu 2 IR waz hyper

I3 Y] Y] = ° PN & = ad o v
plane 1Uudu 1 1dU Fsn15A1U hyper plane Ailnzanty @unsadenioAuwiale
wa1e35 Juegiiunisiinum kernel function wag kernel function Auansaiull dinasie
ninenslglunisussanena LaznNadnsuInIsvinuy
2.4.1.3 Multilayer perceptron [5]

Multilayer perceptron @ lasstieUszamiisunuunis Fellassasiavany
U welamsaviwsdnuunyssinnidanududouls Tasenguszamiisy weieu
aesnsvhurenTaiaewysd lnefia1ves attributes dndnluidu input udaduIM
] o o v a a a Y v Y i Y] ° [y .
swivdmdn Iauasy swudmeiuluusaznodevsslayerdnll @15u multilayer

perceptron 1 agiilassaitmanedu Weliaunsavinuigduunussinnidanugudoula



2.4.1.4 RIPPER [8]
RIPPER (Repeated Incremental Pruning to Produce Error Reduction) Ju
classifier Uszanm rule based fie agfianssdmsunsinaulaludsing q Tnedeulaay

FuegiuAves attribute 19 41 attribute x1 fidwnnan 7 livineluusznan A 1

[
=< 1Y

fu a1etudeisnsiisenin covering approach Ineluusiaziu FINNY ﬁﬂsamqu
instance U19d7U
2.4.1.5 Naive Bayes [9]
Naive Bayes classifier Fsldn1ssindulaninnisduamsadinungues Bayes

Ao filaunAigiu H wazdeifieads E 89 H Aaclass uay E 1w attribute 84 instancedl
awls szawameauhasdulaningns
P(E|H) X P(H)

P(E)
Tunsdifidnane attribute szunnesndu £, E,, .., E,

PHIE) = P(E,|H) X P(E,|H) ;(E) X P(En|H) X P(H)

F5tavauuiin Tuksay attribute T lidusaiu esanltunsaininisiumenu

(1)

P(H|E) =

1% '
=< oA

Andu Afinaudrdhefuszdmantsmnnausalduadnsiinly wonniidednsiia
fnasii Laplace estimator wrlulallautasdunesuns attribute Ju 0 wsznsdl 0
auuiutle o fo wadnddeadu 0 uasUfiasnisviuieily

2.4.1.6 Random forest [10]

Random forest 1u ensemble classifier Tumjm bootstrap aggregation WUUWTl
TduldiEnaulasiuuann saufuiiorng vote nadwsiigosns Tneusduldfnaulousdas
s azld attribute luwanssiuInMsdundy amnsavhauldednsngs Tdusslevd
27 multithread Idegnafinil uazdinrmannsalunts predict Tnsduogiuduuvosuls
4
2.4.1.7 Extreme gradient boosting [11]

Extreme gradient boosting %38 XGBoost ﬁﬁugmag}uu gradient boosting Faudu
ensemble classifier Tungy boosting wuunils wildiumsusuusslianansavhaulsogs

< P a a X I a 19 ¢ . v 2 A
FIALIALATUUTEANTNINUINYUNIAN aqﬂqﬁﬂiéﬁﬂﬁgiﬂ‘?ju‘ﬂflﬂ multithread VLG]E]EHQLC‘]&JV]

wagLiiusLUs regularization Whluieannis overfit Yagtulasuaruaulasgiein



&R niinisudady KODCup Tud a.m.2015 iWaweguuy 10 Susuusn yniiudenld
XGBoost
2.4.2 Feature selection [4]

Feature selection f® ﬁ’ﬁawﬁwaammﬂaﬁaga (data transformation) lagsl
Whunewfioandiuiuves attribute Aildsnduas vl machine leaming algorithm
annsavuenadnslduiugiu wagldnatlumsiautiosas s feature selection
annsauuseantilluandds Busn azRansanusay attribute fiazd WAIAIUIUMIAY
HANSDNNTINIIAT merit LaINIITEIaIRUAILAIMeritiing 158ndn filter
method waz §n3awie szwenidudestuney Ussneumenisfum waznisussdiue
muuluweInsiwg 3undn wrapper method @slusudded @enld fitter method
Tutunouves feature selection wiaeds Bedignssuanemeritumndnsduly dadl
2.4.2.1 Correlation-based feature selection [12]

Mark A. Hall Tud) a.a. 1999 Iéiniaueisnis feature selection Tnefifiaunfgiuin
feature 7If axfinnuduiudsauiucorrelate) fU class wildfianuduiussuiuiu
feature Bu 9 aASeitadne correlation-based feature selection Tuin lénaaouius
artificial dataset Waz natural dataset 531AU classifier 3 WUU Av C4.5 decision tree
learner , IB1 instance based learner W&y naive Bayes Fawansneaeu lanansliiidiy
11 correlation-based feature selection @1113011397 feature fladgosnslidnsruing
feature 1 lﬁﬁuagﬁu feature 8y 9 waz naanddlug Wauwluduiuduinnniy
vouAuTldn feature wazuonanil dldvintmmaaesUSeuiiivuiu feature selection
WUU wrapper hazlanaanslnalAesii wa correlation-based feature selection @150
MaulAiniiuu wrapper 410 %aﬁwiﬁﬁmmmmzaﬂumﬂ%&mﬁ’wm%gammoﬂmﬁ
2.4.2.2 Information gain W& information gain ratio feature selection

Information gain ﬁ’]l,mmmfﬁnﬂ information theory 489 Shannon Tuduwas
Shannon Entropy 2114 fe Entropy H = — X3; p; log(p;) @ function 1 Entropy i
awgnihunldlunsduauiione information gain asli3unssensuaztihanldlunis
asduliFnaulawuy 103 waiilesan information eain Saudeulwfu feature 7
annsadululdmaned wu asdiidumneaudsesdddienty Fudu sedFdeiing
Wann information gain ratio JunlagLadsA1any intrinsic value wazdSuldunsasn
pulduuu C4.5

2.4.2.3 Symmetrical uncertainty feature selection [13][



Lei Yu waz Huan Liu Wdnauelu T a.a. 2003 Tnefifugiuveamsiunan
Information Theory g8 Information Gain wifinsuisdumeulunisnormalize wiean
bias 984 Information Gain 18 symmetrical uncertainty ﬁﬂqmﬁalﬂ‘ﬁ

IG(X|Y)
HX) + H(Y)
%a%ﬁﬂﬁmﬁlﬁaﬁlwﬁm 10,11 Tnet 1 wanein feature 1 @nansavinune class laeeha

(3)

SUX,Y) =2 X [

auysal
2.4.2.4 Term frequency-inverse document frequency [14]

nstidminaluenaisle 9 Tuenansviaun lngpainwanmves term frequency

nverse document frequency TnguaanslaaeiurinIINAUNAINEIINNITAIUIN

[y

U

e
=De

tfidf =tf xidf (@)
1n8A1909 term frequency #3© tf%ﬁwmmmﬂqmﬁqﬁ Toe w e MfidasnisAiuan
way D fie wenansfitdsavla
tf(w,D) = fu, (5)
WazAIUDY inverse document frequency %3e idf mmmﬁﬂmmﬁmqmﬁﬁ Tl C unu
Srurwenasiavaedifiog way dft) unusiuamenansindn t Unngey Tneld 1 dluls

3

C wedasiudymnismsaleaue

C
df(t) =1+ logl-i—Tf(t) (6)

2.4.3 Ensemble [15]

welaieananuLUsUrukasfinausiugtlunsyuneves classifier feil
2.4.3.1 Vote

mslmn anansavhldlnedmadndnnsinnegan classifier fwanaieiu
fsandiuiu Fewsoildvatsuuy wu Wnalaedesirann(Simple majority
voting) wazoaldimindnlulusias classifier Wemansuinclassifieranansadedols
wnidiedla nsmatiagiiussansamannlunsdiiflme litudetu munquiemzgnuu
YpeAUAes (Condorcet Jury theorem) 11 p 10U anuuiugvesdlmausasauy Tilu

Puuvewlvin sxladsaunisealll
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Pens = (k) p (1 - p) (7)
T
k=o+1

2.4.3.2 Bagging

Bagging 3 Yafiufie Bootstrap Aggregation 1Jumaliaiigundudoyaluyailn
(Training set) 1l Classifier Seusn 9 Uuyn Inenisguuguilazldfuiielilusounisdu
nuasdnluanunsald instance wenfuiumsdurguassnauls nisvinguildinali

. =) Y =2 a 1 14 . = a 1 o

classifier SEuUFNYPRNFNATE 9 59U dawaly classifier Tauiatios uazuiue
é’ dyu 1 a = a . .
YU usnandditisanAnuuUsusiu Laznanideanisiinoverfitting
2.4.3.3 Boosting

Boosting l4iiiaan bias kazAuuwlsusiu laediuwifnlvil weak leamer yanile
yausauiuauaansailu strong leamer 16 nsad1s weak learmer uiaziaansavhla
Inen1susuiiuivtinaespenaltyvosnsinusndanatnliundululnazsou waavinnig
Souilvil Fwsililuwaves classifier WasululpglinnuddgivanuRanainluseuy
WaunY Wolasuiu weak learmer inaneuddeimnsauiuasiadu strong leamer
2.4.4 msnosaazdssiunanisnagal
2.4.4.1 Confusion matrix [4]

Confusion matrix kaASIINIUTBINITYIUIEgNUALHA InensiUSeuiieusenitma

o v 6 a a [ ' PN [ o

MY baEKAENEaTe 9 AImsveguan Tdadlunisnsuunn NxN Tagi N 1Juduiuves

paaPdulule Tusddedld N=2 fashegrenaluil

Predicted class

Yes No
Yes TP FN

Actual class
No FP TN

17999 1 confusion matrix

[

Accuracy fiB AandnsIANNRiugTlunsiwg 31ngnsaall

P B TP + TN o
CUracY = T X TN + FP + FN

Sensitivity, recall %308n¥enilsfa true positive rate kansdnsIAmNgnFodluNIg

A a A

De

unedinluase angnseail



R ll = P 9
At = TP F FN

= o [l (9] < 1 a
F-measure %158 F; score AUIAIN Accuracy kg Recall saunuduaiing?

Accuracy X Recall
F,=2X (10)
Accuracy + Recall

2.4.4.2 fuillFnsm Receiver operating characteristic (ROC) [4]

TP
TP+FN

& & s & &
M@ NULAALUULUD LY UR

nsmiiAnannswaenlaeiunu Y 1Uu True positive rate = 100 X

wazunu X 1Ju False positive rate = 100 X
3 3 o 'FP+TN o
flaue 0-100 TaetiulinsmMien ndnui 1 vl Wenansaveenuinal wnunla

N5 AElAAAaNA 0-1 WY LERDSENTIONINVBY binary classifier %38 classifier 7l

outputiulUldasuuy Aunldnsminnuansdsaussanmitgmnulusie

TPR

FPR

U 1 dreeauanaiuiilingi ROC
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ATensld Data mining WisnenUssinvvesindSuldsumnuaulaainauues
2001, Schultz, M.G. et al. ndntusadiuddosy 9 luhusadefubmmeuns
genu1 TngluusaseAfoasdiadefiuansieiu wu featurefidenld 33nsidenfeature
(feature selection) classifierfidonld uaz malwarefithunfisnsan Tngauisouvsnyise
sonfunguaudnunizfeatureidontd il

nauusn 14 bytes code \Uu feature 1wu 91W3dev09 Schultz, M.G. et al. [16] ¢
Fadunuideiigausenelvitunisld machine leaming ousnUssning Tnglusmilld
nageulnelUssuiBusEnINg Signature method, RIPPER fiu DLL, Naive Bayes fiu Strings
waz Multi-Naive Bayes iU n-gram U84 bytes code Iﬂﬂiu‘ﬁ'ﬁ n=2 bytes Way shift = 2
LazLEUELLIN IS UULSEUY e-mail [17] anntudeiinnideves Kolter, J Zico uas
Maloof, Marcus a [18] sananslasaslusuveansld bytes code 1iu feature  Ingiiia
AuaInTaNeTee A n lu n-gram TnnTuuasiii classifier Fldlmannnansuniugae

mjmﬁam 1% Opcode (operation code) 1Uu feature Wy WIdBVes Siddequi,
Muazzam , et al. [19] 181 Opcodesnsiafiu udadngae Opcode AifnalunisiUasunlad
fiennansiauvesiusunsy Sondnegnmiadn 14 feature 18w basic block Snwuunila
#® Raja Khurram Shahzad [20] 1% Opcode Wwuu n-gram, basic block wag sliding
window 32 Lieusnlnd benien fu scareware

uananfeaturedasnguineduudn filiuidedu q Addnumsadiodud wu
Zhang, Bo-yun, et al. [21] F08un1595798UnuY dynamic Aesuldass 9 waniudeya
Yesaiu APl function call 11Ty feature 138 Wang, Tzu-yen [22] 14 API function
call wuify uadunismsraduuuu static

ilesaniladeiiunnsnsiuineiu swAunsilifyadeyanans Tuusiazanideds

Ianadwssineiu wazlianunsailSeudfisuiulalaense lngavasulanamnsssialudl



Author(s) Features Classifiers Scope Best
result
%Acc
Matthew G.Schultz DLL function calls RIPPER Windows or MS- [ 97.11
Eleazar Eskin Strings Naive Bayes DOS format
Zadok, Erez Hexadecimal byte Multi-Naive Bayes 1001 benigns
(2011) [16] code 3265 malicious
Kolter, J Zico Hexadecimal bytes | SVM 1971 benigns 99.58
Maloof, Marcus a code 1Bk 1651 malicious
(2006) [18] Jas
NaiveBayes
Boosted
Bo-yun Zhang, et al API function calls SVM 423 benigns 91.13
(2006) [21] (dynamic) 209 malicious
50 Benign + 50
Malicious Training
373 Benign + 159
Malicious Training
Tzu-Yen Wang DLL function calls SVM with RBF kernel | 1758 benigns 95.62
Chin-Hsiung Wu 846 viruses
(2008) [22]
Siddequi, Muazzam Opcode basic block | Random forest 1330 benigns 96
Wang, Morgan C. Bagging 1444 worms
Lee, Joohan Decision Tree With control files
(2008) [19] size.
Dragos, Gavrilut, Binary Perceptrons ~3M malwares 96.16
(2009) [23] ~180M benigns
Raja Khurram Hexadecimal bytes | ZeroR 119 benigns 90.54
Shahzad code NaiveBayes 18 spywares
(2010) [24] SMO
J48 Tree
RandomForest

JRipper
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Raja Khurram Opcode n-gram NaiveBayes Windows 94.9
Shahzad SMO 300 benigns
(2011) [25] 1Bk 300 adwares
Jas file size < 512 KB
JRip
Raja Khurram Opcode basic block | SMO 550 scarewares 97.2
Shahzad NaiveBayes 250 benigns
(2011) [20] 1Bk
JRipper
J48 Tree
RandomForest
Raja Khurram Opcode n-gram JRipper 250 scarewares 98.6
Shahzad J48 Tree 250 benigns
(2012) [26] 1Bk
Gil Tahan Hexadecimal bytes | MAL-ID 849 malwares 98.6
(2012) [27] code 2627 benigns
Dmitry Komashinskiy | Opcode (dynamic) | Naive Bay 11958 benigns 84.73
and lgor Kotenko Decision Tree 13120 malicious
(2012) [28] k Nearest Neighbors | Bitfros, Lmir,
Magania,
OnlineGames,
Poison, Vapsup
Raja Khurram Strings JRipper 250 scarewares 95.8
Shahzad Opcode bi-grams J48Tree 250 benigns
(2012) [29] 1Bk
Veto(Vote)
Majority(Vote)
Shanmugam, Gayathri | Opcode (static) Hill climbing 50 NGVCK 100
Low, Richard M. similarity 50 G2
Stamp, Mark 100 MWOR
(2013) [30] 30 benigns
Singh, Tanuvir Opcode Graph SVM Harebot 50 100
Di Troia, Fabio based NGVCK 200
Corrado, Visaggio Security Shield
Aaron 50




Austin, Thomas H.
Stamp, Mark
(2015) [31]

Smart HDD 50
Winwebsec 200
Zbot 200
ZeroAccess 200

11

Maninder Singh
(2016) [33]

100 benigns

Benign 40
Vatamanu, Cristina Static+Dynamic OSC 242811 malicious | 76.46
Cosovan, Doina information algorithm+Ensemble | 2105896 benigns
Gavrilu, Drago
Luchian, Henri
(2015) [32]
Abhijit Yewale Opcode 1-gram Random forest 100 malwares 971

M5 2 a7UNIITIETNEITRY
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UNY 3. N1599NUUUNITNAADY

binary files

Data set

objdump
Feature extraction

l

TF-IDF
Feature selection
Soft voting 43
A
Scikit-learn
10-fold cross-validation
Evaluation
4.4
Recursive
feature
4.2 elimination

7U 2 90nuuueInIve

3.1 ﬂ’]'i’i')U’i'JSJ‘QWillaga

yatoyautseeniu 2 40 Ae benign Wwag virus Fudulwd executable 32 bit
savan ludanves benign Su Tdanuansuvasiiin deil Idanmsfindaszuuufiinag
Windows XP, Windows Vista, Windows 7 Indanuiues Cygwin wazlwaannnisani
Tvan Wil 10l benign stamualainunsasiadeuain Microsoft security essential
wda dwsulng virus Wdanlasenns Virus Heaven collection [34] #lddinisdmiusiusau

wazhenUszlan malicious A9 9 1w
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3.2 N15%11 feature extraction

Feature M1ag1hunlgluauided 4 wuu seludl
3.2.1 n-gram v99 Hexadecimal bytes code
19@ds objdump -s filename Tagunu filename e FolWannoinis vlanaans

Ju bytes code vaslvatiu Fslunsneaesil aznaaaun1syin n-gram A n = 1-4

byte F108199U WASWSIINATT extract bytes code "ff ff ff ff a3 75" §ail
4| I’r:JJI )

I|-|I|-|I|-|I|,:| I|-|I|-|I|-|I|,:|

7 Fffbeer?
ffc001ff

4qubU
3U 3 #ae¢79 objdump -s

n-gram ff a3 75
U 4 1 1
#7399 3 629¢/79 Hexadecimal n-gram, n=1
n-gram ffff ffa3 a375
U 3 1 1
#75 4 §29e/79 Hexadecimal n-gram, n = 2
n-gram ffffff ffffa3 ffa375
U 2 1 1
#7379 5 §29¢/79 Hexadecimal n-gram, n = 3
n-gram it ffffffa3 ffffffa375 ffffa375
U 1 1 1 1

#15N 6 §29e/9 Hexadecimal n-gram, n = 4




14

3.2.2 Basic block w849 Operation code (Opcode)

1463 objdurnp -d filename Tagumu filename #me Felndfidesnis udainen
Opcode 1388 faf 1w addl-cmp-jz-subl-subf-call-mov-push u&snsie Opcode
\WasULUaRduN19N159191uedlUsunsy 1 jump, branch, return asuenléan wu

addl-cmp, subl-subf, mov-push a9y 1 ga wiseasadumsslansil

B 5b al addl
be 0 56 38 cmp
ac jz

bf a @ . subT
le subf

10e2d8: 05

[ N =
.

( : 2d b7 e5 6 6¢ call
40eee: bc a3 0f 93 4¢ mov
40e2f3: 55 push

7 4 #9879 objdump -d

basic block| addl-cmp]|  subl-subf| mov-push

INUIU 1 1 1

#7579 7 §29¢/79 Opcode basic block

3.2.3 n-gram 484 Operation code (Opcode)

MuuuReIiuiu 3.2.2 wideudsmsen eglvsmduuuu n-gram wu ala

a19uva3 Opcode Ju addl-cmp-jz-subl-subf-call-mov-push azamnsasnlani

n-gram| addl-cmp ffa3 a375

I1UIU 3 1 1

#7579 8 #29e/19 Opcode n-gram, n = 2

n-gram|addl-cmp-jz |cmp-jz-subl |jz-subl-subf [subl-subf-call

I1UIU 1 1 1 1

#7159 #3989 Opcode n-gram, n = 3
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3.2.4 NuIUBIINAveaLAaE Section

Taeds objdump -d filename Tngunu filename A2y Yolwafidesnis wallu
UIUUTIVINTOS section Nauladiuiu 16 section Al .bss, .buildid, .data, .edata,

.eh_frame, .enu_debusglink, .idata, .rdata, .reloc, .rsrc, .text, .tls, CODE, DATA, UPXO0,

UPX1 U

section|CODE UPXO0

U 6 5

§7151 10 §78879 section line count

3.3 Feature selection

AIRUAN TF-IDF 84 attribute nnAmNgnstuiite 2.4.2.4 waISEWUEIRUIMN

winlddes 9 nuwden attribute Nl TF-IDF 11ngndnwiu 8192 attribute wildlutuneu

dald



16

3.4 n1sNAgaULENUTILAN

3.4.1 fﬂi“l/]ﬂﬁ@ﬂﬂ?illﬁlﬂﬂiMﬂﬂlﬁs’@\?g]}u@%}’w 8192 attribute

nskenUsznnaznegauny classifier 3 WUU A random forest, extreme
gradient boosting, multilayer perceptron $auAUNTEUIUNIINADULUU 10-fold cross
validation fia wusgateyasenilu 10 i wdh 9 dndignszuiunsisew; 8n 1 dw
findelilunmageuiiiosuifiuusvansnmues model Ald¥unsBeusin uazausutud
10 s0u Tnwadugadoyaluduildlummageuuasnisdouinneds Feiinawul dded

v Aa o v

Ao aunsaldlanudeyaniidnnutesauliaunsouisyadeyasendu training, testing
way validating laegretmian wagdsauisatesiunisiinaiuades (bias) auin

¢ S v
w3l overfitting 16

dayatnaduann feature selection 313U 8192 attributes &ntu Section line

count @l 16 attributes HUNMSUSUAN hyperparameter srgAnssoluil

n_estimators 10 50| 100 | 200 | 500
random forest max_features sqrt | log2 0.1| 0.25| 0.5
extreme gradient | n_estimators 100 | 500 | 1000 | 2500
boosting learning_rate 0.1]0.06| 002 0.01
multilayer hidden_layer sizes | 20 50| 100 | 200 | 500
perceptron max_iter 50| 100 | 200 | 400

#79N 11 Grid search hyperparameter tuning
MnuingnIsvagauLUU 10-fold cross validation uagLiin1madeULLeY
attribute saUssAniunTIniy Inemanfemuuiugiiinntuainnsild feature wane
YsgLny

3.4.2 Soft voting
o v 6 a v 14 . A [ A av v o saa
UDINDAWEANN 3.4.1 UINIATEUN LLﬁ'ﬂ“U classifier WWWQﬂUﬁ@Q%UﬂmlﬂNaﬁWﬁ@Wﬁﬂ

9

s

$3U vote METRTIAIAN o U T30 feature wHnTlANaTNEATIZN

3.4.3 Recursive feature elimination
Tupauilaviiie) feature vilanlaAmWadnsgagnan 3.4.1 1nan U attribute

Juneuiiagyinisandnuiu feature asiiazasanililaegan feature_importance_ ¥89

Y v

feature wiazsn TF9zlPa1NNTS fit #7 model WU train data Tagen

feature_importance_ 84 random forest 9s3uagiiu impurity Mdentd lundlddu Gini

£%
[y

uay lu extreme gradient boosting agduagiuduiuaan feature gnidentuldluauld
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a
UNN 4. NaNIINNaN

4.1 Na feature selection

nsMHAdWSYRIA1 TF-IDF 29nM3Auamn attribute waaldon 8192 attribute filst
A1 TF-IDF 11ngn nudsermnntutios wdmiansmientu wiseenduaosiin
Ao bytecode 3U 6 velugy 7 uag opcode U 8 venglugy 9 lasdiunu x unu attribute
LAz UNY y WnuAfileainnsAuameNgns TF-IDF

Wisuidiou 5U 6 AU 3U 8 uansfiedn TF-IDF fumnsinstusnnidlesannaiinves
feature TLANENIf way 5U 7 n31wlveng TF-IDF v89 bytecode wanafiafn TF-IDF filgan
bytecode 3-gram waz 4-gram AilndlAsstuiovanfuduiuiuain Wudeasu U9

N9 N8 TF-IDF 989 opcode it opcode 3-gram TnaLAwsAU opcode basic block

0.005 -

00047 bytecode 2-gram —
™ bytecode 3-gram —
O 0.003 bytecode 4-gram —
T
L
= 0.002 -

0.001

0.000 - .

0 2000 4000 6000 8000

nth-attributes

3V 6 n39 TF-IDF 984 bytecode



0.0005
bytecode 2-gram —
0.0004 7 bytecode 3-gram —
bytecode 4-gram —
LL 0.0003 -
o
L
— o0.0002
0.0001 -
0.0000 . . . .
0 100 200 300 400 500
nth-attributes
3U 7 nmeng TF-IDF Yoy bytecode
14 -
opcode 2-gram
12 4 opcode 3-gram -
opcode 4-gram
10 4 opcode basic block —
L
0O 87
T
=
4 -
1AL
0. =
0 2000 4000 6000 8000

3U 8 N3 TF-IDF 983 opcode

nth-attributes

18



2.00
opcode 2-gram
1.75 - P 9
opcode 3-gram —_—
150 4 opcode 4-gram
opcode basic block —
1.25 -
L
()
= 100
L
= 075
0.50
0.25
D.OO T T T T
0 100 200 300 400 500

nth-attributes

3V 9 nameng TF-IDF a9 opcode



4.2 NaN1SNAEBUNISHENUITNMUDIAUAIY 8192 attribute

HAGWSINTUADU 4.2 HANITVNAFDUNITHINUISZLANIUDIAUAIY 8192 attribute fng
3 classifier A® random forest, extreme gradient boosting, multilayer perceptron uans
91 Fi-score dn1smaaeuiiiien feature asvilanuunsiniu Tudeves Hybrid type 1 tin

211 bytecode 4-gram, opcode basic block, section line count wag Hybrid type 2 g

31N bytecode 4-gram, 3-gram opcode, section line count

F, score

0.91874 | 0.921824 | 0.917763 | 0.898839 | 0.909688

Section line count | 0.905844 | 0.901503 | 0.907916 | 0.909688 0.92437
0.936378 | 0.938111 | 0.925325 | 0.927869 | 0.940032

Bytecode 2-gram 0.938111 | 0.938111 | 0.926829 | 0.928453 | 0.943144
0.960784 | 0.956098 | 0.939245 | 0.949919 | 0.958065

Bytecode 3-gram 0.950081 | 0.955272 | 0.946688 | 0.934426 | 0.965289
0.965964 | 0.957237 | 0.942904 | 0.946341 | 0.952998

Bytecode 4-gram 0.957929 | 0.959481 0.9504 | 0.931148 | 0.965058
0.938111 | 0.943089 | 0.931818 | 0.920065 | 0.932258

Opcode 2-gram 0.928571 | 0.948553 | 0.924559 | 0.92916 | 0.951747
0.947883 | 0.943639 | 0.930308 | 0.930533 | 0.936306

Opcode 3-gram 0.940032 | 0.931818 | 0.933764 | 0.932897 0.93823
0.946688 | 0.935065 | 0.939245 | 0.926045 0.94061

Opcode 4-gram 0.938907 | 0.935065 | 0.930757 | 0.922824 | 0.950166
0.938511 | 0.930757 | 0.935484 0.9312 | 0.935691

Opcode basic block 0.9374 0.9408 | 0.925806 | 0.926108 | 0.933333
0.967532 | 0.956098 | 0.944625 | 0.943639 | 0.951299

Hybrid type 1 0.962963 | 0.96129 | 0.945338 | 0.92459 | 0.968491
0.964052 | 0.960912 | 0.949097 | 0.946341 | 0.951299

Hybrid type 2 0.961165 | 0.956522 | 0.943639 | 0.922824 | 0.966887

#7999 12 Random forest F;-score




F1score
0.907591 | 0.90939 | 0.906096 | 0.880399 | 0.893688
Section line count | 0.906149 0.88 | 0.896104 | 0.902801 | 0.912752
0.955519 | 0.959083 | 0.947712 | 0.957377 | 0.949757
Bytecode 2-gram 0.95624 | 0.963696 | 0.942904 | 0.938436 | 0.961857
0.970492 | 0.965404 | 0.955224 | 0.965854 | 0.960912
Bytecode 3-gram 0.96563 | 0.959612 | 0.954397 | 0.952381 | 0.970297
0.966997 | 0.960656 | 0.957237 | 0.970492 | 0.954397
Bytecode 4-gram 0.972358 | 0.954545 | 0.958065 | 0.952381 | 0.978441
0.941368 | 0.944625 | 0.939044 | 0.944625 | 0.938111
Opcode 2-gram 0.936995 | 0.951299 | 0.943639 | 0.947712 | 0.966777
0.95581 | 0.949429 | 0.947712 | 0.950081 | 0.946341
Opcode 3-gram 0.955954 | 0.945161 | 0.938511 | 0.930921 | 0.961857
0.952537 | 0.944444 | 0.941368 | 0.938312 | 0.936102
Opcode 4-gram 0.94382 | 0.934641 | 0.934189 | 0.919804 | 0.953488
0.941176 | 0.944984 | 0.94822 | 0.946166 | 0.940032
Opcode basic block | 0.94382 | 0.946515 | 0.930757 | 0.927393 | 0.953488
0.975369 | 0.96563 | 0.960656 | 0.962357 | 0.95315
Hybrid type 1 0.959742 | 0.951299 | 0.956522 | 0.954098 | 0.971808
0.970492 | 0.960526 | 0.960656 | 0.96563 | 0.94822
Hybrid type 2 0.958199 | 0.959481 | 0.962723 | 0.954545 | 0.975124
$17379 13 Extreme gradient boosting F;-score
Fi1 score
0.8125 | 0.785841 | 0.819466 | 0.785586 | 0.761905
Section line count | 0.818653 | 0.792727 | 0.816807 | 0.83304 | 0.810811
0.931323 | 0.931148 | 0.907618 | 0.894155 | 0.904836
Bytecode 2-gram 0.92233 | 0.91354 | 0.88586 | 0.893688 | 0.912903
0.944079 | 0.936791 | 0.92562 | 0.918138 | 0.921095
Bytecode 3-gram 0.943457 | 0.923328 | 0.91354 | 0.910596 | 0.948247
0.946166 | 0.944262 | 0.931373 | 0.925566 | 0.931419
Bytecode 4-gram 0.949919 | 0.932476 | 0.910891 | 0.892063 | 0.951424
0.916667 0.9216 | 0.899351 | 0.89404 | 0.919176
Opcode 2-gram 0.918239 0.9184 | 0.901099 | 0.910891 | 0.902479
0.933764 | 0.939245 | 0.92953 | 0.91653 | 0.916272
Opcode 3-gram 0.932258 | 0.927769 | 0.921348 | 0.930693 | 0.941957
0.938907 | 0.93575 | 0.918033 | 0.919614 | 0.916129
Opcode 4-gram 0.941748 | 0.943639 | 0.928803 | 0.918301 | 0.947195
0.932258 | 0.939297 | 0.936102 | 0.922581 | 0.92283
Opcode basic block | 0.928339 0.9374 | 0.926108 | 0.930921 | 0.938843
0.916399 | 0.915309 | 0.898089 | 0.906752 | 0.91866
Hybrid type 1 0.921136 | 0.904065 | 0.900322 | 0.89211 | 0.906667
0.911765 | 0.912338 | 0.89533 | 0.894231 | 0.897893
Hybrid type 2 0.912837 | 0.889256 | 0.907348 | 0.888889 | 0.890728

£7399 14 Multilayer perceptron F-score

21
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M1379 A1 hyperparameter 910 grid search A8A19IN #1599 11 Grid search

hyperparameter tuning Fawadily Huualinazlden n_estimators, max_features,

max_iter, hidden_layer sizes 9131 wag Tdnailunisaiuiuanndu wielildan Fi-score

Migedu
Random forest XGBoost Multilayer
perceptron
n_estim | max_feat | n_estim | learn_rate | max_iter | hid_layer
Section line 200 sqrt 500 0.1 200 500
count
Bytecode 2-gram 500 0.25 1000 0.1 200 100
Bytecode 3-gram 500 0.5 2500 0.02 400 100
Bytecode 4-gram 500 0.5 1000 0.06 50 20
Opcode 2-gram 100 0.5 2500 0.1 100 500
Opcode 3-gram 100 0.25 2500 0.06 50 100
Opcode 4-gram 200 0.25 1000 0.1 100 500
Opcode basic 200 0.1 2500 0.06 400 200
block
Hybrid type 1 500 0.25 1000 0.06 400 500
Hybrid type 2 500 0.5 500 0.06 100 100

#7379 15 Hyperparameter ﬁzsff
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4.3 Wan13nngau soft voting

anseuansranIsidaea classifier Saufulmelusnsausig g Ineden classifier 7
iﬁma5’W5‘§17llqmmﬂsﬁgumaudauwﬁ’l A9 random forest uag extreme gradient boosting
37UAU bytecode 3-gram wag bytecode d-gram 1AgUDIABITOILINUDILAALAITISLANIDS
AM9RTIAIUNITINN A58 18 WAz M1 20 LAAIAT F-score @U M1 19 1Az A5
21 uanananildlunsiFou mheduiund uazusasdoaanmadnsveusias fold a0

AINeEULLUU 10 fold cross validation

} %4

a = v . a 9 o 2 v v =
L‘UiEIULVIEJ‘Uﬂ’]{L“U classifier @949UATINAU ENLﬂG]VL@’]Wﬁ]%(ﬁ]@ﬁiﬂ]ﬂﬁﬂﬂﬂ'ﬁﬁ&lﬂi

Y

=

LTI UNATINYD @IS wANaURY Fy score 7l WasuwUasieadntes vialliued

Y

iU Hyperparameter Flduansatiuly bytecode 3-gram ey bytecode 4-gram

0.960784 | 0.956098 | 0.939245 | 0.949919 | 0.958065
Random forest F1score | 0.950081 | 0.955272 | 0.946688 | 0.934426 | 0.965289
training 411.116 | 416.4896 | 400.3873 | 407.2481 | 402.392
time(s) 412.506 | 405.1465 | 403.7491 | 398.9403 | 405.2453
0.970492 | 0.965404 | 0.955224 | 0.965854 | 0.960912
Extreme gradient | F1 score 0.96563 | 0.959612 | 0.954397 | 0.952381 | 0.970297
boosting training | 186.6477 | 185.6745 | 185.5037 | 188.239 | 188.3628
time(s) 187.0251 | 185.876 | 186.9899 | 186.5846 | 186.882

MITN 16 M ULUTIUTIgY bytecode 3-gram

0.965964 | 0.957237 | 0.942904 | 0.946341 | 0.952998
Random forest Fi1score | 0.957929 [ 0.959481 0.9504 | 0.931148 | 0.965058
training | 279.6148 | 283.139 | 280.496 | 282.1405 | 283.0631
time(s) 286.517 | 286.457 | 283.7403 | 281.1444 | 285.1342
0.966997 | 0.960656 | 0.957237 | 0.970492 | 0.954397
Extreme gradient | F1score | 0.972358 [ 0.954545 | 0.958065 | 0.952381 | 0.978441
boosting training | 57.67496 | 57.75847 | 57.6718 | 58.02094 | 58.3006
time(s) 58.54206 | 57.73437 | 58.14617 | 57.82056 | 58.55787

#715N 17 a195Us58ULIEY bytecode 4-gram




RF | XGB F1 score
0.949757 | 0.951299 | 0.953748 | 0.96732 | 0.944625
95 51 0.942904 | 0.965289 | 0.944984 | 0.955954 | 0.960784
0.951456 | 0.949593 | 0.955272 | 0.96563 | 0.944625
90 10 | 0.942904 | 0.966887 | 0.943457 | 0.957655 | 0.960912
0.952998 | 0.951299 | 0.959872 | 0.967105 | 0.943089
85 15 | 0.944444 | 0.965289 | 0.94686 | 0.955954 | 0.964286
0.952998 | 0.951299 | 0.956661 | 0.963696 | 0.943089
80 20 | 0.944444 | 0.966997 | 0.950081 | 0.96248 | 0.962723
0.952846 | 0.95114 | 0.956661 | 0.960396 | 0.946166
75 25| 0.944444 | 0.970297 | 0.948387 | 0.96248 | 0.961039
0.952846 | 0.952846 | 0.956661 | 0.960396 | 0.947712
70 30 | 0.94599 | 0.966997 | 0.948553 | 0.96248 | 0.964169
0.952692 | 0.954397 | 0.954984 | 0.960396 | 0.949429
65 35| 0.949429 | 0.966997 | 0.951768 | 0.967427 | 0.965742
0.954397 | 0.954397 | 0.954984 | 0.960396 | 0.947712
60 40 | 0.954248 | 0.966997 | 0.954984 | 0.969005 | 0.964169
0.956098 | 0.954397 | 0.954984 | 0.960396 | 0.947541
55 45 | 0.954248 | 0.966997 | 0.954984 | 0.969005 | 0.965854
0.957655 | 0.954397 | 0.956522 | 0.960396 | 0.947541
50 50 | 0.954248 | 0.968699 | 0.954984 | 0.969005 | 0.965854
0.956098 | 0.955954 | 0.958199 | 0.960396 | 0.947541
45 55 0.95581 | 0.970395 | 0.953451 | 0.969005 | 0.965854
0.957655 | 0.954248 | 0.959742 | 0.958678 | 0.947541
40 60 | 0.95581 | 0.970395 | 0.951923 | 0.969005 | 0.964169
0.957655 | 0.955954 | 0.959742 | 0.958678 | 0.95082
35 65 | 0.957377 | 0.970395 | 0.953451 | 0.970588 | 0.965742
0.959217 | 0.955954 | 0.96129 | 0.958541 | 0.954098
30 70 | 0.957377 | 0.970297 | 0.953451 | 0.970588 | 0.965742
0.959217 | 0.957516 | 0.96129 | 0.960133 | 0.954098
25 75 | 0.957377 | 0.970297 | 0.956522 | 0.97377 | 0.96732
0.959217 | 0.957516 | 0.96129 | 0.960133 | 0.954098
20 80 | 0.958949 | 0.970297 | 0.958065 | 0.975369 | 0.96732
0.960784 | 0.957516 | 0.96129 | 0.96173 | 0.954098
15 85 | 0.958949 | 0.970297 | 0.958065 | 0.975369 | 0.96732
0.959083 | 0.955954 | 0.96129 | 0.96173 | 0.955665
10 90 | 0.962357 | 0.967105 | 0.958065 | 0.975369 | 0.96732
0.955665 | 0.955954 | 0.96129 | 0.96173 | 0.958949
5 95 | 0.964052 | 0.967105 | 0.959612 | 0.975369 | 0.96732

$17379 18 soft voting bytecode 3-gram F-score

24



RF | XGB Training time (seconds)
548.1228 | 547.1712 | 546.235 | 544.852 | 541.9255
95 5| 538.9531 | 548.3148 | 547.9313 | 543.0637 | 539.2657
548.7124 | 546.5205 | 538.2004 | 549.0445 | 540.2275
90 10 | 535.322 | 553.2894 | 545.859 | 535.9654 | 538.1889
549.8479 | 542.5294 | 542.9338 | 549.4916 | 544.9455
85 15 | 534.1304 | 546.0784 | 554.3988 | 543.933 | 541.4058
550.7633 | 549.3439 | 541.0327 | 551.5405 | 545.4662
80 20 | 544.3503 | 558.0095 | 551.9327 | 544.0027 | 543.6986
549.133 | 549.9144 | 541.2956 | 596.8556 578.93
75 25 | 591.6644 | 601.9724 | 599.0254 | 602.3081 | 582.7764
600.8999 | 686.8293 | 666.3142 | 644.0637 | 664.1239
70 30 | 678.6719 | 692.6188 | 687.716 | 682.3225 | 672.2794
619.1229 | 554.0416 | 550.164 | 572.244 | 547.3033
65 35| 549.015 | 552.4025 | 553.278 | 545.1317 | 545.7128
564.9137 | 551.7041 | 546.0957 | 552.4265 | 544.4094
60 40 | 549.2594 | 558.7407 | 558.3028 | 551.7932 | 546.3686
553.5483 | 550.6734 | 546.9911 | 569.9094 | 549.5022
55 45 | 541.7601 | 559.1075 | 555.035 | 545.6564 | 541.9817
550.4249 | 550.8421 | 553.3095 | 552.7928 | 548.8304
50 50 | 537.3755 | 558.0272 | 559.8085 | 542.4649 | 552.7396
549.425 | 548.781 | 545.8811 | 564.0914 | 549.9785
45 55 | 542.5917 | 569.4152 | 563.8339 | 543.8495 | 556.6543
553.5364 | 560.6469 | 555.7177 | 552.5549 | 545.9402
40 60 | 554.6628 | 557.0952 | 562.4716 | 538.9749 | 544.9276
565.8433 | 557.486 | 549.6655 | 545.9628 | 547.8516
35 65 | 552.2016 | 569.047 | 552.467 | 555.3149 | 555.7934
552.988 | 553.3716 | 555.7021 | 561.3473 | 547.7827
30 70 | 535.9352 | 555.447 | 561.5705 | 544.7022 | 545.0765
552.717 | 559.5806 | 545.6719 | 551.9544 | 545.9686
25 75 | 541.2624 | 566.2188 | 558.1752 | 546.8944 | 547.1375
558.5384 | 552.8532 | 547.8138 | 551.8878 | 561.6123
20 80 | 542.565 | 564.2747 | 557.8378 | 544.6115 | 551.8171
550.8037 | 560.2612 | 547.055 | 553.5616 | 548.8027
15 85 | 539.503 | 558.995 | 552.1098 | 543.8963 | 556.7009
555.6015 555.733 | 549.2049 553.524 | 549.6476
10 90 | 543.0316 | 558.7429 | 550.8259 | 546.0286 | 559.1076
559.0336 | 561.6198 | 547.2308 | 553.1661 | 556.9582
5 95 | 542.5779 | 552.5453 | 550.2883 | 555.4006 | 546.0493

$1737N 19 soft voting bytecode 3-gram training time
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RF | XGB F, score
0.941558 | 0.951299 0.9504 | 0.95581 | 0.94599
95 51 0.946166 | 0.956954 | 0.950081 | 0.960656 | 0.964052
0.943457 | 0.954397 0.9504 | 0.957516 | 0.944444
90 10 | 0.952846 | 0.956954 | 0.948553 | 0.963934 | 0.965742
0.951456 | 0.956098 | 0.955128 | 0.95581 | 0.946166
85 15 | 0.954397 | 0.956954 | 0.950081 | 0.963934 | 0.965742
0.951456 | 0.956098 | 0.955128 | 0.957377 | 0.947883
80 20 | 0.954397 | 0.962109 | 0.950081 | 0.962233 | 0.967427
0.951456 | 0.957792 | 0.955128 | 0.959083 | 0.949593
75 25| 0.956098 | 0.963576 | 0.950081 | 0.963934 | 0.965854
0.952998 | 0.95935 0.9568 | 0.960656 | 0.95114
70 30 | 0.956098 | 0.966887 | 0.951768 | 0.963934 | 0.965854
0.954545 | 0.95935 | 0.956661 | 0.960656 | 0.952846
65 35 | 0.957655 | 0.968595 | 0.951768 | 0.96563 | 0.967427
0.957792 | 0.95935 | 0.956661 | 0.960656 | 0.952846
60 40 | 0.95935 | 0.968595 | 0.955128 | 0.96563 | 0.967427
0.957792 | 0.957655 | 0.956661 | 0.958949 | 0.952846
55 45 | 0.95935 | 0.970297 | 0.956661 | 0.96563 | 0.970684
0.957792 | 0.957655 | 0.958333 | 0.957237 | 0.952692
50 50 | 0.960912 | 0.971993 | 0.956661 | 0.96563 | 0.972268
0.95624 | 0.956098 | 0.958333 | 0.957237 | 0.954248
45 55 | 0.960912 | 0.971993 | 0.956661 | 0.968801 | 0.970588
0.95624 | 0.952692 | 0.958333 | 0.961983 | 0.957516
40 60 | 0.962602 | 0.973597 | 0.958199 | 0.968699 | 0.972268
0.957792 | 0.954248 | 0.958333 | 0.961983 | 0.959083
35 65 | 0.964169 | 0.971901 | 0.953451 | 0.968699 | 0.970684
0.957792 | 0.954248 | 0.958333 | 0.961983 | 0.957516
30 70 | 0.964169 | 0.971901 | 0.951923 | 0.970297 | 0.970684
0.95935 | 0.954248 0.96 | 0.961983 | 0.959217
25 75 | 0.964169 | 0.971901 | 0.953451 | 0.968595 | 0.970684
0.962602 | 0.954248 | 0.961538 | 0.963696 | 0.959217
20 80 | 0.964169 | 0.971901 | 0.953451 | 0.968595 | 0.970684
0.962602 | 0.954248 | 0.961538 | 0.963696 | 0.959217
15 85 | 0.964169 | 0.971901 | 0.951768 | 0.968595 | 0.969005
0.962602 | 0.954248 | 0.961538 | 0.963696 | 0.96248
10 90 | 0.96248 | 0.970199 | 0.951768 | 0.968595 | 0.96732
0.960912 | 0.954248 | 0.961538 | 0.963696 | 0.96248
5 95 | 0.960912 | 0.970199 | 0.948553 | 0.968595 | 0.96732

$17379 20 soft voting bytecode 4-gram F-score
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RF | XGB Training time (seconds)
380.3069 | 383.6277 | 373.334 | 390.3916 | 382.3845
95 5| 378.7735 | 383.1581 | 383.3226 | 385.4598 | 382.8347
382.442 | 387.0219 | 326.8564 | 331.9251 | 330.2997
90 10 | 328.6427 | 333.3251 | 334.5166 | 327.2999 | 326.2511
329.2093 | 334.4295 | 324.6114 | 334.429 | 327.0246
85 15| 325.9377 | 329.9675 | 332.9894 | 328.8671 | 330.6008
332.3136 | 335.5472 | 328.8137 | 331.4049 | 331.3218
80 20 | 325.3432 | 329.5813 | 336.8897 | 331.1849 | 328.3695
333.5349 | 338.187 | 327.7354 | 330.9571 | 326.5914
75 25 | 327.7346 | 330.5233 | 330.0249 | 332.4897 | 326.6258
335.5395 | 341.6868 | 325.5346 | 331.7397 | 332.6239
70 30 | 330.0509 | 329.9961 | 334.922 | 332.0929 | 326.7613
329.7146 | 334.6228 | 326.4623 | 332.4488 | 327.512
65 35 | 325.0254 | 336.6644 | 330.6926 | 330.304 | 326.6495
330.361 | 334.3798 | 324.6177 | 336.833 | 327.8682
60 40 | 324.696 | 333.9014 | 330.1797 | 335.3048 | 326.1149
329.7419 | 334.8629 | 327.999 | 336.4243 | 326.1477
55 45 | 325.4301 | 337.3929 | 329.5309 | 333.5271 | 331.7382
330.9194 | 337.5508 | 325.1618 | 331.4073 | 326.0817
50 50 | 327.9638 | 335.2235 | 330.7496 | 333.4549 | 329.8881
330.0647 | 335.1045 | 324.8587 | 331.7442 | 329.5858
45 55 | 325.1436 | 333.6624 | 330.2218 | 328.1725 | 326.0338
328.2131 | 333.9862 | 324.8108 | 333.6149 | 326.8198
40 60 | 324.4588 | 329.3599 | 336.0914 | 328.5544 | 327.2231
329.7634 | 333.7751 | 325.116 | 331.0656 | 331.6017
35 65 | 331.9101 | 331.5619 | 329.5369 | 327.1656 | 329.4656
329.7908 | 336.8351 | 327.2185 | 333.9605 | 329.8065
30 70 | 327.3959 | 333.3597 | 330.4111 | 327.7356 | 326.3766
330.1053 | 337.2891 | 324.9854 | 336.0383 | 329.9376
25 75 | 324.6728 | 330.1358 | 330.4044 | 331.0061 | 327.1103
332.7134 | 335.5637 | 328.5276 | 335.5376 | 331.4691
20 80 | 326.0243 | 335.7048 | 334.7486 | 333.0397 | 330.3283
332.75 | 337.384 | 328.6903 | 336.7639 | 327.3938
15 85 | 325.256 | 330.1895 | 335.8067 334.35 | 330.8291
331.7974 | 336.5876 | 329.3725 | 332.2533 | 330.0808
10 90 | 328.8355 | 332.0034 | 330.0615 | 330.4889 | 329.1902
329.9475 | 336.8433 | 329.459 | 330.927 | 330.2236
5 95 | 331.9019 | 329.3942 | 330.6581 | 328.152 | 330.7542

$17379 21 soft voting bytecode 4-gram training time
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4.4 NanN1INAEBU recursive feature elimination

mmmamwamn%umu 3.4.3 Recursive feature elimination 14 classifier 1Ju
random forest Way extreme gradient boosting ﬁ?mﬁusqmﬁa%aﬁmaﬁwéaﬁqmﬁa bytecode
d-gram TRBuABEANTNUANIS LI feature TianasiiazaSawils A1319 22 waz ANg9 26
LARIAN Fi-score @1 M1379 23 UAE AN919 25mssiiaeauanaaildlunisiGous mie
Judund urasdosuaninaansvesiaay fold 91nnsnaaauluy 10 fold cross validation
uandliifiufiarnvas F, score flazAes 4 geludntiosunwansiuiu feature #e recursive
feature elimination mﬂﬁ?u AN F, score 92anadn81911n waziilo feature antiowas 1an

4:4' a Y 1 [y}
nldlunsiseusianaaduriy

n-features

F1 score

8192

0.953947

0.949264

0.965517

0.954397

0.949429

0.946688

0.932039

0.959481

0.941368

0.962602

4096

0.954098

0.95098

0.965517

0.955954

0.947883

0.946688

0.939837

0.957516

0.941368

0.961039

2048

0.954098

0.949264

0.962233

0.954248

0.95098

0.952998

0.936791

0.960656

0.943274

0.962602

1024

0.955665

0.949264

0.963934

0.954248

0.954248

0.951456

0.941748

0.964052

0.94822

0.964286

512

0.959083

0.952692

0.962357

0.955954

0.95098

0.954693

0.943274

0.960656

0.946166

0.969005

256

0.960656

0.954397

0.964052

0.95581

0.959083

0.957929

0.943089

0.956098

0.944625

0.972268

128

0.959217

0.959217

0.962357

0.959083

0.962357

0.951299

0.951299

0.954693

0.957929

0.965742

64

0.952692

0.952224

0.957655

0.954397

0.965404

0.946515

0.943274

0.95114

0.954839

0.96248

32

0.943274

0.933993

0.955954

0.947368

0.95624

0.926829

0.933333

0.952537

0.951613

0.960912

16

0.936585

0.927731

0.947541

0.939044

0.95114

0.915033

0.92233

0.942904

0.947883

0.95315

0.933977

0.911519

0.931148

0.924837

0.935065

0.906149

0.903654

0.921311

0.9374

0.9184

0.872375

0.86532

0.86711

0.85761

0.872611

0.856688

0.856672

0.863787

0.846405

0.873147

2

0.825083

0.812903

0.8

0.805873

0.801272

0.808241

0.799353

0.807947

0.78374

0.795417

$17379 22 10cv random forest after recursive feature elimination F;-score




n-features

Training time (seconds)

8192

334.3028

324.2879

330.5853

331.6354

330.3613

332.4574

331.9918

337.3824

327.982

322.7423

4096

244.4149

241.6352

243.304

2449172

243.5293

246.7081

247.9344

248.3303

246.9794

241.4414

2048

152.1916

150.3986

151.9791

152.4223

152.0746

153.0679

153.7704

153.6813

154.5249

151.4609

1024

80.451

80.19829

82.14212

82.18493

81.65282

81.79154

82.05381

82.95515

82.07695

81.15597

512

42.91126

42.7475

43.11598

43.40692

43.46199

43.29943

43.60506

44.44384

43.32167

42.87063

256

23.7193

23.39341

23.64238

23.52665

23.44468

23.7831

23.82678

23.63727

23.60822

23.62563

128

12.71962

12.74325

12.72422

12.758

12.78536

12.7295

12.62059

12.79659

12.75634

12.60007

64

7.292307

7.375827

7.523619

7.349585

7.321288

7.378535

7.281708

7.284372

7.401494

7.322462

32

4.717587

4.770323

4.652002

4.687623

4.652907

4.788276

4.687985

4.681046

4.797083

4.69311

16

3.072632

3.179775

3.174773

3.157466

3.175209

3.035422

3.074319

3.072541

3.171642

3.173739

2.67344

2.666714

2.548093

2.671429

2.643714

2.537924

2.666053

2.611054

2.662234

2.669755

2.565

2.569542

2.570369

2.665812

2.574248

2.562139

2.565806

2.543171

2.545693

2.555265

2

2.773582

2.649969

2.66821

2.804163

2.814741

2.654922

2.662941

2.687482

2.681493

2.738063

$7999 23 10cv random forest after recursive feature elimination training time
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n-features

F, score

8192

0.961165

0.958814

0.958541

0.960912

0.958814

0.962357

0.967427

0.973941

0.971061

0.97377

4096

0.962602

0.958949

0.956811

0.95935

0.957237

0.96563

0.969106

0.972268

0.971061

0.969005

2048

0.962723

0.962233

0.956811

0.964169

0.960526

0.959217

0.96732

0.972268

0.972625

0.973856

1024

0.964286

0.963816

0.958541

0.960912

0.960526

0.965742

0.974026

0.97561

0.971061

0.976974

512

0.965964

0.962233

0.961857

0.96248

0.962233

0.962357

0.978862

0.974026

0.974277

0.980328

256

0.962602

0.963816

0.970199

0.962602

0.967105

0.96732

0.972268

0.980519

0.977346

0.981878

128

0.967427

0.960396

0.968595

0.967427

0.962233

0.965742

0.970588

0.980519

0.980519

0.981878

64

0.957792

0.950495

0.960133

0.958949

0.965517

0.962602

0.969305

0.970684

0.960656

0.963934

32

0.946515

0.955519

0.956811

0.951299

0.948929

0.958678

0.9504

0.962602

0.951456

0.95114

16

0.938511

0.921273

0.925125

0.922314

0.937705

0.933764

0.918831

0.94599

0.936791

0.92635

0.897436

0.891486

0.872727

0.906149

0.90671

0.900813

0.885993

0.91256

0.909968

0.898361

0.837748

0.841216

0.850847

0.844371

0.872727

0.859038

0.826087

0.893964

0.858553

0.837359

2

0.739726

0.727273

0.762821

0.755906

0.745283

0.744479

0.720859

0.772586

0.71406

0.725581

30

$1799 24 10cv extreme gradient boosting after recursive feature elimination F;-score



n-features

Training time (seconds)

8192

59.4456

59.95857

58.58048

58.95883

58.22911

58.28445

59.49568

59.69072

58.51636

58.17337

4096

34.03303

34.07373

34.14031

34.16567

34.11697

34.13087

34.05107

34.59342

34.18687

34.47485

2048

23.02132

22.9236

22.863

22.89243

22.86084

22.90339

22.87262

23.00514

22.97485

22.93025

1024

16.09553

16.08206

16.15152

16.05579

16.15797

16.15266

16.07178

16.26156

16.16933

16.12267

512

8.950951

8.888672

8.865063

8.869333

8.903448

8.84118

8.894274

8.981919

8.926711

8.919433

256

5.097747

5.240868

5.098294

5.221982

5.222028

5.215514

5.238912

5.276337

5.221573

5.242783

128

3.204455

3.215703

3.213676

3.200609

3.197729

3.198352

3.207939

3.208846

3.206023

3.224841

64

2.367793

2.327777

2.358153

2.329773

2.329243

2.349115

2.355445

2.354427

2.355806

2.382621

32

1.758152

1.792748

1.80002

1.82012

1.769325

1.76527

1.776224

1.765819

1.753735

1.759976

16

1.612942

1.606234

1.579082

1.586821

1.666362

1.664251

1.65401

1.630197

1.542736

1.535221

1.409796

1.421107

1.410854

1.400417

1.392649

1.396396

1.396727

1.392233

1.394638

1.405561

1.386383

1.334137

1.296646

1.306085

1.298842

1.319989

1.318659

1.305331

1.325563

1.315311

2

1.223465

1.289644

1.24785

1.226521

1.22476

1.242899

1.232939

1.229603

1.263252

1.269223

31

;17979 25 10cv extreme gradient boosting after recursive feature elimination training
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UNN 5. AATITUNENITINAADY
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5.1 ATITHNANISNAFBUNITHENUSLNNUBIAUAIE 8192 attribute

0 4.2 Han1SNAdaUNISLENUIEIANIUDIAUAIE 8192 attribute 15719 26 LEARIAT

F,-score, train time uansALaasaInita 10 fold Tng Hybrid type 1 1An7N bytecode 4-

gram, opcode basic block, section line count @i wag Hybrid type 2 LAA3N

bytecode 4-gram, 3-gram opcode, section line count fafil NaaW5a1NNI5LY bytecode

d-gram Wag bytecode 3-gram 33U extreme gradient boosting lakafvian sesaswde

random forest @un1511 attribute fsvdauldsuiulansliiuiinadnslylanvy

nidn Inenaildlunisiseuiusiay model wansnsfiulunuduiu attributes wae

hyperparameter lu #1579 15

Extreme gradient
Random forest boosting Multilayer perceptron
0.911617446 0.899496823 0.803733538
Section line count 0.960673928 0.601303816 4.423258471
0.934236232 0.953258208 0.909740064
Bytecode 2-gram 418.0477082 146.6882283 108.6704027
0.951586605 0.962020279 0.928489091
Bytecode 3-gram 406.3220317 186.7785318 60.04135408
0.952946072 0.962556825 0.931556052
Bytecode 4-gram 283.1446204 58.02277942 15.73045666
0.934793164 0.94541971 0.910194129
Opcode 2-gram 100.7122748 200.3577195 320.4567896
0.936541083 0.948177895 0.928936619
Opcode 3-gram 45.56688328 184.1514444 81.29305699
0.936537172 0.93987054 0.930811713
Opcode 4-gram 67.06175089 59.42534688 390.6534435
Opcode basic 0.93350912 0.942255274 0.93146785
block 12.80160551 62.89452643 108.9697778
0.952586538 0.961063113 0.907950843
Hybrid type 1 293.9095358 117.7235218 577.3713723
0.952273918 0.961559744 0.900061485
Hybrid type 2 397.7922876 46.88780761 78.90536661

BTN 26 Uanea F ;-score, train time



5.2 AATITHHANTSNAGDY soft voting

33

ToyavIN 4.3 HANIVAABY soft voting ajunadum1s1eAaeaInys 10 fold 1A

A3 27 hazdNTaasenTm 3U 10 31 soft voting 18 bytecode 3-gram L@z U 11

[

N3 soft voting A28 bytecode d-gram lensil

RF | XGB | bytecode 3-gram | bytecode 4-gram
100 0 0.950360396 0.950673082
95 5 0.953666473 0.952296605
90| 10 0.953839203 0.953824427
85| 15 0.955119701 0.955576685
80| 20 0.955446832 0.956418838
75| 25 0.955385648 0.957259601
70| 30 0.955864975 0.958548533
65| 35 0.957326126 0.959513271
60 | 40 0.958129043 0.960343405
55| 45 0.958450344 0.960652497
50| 50 0.958930024 0.961117322
45| 55 0.959270274 0.96111123
40| 60 0.958916635 0.962212909
35| 65 0.960040207 0.962034466
30| 70 0.960655621 0.961884807
25| 75 0.961754145 0.962359873
20| 80 0.962225524 0.963010212
15| 85 0.962542015 0.962674042
10| 90 0.962393988 0.962492651
5 95 0.962704876 0.961845394
0| 100 0.962373123 0.961991755

A19N 27 a3UF-score soft voting
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5.3 ATITHNANISNAGBU recursive feature elimination

970 §U 12 N9 recursive feature elimination with 4 fold cross-validation qg
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Wuauwee JKolter & M. Maloof, ¥ .#.2006 [18] %ﬂ% feature LU bytecode 4-gram
U 500 @7 19 feature selection 918 binary information gain way 14 boosted
decision tree 10U classifier wag baseline 2 \Uusuve A. Yewale & M. Singh Tud a.a.
2016 [33] 3l feature \Ju opcode 1-gram $uaw 20 6 feature selection §e
principal component analysis tag 14 random forest i classifier uaswonanii
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A1ANUIN N Code recursive feature elimination with cross validation

Faulann class RFECV guatiuly scikit-learn wielwanunsofuansiuau feature
ﬁLﬁﬂs%ﬂl”iLV}"]ﬁuﬁa parameter %o n_features to select
class RFECVX(RFE, MetaEstimatorMixin):
def init  (self, estimator, step=1, cv=None, scoring=None, verbose=0,
n_jobs=1, n features to select=1):
self.estimator = estimator
self.step = step
self.cv = cv
self.scoring = scoring
self.verbose = verbose
self.n_jobs = n_jobs

self.n_features to select = n features to select

def fit(self, X, y):

""Fit the RFE model and automatically tune the number of selected
features.

Parameters

X : {array-like, sparse matrix}, shape = [n_samples, n_features]
Training vector, where 'n_samples is the number of samples and
'n_features’ is the total number of features.

y : array-like, shape = [n_samples]
Target values (integers for classification, real numbers for
regression).

nn

X,y = check X y(X,y, "csr")

# Initialization



cv = check cv(self.cv, y, is_classifier(self.estimator))
scorer = check_scoring(self.estimator, scoring=self.scoring)
n_features = X.shape[1]
rfe = RFE(estimator=self.estimator,

n_features to select=self.n features to select,

step=self.step, verbose=self.verbose - 1)

# Determine the number of subsets of features by fitting across
# the train folds and choosing the "features to select" parameter

# that gives the least averaged error across all folds.

# Note that joblib raises a non-picklable error for bound methods
# even if n_jobs is set to 1 with the default multiprocessing

# backend.

# This branching is done so that to

# make sure that user code that sets n_jobs to 1

# and provides bound methods as scorers is not broken with the

# addition of n_jobs parameter in version 0.18.

if self.n_jobs ==
parallel, func = list, rfe single fit
else:

parallel, func, = Parallel(n_jobs=self.n_jobs), delayed(_rfe_single fit)
scores = parallel(

func(rfe, self.estimator, X, y, train, test, scorer)

for train, test in cv.split(X, y))

scores = np.sum(scores, axis=0)

aq
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n_features to select = max(
n_features - (np.argmax(scores) * self.step),
self.n_features to select)

n_features to select=self.n features to select

# Re-execute an elimination with best_k over the whole set
rfe = RFE(estimator=self.estimator,

n features to select=n features to select, step=self.step)

rfe fit(X, y)

# Set final attributes

self.support = rfe.support
self.n_features = rfe.n features
self.ranking = rfe.ranking
self.estimator = clone(self.estimator)

self.estimator__fit(self.transform(X), y)

# Fixing a normalization error, n is equal to get n_splits(X, y) - 1
# here, the scores are normalized by get n_splits(X, y)
self.grid_scores = scores[::-1] / cv.get_n_splits(X, y)

return self
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A1AKNUIN U Code TUSHNSUNAANSIINIIUINY

TUsunsuiidentusiteldiunadnsannanidel] Fesns metadata fisonadosiu
model 984 classifier wazld pickle Tun1s load model classifier Tnelufithiaui
bytecode 4-gram

larid ParseFileNameTolLongBytecode IziSunAds objdump -s udLBeuaslng
o tmpFile Mg utusuasitendui iy bytecode 1nsarulyimun return sonidu
A188NUTLUDY bytecode

flaridu parseBytecodederam 1 Hadns 91 ParseFileNameToLongBytecode
wifusuuldasty array FefinsSeamudidiures bytecode finumu metadata firfsun
15 uiliife metas192

laridu classifyData 9¢ load model U84 classifier Tuznde pickle 51&:{[,%)51}6%’15
1491 XGBoost §is download library 483 XGBoost Wereu figutiuasnudeianainly
Supoull 189910 load model Tunudr zthien input e datalin WHHY input dnsu
N19YuEAY model fINa1 Wag return Naanseanly
def ParseFileNameTolLongBytecode(inFileName):

commandStr = "objdump -s " + inFileName + " > tmpFile"
print (commandStr)
o0s.system(commandsStr)
f=open("tmpFile","r")
longLine =™
for linel in f:
if (line1[0]=="") :
line2=linel[linel.index(' ',2):]
longline = longlLine+line2[0:36].replace(" ","")
f.close()

return longlLine

def parseBytecodedgram(longLine):

#read meta



f=open("metadata/meta8192","r")
metalList = []
countLine = 0
for linel in f:
if (countLine < (8192%2)) :
iflcountLine%2==0):
metalList += [linel.rstrip()]
else:
break
countLine +=1

f.close()

idx =0
dataArr = [0]¥8192

lenLongLine = len(longLine)

while idx < lenLongline-6:
theWord = longlLine[idx:idx+8]
ifttheWord in metalList):
metaldx = metalist.index(theWord)
dataArrmetaldx] += 1
idx += 2

return dataArr

def classifyData (dataln):
model _rf = pickle.load(open("metadata/rf d3 8192.dat", 'rb"))
model xg = pickle.load(open("metadata/xg_d3 8192.dat", 'rb"))

re_dataln = [dataln]

a7



out rf = model rf.predict(re_dataln)

out_xg = model xg.predict(re_dataln)

return [out rf[0],out xg[O]]
if name ==' main_ "
fileName = sys.argv[1]
if(len(fileName)==0):
quit()

#1.0bjdump
#2.parse to array
s = ParseFileNameTolLongBytecode(fileName)

datalnput = parseBytecodedgram(s)

#3.load model and run classify

print(classifyd01(datalnput))

quit()
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