2.1

211

48
American Card

Master Charge

1
Diners Club American Express
.. 2502 Visa Card
(Wells  Fargo)
.. 2509 Master Card
.. 2503 ( )
.. 2512
(Credit Card)

(Financial Instrument)

.. 2493
.. 2501 Bank



L (Local Credit Card)

2. (International Credit Card)
2.1
2.2
2
T & E Card (Travel and Entertainment Card)

Charge Card
2.3

24

3. (Affinity Card)



Electronic Banking

(Electronic Fund Transfer at Point of
Sale: EFT/POS) (Point of Sale)
(Electronic Data Capture: EDC)

ATM

(Automatic Teller Machine: ATM)
ATM /
ATM
Online

(Telephone Banking)

(Internet Web Site)
(Promotion)
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6 [2
1 4
2. 6
MASTER CARD 1 VISA
3
L (Issuer/ Acquirer)
2. (Card holder)
3. (Merchant)
3 2.1

-«——Negotiate —p '®) $
$
@ l ———Authorize —»= Authorize ——»
Order ————»
; ~«——Confirm ~+——Confirm

Cardholder Merchant Acquier Issuer

2.1
1
2.
3. (Automatic Teller Machine / ATM )
4 (Tele Banking)

5. (Cash Deposit Machine)
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12

111

112

113

114
115

116

ZIP ZAP

ZIP ZAP

ZIP ZAP

EDC (Electronic Data Capture)
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2.2

121

122

123
124

125

12.6

127

128

(Point-to-point)

12



2.3
24

2.5

Address)

(SSL)

VERISIGN

SOCKET SECURE LAYER

13



212

3
1. Consumer-to-Business
2. Intra - Org E-commerce
3. Inter - Org E-commerce
B2B (Business to Business)
4
L B2B (Business to Business)

2. G2G (Government to Government )

3. B2G (Business to Government)
4. B2C (Business to Consumer)

2.1.3 (Crytography) [3]

(Cryptography)

(Authenticity)

(Electronic Commerce)

14



(Symmetric)

Encryption standard)

Rivest 1Shamir Adleman

System)
(Public Key)

(Tampering)

2.1.4 (Digital signature)

(Digital - signature)
Characters)

(Private Signature Key)

15

(Asymmetric)

(Symmetric) DES (Data

(Key)

(Secret)

(Asymmetric)
RSA

RSA (Public Key

(Secret Key)
(Public Key)

(Secret Key)

(Eavesdropping)

(Forgery)
(Authenticate)

3]

(Set) (Alphanumeric

(Seal)

(Certification Authority)



(Private Key)

(Public Key)
Algorithm)

Algorithm)

Hash Algorithm)

16

(Numeric Value)

(Public Key)

(Private key)

(Message Digest) (Secure Hash
(digest) (Private Key)
(Mathmatical
( )
(Public Key)
(Message digest) (Secure



0. (Certificate)
(Certification Authority)
(Certification Authority)
(trusted Third Party)

(Public Key) ( )
(Certification Authority)

2.1.5 CyberCash Credit Card Protocol Version 0.8 [4]

Cybercash Internet

CyberCash

CyberCash

(CyberCash Transactions)

CyberCash
(establishing) 1

authentication Public Key encrytion

RSA

0.8

17



Header Body part

Transparent

Header part

2.2

CyberCash

1. Header- 1 ' CyberCash

2. Body Parts
Body Parts 2
1.1 Transparent Part -

1.2 Opaque Part(s) -

2
121 ‘“opaque’
122 'merchant-opaque’
RSA
3. Trailer- CyberCash
value) !

2.1.6 Transaction Security Protocol
1. Secure Socket Layer (SSL)
2. Secure Electronic Transaction (SET)

Opaque Part(s

18

Trailer

Trailer

CyberCash

(Public Key System)

(check
!



Secure Socket Layer (SSL)

Netscape
Version 4

Network Layer

SSL

HTTP  Telnet

2.3

SSL

SSL
SSL
(SSL Handshake)

(Session Key)

19

2538 IETH
TCP/IP
RSA Data Security,Inc
TCPIIP Application Layer
TCP/IP SSL
Netscape Navigator

SSL
( )
NNTP FTP SMTP  SHTTP  Efc...
SSL
TCP/IP
SSL Protocol oSl
SSL

24
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' SSL 3

21 SSL

X.509

(Message Privacy)
(Public Key Encryption) (Symmetric  Key
Encryption)

SSL Handshake
(IP packet Sniffer)

(Message Integrity)

(Hash Function)
(Mutual Authentication)
(Digital Certificate) , SSL

SSL Handshake
(Digital signature)
SSL Handshake



T« » ®ﬁLirnn 5"\« ,

Secure Electronic Transaction (SET) [5] [6]
VISA  Master Card ’

18 . .40
SSL SSL 3
(
)
SET
SET (Payment Gateway)
SET
SET CA "/ REE
SET
SSL
SET
SET

SET
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2.2

CA

SSL

SSL

23

SET

SET

CA

E-Wallet



2.2

2.2.1

4
Encryption  (
A
B
Plaintext ~ Encrypt key

SSL

40
128

17l

multi-user

SSL

A
Ciphertext

SET

SET

24
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Ciphertext Decrypt key
A
key
3 Public key cryptosystem
(Asymmetric cryptosystem) key
Secret key cryptosystem (Symmetric cryptosystem) key
(Mixed Key Encryption)

2.2.2

(Plaintext) (Ciphertext) '
(Key) (Code System)

(Cipher System)
(Cryptographic  Algorithm)
(Cryptographic  Key) 2
(Block Cipher Algorithm)

(Stream Cipher Algorithm) '

(Feedback) (Chaining)
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(Encryption)

(Decryption)

(Secret Key)

2.2.3 (Authentication & Digital Signature )

( Authentication )

Authentication Protocols Secret key cryptosystem  DES
algorithm Public key cryptosystem  RSA Authentication Public
key cryptosystem Digital signature  Authentication Digital signature

Digital Document
signature
signature
Digital signature 2
sign document signature
sign Digital signature signature
sign



2

(Message Authentication)

" (Message Authentication Code)  MAC  AC

24
Text AC
| |
Accept Text Yes $ INO Reject Text
24
L
2 M’
AC AC
M M
AC
3 AC M=M
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(Authentication of a Message's origin)

( ) 2

| 2.5
KL Encipherment
Ak b
K2 Encipherment
2.5
A B Kl K2 Kl A B K2
B A B A Kl
B
A K2
2 A B
(Password) A B PWa
Pwb A B A PWa B
B A



MAC

= 1-2C1

CBO)

29

(Authentication of Message's content)

(261)/2C
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(Cryptography)

(Authentication of Message’s Receiver)

30



3l

4000

2 (Meyer

and Matyas,1982) (Code SystemX
(Cryptographic System Cipher System)
(Code book  Dictionary)
(Plaintext)
(Ciphertext)
(Substitution
Cipher) (Transposition ~ Permutation cipher)
2

(Cryptographic  Algorithm)
(Cryptographic Key)
(Cryptographic Algorithm)
2
(Encryption Encipherment)
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(Decryption  Decipherment)

(Cryptographic Key)

26 E D
P
C K
K
Plaintext 1 . Ciphertext i D Plaintext
P C = Ek(P) P = Dk(C)
2.6

National Bureau of Standards (NBS)
(Meyer and Matyas, 1982)
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1 ? (Conventional Cryptographic Syste
Symmetric System)

e | pf neavia |

f f
2.1
(Data Encryption
Standard Algorithm (DES)
2. 77 (Public ~ Key  System
Asymmetric System)
Diffie  Heilman (Diffie and Heilman,1976) “New Directions

in Cryptography” 1976
2
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(Public Key)

(Secret Key)

—p| havia neasvia [
$ t
2.8
(Rivest-Shamir-Adleman Algorithm) S (Knapsack
Algorithm)
3. (Mixed Key Encryption)

2

2.9
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RSA
40

RSA Data Security Inc. RC2  RC4 (RC Ron' Code)

40 Web
Browser  Microsoft ~ Netscape 4 RC2 DES
RC4 ( Real Time Encryption
Application )

( 1 )

(Certificate Authority / Certifying Authority (CA) )

T 10\bc\4-44
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(Serial Number)
2.10

2.10

(signed)

X.509
(Consultative Committee on International Telephone and Telegraph (CCITT)

(Telecommunication Standardization Sector of the International Telecommunications
Union ITU-T)
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X.509 X.509
Privacy-Enhanced Mail (PEM) DES
RSA X.509 PEM Public-key Cryptography
Standards (PKCS) PEM

Whitfield Diffie .. 2519

Fonufignsios

BYIE

uae
v A . v
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2.10

Web Browser
Netscape Microsoft

(Certification Hierarchies)

GTE , BelSign 1CertiSign 1IPS



1SSB VeriSign

VeriSign

VeriSign
)

1000

(chip) 1

3

Web Browser

VeriSign

1979

Netscape Microsoft
X.509
VeriSign

(Personal ID)
(Developer D)

(Heilman,1979)

39

(Server

100

50



2.2.5 (RSA)
(RSA)
(prime number)

Netscape Web Browser

WWwW
WWW
WWW
Client-Server HTTP (HyperText Transfer Protocol)
Web Browser
Netscape S-HTTP (Secure HyperText Transfer Protocol)
RSA WWwW
Key
Exchange Algorithms 1 SHTTP Signature Algorithms SHTTP Message Digest
Algorithm RSA-MD2 RSA-MD5
!
1978 R Rivest, A Shamir 1 L Adleman
Public-Key Cryptosystems
1 Ek k
M C
K K M C= Ek(K) M= Dk(C) = k(EKM))
2 K1Ek Dk

3. K k  Ek
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M C
k(C) Ek(M) =C
One-
way Function
X f(x) f (x) X
(Trapdoor) 1
2 3.
E
(Cryptogram) C (K.M) M
(K.C)
(K:M) C
C) M
[0
1] e d
(ne)
(d) d
C M
M =E (M) = Memod
M =D(C) = CPmod
e
M d
2 P q P q
= Pq
(Fast Exponential
Algorithm) [0, -]

C = FastExp (M.e, )
M = FastExp (C,d, )
Euler ' Generalization of Format ' Theorem
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M ()mod =1

(1) =(p-1)(9-1) Euler Totient Function e d
edmod ()=1
M ()mod =1

M [0, -]  GCD(M, )=1(GCD : Greatest

Common Division)
M =D (C) = D(E(M)) = Memod )dmod = Medmod
edmod ()=1 ed=t ()+l t
Medmod = Mw<nj+1 mod
= MM* <) mod
= M(MtWn) mod ) mod
MtWn) mod = (MtMn) mod )'mod
= 1Imod
=1

At

v

¥
VoAl

v

‘e 4
u‘UQWJlﬁUlﬂUUﬁﬂﬂ

v

Y o v
WNTHAUDANY

fadie M mod n = (M x 1) mod n =M

nausiiameld e, n

> C=M"mod n

T i da

‘o o o o
f]q;uvﬁmmﬂummmj d,n uﬂmmmuﬂamﬂuﬁ'ﬂmm
= ————P
n=pq

[

&P.q d=¢" mod @(n)

M=C’mod n

T @(n) = (p-1)(g-1)

o mvau

Ve
Y]

2.10 RSA
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1
N 2 24
2
2
2
RSA
2 = Pq
A=01,B=02 8
1 1 1
[O, ) ]

10 {0123456789} 0 1
1 mod

Fast Exponential



RSA
“ COMPUTER SCIENCE *
A=01,B:=021L=03,...,Y=25,£=26,BLANK=00
"03151316212005180019030905140305 ” p=73 ,q=151
=pq = 11023 @ U
4 @ U
Cj = M,e mod

(d)

5801 -

5891

C, = 0315 ' mod 11023 = 4989
c2=1316 N mod 11023 = 9567
C3=2120 1 mod 11023 = 1436
C4=0518 M mod 11023 = 2023
C5=0019 1 mod 11023 = 7116
c6=0309 L mod 11023 = 7111
C7=0514 L mod 11023 = 5378
€ 8=0305 1 mod 11023 = 6064

[0, -1]
' ed = 1 mod (p-1)(g-1) 1=11¥5891 mod 10800

inverse 11 mod 10800

M1= 4989 FL mod 11023 = 0315
M2= 9567 30l mod 11023 = 1316
M3= 1436 Tl mod 11023 = 2120
M4= 2023 B mod 11023 = 0518
M5= 7116 B mod 11023 = 0019
My= 7111301 mod 11023 = 0309
M7= 5378 T mod 11023 = 0514
My = 6064 3L mod 11023 = 0305



2.3

50
75
100
200
300
500

RSA

1.4X1000
9.0X1012
2.3X 105
1.2X 102
15X 108
1.3X 103

RSA

RSA
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39 ( )
104 ()
14 ()

3.8 X109( )

4.9% 1015( )

4.2 X105 ( )
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