3.1
(protocol)
(open  system)

/ (TCP/IP
protocol suite) (the Internet
Society; 150C)

/
= | (Request For
Comment; RFC)
/
[ 5 [9] 31
Application
UDP TCP
Iaw
IP
AP L RAP
Datalink
Physical

31 /



layer)

(Internet Protocol; 1P),
Message Protocol; ICMP),
ARP)
Protocol; RARP)

4

(Cost-gffective)

(Flow control)

(Datagram)

7
21

(Physical layer)
(Network interface layer)

(Datalink

(Device driver)
(Network interface card)

(Network layer)
(Data packet)

(Internet layer)

1 (Internet Control
(Address Resolution Protocol;
(Reverse Address Resolution

(Transport layer)
(Reliable)
(User process)
2
(Transmission Control Protocol; TCP)
(User Datagram Protocol; UDP)

(Error correction)

(TCP segment)



3.2

Laver

Application
Transport
Network

Datalink

Physica

22

5 (Application layer)
(Remote
(Telnet), (Electronic mail; E-mail)
(Simple Mail Transfer Protocol; SMTP)
(File Transfer Protocol;

(Internet Protocol Suite; IPS) u

/
/
[10]
32
@ = Da:a Format
/
AH AH h43§§1}3
\
A
\
NH NH [Hagan.s
\
DH P DT DH pr!  Fams

NANAAARPRNAKAAS - INAINARAVNARAAINA - Bes

32 11 ,
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A B
A
(Application Header; AH) B
¢ " (Message)
(Transport Header; TH)

¢ " (Segment)
B (Network Header; NH)

¢ ” (Datagram)

(Datalink Header and
Trailer; DH ~ DT) “ 7" (Frame)
“ " (Data bit)
B
B
DH DT
NH
TH
AH
B A
(Peer layers)
(Peer-to-Peer connection)
3.3

31 ()
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3.3.1 <Ethernet)

(Coaxial-based bus cabling

system) (Digital Equipment
Corporation), (Intel Corporation) (Xerox Corporation)
(DIX)
(local area network) /
/
(Carrier Sense Multiple Access with Collision Detection; CSMA/CD) 10
(Mbps)
(Medium Access Control address; MAC address) 48

3.3.2 IEEE 802 (IEEE 802 network)

(Institute of Electrical
and Electronic Engineering; |EEE)
|EEE 8023

(DIX Etheret) |EEE 8024
(token bus network)
|EEE 8025 (token  ring
network)
(Fiber
Distributed Data Interface; FDDI)

3.3.3 (SLIP)

(Serial Line Internet Protocol; SLIP)
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(De facto standard)
RS-232 (RS-232 serial port)

1 SLP
END (OxCO)
SLIP END 2 SLIP ESC (OxDB)
OxDC SLIP ESC
2 SLIPESC (OxDB)  OxDD
M -semsormmemeermaensces IP datagram )
® DB
1 1\
BD B | B\ \ BD
0] DB OC DB DD 0]
1 11 11 1
33 1
1
(Type filed)
3.3.4 <P PP
(Point-to-Point Protocol; PPP)
(Asynchronous connection)
(Bit-oriented synchronous connection)
(Flag) 1 OXTE, 1
OXFF 1 0x03
(Protocol field) 2
(information field) 1500

(CRC field) 2

1 OX7E 1



(Bit stuffing)
fl_?é; adggss m(%rol protocol information
1 1 1 2 upto 1500 bytes
34

3.4 N7 hivulfl I (Network layerprotocols)

341

(Unreliable, connectionless datagram service)

26

(Virtual circuit)



3.4.2

(IP address)

32

(Network identifier; net id)

(Host identifier; host id)
(A B,c, Dand E)

31
(dotted-decimal notation)

7 bits
Class A net id
ClassB 10
ClassC 110
CassD 1110
ClassE 11110

35

21

(Internet address)

(Internet Architecture Board; 1AB)

(Network number)
(Host number)
5 1 1 1
(class its)
35 3 ,
24 hits
host id
14 bits 16 bits
net id host id
21 bits 8 bits
net id host id
28 hits
(reserved for IAB)
27 bits

(reserved for future use)

5



31

0000 17ZhAZb b
18000 12202 5
19000 282202 2075)
20000 252D
20000 HZhAZD

moo >

343

(Fragmentation and reassembly)

(Maximum Transmission Unit; MTU)

(IP Header)

(Fragment) (Packet)
(identification number) 16

B

28

«

(Data filed)

20

1



Souce
5 Retof Phestr It Flas Offe Daa e
igin oD 0 0 103 \k/\u
hytes- 1024 bytes ;«'i{[er.
\ekuh 7m0 0 0 Lo MO8 52 . 1B (.
{— Dhytes—) 1+ Dhytes—) NS
fRefr mxd 0 0.2 777 O 64 512..767
ey (— A bytes—» -
i o e
Nrc
XA 2 26.51 71730 % 768 1023
2 bytes- 20 hytes- r%
36
36
(Identification number) 16
3 (Fragmentation offset) 13 8
| 8
1
20 2 532 3 276
1024 1
(Router A) 2 b12
20
532 2
0
b12/8 64
(More hit flag) 1
0 ,
3
36 , 3

4 216
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1
344 {
(Address Resolution Protocol; ARP)
(Reverse Address Resolution Protocol; RARP)
31
/ 3
(Medium Access Control address; MAC address) 48
(ARPcache)
(Dynamic)
11
(Diskless
workstation) (X terminal)
3.7
32-hit Intermet acess
4
ARP RARP
48t MAC adess

37



3

345
1 (Internet Control Message Protocol;
ICMP)
(ICMP message)
8
1) (Type field) 8
2) (Code filed) 8
3) (Checksum filed) 16
4) (Specific content field)
A IP cetagyam V)
Phescr  &hittype Shtoode 164t chedaum  speafic conterts
Difes  Aeosemsbommmmcioiece, ICVP MBSSR  =--emmmemmeeeeeeee !
38
35 Ifuun . (Transport layer protocols)
y
2

(Transmission Control Protocol; TCP)
(User Datagram Protocol; UDP)
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35.1 (Port)

(Port number)
16 /
(Well-known port number)
11023

35.2 (Socket)

/
(Socket pair) 4 ,
353
(User Datagram Protocol; UDP)
(UDP
datagram)
39
H IP detagyam !
i U000 1 [ — H
P DP ca
2 hytes 8ytes

16-“%[1)“ 16-&%01 160t U:Pk?fgh 1%[];[[]3
39



33

(Source and destination port number)
(UDP header) 1

16
8 (UDP length field) 16

(UDP checksum field) 16
(One’s complement) 16 16
(26-bit word)

(Pseudo header) 12

16
2181 = 65535 20
8
65507
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354
. (Transmission Control Protocol; TCP)

(Connection-oriented protocol)
" | 0 | 1

, (Segment)
(TCP header) 20

3.10

IP hesckr TCP heatkr TOP chia
Dbytes Dhytes
310



(ACK flag)

302

(Error detecting and correction)

(Flow control)

(Resequencing)

(Removing duplicate

(Sequence number)
(Acknowledgement)

3541
128101

, (sequenc

128.1.0.9
, ACK
(acknowledge

segments)

(The connection setup phase)

128109
SYN (SYN flag)
e number field) 921

128.1.0.9
ment number field)

xA0ux£3 C6

3

ACK

SYN



128.1.0.1 (921+1=922) 128.1.0.9
128.1.0.1
128.1.9.1 ] L 128.1.09 .
ACK s
128108 (302+1=303)
31
Network
Node 128.1.0.1 Node 1_38.1.0.9

SEQ =921 SEQ =302
ACK =7 ACK =?
SEQ =302
ACK =922

SEQ =922

ACK =303
SEQ =303
ACK =922

L] \/ L
Time
31 1
3542 (The data phase)
(data stream) (octet)

36

01



312
(host) (echo back mode)

= 7 el S
User type 'C EQ < QQACK
= IOQD
Ag ~
c
&

> Operating
System

Host OS echoes back
'C' and acknowledges

Node acknowledges
receipt of 'C'

31

(ACK = SEQ+1 receipt of 'C'
=109+1 =110) (ACK = SEQ+1 =
92+1 =93)
L \d L
Time
312
6 %2
lC!
128.10. 1 128.10.1 ‘C 128.1.09
1
3543 (Thefinalphase)
FIN (FIN flag)
FIN 313
'logout’

FIN
128.10. 1
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128109 FIN 128.1.0.9
FIN
Network
Node 18101 Noce 128109
User initiates il
logout
_ | Operating
System
Connection Close
terminated connection
| \/
Time
313 1
3544 (Error correction

and retransmission time-out)
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3545 (Sliding windows and
flow control)
354.6 (TCP keep-alive)

1

(keep-alive segment)

3.6 I (Application layer)

(End-user applications)

3.6.1 - (Client/server system)
/

(Server)
(Client)

(Request)
(Response)
314

(Client software)
(server software)
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Requests s
|- ) %m—l 5 I\
Client Responses Server
314
(Software)
(Multitasking)
(UNIX) /
“, (Daemon)
(Background process)
y . (Telnetd)
32
32
(Client) (Server) (Port)
(Telnet) (telnetd) 23
(FTP) (ftpa) 2021
2
(SMTP) (smtpd) °

rlogin rlogind h13
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