2§ 2 ”

? (Computer-Related Crime) ?

? (Computer Crime)

?
2 ?
2 Wy 4
2.1.1 l« ?
] 2 o) " "
3
(1) y
? 2 9) '

M illisecond (10"3 ), Microsecond (10-6 ) Nanosecond (10~9

2) (Internal Memory) 7y



(Data) (Instructions) (Memory)
(3) (Comparability)
1 0 # #
( fi , 2529 1)
4 4 4 4 s
#
#
(Program) # 4
2.1.2 4 !
(1) (Supercomputer) my
fl #'
(2) (Mainframe) my
ny #
# #
# 4
. 4 AV
# #
(3) (Minicomputer)
#



(4) (Microcomputer)
(Desk-Top) I (Lap-Top)

(Note-Book)

'} (PC Personal Computer)

(i «

213 " 3 (Compuer Syer)

N
(Computer Hardware) (Computer Software) 4 0
(Peopleware)
(Internet)
2.1.3.1 (Hardware)
4 : 1
$ 4
/
4 {
(1) (Keyboard) I( s
(2) (Disk Drive) fi
(Read/Write ) (
(3) ) (CD-ROM)
4 ) (CD)

(CD)

fl

f(



10

(4) (Laser Disk)
(Laser) ya
(5) (Monitor) C
(Touch Screen) nog (Light
Fen)
(Moee)
(6) (Mouse) ' *
(7) (Scanner)
(A4) (

OCR (O ptical

(8)

(9)

(10)

Area Network

(11)

Character Reader) fi

(Modem Modulator-Demodulator)

0
& (Fax Peripheral) n
(Fax)
Lan (Lan Card) fl *
Lan (Local
f)
HUB (



1

(12)
! Lan, Lease Line ( 01)
6, 9, 19.2, 64, 512, 2048 Kbps, { #
fh, (Fiber optic)
(13) o (UPS interuptable Power
Supply) ' 4
y

! ] } (CPU Central Processing U nit)

(1) (Chip) (Integrated Circuit

1C) (S ilicon)

( 1 (Rom

Chip) ]

)] M  Radim Access Memy)
( ' y (Kilobyte),

(Megeloyte) (Ggabyte)



12

cPU A RAM
RAM
RAM
RAM ! RAM
« (Storage) |
y
(1) (D isk) y
1.1 (Diskette) y
Diske tte
Diskette 2 525 x 525
35x 35 35x 35 ya
0
12 (Hard Disk)
(D rive)
y (KB), (MB), (GB)
13 co Cnped pisk)
ya cp
4.72 ' ya 600 MB 400
35 $ on line

(Mainframe)

(Disk Pack)

(O ptical or Laser Disk)

(Vedio Disk)



13

(Compact Disk)

D isk
(Magnetic Disk)
$
¢ 0 ) y (D ig it)
) ' ] i
) (Format) (Track)
(Sector) Yy ya
1 17 1
256 (Characters) ) ) 1
Disk ![ Yy
) )
)
0
(1) (Monitor)
(Terminal)
(Non-Interlaced)
(High Resolution) 1,024 768

(2) (Printer)

2.1 (Impact Prinf



14

1 " - (Dot M atrix) n

(Daisy wheel)

) « o

2.2 )) (Non-Impe

| (Ink Jet) ?!

(Laser) 2
2.13.2 (Software)
(Program)
# #
)
4 )
&
W4
4 21 $
1 4



15

1
fl " # 4 =m fl 3 # [
fl ) #
A 2( # !
fl it in (High-Level Language)
# # (BASIC), (COBOL), (FORTRAN),
(PASCAL) (C) (Assembly
Language) | # (Low-Level Language) o1
2( "t #
A #
$ # ( -
' no ) M P )
# " # (Source Code) A
# # #
I Ohbhject Code
fl # ?(
fl fl # 1 1
D) ) #OH# #
(Punched Card) # fl 2
@ #  (Control
or Operation Sygem Program)
At $ ) !
$ A C o (Loading)
(Saving) (Deleting) fl
#2( # #



16

(2) (Application Program)
(Microprecessor)
Microsoft Word

Pac Man

$ ( " -
f [
1
) (Algorithm)
(Flow Chart) » 0
2.1.3.3 (Peopleware) « «
4 ! (
(1) $ ' (General Manager) "
$ . $ , )
4 f |
(2) (System Analyst) $



1

5
6 f D)
f '} $
| |
(3) $ (Programmer)
Ib
$ $
(4) fl (Computer Engineer) $
&
(5) |1 (Data Base Administrator)
1}
$
(6) (Operator) $
) fl



(7) $ (Operation Supervisor)

$ 3 I (Foreman)
y fin
(8) ya
y ?[ y
o .
2134 (Internet)

(Network) &

n y
ya' ' y $
( 2540 %) )
| 1 4
4 $ $
(1spP) (ID Number)
y y y
$
| y $



2540

36)

(1)

(2)

(3)

4a

th

fIfl

19



(4)

1987 5)

(1)

the United States)

18

(T itle 18 of The United States Code)

.1979 (Federal Computer Systems

1028

Protection

Act

of

(Colin

1979)

20

Tapper,

(Federal

Legislatic



(1)

(2)

(A)

@ -

(2)

50,000

" (Aocess)

' (Computer)

tmewmni

«

«

minmimnnii

TTin (

vtof

2



fl

(3)

(4)

(5)

(6)

(7)

(8)

(9)

22

(Computer System)

(Computer Network)

$ 1
(Property) « ' )
! !
N
(Services) ( )
3 " (Financial Instrument)

(Computer Program)

(Computer Software)



23

1028

vi

! @ 2531 103) !

(Access)

(Alteration)" " ! (Damage
or Destruction) *

(Alteration)

! ! ! ! !



)

fl

ft

‘T iff

ft

ft

)

ft

)!

fib

ft

ft

24

ft

ft

ft fl

)!

fl

(Damage or Destruction)

fl ' fl

ft

<«



25

f
( , B3 12)
2 4 -
&)
(David Icove, 195 73
) L64a
(15 USE Commerce and Trade, chapter 41, Section 1644)
- Y (17 UL copyrights)
- i) (18 use Qines ad
Criminal Procedure) 8l : 641
4 3 : ¢
, 109 , 1030
, : 1343
3 21b : 2314
, A1
, 522
: 321
{ (Pen Register) : 2000ea
(David Icove,
196 74-78)
(3)



2.2.2 I ffal
}
Evidence Act 1968), . .1965
Act 1965) . .1984
.1984 &)
g}
?
29 . .1990

.1990 (Computer Misuse Act 1990)

(1)

26

.1968 (C ivil

(Criminal Evidence

«



21

(2)

(3)

@) 4 2

(3) )

(4) '} '}

) (

(1)



(2)

(3)

(4)

(5)

(6)

(7)

ft

ff

fl

1} 2!

(1)

fl

(2)

fl f

L1971

fl

28



Computer Misuse ACt 1%

(i 1 (

21 2

2.2.3

-1

29



30

2.3 « « fl
{ # 0 Vv
'}
2
1 «
2 ' vto
'}
fl
(David Carter, 1996 3-3)
$ ' n (Kenneth
R osenblatt) $ High Technology Crime
vto )
(1) fl
fl
(2) l
fl f

(Kenneth Rosenblatt, 1995 1-2)



(Andra J. Katz)
4
(1)
$
(2)

M alfeasance)

fl

IBM

fl

fl

(David Carter,

fl

3l

(David L.Carter) . ")
f 4
$
fl

4 ' f "1 fl <3
fl (Computer

A Y,

0 |
1996 3-3)
(Don Parker)
fl
4

(John Taber)

fl

¢

fl

fl



fl

fl (Computer Crime)
U ' fl
) 2
(1) (Hardware),
W are), (Software) 1 fl

(Computer as the victims of Crime)

(2) ,

n fll

Facilitators of Crime)

fl

fl

fl

fl

N

(Computer

fl

fl

as

32

(Firm

the



3 (David Carter)

(Andra Katz) 1

(1)

(The Computer is the Target) "

33



34

- , fl
|
(2) fl , (The
Computer is an Instrumentality of a Crime) , -
)
- 3 9
- N 0
3
- 1 $
(3) fl (The Computer
is Incidental to other Crimes) fl
fl 0
- N
- 3
- ft
(4) fl

(Crime which

is Associated with

the Prevalence of Computer)

fl



35

(5) 3 (Technological Coercion via

Computer)

- v $

(6) (Networking Malfeasance)

(1) (Unauthorized Access and
Interception)
(2) (Alteration of Computer
Data) Logic Bomb, Trojan Horse, virus Worm
(3) (Computer-Related Fraud)
n 3 ' (ATM),

X °th'l'2.edA



36

| 3 3 ) t
ya 3 3
@ v 3 (Semi-
Conductor) " A f(Unauthorized Reproduction)
(5) y (Computer
Sahotage)
(6) (Other Computer
Related Crime)
y |
"
BBS (4 1 ' {
y )
2.4.3 I
5
(1) (Fraud by Computer Manipula-
tion)
(2) (Computer Forgery)
(3) | y

(Damage to or Modification of Computer Data or Programs)



37

(4) ' f
(Unauthorized Access to Computer Systems and Service)
(5) ! ft I

(Unauthorized Reproduction of Legally Protected Computer Program)

244 ft 1

(David  Icove), $ (Karl Seger)
(William Vonstorch)

: ft * Computer Crime A
Crimefighter’s Handbook 0 (David Icove, 1995 5)
(1) 3 ft
ft
MI 0 4
ft 0
ft N N
7 ft
. .1990 Silicon Valley 3
ft ft 4
0
2) ~ ft $
ft $
N



3

) )
3 " ) I
I « | )
I (fl
! I
) )
. .1988 A
h 7 First National
Bank of Chicago = with Transfer I
1. Merrill Lynch and Company 23.57
2. United Airlines 25
3. Brown-Forman Corporation 19.75
I I New York
2 1
I I
A -} 3



(Switch  Technician)

50
. 1989
5 A
$
2,000
5
17 " 99
4 N
(Terrorists)
) 3 |

.6)

. 1994

39



18-50

2.4.5

?

? (Computer Criminals)

)

‘A (Donald  Cressey)
(University of California at Santa Barbara)

0 ) 79
? ) {
" ) (
? N
)
?
y
? N
7 7
20 ? ?
? X f

40



41

o $
fill ft
) (Motives) ft
d
(Challenge and Game Playing) '}
f " "
't Vending Machine Syndrom 3 23
Vending Machine 13
(Dr.  Stanley  Winkler) 1BV
1 $
(Operator) } 3 2-3 $
} t '
$
T $ ft
ft $ }
ft ft }
ft '} ft
} }
}
ft
} ft

ft



42

0 o
W% I 50%
(Programmer) ) (Computer  Room
Operator) 175
) 4 )
)
)
) )
)
)
)
0" (
(1) (Novice)
f
N ') $
o !

(2) (Deranged Person)



(3)
|
| linl
0
(4)
3
(%)
|
(6)
|
Hacker/Cracker
$
0

43

14

(Organized Crime) /

Ih '
AN
(Career Criminals)
]
— I
(Ideologues) 4 A
& }
/ (Hacker/Cracker)
(Security) (Password)
4 )
$
Hacker/Cracker



44

$ LA
n$
0
fey
Hacker/Cracker ! '
fey $
Hacker/Cracker
(Hacker) § ! cp
{
(Password) (
(Cracker) !
y $ i
fey '
Hacker/Cracker

(Professor Dorothy Denning of Georgetown University)
. .1990 Hacker !

! 1995
Hacker $ !
Hacker
(7) Snooping Cyber-Voyeurism
, y
(Password) Hacker/Cracker Snooping
y $)

fey ! (Copy)



45

2.5

2.5.1 «

Case
Studies
,$ 4
(David Carter, 1996 4-11)
14

y 4

«

«

«

19 30 5 "



46

‘- (Electronic Mail) 1
! (on
line) $roy $
On Line
4
!
$ )
$$
$
Hacker
I m 1
$ $
$ A North
Carolina !
$

(Cyber - stalking)
32 - $ ' f !



10

f in "Glock 3" $

Glock 3 ) y
)
)
)
)
) '
1 N
) (Networks)

Neo-Nazis Inter Network  Mailboxes

47

~—



48
2.5.2 it

(Robert Synder)
filll » A& M 4

(Case Studies) '

Voice Mail Box

Mail Order

Voice Mail Box

Voice Mail Box

! (Load)



49

I| 91 ,
{ ;
I !
*
$ E
I
ll 5
(Teller)
(Wire Fee) $
II 3
$
(Main Frame)
(On Line) 32
Nether land Hacker !!
L
2. 200,000

(Telecomunication)



50

y 100,000

! New YOrK Maryland
!
| |
4
911 ( ! 191)
A Dr.Smith '
! 2,000 !
(Double  Check) Al
A !
!
l«
fl f
0 !
/A
!
2.5.3 fl 1!
« ., «



51

|
(1) » | | *
! 251 ] !
] I (Hamilton High School! ' !
(Jerry Neal) 19
oy
\ " Pacific
Telephone and Telegraph Company ! I
' ] b !
: K
L | , ! -
! | ! I
! !
! ( |
2514 |
. |
! ! #
| }
| ! !
| ! | !
! 40
v | !
(2) |
' ! .. 2516

| 10 I The Equity Funding



52

Corporation of America (EFCA) fl Los Angeles, California ?'

? 1 ? ? 33
? ? ?
2 2 ?
2 fi 9
, v
? ?
?
? ?
? ? ? ?
?
2515 7 Seidman and Seidman EFCA
5 EFCA
? ? 2 20,000
7 ? )
2,000 ?
HFCA ? 2 9 ?
?
I ?
?
7)) ?



2.5.4

. 2539

AM

AM

AM

10

53

(ATM)

(Automatic Teller Machine

1AM
!
$ AM
AM
|
1AM
AM |
|
$ " AM
AM
! $

AM



54

H 3f A
3 ( ,19 ..23 1]
(2) «
| )
. .2539 $ '
400,500
( )
0 Z 213 23 2539 1 "
p )
If
$ |
!
$ (Locker), $
) ) )
()
. .2538 4 16 P 68
49.46



2541

AM

13

AM

02.00

700,000
145,800

4)
2538

50

(

f'+

20 EL L 2541 )
? (Integrated Circuit)
3

10 2539 6
40 10

26

55



56

( )
10
1 $ 1
( 2% .. 2539
11) 24 2541 2 ’
Note Book
8 ( c 1 B4 19)
(5) :
. 2539 ?
5 292 700,000
) 3 »
4 4
, $
3 1
(Analog)
( , 2 .. 2540 8 U
)
# ) ) $
) . .2498 6 23

( 5354/2539)



. .2531

57

(6)
$6n 1

(7) !

(Copy)
b NN\ 432141

11

31, 70 1 200,000

L (1 4 s g
(8)
(Copy)

(n) 5 41§

$ (Copy)

(1,6 . .50 1



2,000,000

(Web Sites)

(A Site)

(E-Mai )

31 .

(9)

. .2531

1

(Master Card)

. 2540

1)

fl

. 241

?

1)

(On-Line)

58

2542

f
f

B0 19)

24

fi

. (Visa),



5

) 2540 2041
E-Mail - 2 Internet  $
N 180T
3,000-8,000 ( ( , 10
L5
(E-Mail)
1. 2541) § E-Malil 8
jplhi )
§
("2 51 ]
) "0
(Internet Boycott) (Racism)
Don’t! Buy! Thai!
10 3 )
) ) )
2
2
1
) )

A [ ' (Andrew

Vachss) §  Don’t! Buy! Thai! A
The Ultimate Evil ( N ")
) ' R )

12



if '} "Racisn"

fa

}

Don’t!

Buy! Thai!

&)

!
d" 1

fl

60



	บทที่ 2 ขอบเขตของอาชญากรรมคอมพิวเตอร์
	2.1 พื้นฐานทางด้านเทคนิค
	2.2 พื้นฐานทางด้านกฎหมายของต่างประเทศ
	2.3 คำนิยามศัพท์ของอาชญากรรมคอมพิวเตอร์
	2.4 ประเภทและลักษณะของอาชญากรรมและอาชญากรรมคอมพิวเตอร์
	2.5 คดีอาชญากรรมคอมพิวเตอร์ในต่างประเทศและในประเทศไทย


