fto

fta

fl
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3.1 | )
0
? 1 (David Carter, 199  16-3)
3.1.1 | (Case/Project Manager)
) !
| ¢
| ) 4
El + " { 4
7 )
3.1.2 (Criminal Investigator)
| If
! 9
0
V.D.0.
3.1.3 (Prosecutor)
| )
4 7 0
3.1.4 « (Computer System Analyst)



3.1.5

78
3.16 %

3.1.7

3.1.89%

3.1.9

63

$

(Programmer)

A (EDP Auditor)

(System Engineer)
B

(Security Specialist)

(Data clerk)

(Computer Operator)



3.2 & §
3.2.1 CPU 4 '
3.2.2 RAV RAM

vanl $§ VT
3.2.3 Disk Media

Floppy Disk 35"

Back up (]
(Hard Disk Drive)
3.2.4 Diskettes
(Formatted)
5.25", 3.5"
0))
fi (Tape)
(Cartridge)
(Game Cartridge)
(Mass  Storage)
l
Disk
3.2.5 (Operating Systems)

v (Microsoft)

Floppy Disk 5.25"

64

(Equipment Needs)

) 12 GB

Hard

MS-DOS, MS-Windows



AT&T

3.2.6

Norton utilities
3.2.7

328§

3.2.9

0S/2 (Operating System 2)

(Unix Type)
(Multi-Users)

(Apple)

(Printer)

I (Utilities)

)

PC Tools

65



3.2.10 Pen Registers

fey
' Pen Registers
’« |i ’ II 1 1
3.2.11 ,
3.2.12
N
'
} fey
fey 1 '« ' |
fey
3.2.13
3.2.14 ¢ ,
3.3
3.3.1 « (Search Planning)

fey

66
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a E (Hardware) ! (Software)
(Telecommunication) 4

3.3.1.1 fil (Hardware)
)
) (05)
$
'}
? ? ?
3.3.1.2 ! (Software)
fi !
(Copyright) !
(Criminal Tools) ) (Password)
I $
3.3.1.3 fi
(TeJsoomuricat ion)
?
| 4 (Stand Alone)
$ LAN (Local Area Network)
WN (Wde Area Network) (Internet)
?

$ (IsH  th &) 4 {* (User Nane),
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(Password), ISP, 4 ISP
4 (IP Address)

3.3.2

(David Icove, 199  185)

18 use, Ch 119, Section 2522
Ch 206, Section 3121

l« l« I (Pen Register)
42 use, Ch 21A, Section 2000aa

(David Icove, 1995 78) Computer

Misuse Act 1990 Section 14
28

' (David Icove,

1995 347)

l«
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. Il
3.3.3
{
(David Icove, 1995  183-186)

3.3.3.1 (Control Area)

3.3.3.2 (Disconnect any Phone Line)

3.3.3.3 (VDO)

3.3.3.4 / (Make

a Diagram/Label)

3.3.3.5 (Photograph)



10

(Screen Displays) 1 4 4"
3.3.3.6
(Run Programs) y
)
y
(Back up) ya ' Ny
, , fe
) £ A ya
. (CD),
ya (Floppy Disk)
(Hard Disk)
DIR (Delete)
P
(Run Program)
y
)
ya (Hard Disk) yaw

(Floppy Disk)
9 3



1

0 (Run Program) ) $

(RAVI Drive) y f 4 ‘
3337 § ya ‘

3338

3.3.3.9 Ny
Virus y ,

3.3.3.10 N

3.3.4

3.3.4.1 (Hardware) * (David
Icove, 1995  190)
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AP (CPY)

V.D.O. y yd
RV !
A (Hard Disk) y
feya fey
) )
/ U U f
U 1 U 1
d y
(Hard Disk) [
B. (Monitor)
)
)
U
()
C. (Keyboard)
)
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D. f (Extemal /Removable
Hard Drives)
$lé ' fl . (Hard
Disk)
)
) ]
)
0
E (External Floppy
Diskette Drive)
s )
)
)
/ )
F (External Tape Drive)
« DIP (Dual
In Line) ) )
) 0
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G 11} (Printer/Plotters)

DIP
( )
') 6 )
(
H 1 (Modem)
$
)
fil 3
)
f
l. / (Acoustic Couplers/Cables)
{ I
NPC fod
3.3.4.2 (Magnetic Media) (David lcove,
19%  19)
A (Floppy Diskettes)



Icove, 1995

15

' AN ?
" "
B. (Tape)
] n (1]
3.3.4.3 (Documentation)
A S (Manual /Hand Written Note)
8)
)
5 )
B. / (Printout/Listings)
A N 2
fi )
3.3.4.4 (David

187)



System)

BBS |

BBS

y
(User name)

16

' ?
3
a
(Initial Approach)
ya
y
(Password) ‘
y
BBS
BBS (Bulletin Board
ya
y I
BBS ya
yaw
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1J ' (David Icove,
1995 185)
} BBS
! " P (Caller)
A ) |f
! ! $ (Caller)
' 1 IP Address
Printout
| |
$ 1 $ !
D. ' Auto Dialers
?
NS ! !
$ Auto Dialers, speed
Dialer, Programmable Telephone ! 0 1

(David Icove, 1995  185)



3.4

[cove, 199

3.4.1

%

192)

A

0

(

ftg !

%

18

(Examining Computer Evidence)

(David

«



3.42

(Floppy Disk)

(Directory)

(Hard Disk)

0

19

1§
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3.4.3 fi
A ! vh
B. ' fifl
0
C.
D.
3.4.4 % [
' ' ya
y ! yS
(Floppy Disk) (Hard Disk)
ya (Disk)
ya | (Track)
Floppy Disk ' 1 (Cylinder) Hard Disk
' (Sector) (Floppy Disk 3.5 17
Sectors Hard Disk ) 63 Sectors  Cylinder)
(Drive) yd
1 Floppy Disk Drive 2 Hard Disk Drive
2-16
! y ! (Cluster)
1 Cluster

U

2-6 Sectors
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(Operating System) 4 ?

y ?
y ?
y 9
’ fey 2
5 \
03 PCDOS ? MSDOS
# IBM PC Compatible ? . 1981 (Version 1.0)
Version 2 . .1982 Version 6
1992 ?
0S ? 7y

- Boot Sector

- FAT (File Allocation Table)
- Data Area

- Directory Area

MSDOS I
y ? Data Area
Cluster (Data Area)  ? Directory Area
Cluster I Cluster

? 7 7 FAT
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MS-DOS Data
Area ' Directory Area FAT , @8
l} f 1
A [ $
03
fl
}
$
’ (Utility Software)
) T §# ?
(Hidden Filed), )
(Utility Software) PC Tools Norton utility
) A
}
?
{&
$
§ /
(Hidden

Files or Hidden Data) e
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? ?
f $
3.5
3.5.1 (Magnetic Tape), (Disk)
?- (COROM
? ?
d
50-80
" 10-26 ?
35-50
? dh ?

3.5.2 &

6 ,
?
50-80 10-26 ?

35-50



3.6

3.

(Hardware)
0

(Memory),
(Software)

Software
(Password) A
(Telecommunication)

1

(chip),

84



f !

85

f

fi

(David Icove, 1995 : 55)

(Dumpster Diving)
)

) Crackers

fl



ya

(Wiretapping and Eavesdropping)
(Wiretapping) E

(Eavesdropping) ya

86



Logs)

3.6.3

?
y
y
(Masquerading)
}
1

87

(Computer  Audit
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) (Software Piracy)

3.6.4



3.6.5

3.6.6

)

3

(Trap Doors)

(Timing Attacks)
$ 0

89



2)
)
(1) i
(2) $
3)
(1)
2) )
3.6.7
(Trojan Horse)
(Viruses)
(Salamis)
!
(Logic Bombs)
$
(1) $

90
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y (Data Diddling)

3.6.8

yd

ya

yal

yad

ya

3.6.9
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fis

NS

f

ya
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