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2.1 NnEHINLITaY
211 3ansn1sWAIUITANALI4 (Software Development Life Cycle : SDLC) - [6]
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1) wlaunapulueAstaanie (Security policy)
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2) n139assiiauANTuAdLaan t4194WMA (Organization of information security)
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management)
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(Information security incident management)
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® |ntegrate Security into the SDLC

® Define Security Roles

® Provide Security Education and Training
® Perform Risk Management

) m'quﬂ@:ﬂfa‘uﬁmﬂumzmuma*ﬁmmmwG‘ﬂ,w'f(Elements in the software

development process)
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ALATU (Security function to be built
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into applications)
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SDLC Phases

Project Activities

Parallel Security

Activities

11

ISO 17799:2005

mapping

Project Initiation and
Functional
Requirements

Definition

Identify business needs

Identify areas affected

and Responsibilities

Prep%:e project plan

a:msm

plan

Determine security

requirement

Classification and

criticality of information

/ OHS

egal, statutory

‘\

“.

y planning

a.securi

e —
Cevaltiaticonblan=

A

nclude seoum/

.(gquirements in the

TUHARS

well as in request for

5.1.1 — Security Policy

7.x — Asset
management and
information

classification

6.1.1,6.1.2,6.1.3 -
Organization of

Information Security

12.1 — Security
requirements of

information systems

6.2.3 — Addressing
security in third party

agreements

15.1 — Compliance

with legal requirements

14.1.3 — Business

Continuity

TN e

elect acquisition

strategy

Establish formal

functional baseline

and contracts

Determine SLAs

Document security

framework




e 1 nadenlaennsgu lewale/ledd 17799:2005 fiu SDLC

SDLC Phases Project Activities Parallel Security
Activities
System Design Develop detailed design Identification of Risks
Specifications (system architecture, related to external

system outputs and parties.

e access control
Detail

interaction

ualit control' =tete
q y 5]

- .

quality assurances

12

ISO 17799:2005
mapping
11.1 — Business
requirement for access

Control

6.2.1 — ldentification of
risks related to external

parties

10.8.1 — Information
ex-change policies

and procedure

10.3.1 — Capacity

management

AU INENTNEINS

AN TUNN NN Y




13

A9 1 (fe) nsdenlasnnsgu leweale/ledd 17799:2005 riu SDLC

SDLC Phases Project Activities Parallel Security ISO 17799:2005
Activities mapping
Build/Development Contract source code Write or procure and 12.2.x — Correct
and Documentation | from detailed design install security-related processing in
specifications. code. Applications

Perform and ev ontrol access to 12.3.x — Cryptographic

unit tests. ’n de: controls

.‘

Writy— 12.4.x — Security of
) System Files
w (=3 security. components in
iy
. o= T formal baseline are
POy ¥
+_‘J:_{;- clud 1
Acceptance Test sys gpmpenents, ,E._' ifize test data. 10.3.2 - System
: — acceptance

T ]

LA

.ﬁlidate systetin- = -
{

12.6.1 — Technical

vulnerability

nstall securia;ode

¢ o awith necessary

AETREHNRTWEAT | ore-sommona

development, test and

management

Perform acceptané test.

4
WIRSN M NIT T e

Accept system
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SDLC Phases

Project Activities

Parallel Security

Activities

14

ISO 17799:2005

mapping

Transition to
Production

(implementation)

Train new users
according to

implementation

’,

9

Operations and
Maintenance
Support (post-

installation)

f
]

Control data
conversion and data

entry.

Reconcile and
date data integrity.

J

@gation

12.5.1 — Change

control procedures

10.1.3 — Segregation of

duties

10.1.4 — Separation of
development, test and

operational facilities.

|\/|7

i |
i.
-

. . . m"‘
Ensuring co %@T‘C

operation

e s

Detect weaknes i - =F
it A A A

T

2 1 e
J; 4

pliance with
icable SLAs and

elings:

i

system problems.

<2

integrity Withemcure

HAPHNTREANS

problems.

changes.

ANSUNRIINGR Y

10.10.x — Monitoring

12.5.2 - Technical
review of applications
after operating system

changes

10.6.x — Network

security management

11.x — Access control

15.2.2 — Technical
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A9 1 (fle) nsdenlasnnsgu leweale/ledd 17799:2005 riu SDLC

SDLC Phases Project Activities Parallel Security ISO 17799:2005

Activities mapping
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10.4.x — Protection

against malicious and

mobile code
System Hardware an 6 9.2.6 — Secure
Replacement disposalss = = o= - oy ion. , disposal or reuse of
Disposal equipment
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5.1.1 — Security Policy

5.1.2 — Review of the

information security policy

6.1.1,6.1.2,6.1.3 -
Organization of Information

Security

12.1 — Security requirements

of information systems

6.2.3 — Addressing security in

third party agreements

14.1.3 — Business Continuity

Management
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management
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10.10.x — Monitoring

12.5.2 - Technical review of
applications after operating

system changes

10.6.x — Network security

management

11.x — Access control

10.1.1 — Documented

operating procedures
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10.4.x — Protection Against

malicious and mobile code
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27002407 10.10.3
P6_11_2_1 varchar(100) 1§ Fatasdascyloinale/ledd
27002 407 11.2.1
P6_10_1_1 varchar(100) 1§ fatrasdascyloinale/lodd
27002 407 10.1.1
P6_10_10_t1 varchar(100) 1§ farasdascylonale/ledd
27002 487l 10.10.1
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P6_10_10_4 devasderzyleeale/lodd
varchar(100) i . ! 1
27002 99% 10.10.4
P6_10_10_5 varchar(100) 161 %m@ﬁm:qi@ wale/lodd
27002 4l 10.10.5
P6_11_2_4 varchar(100) 6 Favaster)lenale/lodd
27002 4l 11.2.4
P6_10_4 varchar(100) 16 Favasterlenale/lodd
27002 487 10.4
P6_10_4_2 varchar(100)% gl Favaster)lenale/lodd
27002 4t 10.4.2
P6_10_4_1 Varehar(100) 4 15 fnrasdascylonale/lodd
: 27002 4t 10.4.1
P6_10_10_6 {ag€har(100) 1 farasdascylonale/ledd
: 27002 487 10.10.6
P6_11 vafchar(100)~ 4 4. 1 %@mﬁmzui@ \nale/ladd
g2 27002 4 11
P6_11.2 3 varchar(100) g %Mﬁ@izﬂ@ wale/lead

27002 989 11.2.3

A13799 72 M1319,dd_phaSeT

o) ddiphasel
AMRELNE Snvasdaszilainale/lad#27002 fiAuadesiunszuaunislu
selzdninbinaiis b
ASuAnN id_phase7
AMNANNUS dd_iso
Hasaus dsziandaya | Al nul NUIELUR
INANIZLIUNT IUTEEIZAANNT
|d_phase7 int(2) Tadlgt y
WnLTELIL
P7. 926 varchar(100) i %@maﬁmzﬂﬂ wale/lead
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27002 4a¥ 9.2.6

P79 27

varchar(100)

Taresdascylateale/lead

27002 489 9.2.7

A1519% 73 M99 history_system

i) history_system
ANAELNE TRURIZLL
Afuan id_system
L L J
ﬂ’J’lNﬂNW‘Hé ucl Jdywe2 1, uc3_1,ucd4. 1, uc6_1,uc7_1,uc8_1,uc9_1,
. weT0 45 ucd2. I, ucl 2, uc2=2,uc3 2, uc4_2, ucb5_2, ucé_2,
y glicO &’ UCi 13, ué2_3, uec3_3, uc4.3, uch_3, uc8_3, uc9_3,
dlic 10 34 u01;4, u"c2'_4, uc3.4, uc4_4, uc6_4, uc7_4, uc1_5,
r e
u02_5,uc3_5,uc}_6£uc2_6,u03_6,uc6_6,uc9_6,uc11_6,
uci2 6,-uci13 6, uE:;l4L6 ucl16_6, uc17_6, uc1_7, uc5_1
: ¥ s
Tadnns ﬁjfmm?ﬁﬁgﬂ o Tl null PIGEIUT)
id_system int(3) R AR ITTUL
nameSys varchar(100)” | Tall& TAURITLLI
startDate %]  varchar(50) Lild 1 AuiiGunsendeyasyuy
endDate 4 varchar(50) Wle unduganiansandayaszuy
d_iso Vafghaii(5) Tl o9glawnale/ladd 27002
id_user varchar(g) (YL TURIENIANTRILLIL
] Aoz TensTuy Aall
statusProject varchar(1) Tails ' X .
0=Ta1dau, 1-1dau
A13799 74 M1319 phase_iso
) phase_iso
ARELNE anuzniInsandeyaiiaqiii
Afuan id_update
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ANANNUS history_system, user_permis, dd_phase1, dd_phase2,
dd_phase3, dd_phase4, dd_phaseb, dd_phase6, dd_phase7
Toanans dsziandays | Ay nul WUNELUR
id_update int(3) Tadler SHATBIANIUY
id_phase varchar(2) Tadlg SWAURITLEZNITUIVNNT
id_user varchar(6) Tadlgr @ﬁﬁm@déiﬁﬁﬁu
policies varchar(2) 1ails éﬂﬁu"i’mﬂ@ﬁm@ﬂmqm
id_system int3) 2 il TWATZUU

A13799 75 M1319 user_permis

.

I 4 user_permis _g
A1adiNe P LI A L SNt A
Aduan iqfusér # ;
ANMNENNUS dd_permis’,"historyf:siy'stem, uc1_1,uc2_1,uc3_1, uc4d 1,
n z = ;!J-l'll

uc6_1, uc#1, ue8 1, uc9_1,uc10_1, uc12_1,uc1_2, uc2_2,

" | 663 2, uc4 2, Uc5_2, uc6_2Mied 2; uc_3, uc2_3, uc3_3,

j uc4_3, uch_3, uc6_3, uc8_3, ucQ_S, uc10_3, uc1_4, uc2_4,

| uc3_4, uca_4,uc6_4, uc/_4, uci 15, uc2_5, uc3_5, uc1_s,

Uc2.6, uc3_6, ucb_B,uc9_6, uc11_6, uc12_6, uc13_6, uc14_6,
uc16_6, uc17_6, ucl_7, uc5.1

= J P @

TARANN szianaaya | At null VUEILUR
id_user varchar(6) T'lg W Tap ARG
fname varchar(50) Tadlet Tauef 14
Iname varchar(50) Tadlgt wNANALeE L

category varchar(50) Tadlst UszinnyAanns

position_acd varchar(50) Tadls ALALNATINT
position varchar(50) Tad 6t RIS |
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uname varchar(20) (Y gl lunadngszuy
pwd varchar(20) Tad et N GIARING QU AT
id_permis int(3) Tad1% sWadnans 1L

AULINENINYINS
AR TN TN
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UssiRgiliauineninug

1
o

UNAIUAEN ANRAUNN Aoiladufl 3 unsan w.a. 2524 NAIUTANFUNNEUIUAS
A5anIANHUANGRI BN INENAARTIUAR (99.1.) a1anTnenisreNiamas A
Ingneansuazimalulad  anangidangann  lutlnisAnen 2546 wazdnAnmsialy
UANGAIINLAERTNULTUAR aAneanfneniomel  finiAdeasangsy

AANRNILAAST ATULAAINIINANARS aviaasnaoliainenay TutlnnsAnen 2550

AULINENINYINS
AN TUNN NN Y
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