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"" lJ'Yl 'Yl 1 

o 

lJ'Yl'hll 

I . I . rnllJlth.n.Jl1l(;l ~ rnllJthrlty'UMi1ty111 

~~UU N'll'i 1 (embedded system) 'I1lJ1VO.:J ~ ::;U'lJ'lh::;lJ 1l:t vHH'R. 'W 1::;'Vll.:J~ () fHHlnll UUlJl hf' 
'" 

111.:J 1h1 a U1.:J l~eHh.:J '\1 ct.:J 1~m'R. 'W 1::; ~N ~lflfl alJ~ 11~a {~11 iJ '\1 ~ afl alJ~ 11~ a{ d1h11.J flfH'l (PC) 

~ () fl a a flll U U lJ 11l1' ~ a.:J f U fl 11'Vll.:J 1 hi ~ '\1 f11 fl'\1 mv 
'" 

I cta.:J ~ 1 m ::;UU N'l1'i1() flaa flll UUlJlll1'l11.:J1h1 aU1.:J l~a ci1.:J'\1ct 'l1~vl'R. 'W 1::; ~.:J ft1lJl~ () ., 

111.:J l'Wl'R.l'n ::;'Vll'lI11~ fl11fl alJ~ 11~ a {~1 ItJ I'W ~ 1::; ~a a fllliJ U ft1lJl ~ () -W IPlJhI 1~ ::;iJiJ N'l1'i11l1'~ 
'" 

U~ ::;-ff'Vl~lll'WlJl flVift~ 111 11111~::;I11h1'Vl1.:J111h1ftm~()hI~ , 'Vlf'Wv1m , 'W~'l'l1h1 Il'fl::;11h1'Vlhllh1f1l~ . . 
Hi1~ 1~1~'lI,1h11~11~::;iJiJN'l1'i1Jhlft1lJl~()'WiJl11~11iJlh1;1~iJ~d11h1 1111H~I11h11h1 
1mftl'fvljja~a , 1mvltn1, 1'Vl~, ~()VhI~ '\1~allU'm::;~'lIh1'WlWf1l~~vll:t 

lavlYl~leJ (FPGA: Field Programmable Gate Array) 111h11.:J~~~1lJ (IC: Integrated Ci rcuit) 

'l5tJ ~ 11 ct 'l~ tJ VlJ 1 ~1 hi fl1~ a a flll UU '\1 t11VU ~ ~lJ 1l:t Yll:t'U a'l ~ ::;UiJ N'll'i 1r1 ahl ~ ~ 'W 11 iJ ft~ 1.:J111 hi 1.:J ~ ~ 
• .1 dd d 9 

11lJl'R.'W1~.:J1h1 , AS IC (App lication-Specific Integrated Circuit) 1'W11::;leJl1'W'illeJlJfl11lJft11J11() [hi 

f1l 1 1 hi f1l 1 I iJ ~ VhI 1 fl'HII iJiJ (Recon figurab le) l111l1' 'li1 Vl:t ~ fi 11 ~ ~ 1 V 1 hi f1l 1 a a fill iJiJ 1 ~ l111l1' 
, , " 

Na a flll U U ft llJ l'.i () a a flll iJ U 1::;U iJ ~~vl l:tVi~ fl1 1lJ 9IiJ CJf'a hi 1 ~ 1 1~ I ~ 1 V'l ~hI ., 
• '" • SI 

Ijj a '\1 '1.11 viJ 1::; lJ 1 l:t Yll:t ~ fl1 1lJ 9IU CJf' ahl lJl fl ~ hi l111l1'~ fl11lJ ~ 11 11,~ tJl a.:JI ~ lJ vl.:J '\JhI 1 ~'\J a.:J 

1.:J ~1 IIfl ::; 'W ~.:J .:Jlhl~1 ~1 hi f1l1iJ'.i::;lJ1l:t Nl:t ll~~ 1Vfl11lJ ft1lJl'.i () 1 hi f1l '.i ~U ~ VhI 1 m.:J II U u'\Ja .:JlavlYl~ 

ta l111l1'1 '.i1 ft1lJ 11 () a aflll iJiJ 1.:J ~~ ~~ fl11lJ9IiJCJf'ahl l11lJlfl~hI 1 hi 'Uw ::; ~ '\JhI 1~'\J a'l1.:J ~ ~ I'VI 11~lJ 
I'W '.i 1 ~ l'.i 1 ft1lJl ~ 1:11 U ~ VhI 1 m 'lll U iJ 'U a.:J I a vl Yl~ I a 111 au 1.:J 'W l:t 1~ (Dynamic Recon figuration) 11 ~ a 

d d , '. I '" 1 .. 1 dd 0 .J .J 9 
I1VflaflaVl.:J11Iu l:ttJhI flHlliJiJ'Ua'lleJl1'W~leJ'\JW::;'Vl1.:J1hl (Run-Time Reconfiguration) CJi-:J '\1 hI-:J 1h1 

U'.i ::; 1V'l5,.J'\J a-:Jfl11lJ ft11J1'.i () 1 hi f1l~liJ~tJhI 1m -:JII UiJ'Ul'ld1h1 (Partia l Recon figuration) 'Ua -:JleJ,.H~~ 

la [I] ~l111l1'1 '.i 1ft1lJl'.i ()liJ~VhI 1-:J ~'.i 1 hi d1'~~ 111() fll ~ -:J1h1 1 hi 'UW::;'\1 ct'l 1l1' fll:t 1m11 hi B f11-:J ~ 1 '\1ct ~ 
'" 

, " 
fl1'.i a a fIll1J iJ '\1 '1.11 viJ '.i::;lJ 1l:t Hl:l Vi ~ 'U hi 1 ~ 111 qj II l:l::; 9IiJ CJf'a hi 1l1'~ iJ '.i::; -ff'Vl ~ 1l1'W U hi l11111 V1 fl 

f1l '.i U '.i ::; V fl ~ II hi 1 fl ~ fl1 '.i I iJ ~ tJ hi 1 m 'lll U iJ 111ft 1lJl '.i () l11 h1' f1l 1 a a flll iJ iJ 1 'l 'il '.i ~ -:J fl ri 111l1' ~ . 
" , 

U'.i ~-ff'Vl ~ 1ll'W ~lV~hI ~-:J'il::;111h1 1~ 'il1fl'llhl 1~tJ11mV'llhl [2]- [5] Vi 'W V1tJllJ~ IPlJ hi 1 f1l'.i a a flU1JU 1-:J\J 1 
I • , i.I 

Vi ft1lJl'.i () IU ~ VhI 1m 'lll iJiJ 111 aVl'l h n~ f1l1 U'.i::; Vfl~ll hi 1fl ~f1l'.i I U ~ VhI 1 m -:J II UiJUhI tJ-:J~eH 
q 

~ Q,..I.d d ::'l I 

1'l'il'.i1'U11Il:l~()a~HlftlaeJlaft (AES: Advance Encryption Standard) [6] flllJhI'\1h11tJ 

U '.i ~ lJ1l:t Yll:l~~fl11lJ 9IU CJf'ahl II l:t ::; ~'UhI 1~ 1 '\1 qj ~ tJ-:J ft1lJ 1'.i ()~ \PlJ hi 11 '1~iJ '.i::; -ff'Vl ~ 11lV/ I ~lJ ~hI I~B n 
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lJln ~~'il~I,1'W!~':hlj~ l 'Wi~tJ'I1(1ltJ~l'W [7J-[1 3] ~'W11{)lU'Wlfi~~1~'llJl~\PlJ'W11~'il')if nlJG~ 
u'Wlfi~ nl ,) l ,j ~ tJ'W lflHu'lJ'lJ~ltJ u~ nu~ !l1lj~l'Wl~tJ'l~~ TI'f1n~'il 'H.,j'l,) ,rTI'W ~1~H"~ILl~tJ'W 1m ~ 

11 'lJ'lJ II Cl ~ 'Y11 ~ 1 'W {) V 1 ~ ~ {) I ct V ~ '111 vlj n 1 ') I ,j ~ tJ 'W 1 fl ') ~ II 'lJ 'lJ V V 1 ~ Vl (j 11'1 Ll ~ 'il ~ ~ II Cl ~ I ct V ~ 'il 1 n n 1 ') 1.,j' 1 

HCl~ tI v~ ') 11 mv ~Iv TI'I~ 'W nl,) I.,j' 1') 11TI'~ 1~'WlJ WI,)! 1'W II (j~ 'l ~n'W VV 1~1I Vl ~ '11 (IltJ 'W v n'il1 nifu ~lj 
~'W 1'1 el 'W i~ nl,) 1.,j' 1') 11 TI'~ i~1 'il 'W TI'llJ 1Hlll,j ~ nl,) v v nu 'lJ'lJl~ 'il ') v v n I ~ 'W ril'W vvtJ'l'MI ~tJ ~ 1tJ ~ ~ 
O~~. 1 d' '" . 1"" 1 oll]~' J 

'il:::'Vlll'l1nl')1J')~tJnl'1ll'Wlfl~nl,)I1JCltJ'W m~U'lJ'lJVl1l~~ltJ'\J'U . 
" 1 m ~ ~ 1'W i ~ tJi:] 'il~'W 11 TI''U v nl,) v el nll'lJ'lJ '\Jvn~ 'il ') I.,j' 1') 11 TI'W~ ltl TI' 128 111'1 hw 'l ~tl1fttJ 

fIl 1lJTI'llJ 1') tI '1 'U nl) l,j ~ tJ'U 1m ~II 'lJ'lJ !~'\J v ~lv'YI -w~ WI~'Ul1 n'U '11 ~ n ~ ~ m~ 11 'il~'Y11 '1 "r!~ l~ 'il,)~ lj 

'\J 'W Wll~ n(j ~ n11~lj elv'l 'U U 'il'iltJ'U '" . 

I~V~~J lnl~ 'il) 1.,j'1')11 'ffll 'lJ 'lJ w~w TI' 128 111'1 ~ TI'llJl) tIl,j ~ tJ'WII ,j Cl ~ 1m ~ II 'lJ'lJ'lJl~ ril'U i~ 

elth ~'Yl Cl11'1 'lJ 'U v ,j m tlrlv yj -w~w . 

" " 
1 . ~ 1'U i ~ tJij 'il ~ TI'f 1 ~l ~ 'il) 1.,j' 1) 11 TI'U 'lJ 'Ulel ~ lel TI't; TI'llJl,) DI,j ~ tJ'WII,j Cl ~ 1 m ~ II 'lJ'lJ'lJl~ ril'U i ~ 

v V 1 ~ Vl Cl11'1 'lJ 'U v ,j fl) urI v yj -w~ I el ~ TI' 'IT'lJ 'ff 'U 'U n 1) l,j ~ tJ 'U 1 fl ') ~ 1I'lJ 'lJ 'lJ 1 ~ ri 1 'W 'U v ~ Xi linx 

" , ., 
I 'Vll'U 'U 

. . 

. 1 <; <I "; , III IIv 
1.4. lJ':i ~ W'l1'U'YIfllVl1H) ~ lVl ':i 'U 

TI'llJ 1".i tI TI'f 1~1~ 'il,) 1.u1),r TI'II 'lJ'lJ Iv ~ltl TI' 128 UI'1~ TI' 11J 1) Dl,j~ tJ'W II tl Cl~ 1 m ~11 'lJ'lJ'lJl~ ril'U 

i~el V1~ 1'l Cl11'1'lJ'U v,j m urwyj-w~w • 
A ct 0 ~ AU 

1.5 . 1tiVllI'UWll'U l'ilfJ 

1. ftmn nl ,) vv flll'lJ'lJ lH) ~TI'llJl) tIl,j~ tJ'U 1m ~II 'lJ'lJ i~vV1~Vl Cl11'1 

& V QI d 

2 . fl' fl EJ1nl')I'U1)11TI'mJ'lJWtllvTI' 

3. vtJ nU'lJ'lJI.u1'),r mV~lv TI'1~'il)~ TI'llJl,) m,j~ tJ'UlI 'Ll (j ~ 1 m ~II 'lJ'lJ'lJl~ ril'W i~ v V1 ~Vl(j 11'1 

4 . 11~Clel~l1Cl~ ,j f'lJ ,j ~~ 

5. ~\PlJ'W 1Ll )~iYVlTI.fllVl 

6. TI',) ,j NClIl (j ~ I~ tJ 'lJ b1 tJ~ iVlI'J1iJ Vl 'U,j . 
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.cf,q.c:::t. d c:t. c:t. f1 

I .6. fHl.:.ll OW 't1 ~ 'YUJ 'YHll f) d 't1 til tfY'! tUi 

rilhl 11 it ~ 'IJ eJ ~ i 11 tJ 1 ~~ hi ;;ii~ f'U n 1 'J~V; 'lJ.w1 ~ hi 'U11 f111'lJ 111 ~ i 'Ill n 1 'J 'l hi 111.tJ eJ 1 ~ eJ ~ 
"Augmenting a Stack-based Virtual Machine with One-address Instructions for Performance 

"The International Conferem:c in Embedded Systems and Intelligent Technology 2008 

(ICESlT2008)" ill h~b1'J'lJ Grand Mercure Fortune ~~11'r<f)m~111~ ihl'J:;;WJ1~ihl~ 27 - 29 , 

'" " n'lJm~hl1i 255 1 , 
" '" '" "l iI '" '" 'l iI'" '" " dj hleJmllnhltJ~ b'flHJnl'JlPleJ'U'J'U 11\Pl~'lJ~1lJhI "Dynamic Reconfigurable AES Encryption 

Circuits" i'fltJ vl':i :;; ~hI~'Jl~rl U{:j:;; rr.'fl'J.'ll':i:;;m"" 'il~fti)\PlfHroJh!l 'lhl~lhl'l.h:;;'II'lJi'lllnl'J "The 5
th 

, 

International Joint Conference on Computer Science and Software Engineering (JCSSE2008)" ill 

Felix River Kwai Resort ~~l1i'flnlt1!'ilhl'l./1 'lm:;;11';h~ihlVi 7 - 9 ~1]Ed.fllfl'lJ 2551 



. 
d 

U'Yl'Yl 2 .. 
.c::f, ~Q.,Iqq j) 

'Yl ~ lJ-tl u ~ ~ -.11 14 -;) 'iI £J'Yl1 f)£J 1'\H)-.1 

I , SJ. 

1\l 'il')'i/i rYllJl'HHU ~ tJ'WH UC\\l 1m \lH 'IJ'IJUl\l,h'W l~tltil\l'VH'rj~,.r'W IPltl\ltlll'1tJl~ nl') 1 U~ tJ'W 1m \l1l'IJ 'IJ 

'lJl\l'dl'W (Partial Reconfiguration) [1 7] 1'W,)l:;;l\l'il,)lPltl\l~-dl'W~IU~tJ'WHUC\\l Im\lH'IJ'lJll1l~H 

fn'IJ fllJ nl') 1 U~ tJ'W 1m \l H 'IJ'IJ H C\:;; In'lJ'lJ tJ:IJ C\~ l~ 'ill fll m \lH'IJ'IJ 1r11 H C\:;;-d \l~ tll U iT\l 1m \lll 'IJ'IJ 11111 
q 'U 

" " " 
'W tlfl 'illflU flWWI'lJ'W 11\l 'il') 1.,)1')11 rYll 'IJ'IJltlflltl rY 128 iJ~,.r 'W 'il:;;lPltl \l 1 i'l~ nl') I.,) 1')11 rY l~tJ 1 i''I1mltl 'U 

" " l~ Rijndael l~tJl1\ll1lJ~~,)ltJc\:;;lfltJ~~\lU 

.Of • .1.... , 
2.1. i;nlllJl'lf.lf1'i'i'JJ'\Iel~ Xilinx leln'VHlIelllA Spartan-3 (Xilinx Spartan-3 FPGA Architectu re) 

1 
IJl 

CD 
o 

/ 
/ 

-1085--"· 
. 
! IC. 
I 
I 
I 
I 

: 
IJl : IJl IJl 

CD I CD CD 
....J I ....J ....J I 

U I U U : 
I 
I 
I : 
: 
I 
I 
I 

-1085----

/ 
/ 

/ 
/ 

/ 

! \ 
IJl 

CD 
Q 

j 

\ 
\ 
\ 
\ 
\ 
\ 

OCM lOB 

CLB Block RAM Multiplier 

~1J~ 2.1 rYtll'u~tJm'jlJ'IH)\l Xilinx ltlyjY;~Itl~'W Spartan-3 

~umrultlyjY;~l'e)'IHJ\l Xilinx 1",1 Spartan-3 ~-dl'WU,):;;fl'e)'IJ~rYlmH) IUmmlJnlHll\ll'U 

l~tlti 5 -dl'W Atl 
'U 

d "" . 1"" ') II] 5J 1 I . 'lJc\tlfl ~')')fl:;;'YlrYlm')mLJ "tJ'W Im\lH'IJ'IJ I~ (ClB: Configurable logic Block) JllU 'W 

.J_ I 5J 5J . .J 15JO = 
'IJ')')'iJ slice 'b'\lLJ'):;;fltl'IJ~lU~1')1\lfl'U111 (lUT: Look-Up Table) 'b'\l 'b'~11'W'Unl,)111\l 

q 

I d 5J 0 5J "" •• 1 = _ 1 •. 1 d _ I ",,, ') 
m')fl:;; UC\:;;l1'WltJ1fl'IJ'IHllJt'1'Ylll1'Ul'YlH'Yl'W Yit'1LJYit'1tlLJ (flip -flop) 11')'e)IIM1'll' (latch) I~U 

'U 
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d '" " IIJ ~ ,d 
2. 'l.JrHlntl'U'Y;!I91 / ltlll91'Y;!191 (JOB : Input/Output Block) flTUfJlJnn t'l11:l'IJtl.:J'lJtl~1:l':i~1111.:JI'IJlJ 

1tl/1tl (IJO pin) n'lJ111-htJm':in~flltJl'U~'llmur 

3. 'lJ~tlnll':ilJ (Block RAM) 1~'U1nl1tJln'lJ'ljJf.llJ1:l'IJ'UWl 18 fih1J191 ll'lJ'lJ'litl.:J'Vll.:J~ hw 
~ ~ 

ll'l.j.:Jl~'U 16 fi11:l1JI91{hl1f'lJ'lj'tl~1:l1l1:l~ 2 fi11:l1Jl91rlll1f'lJf1l1~~11~tl~ (parity) 

d v Ql9J ~o~..;. 
4. 'lJ1:ltlnI911~ru (Mu ltiplier Block) ':i'lJ'lJtl~1:l1"'IJ]1'U1:1'tl.:J'IJ'Ul~ 18 'lJ\91'ill'U1'U 2 ml~tl 

fi 1 'U 1 ru 111 H1:l fl ru 
~ 

5. 'lJ~f.lfl,)~nl':i1:Y11J11Jlru'\.JlWnlll'lJ'lJ~~vl1:l (Digita l Clock Manager, DCM) li''llf'lJ~n~rl1 tJ 

I'l 11 tl.:J (self-calibrating) , m ~ 'ill tJ 1:Y11J 11J 1 ru 'U 1Wnl, m"h.:J 1:Y 11J 11J 1 ru 'U 1 Wnl, ~ ru 1:Y 11J 11J 1 ru 

'\.Jl W nl , 111 ':i 1:Y UJ un ru '\.Jl W nl 111:l ~ 'll f 'Ul'l'l 1:1' 'IJ tl.:J 1:Y UJ UJ 1 ru '\.Jl W nl 
u u u u 

" . ,., ,., 
ri1'U'll ':i ~ n tl'lJ 111 ~ 1U tl n ,)~l~ tJ.:J H~.:Jll 1:1'~.:J 1 'U ':i'llVi 2. I 1~ tJriTU 'll ':i ~ ntl'lJvl.:Jl1' 1U lrltl n 

~ ~ ~ 

'" 1 lIJ~jJ "', .. 1 "''' "''' 1 l'b'tllJ tJ.:J 11~ltJlfl':if.l'IJ1tJl'lltllJ tJ.:J (interconnect) 111:l~1:1'1191'l11lJl'l':in"li (switch matrix) ~tJll~1:l ~ 

11 ~htJ'il~ii1:1'iI91GJfllJl'l ~ nC;I~'U 'lJtl.:Jl'll!f.l.:J 

Switch 
MatriX 

Left-Hand SLiCEM 
(Logic or Distributed RAM 

or Shift Register) 

, 

, 
, 

Right -Hand SLiCEL 
(Logic Only) 

GOUT 

-- - ---------+------ ---~ 
I CLB i I 

GOUT 

I : 
- ------- ---~:I----- - - - ---

GIN 

':i1J~ 2.2 nl':i,)~I~tJ.:J'lJtl.:J Sli ce flltJl'U CLB 
~ 

Interconnec t 
to Nelghbms 

2.2. f1l'mJ~[J'W1flHIl1J1J'U~--1 Xilinx l~rJ~~wi'W Spartan-3 (Xilinx Spartan-3 FPCA 

Configuration) 

nl·H'll~tJ'U1m.:Jll'lJ'lJ (Configuration) 11~tlnl'j1'll':illmlJ Xi linx ltlvlYl~ltli'U Spartan-3 

'ff1lJl'j tlyh 1rl1~ tJnl'H~tJ'U 'Ii' tllJ 1:l1m.:Jll 'lJ'lJ 1:l.:J"l 'llv.:JIl1:lI91GJf1m.:Jll 'lJ'lJll'lJ'lJ q}]J'e'J 1:1' (CCL: CMOS 
~ 

& 0 ~~ I 0 ~ 9J ..;. C!" 

Configura tion Latc h) "li.:Jl'l111'\.Jll'lfll'lJfJlJl1'UltJnl':il'l1.:J1'Ul'l.:J 5 1l'lJ'lJII1:l~I1:1''Ul'l1.:Jnl':il'll5lJ ItJ~ 

'" lnVW1m 

nl':il'll~tJ'U 1m .:Jll'lJ'lJ'Utl.:J Xilinx ltlvlYl~!tli'U Spartan-3 ii 5 i~ 1rlllfl 
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'" '" I V .,j 1 '" . .1 se ri al) '\JlflVl 'HllJIIUUtJ'4mlJ l1':itJm'Hl.:J'lJtJlqJ~IIUUfJ'4mlJfJ'U'l ~f.H'lJlJ CClK 'lJfJ~leJl'1 
y , 

Vl~ltJ 1 'U 1~ -w '\J~'Yh~l'UIIUU ~UloUl ~.:JII TI'~.:J 1 l11,1'U 1~ f.HtJ~Vl~lm11 ~'IJ ".lll 'U ':illYi 2.3 
'" " . " 

2, Master Serial Mode l'Ul~-wfHh:JfiUl~ Slave Serial Mode 1I~~Nn'UYil~-wleJ~Vl~leJ'\J~ 
" I~W~tl111'U~«UJUJ1Ui 'UlWfll 1~HJI~lJ CClK '\J tJ ~leJ~.y;~leJ 1 'U 1~ -w '\J ~Vll.:J l'UIIUU TI'fJ .:JV11.:J 

'" u u 

,., I " 

3, Slave Parallel (SeleclMAP) Mode 1~-WI~'Ul~fll':i11l~t:J'U1m.:JlluuYi':il~111YiTI'~ 1~t:J , 
v v &"l" od., • .1 odod 1 od., ?t ., 
'\JfJlqJ~ml.:Jl1'U.:J U\Pl (byte-wide) '\J~tJflI'lJt:J'U~\lt:J.:JleJl1V1'\JleJ ~t:JlJ(l1:\J1:\J1Ui BUSY IU'U\Pll 

" . . 
D.:J9fIYJ fJfIlUl'llJfll':i "l11~ 'lJeJ.:JoUeJlJ ~ ~.:JIITI'~.:J 1m llYi 2.4 

, '" '" " . 
4, Master Parallel (Se lectMAP) Mode l'Ul~-wI'l~lt:Jnul~ Slave Parallel Mode 1I~~l.:Jn'UYi 

" " 1~ -WleJ~.y;~leJ '\J~ l~m~Jtll11 'U ~ «UJUJ1Ui 'U1Wfll 1~ f.H ~lJ CClK 'IJ fJ .:JleJ~Vl~lfJ 1 'U 1~ -W '\J ~ 
'" u u 

" . 
5, Boundary-Scan (JTAG) Mode (IEEE 1532/ 1EEE 1149,1) l'Ul~-Wfll':i11l~t:J'U1m.:Jlluu 

" 
'\JfJ.:JleJ~Vl~leJ'\J ~Vll~l'U IEEE 11 49,1 Test Access Port (TA P) 1~ Boundary-Scan -W 

1~'U"lll\PlllJlJ1\Pl':iill'U IEEE 1149,1-1993 II~~ l EEE 1532 ~l11~UeJllmur~TI'llJl':if:l!ll~t:J'U 
d , 

1m.:Jlluu"l~mt:Jlm~uu On-System Configurable, ISC) 

33V XCFQ,S 
,8V XCFo.P 

Veco 
- VCCINT 

Platform 
Flash PROM 

XCFOxS 
or 

XCFxxP 

VCCJ 

DO 

CE 
- -

OEiRESET 

CF 
ClK 

GND 

~ 

:? 5V -

-

~ 
r-< 

All 
• 7K(! 

25V ~ 5V -, -, 

L ~ 12V 
Veco Bank 4 

VeeAUX VCCINT LJ' -

DIN DOUT 

Spartan-3 
FPGA 

Master 

I MO 

R " Ml 
M2 

" 

DONE 

INIT_B 

PAOG_B ,---

CClK ,--

GND 

J-

~~ 

Veca Bank 4 

VCCAUX VCCINT 

DIN 

Spartan-3 
FPGA 

Slave 
MO 
Ml 
M2 

DONE 

INIT_B 

PROG_B 

CClK 

GND 

J-

v 

LJ 

~' 



DI07J 

CCLK 

RDWR B 

BUSY 

DONE 

INIT_B 

PROG_B 

... 

o4- --- -

• 
2.5V 
-,-

I 
~ 

If Vcco Banks 4 & 5 

'-- VCCAUX VCCINT 

Spartan-3 
Slave ... 010:71 

CCLK 

RDWR_B 

BUSY 

CS _B _ CS_B M1 ~V 
M2 
MO 

----- PROG_B 
25V ~ 

4.7Kn i- ,..- DONE INIT_B I---
GND 

47KO 
~ 1 

.!..~ ~~ 

I 
Vcco 

- VCCINT VCCJ -

DATAI0:7J 

CCLK 

Platform Flash ~ 
PROM t--.-

: XCFxxP .. 
CF 

CE 

--
OEJRESET 

GND 

-4,-

7 

-~--- ---- . 

-- - .. 
~~ 

I 
~ 

j-V Veco Banks 4 & 5 

'-- VCCAUX VCCINT 

Spartan-3 
Slave .. 

r 
D10:7J 

CCLK • • • 

RDWR_B 

BUSY 

CS_B _ CS_B M1 ~v 
M2 
MO 

~ -- PROG_B 

- DONE INIT_B ----
GND 

~ 

25V - ,-

I 
~ 

If Vcco Banks 4 & 5 

'-- VCCAUX VCC1NT 

Spartan-3 
Master 

... 
DlO:7J 

r 

CCLK 

All 
4.7KO 

PROG_B 

DONE 

INIT_B 

,-- RDWR_B 

>-- CS_B 
GND 

..L 
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2.2.1. n1'JIUtltJ'l.JTflHU'U'Uri'-n/iE SelectMAP 

9 ",I d 1 ... 1..::::&..::::& I 9J ~d d 

1'\·Jnl'H1J(ltJ'W fj'j.:JutJtJ'lJtl.:J Xilinx Itll"l'V1'iHtl~'W Spartan-3 WHJl1i SelectMAP 'i) :;; lJ 
, , .-

rl'11j11jlUl.y;lnul'lJ'a.:Jt1.:J11lJ~ 10 rl'11j11jlUl hlun HSWAP_EN, M, 0, BUSY , CS_B, RDWR_B, 

&d d Q.I .d 
CClK, INlT _B, DONE U(l:;; PROG_ B 9i.:JlJ'jlU(l:;;WU~~.:J\Pll'jl.:J'Vl 2.1 

\Pln 1.:J~ 2.1 rl'11j11jlW, rll111tJ nl'j IU~ U'W i m.:Ju tJtJl'l' ltJi~ SelectM AP 

FPGA 
Pin Name Description 

Direction 

HSWAP EN Input User 110 Pull-Up ControL 

M[2:0] Input Mode Select. Selects the FPGA configuration mode. 

0[7:0] Input Data Input. 

BUSY Output Busy Indicator. 

CS B Input Chip Select Input. Active Low. 

RDWR B Input ReadlWrite ControL Active Low write enable. 

CCLK Input Configuration Clock. 

INIT B Open-drain Initialization Indicator. Active Low. Goes Low at the start of 

bidirectional configuration during the Initialization memory clearing 

I/O process. Released at the end of memory clearing, when mode 

select pins are sampled. 

DONE Open-drain FPGA Configuration Done. Low during configuration. Goes 

bidirectional high when FPGA successfully completes configuration. 

110 

PROG B Input Program FPGA. Active Low. When assert Low for 500 ns or 

longer, forces the FPGA to restart its configuration process by 

clearing configuration memory and resetting the DONE and 

INIT_B pins once PROG_B returns High. 

nl'j I U ~ U'W i m.:J U tJ tJ I'l' ltJi~ Se lectM AP 'ffllJl 'j i:l m :;; vh 11'l'1 \Pluri.:J rl'11j 11j lUl flltJ ~ lJ i U u.:J 

ltlyj -w~ Itl~.:J 'j U ~ 2. 6 1~ tJrl'U1U11Ull 'W 'jU I ~ 'W fl1 'j IU ~ tl'I..I1 m.:J U tJtJ I'l'l tJfl1 'j ri -:J 'lJ' tllJ (l tl Ul.:J~ tll ~ tl -:J 
<IJ U U ClJ <IJ 

rll'l1:itJ nn IU~U'W 1m .:JutJtJ i~Unl'j ri.:J'lJ' tllJ (lU tJtJ hJ~tll,j tl.:J 'i) :;; iJ~'W\Plt1'\...I~ 1.:J i U 
'U 
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PROGB~ 
@ 

INIT B '---1 
CCLK v···\J\f\.../\ 
CS B 2 

® 
RDWR B 

DATA[7 :0] 

~ ~ BUSY -High-Z '-___ ...L. _________________ _ 

@ 
DONE ------------------------------~I 
,,.. I , 

'nJVi 2.6 ~'U\9n)'UnrmJ~tI'U lm.:Jlluu~ .. Jtll~ SelectMAP l~tlnnri.:J~rJlJ(H'Hh.:Jl91c1l11fl.:J 
~ ~ 

", ," 
~'U\9l fl'U nlmJ~ tI'U 1 f1'HIlUU l~tlnl'J ri .:J~fllJCI flu1.:Jl91mufl.:Jii 'J1t1C1~1~tI~~.:Jij 

'U 

1. ftUJumu CS B bY1lJlnH~'UbYm'U~~1\9lClfl~nC111~ '11niifl'lJmrul'V;tI.:J~ .. :H~tlJ~l91flrJUU'U 
u u - q 'IJ 

bY1t1 Selec tM AP 1~ tlftUJUJ 1Ul ifbY1lJl'J UQ n~.:J 1 '11~'U bYtI1'U~~11~ rJ l'J n l~ 
u u 'U 

" , , , 

ftqjqj1Ul RDWR _ B ij ~ ~l'lfl.:J llJiinl'J ltJ~tI'U11'1JCI.:J~l'UUl~Vi CS _ B 1~ 'U bYm'U ~~ 1m 'J 1~ ~~ 

yhl,11n~n1'Jtlm~nnl'JltJ~tI'U lm.:Juuu 

3. t11ftUJUJ1Ul CS B QnYi11111~'UbYtl1'U ~~ 1\9lClfl~nC11 ftUJUJ1Ul BUSY ~ ~un~.:JCI~H~'U 
Uti _ 'tI Uti cu 

4. lrJ vl V;~ lfl ~ ~ ~ 1 'U ftty ty 1Ul M[2:0] 1 ~ rJ 1 ~rJ nl~ nl'J 1 tJ ~ tI'U 1 m.:J 11 U U 1 'U 'U Ul ~~ ftty ty 1Ul 

INIT B nJ~tI'U1~'UbYm'U~bY.:J _ 'U 

• >I 

nl'JltJ~tI'U lm.:Jlluu l~tlll1l9l.:Jh 

6. ftUJUJ1Ul CS B un~.:JCI.:J~11~mU~n1'jyh~1'U'Ufl.:J SelectMAP 
u u _ 'U 

>I 

8. ~ fllJ Cll UI'lIl 'J n'U fl.:J ftUJ UJ lUI Dl7 :0] \l~U n~ 1'U 1 'U 'U rJU ftUJ UJ 1Ul 'U 1~'U 'U fl.:JftUJ UJ1Ul CC LK 
cu uu cu Uti uu 

>I 
~ 0 ~ I I $J Q.I 

11. 'U'U\9lfl'U Startup ~ ~~11'U'U'C)Qfltl 1.:J'UrJtI 8 'JflUbYtyty1Ul CCLK 
" >I Q.I & & I Q.I 

12. 1H1!ty1Ul DONE ~ ~Q n~.:J'U'U"!.:J'J ~l1J 1.:J'U1..I\9lfl'U Startup 
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, ~ " 
13. l1~-HJlflnl'H,j~tl'\.J1m ':HI'\J'\JihJ"ff~ _ffUJUJ1UJ CS B "ffllJn(ll:1n~':)~'\.J"ff.:)"l~ 

q u u cu 'U 

" " 14. l1~':)'illn_ffUJUJ1UJ CS B I:1n~.:)~m".:) _ffUJUJ 1UJ RDWR B "ffllJl'jl:1l:1n~':)~'\.J1:n"l~ 
Uti - 'U 'tI Uti - 'U 'lI 

" , 
2.2.2. <r1UPleJutn'mJ5fJu TflHII1J1J 
y, y ,., 

'lJmH)'\.J1'\.Jf11'jI,j~tl'\.J1i'lHII '\J'\J'U a.:) Xilinx lCJ_WVl~lCJi'\.J Spanan-3 ~l1':)'1lJ~ 8 'lJ'\.J\Pla'\.J 

" " , 
hWl1':) 8 'lJ'\.J\Pla'\.J'il~llu.:)aafll~'\.J 3 nrilJ"l~lln f11'j~~1\Pl1tllJ, f11'j'\J'j'j'ilm ~ lI"ff.ualJ~ 1l(l ~ f11'jI~lJ 

q q 'U 

':)1'\.J ~':)~~l~'\Jf11'jvl l ':) l'\.J ~~'j ,j~ 2.7 
'U 

Steps 
I 2 3 4 I 6 I 6 7 8 

Wake from I aeer : Semple Control 
I I I 

I Sl"'chr<>nIZB1lon I "rr"'lID I LOfId I StBr1l1P A • .." Configu ration P,r"1.5 Gon figuration CAC Chedo. 
(pOY¥e,·on or I "'omary I (lAI2'Oj, VSI2 '0]) I Chock I 0.. '8 I 

Sequence 

PAOOj3) I I I I 1 

1------ Setup ---- --1-00--- ---- Bltstream _____ -l 
Start Loading Finish 

" " 
1 ~ tllllP1 ~ ~ 'lJ '\.J \Pl fJ '\.J ~ 'j 1 tl~ ~ l~ tl~ ~.:)fJ 

Wake from Reset 

" " , 
'lJ'\.J \Pla'\.J fJ "ffllJl'j m~lJ "l~l1mtli~ "l~lln 

I. Irlmtl~ICl_wVl~la l':)'il'j Power-On Reset (POR) .f11tl1'\.JlCJ_WVl~w'iJ ~ vllhrw'\~Vl~la119i\Pl 
, '" "1 •• 1 ~ & '" .9 

'iJ'\.J fl1111 'j ':)~'\.J !"n'\'1 1 'iJ ~ 1:1,:) 'j ~ ~'\Jl1 '\.J.:) 

'") 'j ~ '\J'\Jri':)-fft1!t1!lUJ PROG B ~ 1 1~a119i\Plw_wVl~w 

3. 119i\Pl1~tl~1_ff':) JPROGRAM ~1'\.J JTAG 

'J,j~ 2.8 1l~ ~ \Pll'jl':)~ 2 .2 1l"ff~.:)mllJ_fflJ_W'\.J,rll~~llm'Ua.:)ll'j.:)~'\.J"l'Vh~l. _ffUJUJ1UJ IN IT B 
'U u u -

VCC INT rrT"TT"T-rT-r7---------------------- 1 <"i 

( S LJ pp Iy) --'-",-,",-,.J...J..J...J...I] 

VCCAUX rrT"TT"T ....... -m---------------------- 2 ;,'y 

( Sup P Iy) --'-",-,",-,.J...J....I...I...I] 

Vcco Bank 4 rrT"TT"T-rT-m---------------------- l~v 

(S u pp I y) --'-",-,",-,.J...J....I...I...I] 

PRO G B '[""T"'[""T"'[""T"\"""'T"T"t""T"t""T"t""~T 

il nput ) ~~~.J.....l.....l..l....l..l.~~~-----'I 

INIT B 
(Open-Drain) 

CCLK 
(Output) 

M12 :0) 
(Input) 

Pins S ampled 

'j,j~ 2.8 ml_Wl!"ff~.:)Il(jlltl~li'l~a.:)'Ua.:)w_wVl~la 
" 



T POR rHni\lu~u 'j \l~1.J i vHhij~l~,:j'j~~lJ~finT1.J~'il1.J m~i\l!~vJVl~!~ 
~\:ll11.htJmllJ~11m\lulJlJnr~llU'1::;'tltyqJlW INIT_B nJ~tJwll1.J 

"Hll1.J~L1'\l .. 

run 

5-7 

TpL nmi\l!!~'tltytylW PROG_ B !ll1.JL1'm1.J~~\lll1.Jm::;i\ll'e.lvJVl~w 2 - 3 

~l\ltnhtJmllJ~11f1H!!1J1J!L1'~1l!!'1::;'tltutulW INIT B nJ~tJwll1.J lJ'1~11.J1Vi 

TpROG 

T MINIT 

u u -

dd 

VillW 

!Bl~lJ'IJlJ'tltytylW CCLK ~ltd'1J1Tiflnl'tJ~tJ1.J 1m\lHlJlJ~1"r!~vJ 

Vl~lmllm11mlJfllJ 
q 

Clear Configuration Memory (Initialization) 

" 

300 

1.J 1 11.J 11.J lVi 

0.5 - 4 

ilJ tml1.J1Vi 

SO 

1.J 1 t1.J 11.J lVi 

II 

m..htJfI':mJ~11m .W1J1J'il~t1fl~l\l1~tJe)~ 11.JlJ~'\1~\l'illfl.u1.J\'1~1.J Wake from Reset 11.J 
'" ,., , , , 

'i ::; 'l'111\lij U1.J'I':! ~Il~ 11{'Vj~ 'il~11l1.J I-ligh-Z tJflIlmY11.JVilf1tJ1nlJ fll 'i ltl~ tJ1.J t m \llllJlJ llCl ~ JT AG 
., . 

Q) & 0 ... 1 I ~, , ... Iod " 
'fftytylW INIT_B 'il::;~fl~.:'ICl\lmUCl::;'ll~~fllJ'1~mlJ~vn1.J'l$1\l TpOR llCl::; TpL mlJ~lJ'Vl 2.8 m 

. " " 
~tu tu lW IN!T B t1 flU\l AlJ! r1tll1.J 'fft1l1.J::; I'll i~ 'ill flflltJ'U ~ fl ltlvl.yl'~1V 'il::; ~ V! 'U.u 'U Ylfl 'U ij 'il 'U flll 

u u - 'tI 'tI 

Sa mple Control Pin 

t~vl.y;~ ttl'll::; ei l'U 'tltyty ltl.u~ ~ fliTi fll'i ttl ~ tJ'U 1 m 'Ill 1.11.1 M l 2:0] tri ~ 'tltyt)J lW INIT _ B fl~lJ 
" " 

111 'U 'ffm'U~'ff '1'\1 ~\l 'ill fl.u1.J Yl ~'U fll'i ~ 1'1'\1 t.J1tJmllJ ~ 11 m.:'lll 1.11.1 'illflU 'U!~vl.y;~!B 'il::;tl ~ tl tJ'tltutulW 
'" u u 

" ~ tll.;] Cl1 m .:'1111.1 1.1 'VJ fl'l 'IJ tllJ 'IJ l~ 'U 'IJ tl 'I 'tlt)J t)J lW 'U 111fl1 

Synchronization 

9 ~ • I"; 1 . .1 dd .. , .Ii 
fIltJ ~'Um~ll'ff'IJ~l.;]Clfll'illJ'1tJ'U m\llllJlJ'lJtl\ln)1"iVi'ilIV'il~lJ Synchronization Word tl~ "ll'.:'I 

" " 
fllVl 1f1''Yij 'il ::;vll!"rW vl.y;~ltl~ 11~tllJ Cl t1~ 'lllflfllij 11l1.J ~ tllJ Cl1 fI 'j.:'l 1I1J1J!! Cl::; V\l'I5JtJ ,j'~I~ tJ.:'I~tllJ Cl 

'U cu '\J 'tI 
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" 
bel hHJleJ~Vl~beli'U Spartan-3 'il~ii Synchroni zation Word tl11 32 U\91l1rl~iili1eJfl11lJlI(Y~~ 1~tI 

!rl'\J]1'UiYiJl1f11~'U OxAA995566 

Check Array ID 
)I " 

1 'U'1J'U \91 eJ 'U iJbel~ Vl~leJ 'il~'11fll 'j \91 'j 1 'il~eJiJlI til'll eJ1,J rl i eJ ~ (Array ID) ~ eJ ~m til 'U m ~ II ~ 

'lleJlJrl1 f1'j ~II iJiJ 11\91 'j ~ niJ II til'll eJ:lJ rl i eJ~i11tll 'U leJ~Vl~ltll11 eJ i,j Ivt tliJ eJ ~ n'U fll'jiJ 'j 'j 'il'll tl:lJrl1 f1'j ~ 
QJ III q cu 

Load Configuration Data Frames 

" " 1 'U')'U \91eJ'UiJ 'il ~I~'U fll'jiJ 'j'j 'il'lleJ:lJ rl1 m ~lIiJiJ MiJ'U lnJJtlfI11lJ ~11 m ~IL iJiJ '\JeJ~Ifl~Vl~bel 
q " 

Cyclic Redundancy Check 

" 11~~'illfliJ'j'j~'lleJ1Jrl1m~lIiJiJI~1'iliY'U leJ~Vl~leJ'il~~lfllHl1'U1UJ~eJl{~ (CRC) 'illfl 

'llmJrl1 m ~lIiJiJlI rl~\91'jl 'il~eJiJ niJ'lleJ:lJ rl~eJl{9fmtll 'U m~1I ~'lleJ:lJ rl t1' lrm ~'W 'lil,j\91 'j ~n'U leJ~ Vl~bel 
" " " 

Startup 

1 'U ~'U \91 eJ'U if 'il ~I~'U fll'j 1~:lJ fln~ Nl'U '\J eJ ~leJ~Vl~leJ ~ ~ l'U 'j ~ 1111 ~ fll'j 111~ l'U '\J eJ~~'U \91 eJ 'U 

" 
iJrl'qJqJ1UJ DONE 'il~\lflu~eJtlhi'I~'U High-Z 

" , " 
')'U \91eJ 'U fll'j IU~ tI'U 1 m ~II iJiJVl ~11:lJ~ (yl:lJ n mi 1:lJl1~ tI'U I~'U IIJ:-.1'U m'W ~ltl~l'U il'i'~~11 ~~ ~ 

1'\..,1'ju~ 2.9I1rl~'jU~ 2. 10 1~tll!v.I'Um'W~ltl~1'U'\JeJ~1~eJ'Um:lJ!lrl~'\J'Ul'U'il~I~'U~~'jU~ 2.9 ril'U 
cu O.J q III 

1~ Boundary-Scan 'il~I~'U~~'jU~ 2.10 
. " 

2.3. f)l':i!U~tI'Ulf1':i.:JmJ'lJ'Ul .HT-J'U (Partial Reconfiguration) 

fll'j!U~tI'U 1m~lIiJiJiJl~ril'U'\Jru~~l!'I4'U~1'U (active partial reconfiguration) 111eJfll'j 

lU ~ tI'U 1m ~ II iJiJiJ l~ ril'U (parti a l reconfigura tion) rieJ fll 'j I U~ tI'U 1 m~!I iJiJ~ m ~~ l'\Jru~ ~U fl'j ur 
nl~ ~ ~ Nl'U 1 ~ tliJ l~ ril'U '\JeJ ~ eJU m ill ~1:lJl'j tI tI fl!LJ~ tI'U 1m ~II iJ iJ l'U '\JUJ ~~ ri1'U ~ 111 ~ eJ~ 'hJ 

q " 

I~ til'll eJ ~ niJ ri 1'U ~ 1 U ~ t)'W 1 fI 'j ~ 11 iJ iJ ~1:lJ 1 'j tI ~ 1 ~ 1 'U i I'i' eJ tll~U fl~ IL rl ~ i,j i l'i'-riJ v.I rl fl'j ~'Vl iJ 'ill fl fll 'j 

IU~tI'U 1m ~lliJiJ 

eJUfl'jUrbel~Vl~leJ'\JeJ~ Xi li nx ii'jUlliJiJfll'jIU~tI'U 1m~lIiJiJiJl~riTWeJrJ 2 'jUlliJiJ r 17J rieJ 
q 'U III 'U 

I. fll'jH':lJeJ~rll~'U]l'U (Modu le-Based) 1~'Ufll'jIU~tI'U1m~l!iJiJi~lJeJ~rl 1~tI'il~mj~ 
:lJ a~ Ml l~'l ~I'i' a~ fll'j IU~tI'U 1m .:JIl1JiJ a a fl\91 1:lJ fll 'j ~~~eJ'j ~1111~lJ all rl 11ltll ~ bus macro 

" " 
1~'U~lflrll.:jl'Ufll'j~~~an1111~:lJallrll~a~'illfl bus macro 'il~i,jIU~tI'UlIUrl~'j ~ 1111~ 

" 



13 

" ' , 
r~ nt! tJ tJ t-w nn tJ tJnl1 'lJ'lJ 11 1n-U 'W ~\l~1l\1 bitstream m 'Vn:;; -ffl'W ViiJm1:lJl!\i1n~ 1\l nl'HD ~ tJ'W 

" " ~ 'l n I '" 0 11]'" d '" '" 11] "'" d lflHll'lJ'lJ 'W':iu!!'lJ'lJ'W~1:lJl'H1l11 !~tJtJl\l':il'fml l'WtJ\l111n bitstream 'Vl !~:lJ'IJ'Wl~I"n 
" 

Power-On 
Set PROG_B Low 

after Power-On 

No 



Power-On 
Set PROG_B Low 

after Power-On 

14 
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2. lH)t1rl~1:1'l:lJl'HlltJ~m.mtJrl~ lfl'HUU'l./l~Il~l'1'a~~ml:lJfl~l 'HHh:nratJ I CLB (4 slices) 

.,; , ~ ~ . 1 "', ~ ~I 0 d 
Il rl ~:lJl fl'Vl1:1'1'l1 'Vll flU m 1:lJ flJ 1 ~ "tJ eJ ~ alJ fl ':ill! ~ I'l tJ"tJ 'Ul1'l1l~ \9l a ~ IlJ 'W 1l1'W 1'WI\9l:lJ "tJ eJ ~ CLB 

q q 

3. l'illl 11 1-1 ~m:lJ1I 'W 1'W eJ'W "tJeJ~:lJ eJ I'lrl~ 1:1'1:lJl'j t:IItJ~ tJ'W Il tJ rl ~ 1m ~Il uu l~ 1l~l'1'eJ~1 ~'W 1 tJ\9l1:lJ 
" 

"tJeJUI"tJ\9l"tJeJ~ CLB (4 slices) 

4. 'Vl flE ~~ a cil 'W "tJ eJU 1"tJ\9l"tJeJ~:lJ eJl'l rl~ 1:1'l:lJlHlltJ~ tJ'WIl tJ rl ~ 1 m ~ Il U U l~h; 111l~ l~ 'W Slice, 
q" " 

TBUF, B lock RAM , Multiplier, JOB Ilrl~'Vl-r~tJlmlA''W'Vll~l~eJ:lJ ltJ~ 1l~\lml:lJeJQl'W 

meJu bitstream "tJeJ~:lJeJl'lrl1:1'1:lJlH1~ltJ~tJ'WlltJrl~ lm~lluiJl~ tJflI~'W111-11tJ\Pl'j'jfl~"tJeJ~ 
" 

" iY't)! t)! It'U 'W 1 v1fl1 I ~ 'j l ~ 11 t.Jltl! 11 ~ l-W ~ fl'j tlU bi tstream I ~ 'W "tJ tl.:J \Pllltl ~ 

5. I OB ~ eJ ci~ I'l tlU:lJ tl I'l rl~ 1:1'1:lJl 'j tlltJ ~ tJ'W Il tJ rl ~ 1m ~ II U iJ 1 ~ ii ell ~ 'W ril 'W 11 if ~ "tJ tl~:lJ tll'l rl ~ 
" " " 

1:1'l:lJl'jtlltJ~ tJ'WmJ rl ~ 1m ~lliJU l~ 

6. :lJtll'lrl~1:1'l:lJl'jtlltJ~tJ'WlltJrl~ lm~uiJiJl~Il~~I'l~eJtlU:lJtll'lrl~'W~ltJ bus macro ll.illll~ 
" " 

1~'W:lJ tll'l rl~ 1:1'llJl'j tl11 ~ tlll.i1:1'l:lJl'j tlltJ~ (J'WlltJ rl~ 1m ~Il UiJ l~nm:lJ 

1 

1 

1 

1 

" 

Fixed 
Logic 

B 
U 
S 

B 
U 
S 

B 
U 
S 

PR M 

Logic A 
C 
R 
0 

PR 
Logic 

B 
U 
S 

M 
A 
C 
R 
0 

Fixed 
Logic 

1 

1 

1 

1 

1 

1 

1 

1 

1 1 I 
1 

1 

1 

1 __ - ---, 
I -------':....:: - .­._-----

Boundaries 

Fixed 
Logic 1 

'jtJ~ 2.11 ~~fl1'jeJeJflIliJiJ~~lJtll'lrl~1:1'l:lJl'jt:lltJ~tJ'W lm.:JlliJiJl~ 2 :lJtll'lrl 
" " " 

, " 
m:lJ1Jn~Il~1 bus macro ll~tlfl1:1"h~lJlIl1fl TBUF (3-sta te buffer) ~~'jtJYi 2.12 II~l~-wll.i 

" " 
9 ~ul ~ ~ 1 dd , .. 11) 'd 

'(1'l:lJ1':itl ~'li I'lflU Xilinx IeJV1~llltl~'W Spartan-3 l'Wtl~1l1fl Spartan-3 ~:lJ:lJ TBUF 
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CENTER 
(Boundary) between Band C 

LO [3:0] RO [3 : 0] 

LI 13 01 if 11 II J ~ r r }R113 0] 

LT [3:0] RT [3: 0] 

. 1 d " " ~u'Vl 2.12 nl 'j{Y'.il-:l bus macro ~1(J 3-state buffer 

hNl'Wi')(J'IHH Patrick Lysaght , Brandon B1odget , Jeff Mason, Jay Young 1!"f1~ Brenden 

III ~ 0 C:t.d ~ '1 i y ~ .d & ..::.d ~ 
Bridgford [18] 1~'Wll~'WtJl1if11'.i~'.il-:l bus macro 1~(J 'If Slice m1'W TBUF ~-:l'.iUl1 2. 13 9i.:J11i'W 

o 1 "" .. 1 "'''' , Ii] " 'Vll '\1l'.il~llJl'.itl~'.il.:J bus macro lJ'W Xilinx ltJn'W'illtJ1'W Spartan-3 l~ 

41npul 

CLB Slices 

Module Boundary 

I 
I 
I 
I 
I 
I 
I 
I 
I 

I .. 

Signal direction 

. 1 d " " '.iu'Vl 2.13 nl'.i~'.il-:l bus macro ~1(J CLB 
'" 

'" 2.4. leHmnr (AES: Advance Encryption Standard) 
.-

'" 

4 Output 

CLB Slices 

ltJ~ltJ1:1 (AES Advance Encryption Standard) [6] iJ-W'Wll'WlJl'illfWlqEJ~ Rijndacl [22] 
.-

l~mtJaltJ1:1'il~iJmllJ(Jll'UtJ-:l~Vll"f1~oU'tJmllJltl'W 128 , 192 '\1~tJ 256 tll'J -:J'Wl'JtJ'Wnl'.il11-:l1'W'UtJ.:J 
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" '" "'''' I. 'U'W\Plel'\.Jn11'Utlltlfltl (KeyExpand) 
" , 

2. .u'W\Plel'Wnlm'Vl'WVilu~ (ByteSub) 
" , '" ... 3. 'U'W\Pltl'Wnl1!('jel'Wum (ShiftRow) 

" 
4. .u'W\Plel'Wnnr:H'1'lJ'I1~fl (MixColumn) 

" ~ d If' I 

5. 'U'W\Plel'Wnl1'Ulflfltl11\Pl"O :;;1el1J (AddRoundKey) 

~ d d' d ~ d d'-=:t ~ ~ .d 
'U 'W \Pl el 'W n 1 1 'U tI 1 tI fI tI (Key Expand) 1 tJ 'W n 1 :;; 'lJ 1 'W fl1 1 1 ~ el '111 fI tI '11 '1 'Ii 1 ~ tll tJ "0 tI 'W TI' (11 'W:;; 

31 ... 31 '" _ I'" .1 1 '1 a d (S tate: TI'm'W:;;'Utl.:J'Uelfll1lJ IlJel'Uelfll1lJ:lJnl11lJOti'WUlJ"O.:J ~tlm::;'lJl'Wnl1 ~'lfl\Pl1:IJ TI'm'W:;;n\l:;; 

1 tJ ~ tI 'W "l tJ ) 'U 'el .:J .u el fI 1 1 :IJ ~ l.u 1 :IJ l\l 'W "l t{ 1 ~ W ,j(j ~ ~ ; TI' ~ tr 1 tI el el n "l tJ ~.:J \l :;; '111 ~ v'If .:J 11 :IJ ~ I 0 1 'el 'lJ 
q 

Nk = 4: 
KeyExpansion(byte Key[4*Nk] word W[Nb*(Nr+1)]) 
{ 

for(i = 0; i < Nk; i++) 
W[i] = (Key[4*i] ,Key[4*i+1] ,Key[4*i+ 2] ,Key[4*i+3]); 

for(i = Nk; i < Nb * (Nr + 1); i++) 
{ 

temp = W[i - 1]; 
if (i % N k == 0) 
temp SubByte(RotByte(temp)) A Rcon[i / Nk] ; 
W[i] = W[i - Nk] A temp; 

*Nk - fI11lJV11'\JIl~fi!hm~1V 32 , Nb - fI11lJV11'\J1l~ block (oUllfl11lJ) 'Hl~~1V 32 

* SubByte ltl"Wyhni"W~!'I"fH1"v~lm look-up ~~\l~fi"Wtilr1~~f)ci'UlJl 

* Rcon ltl"Wfilr1~~~Hi"W!'I"fl~Mhmfil1~~Il'U 

~'W \Plel'W fll1 11l1'W ~ "l'lJ~ (ByteSub) 1~'W n11 11 'Vl'W ~ll~:lJt{ltJlll fll1 '11 lfJUHl 'lJ'lJJ:-ln~'W 

(Mu ltiplicat ive Inverse) 'lJ'W'W.:Jni'W GF(28) 'I11'ellll'lctlm11.:J1l'Vl'W~11~tJfll1'111.um.l"oI.ul"ltJiJ~ 

:lJtl~"O~~el'"J1WTI'1Jelnqj (S-box) ~.:J~tJ~ 2. 14 

ao,o aO,l aO,2 aO,3 boo bo,l bo,2 bo,3 

[subBytes] 
al ,o a l , a a t ,3 blD bl , b bl ,3 

~ 
a2,o a2, 2,3 

a3,o a3,l 3,3 

,." , I 

cv ~ ?1 <do ~ ~ ~ ~ 
'U'W\Plel'W fll1 If! elWlm (Shi ftRow) 1'U'W TI'm'W:;;'Vl'Vllfll1!('j el'W CJiltlU'lJ'Ul'U 'W 1.:J'I1 1 el cyel ie Ie ft 

j.I " V y , 

shift 1~tJ~lln'Wfl1.:J-YlI~el'W~'\.JeltJn'lJIWlt!'W'l ~.:JUTI'~.:J'l'W1tJVi 2.15 
~ ~ 



" 

No 
change 

Shift 1 -
Shift 2 -
Shift 3 -

ao,o aO,l a O,2 .a 03 .. ' 

a a 
;' 

al ,o a '-
/1,1 /1,2 jl,3 

[ShiftROWS] 

ao,o aO,l 

a 1,1 a 1,2 

"'- "-

a 2,0 a 2 1 a ~i;3' , 1. 2,2 
-"-

., 
a 2•2 a 2,3 

a 3,0 a 31 , a 3,2 ~3i3 a 33 , a 3.0 

'--
)tJ~ 2. 15 'j~I'UtlUi~fll'H~'eJ'Wll(.ll (ShiftRow) .. 
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a O,2 . a O,3 

a l ,3 a l •O 

a 2•0 a 2•l 

a 3•l a 3•2 

Q.I Q) ~ 0 Q.J I Q.J .:::t. .<::I. 

'lJ'W ~ 'eJ 'W fll) rli:1:1J11 ~ fl eM ixColumn) fI 'eJ fll) 'W 111 Clflll~ ~ ~ 11 ~ fl'lJ 'eJ.:J 'eJ 1.,1 ~ ~lJ 1'W '01) Ul1bb U U 

~ 0 "1. 1 1 ~ .. 
GF(28) U~l'W1 !lJfJUllJ'eJ~ ~ (Mu ltip ly modulo) ~ltl x4 + I flU'W11'W1lJ '03 ' x3 + '0 1 'x2 T '01 'x 

+ ' 02 ' ~.:J)tJVi 2. 16 .. 

r--
aO,l 

- bo,l 
ao. ~0,2 a O,) boo )0 2 bo,) 

(Mlxcolumns) 
. 

r-- -
bl •l a l , all 91•2 a l •3 b 1•c )1, 2 b l .) I 

~ 
b 2•c b 2•3 a 2• a 2,1 92,2 a 2,3 b21 P2.2 

I--- f--- 4 ' 

a 3• ,,:I, a b VI:: P3.2 b 3,3 3.2 3.3 3, b 
-

a", ------+8l C(X)r ',' 

~'W ~ 'eJ 1.,1 fll'j U 1 fl~ uu~ i:l ~) 'eJU CAddRoundKey) ! ~ 1.,1 m ~ U 1 1.,1 fll 'j btJ ~ tI'W i:1m'W ~ 'lJ'eJ.:J 
". . 

.u'eJfI11lJ 1~tlfll'jll1 XOR nu~ulm'eJutr'W'l~.:JViUi:1~.:Jl'W~tJVi 2. 17 

ao,o aO,1 aO.2 aO,) bo,o bo,l bo,2 bO,) 
[Ad dRoundKey] 

a l,o ai , a .2 al ,3 bl,o b1, bL2 bl ) 

f-- ~ f--

a2,o a2 az 2 2) b2•o b2 b22 2,3 ';;.... po.:... 

~ 
I- • f--

a3,o a3,1 0 3,21 3,3 b3,o bV'f Ll3 ,2 1 3,3 

b L ~ 
ko,o kO '1 k O•2 k O•3 

q7 

/ k lO kl,l k 1•2 k 1,3 

-
k 2•0 k2 1<z,2 2,3 

-
k 30 k 3,1 '3.l l 3,3 

~1~Ufll'j111.:J1'Wl'W'j'ClU~ 1 - 9 'O ~ 1,* RoundKey(S tate, RoundKey) nj'eJi'W'l~U~i:l ~';j'eJU 
n'O ~ l,* KeyExpandCRoundKey, Reon) 1'Wfll'j11l RoundKcy 'lJ'Cl.:J';j'eJut1~itJ 



Round(State, RoundKey) 
{ 

ByteSub(State); 
ShiftRow(State); 
MixColumn(State); 
AddRoundKey(State,RoundKey); 
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I 0 j} 0 jJ 0 j} 

bY J 'U nl 'j 'Vl H l 'U 'j el 'U 'l; \Pl 'Vll tJ U ~ rl ~ fll 'j 'Vll Mix Col u mn (S ta t e) II rl J U 'U fll 'j 'Vl H l 'U \Pl J tJ 

AddRoundKey(State) 

FinalRound(State,RoundKey) 
{ 

ByteSub(State); 
ShiftRow(State); 
AddRoundKey(State,RoundKey); 

~ , 

~l'I1 f'U fll'j (lel\Pl 'j '11 bYlj'lJ'U \9lel'U m~'UJ'U fll'jVi "hiU\'lfl~l.:J U l fl fll 'j l"t! l 'j '11 bY l'vil1 'j,r fl I V1 U.:JU ~ 
, " " 

nJ~tJ'U ~ l~'U fll'j vi Nl'U'IJ el'lU~rl~'j fl'Ulvl l,r'U~.:Ji'J 

InvRound(State, RoundKey) 
{ 

AddRoundKey(State,RoundKey) ; 
InvMixColumn(State); 
InvShiftRow(State); 
InvByteSub(State); 

InvRound(State,RoundKey) 
{ 

AddRoundKey(State,RoundKey) ; 
InvShiftRow(State); 
InvByteSub(State); 

" , 
'U el flU l fli'Jl 'U fll'j 11 l1 tJ 1 oM'll'U U 1.:J ~ II ~ 'U ~ el'lljl~ fll'j 'flll-W'U fll 'j (Operation) lJlln UJ"t! fl.:] 

l\PlU~J\ltJl!~Jfll'j'flll-W'Ufll'jljel~ 51t1lJ\Pl1~Htl ~tjq; (ECB: Electronic Codebook), q;tjq; (Cipher 

Block Chaining), q;lelvltj (CFB: Cipher Feedback), lelwvltj (OFB: Output Feedback) lICl~ q;i1 

" ell'j (CTR: Counter) 

."."." 

2.4. 1. flCZf 'lJ (ECB: Electronic Codebook) 
" , , 

l~ 'U fll 'j 'flll -W'U fll'j l! 'U 'U-W'U ~ l'U Vi 'l;\Pl vi ll\Pl Ufll'j U U 'l"t! elf) J llJ Vi l"t! llJ lll1'lj 'IJ 'U l\Pl'Yj ell t1lJl~ 
~ d 1 11' ~ j} Q/ ,., d 1" ~" 
n'U'U rl elf) 9Hvl el 'j U l fl'U 'U I 'lJl 'j t1 bYl! rl J fl U ~ \Pl j:-jrl (j 'Yj 1i 

, " n l11 'U \Pll 1r p l~ 'U"t! elflJllJ 1 t1 t\JVi lWfl fl el m~ 'U"t! elf)lllJ U el U"l ~.:J i'J 

P = {PI' P" ... ,PL } 
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C = {Cl' C2, ... ,CL} 

1 ..." '" 1 i "'" '" ~tI c
J 

= E,,(P) f1flnl,)['Ul,)'IHY"HJ.:J P
J 

~tI 'lifltl K 

oU fll rYtI'U fl.:J nl ') ~ 11 {J lJ nl ') 1 'I1lJ ~ ~q;1ififl nl') (l fl hlJ ~ l~ ~ lt1 ~hJ 'l1').:J ~ bYlm') (l vllnl,) 
" " 

""''''''''''' 2.4.2. CJfUCJf (CBC: Cipher Block Chaining) 
" , ,)I 

fll ') ~ 11 {J lJ fll ') iJ ') ~ If) 'Vl ii (l fl bY f 1.:J I Vi fl il ~ 'If fl.:J 1 '111 Vi I n ~ ~ lJ i lJ ~ q; 1i ~ 1 tI fll ') IoU 1') '11 bY 
" . . " 

II 'lJ'lJ~flIi1fl.:J oU flfldllJ 'Ulfl flfl'li~~ e:J I iJYi (l fl'W llJ lloUl,) '11 bYii~ l!'LllJlVll I ') n~l.J eJ Un'lJ oUeJ fIdllJ i m eJ'lJ . " " . " " 
till~l~ltl ri.:J N~ i 'l1 ~IJJ'I11.:J~(l eJ~ ')'11 bYl~tllfl~lJiil~ fll') loUlll~~1:1 fl~,) '11 bY~-1ii 

" 
" '" I'U 11'11 bY 

I:1fl~')'I1bY 

IIbY~.:Jl~I~l.J~.:J')iJ~ 2. 18 

C
J 
= EKCP

J 
xor C

J
) 

P
J 

= DKCC) xor Cr l 

" 

"'" •. 1 "'" 2.4.3. CJfifJrvU (CFB: Cipher Feedback) 

l~lJ 1'11lJ~nl,)~11{JlJnl,)'li{J~~fl')~vlll~lJll'lJ'lJbY~1lJ CStream) 'UlJl~ k ,j~ ii'l1~flnl,) 
" I • I " 

111-1 llJ ~.:J ii 11lJ II ') floU fl fI J llJ Vi ! oU 1 m 11 ~ (l fllW fl €J €J fll ~ lJ oU €J fI 1 llJ U fl tI 'U lJ 1 ~ 8 ,j ~ (i lJ Vi ii 'U €J 
" " . 

tlfll'il€Jth.:J 1lJ fl') ill k=8 ,j~) 111mJWll'11lJ ~ X 1 'Um~1 Vll n'lJ 'Ul.J 1~'U €J.:J'lJ ~ e)fll "b'lyj €J{Yi I') 1 i ~1,r ~ 1 

. . " 
11lJ~lJ chJ'viii'Ufl1~I~lJ 64 ,j~) 11 ~ i~11 

c = P xor 0 
J J J 

X J' I = RS6(X)IICJ 

"''' '" LgCX) 'lJ~"b'ltlL!~ 8 'lJ~'Ufl-1 X 

R,o(X) ,j~'UJ1L!~ 56 ,j~'UeJ.:J X 

~ 0 ~ I Q.I 

XII Y f1eJnl')mbY~').:J X lJl~€Jn'lJ Y 

bYllJl,)l:1bY')iJi~l~lJ~.:J')iJ~ 2.19 . " 
" " i lJ 1 'I1lJ~ii nl') (l €J~') '11 bY 11 ~ 1 ~bYlJ nl ') ~.:Jii 



P
J 

= C
J 

xor Lg(EK(X)) 

X
J
• 1 = RS6(X) IICJ 

p-
.1 

!i bits 

C2 

':i'lJVi 2.19 tl1'j~hihJnl'j 111lJ~9fw'WU .. 
C .\ 

, , ,., I t 
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rhJl n n 11'W -:] 'If'W nl 'j b 'Ii' 1 'j 11 TI' 'Ii' e:J d'YtJ"U e:J -:] ili ~ lb iJ 'W nl 'j U 1J 1J iJ fi e:J bij e:J 'Ii' e:J lJ ~ Vi ~f 1J f u i 'fll n rl m llJ .. .. 
Q .% do"''' d I I Q.I ~ 1i1'" ~~~~lrl"U'Wn~:~11~"Ue:JlJ~~GnTI'-:J~e:JGrllJl~rl~~lrll~rllV .. .. 

2.4.4. TeJlfrwij (OFB: Output Feedback) 

" TI nEJ ill : nl'j 'l'il ~l'Wfl~ It'J''l nU9fle:J'WUTI'llJ1'j I:HlTI'rl-:J'fllVTI'lJ nl'j <fl-:]iJ 

OJ = Lg(EK(X)) 

\ ' I = RS6(X)II OJ 

C = P xor 0 J J J 

~ -:]~U~ n~H n'U fie:Jnl':i ~e:JTI'~1-:]'fllV OJ ~mh : TI'-:]fln b ~e:Jl'U 'U nl'jDrl ~'U ilihf'mllJ 

Nrl~mrl 1 'Unl'jfuri-:JGnri -:]~e:J i~1'W'Ii'e:JlJ~~mlJlJ1mm1TI-:] <fl-:]'j~~ 2.20 .. .. .. 



c~ C3 

'jiJ~ 2.20 nl'j~1111Unl'j 1l1lJ~ 1-emrwu 
" 

~ , 

'1leHiYv'IHl\l nl'j~1111u nl'j 111lJ~14~tlfl'llJlHlt:1 fl1 ~lJ~ i~ ~lm 'liu 'lu f1'j ill Vi N"hJl1l \I~ ~~\I P 
'\I 'U <u J 

"'$I" 11]'" 
!l(l~ C fl'it:1\1 0 !~~lflfl'lJnl'j 

J " J 

OJ = CJ xor PJ 
"$I c:J $I'" "'.% II] $I 

llJtl'j 0 flfl'llJ1'jt:1f1'n:J'Utlm1lJl'Vl~'UUlJl !~~lfl 
'\J J 

C' = P' xor 0 J J J 

qq <I 
2.4.5. "lfrwn (CTR: Counter) 

~ 

l~ ~ 1111 U fl1 'j 14 ll1lJ 1 ~ "h 11 f iJ n iJ f11 'j 'l.J1 i iJ iJ 'j ~ V fllPl'lU f11 'j l'i 1 \l1U II iJ iJ 'U 1.J11.J1 ~ 'j 1 ~ '1l tl 
q 

~ 

f111lJ t:1 fll'1l 1 'j l1 fI' i iJ'W ~ tllJ'l nu ilj ~ tl \I 'j tl'1l tlfll1lJ n tl 'U 11.u 1 fl'lJ fl1 'j fl1 'j ~ 1111 'U fl1 'j I ~ U il, \114 
" 

il,\I'jiJVi 2.21 
" 

OJ = Lg(EK(X)) 

C = P xor 0 
J J J 



, , 
Clt.V~~ 1J 

2,5 . .:j ll! 1 'ill'J'YIHll'J1'UeH 

C 3 

lJ':JJ'i'wu::'{f-3fJth-3f1-3 (Design of an Extremely High Performance Counter Mode AES 

Reconfigurable Processor) 

,:nWi~tJ'\H)\I Yongzhi Fu , Lin Hao, Xuejie Zhang IW~ Rujin Yang [7] ~''f1lbf\'H)i1inl'J 
" bY~l\11\l1J'JlfJaleJbYll'U'UI'1"nr'U (counter mode) 'UhI Xilinx leJyjV;~1eJ1h1 Virtex-II 1~ltJlh1\11h11~tJ;:j 

q 

Hl1inl'J loop unrolling. inner round pipelining ll(l~ outer round pipelining ~\lij'JltJ(l~IBtJ'fl~\I 
d d.& ~ d If) ~~ & ~ ~ , ~ ~ 

IIbY'fl\llhl'J,j'Vl 2,22 1I(l~'J,j'Vl 2,23 9J'\Il\l1J'JbY'fl'VlltJ'VlI'fllJbYm'Jt:1h1~bY\I:lJlnt:1\1 27, 1 nn~'tHll'lfJlhll'Vl 
<tI cu q 'IJ 
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lnpul Bloc k In)1UI Blo ck 

~ ~ 
InpUI Bloc k AdJRolllldKe)' , AJdRnlllldK<y, 

J 'V 
Reg ist er 

S ubBytes SuhBytes 

S hiflR ow s ShiftRows 

MixC olumn s MixColumn s 

AddRolindKeys A ddRo lindKe~' s 

l 'f 

SubBytes 

'>Jt 
ShiftRow s , 

MixCo lumll s SubBytes SubBytes 
A ddRoull dKcy> 

ShiflRows ShiftR ow s 

AddR o lllldKc) , AddRolllldKeys 

l 't' 
Reg i, ler 

;1 . Cicnl'r:d ArchileClure b. Lo op Unrolled Archileclure c. Outer Round Pipclining 

I n pUI Blul' k IIIIHIl Bloc k 

~ 
AddR"uIIJK ~y' 

\It 

SubBylts 

ShiflR o\\' ~ 

MixColum ns 

AddRolindKe y , 

" 

'f 
SubBy les 

ShifLRo\\ ~ 

A ddRo undK~y , 

t 
:I IlIlI n RlllllIJ PI),c lin ill), b. f'.li\c:d 1I IIIer ;111 Ollter Round Pipelil1ill,l! 
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(Design and Implementation of Reconfigurable AES IP Core using FPGA s) 

.:jllJl~tI'lJeJ.:j Xu Jian , Liu Yuan-feng, Dai Zi Bin II~:; Sun Yi [8] "It)l(ylJeJllf1'UleJY1 (IP 

, "" 
Core) 'Vili'l'lhYf~eJ(,)eJ~',i11meJBW(y l~tIllf1lJleJY1iJ(yllJl',i11Vil.:jllJl~l'1.:jlWliJiJ 128 ,j~, I92 ,j~ 

1l ~::; 256 ,j ~ II ~:; t) 1 tI f)l',i eJ eJ f111 iJ iJ 1 ~ tleJlftti f)l ',i I 'll ~ tllJ 1 m.:j II iJ iJ Vi 1111' lh:; '11 V~ 11 'l1 ':ltJm ',i f1:; 

(Logic Elemen t) 1~~.:jreJtI~:; 43 1I~:;'ll',i:;11V~,j~'I1'l11tlfllllJ~1 (Memory Bit) l~reJtI~:; 17 

(Ym1J~tlm',ilJ'il:;l'LJ lJ~,n'll~ 2.24 
" 

control input/key 

--- 1-- ------=4---_,-------
Control II ; Input interface -- -:. -~r1 

--~-- --1--- ---- ,- .- ~~; --- -
scheduling J 

Encryption/decryption , 
1-- .- --_ O-----r---' 

output interface 
--T -----

- .-- ., ... 
OupUI 

Memory of 
interna l key5 

, , )J SI SI 

I {J eJ.:j 'ill f1 rJl eJ.:j f11 ',i 'll ',i:; '11 V ~ 11 'f 'Yl tI 1 f1 ',i 'Vi 1 i'.:j llJ ~.:j '\J lJ.:j llJ 1 ~ tI ~ lJ iJ ~.:j ~ f11 ',i 'll ',i :; tI f1 ~ ',i ::; iJ iJ , 

nl',i I'll ~ tllJ 1 m.:j II iJiJ I ~ l"l 'll1 i'niJ'I1 'l11tlleJ (Yll eJ f1CJf (S-Box unit) l~tI~ 11weJ (Yll eJ f1'11'il:; I'll ~ U'U I'll 

111 (Y eJ ~ fl ~ eJ .:j n iJ f11 ',i I ~ 1 '11 ~ eJ 11 eJ ~ ',i 11 (Y l'U 'IJ til:; J lJ I ~ eJ ~ ~ 11 'f l'l tI 1 f1 ',i ~ 1 i' ~.:j (Y lJ ',i ',i 11 'U:; ~ It) I ~ lJ ~.:j 
1'11H~ ~ 2.3 1 ~ tI 'il :; 111lJ 1111 f1lJ I eJ Y1 llJlI iJ iJ 'l~~ 1 tI 'il:;'ll ',i:; '11 V~ 11 'f 'Yl tI 1 m "l t) lJl f1 ~ 'l~! ~ eJ.:j 'ill f1 ell fttl 

w(Yllaf1'11~l'll~tllJ 1m .:jUiJiJ It) 

IP-CORE System Area 

support key Clock Memory LEs 

lengths(bits) fmax(MHz) bits 

128 70.11 65536 1550 

192 65 ,3 4 65536 2052 

256 61.26 65536 2554 

1281192/256 60.34 32768 26 12 

* 2 LEs I'I1UiJl'Vll I CLB 
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(Reconfigurable Memory Based AES Co-Processor) 

.:Jl'WlllV'Utl.:J Ricardo Chaves, Georgi Kuzmanov, Stami ti s Vassiliadis ll[l~ Leonel Sousa 

dl1 ~ iJ Q) ~ d Q../ ,J .::sa I 

[9] 'W !~Ib1''Wtl'J.:J'il·H'Ulll[l~f)tl~':irHHtlmtlb1''Vl'W~'Wl'U'W'\J'W Xilinx 1e:J-W'W'ilIe:J':i'W Virtex-II Pro 1~tJ 
q 

rJlftv'\J~tln'l1,hVmllJ~l (BRAM) ll'\J'\J'litl.:J'Vll.:J~ (dual port) l'Wfll':i~~'Wlb1'm':if)'W~'Utl.:Jfll':il.,j'l 

!![l~f)e:J~':i11b1' 

Port B in 

s 

s S 8{r 8-tt 

I SBo' I I SBo, I 
8 8 s· 

Mult Mult 

8 8 

Port B out Port A olrt 

'j 'll~ :U5 fll':i 1 ~'\J ~ e:J n'l1lJ 'JvmllJ ~l!! 'Vl'W fll':i 1L'Vl'W~ 11Jl9111[l~ fll':i mrl'lJ'll ':i ~ ~'Vl~''Utl.:J fll':i r-lb1'lJ'I1 ~ n .. 
, ~ 

'illm'llY12 .25 'il~I,1'Wl1.:Jl'W11ltJill~I~'\J~e:Jn'l1l.hvmllJ~l!!'\J'lJ'litl.:J'Yll.:JA I '\J~tlnll'Yl'W .. .. 
fll':i II 'Yl 'W~ '1 '\J~ 2 -e)'Wl![l~ fll ':i 'I11rl'lJ'll':i ~ ~'Yl t~ ~ tl.:J 1 'lil 'W fll':i r-lb1'lJ'I1 ~ n 2 -e) 'WI ct tl.:J 'ill n fll':i 1~e:J 'W 11m 

U[l ~ fll':i!!l1 'W ~ 1 '\J ~b1'llJl':i f) b1'~'\J fl'W"[~ ~.:J 'il ~ l~ 'J.:J 'il':i ~Vi 1 fll':i!! 'Vl 'W ~"[ '\J~ , I~ tl'W!! m !![l~ r-lb1'lJ '11 ~ fl 

rll'l111J fll':i I .,j'l!! [l~f) e:Jm 11 b1'~.:J':i'll~ 2.26 

.,; 
l'I1':il.:J'Yl 2.4 

folded 

unfolded 

(inter-pipelining) 

unfolded 

(i n tra -p i pe lin i n g) 

.. 

Slices BRAM 

515(5%) 12 

3168(32%) 80 

3513(36%) 80 

Frequency Throughput Latency 

(MHz) (GBPs) (cycles) 

182 2.33 10 

156 19.95 10 

271 34.7 30 
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decrypt 

So.o S1.1 S1 3 

BRAM BRAM 

32 

25·0 .e 35 1.e S'2 e S 3.e 

, 

2.5.4. nrmhl1Ul nl1Un€l lErihrJun 11 lThn.J1J 11.ul"n1mIUUlf)VI f)lTUW f)rlrlfJl f) 

(Comparison of various strategies of implementation of the algorithm of encryption AES 011 

FPGA) 

" 
h.l.:Jl'Ul<OV'Uel.:J Oscar Perez, Yves Berviller, Came l Tanougas t IICl~ Serge Weber [101 ij 

l¢i\hTI'U el1.:J11,;) l.u\nhw UUlel~lelTI 128 UIl1~1Vl~ fllnl1.:J1'UIIUUTI1V,,1 el (Pipe linin g) IICl~fll,;) 

I1J~V'U lwHIIUU (Reconfiguration) l~vli' Xi linx lelyj.y;~ltJ XC2V6000 ~.:Jl'Ufl1';)l<Ovffl1~llti.:J 
ri1'U 'U tI.:J 1.:J 11 ';) l,j 1';) 11 TIel el flI tl mYel.:JlJ el~ ClI~ el 1 i'1 'U fll';) I tJ ~ V'U 1 m.:J II U'IJ f1 el 

'" 
",<, 

I . lJel~Cl'UV1VliW (Expansion Ki Module) 

2. lJel~ClI9ilyjel{ (C ipher Module) 
"iJ . ",., 

l~Vt1.:J TIel.:J ri1'U ij 11 ~ (l fll tJ ';) II m lJ Cl.:J'IJ 'Ulelyj.y;~ wljjel ~lltl 'WI" el.:J 1 i'.:J 1'U1l11'U~.1 'U el fl111flij 
'" 

& ~ .J'-=t 51 , ~~ .d 

IICl~ ReconfJ 9i.:J'Vl.:JTIel.:JII'lJU'UlJ'Uelllll1flIl11.:Jfl'U liltl Rcconfl 11~lJfll';)m~111VCltJ (U nrolling Loop) 
'" 

II~ ReconG l11vll ~.:J~Cl~'Vl£~1~111fl1.:Jl1Hf.:JTIel.:Jltl'U~-:J1l11,;)1.:J~ 2.5 

CLBs BRAMs Throughput (Mbps) 

Reconfl 2905 0 43448 

Reconf3 321 0 4273 
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" " 
U ~ 1 tH 1 'W i ~ v;:j "hi"l J{ fl ~ 11 ii .:J i ~ urI ~ ~ 1'W 1'W 1J ~ Vi 1 i'1 'W nl) I U ~ V'W 1 m .:J LL iJ iJ 11 ~ "l J{ 

r)1'W1Um(\l~1i'1 'W fll)bU~U'W 1m.:JlliJiJW1"l i 
, 

2.5.5. -:J-3fJ 11.yl"n1mfJ;)UHr'lfuvIl'lJiifJU ifl 1 -3UUUM' 

1'W.:J1'Wi~u'Uel.:Jbll'W1'll'~ fl"hn U )~b-cr~] Ut'l~U)~f1l-cr iJ.:J-cri1~6i\PlJ'W1 [12], [13] "lJ{b-crWl 

1.:JiJ) b.u1) 11 mel fllel-cr'll'U~bU~ U'W 1 m.:Ju iJiJ"lJ{ 1~v li'~t'l~I'W t'l fll9l'el{ 'If 'wl 'W fll) bU~U'W 1m.:Ju iJiJ 

" 1~Ull~UU.:J1.:JiJ)elelfllU'W 6 ri1'W ~.:JiJ 
" 

I . 11thummuJ (Control Unit) li'miJfllJfll)Vi1.:J1'Wl'1.:J11lJ~ . . 
d.c:::::to 11' fI 9 v d " J!::t tI 

2. )iJmIlHl)UiJ ~fl (RegisterB ank) t 'IHfliJ'Uellq!t'l-crm'W~Ut'l~flU 

3. 1.:J iJ) -crJ:i'tmJ ~ U'W (Transposer) Vi l11ti' 1~ -crJ:i'iJ.u ellq! t'l~ iJ~ J.u 11.:J iJ) 19l'bYl el {bU-crD 

do' 0 d ".. 

4. l.:JiJ)'UUlUflV (KeyExpansion) 'Vl1m~iJl'Wfll)'UU1UflU 

5. l.:JiJ)"l9l'bYlU{W-crD (C ipherSB) Vi1m ~ iJl'Wfll)U'Vl'W~"lml 
IIJ • .1 "d d os' 0 '" ., 6. l.:JiJ) 19l'bYlu)lulJWfl9l' (C ipherMX) 'Vl1m~iJl'Wfll)muWW1 , m ~ iJl'Wfll)H-crlJl1t'lfl Ut'l~ 

" . . 
1.:JiJ);:jli''Vli''WV1n1rVlv.:J 10,830 1fl~-crlJlJt'l Ut'l~-cr1mH1ViH1'W"lJ{Vifll1lJ~-cr.:JMl 75.6 

'" '" . 
" " 

blJ fl~ b~~ ~ci' 1 ~ V 1 i'~ 1'W 1'W -cY11J11J1 tl! 'WlWflll'1.:J ~'W 202 ) eliJ 1'W fll) b.u 1) 11-cr 

" " . 
u~1 'W.:J 1'W i ~ u~'W;:j hi lJ{Vi 1fll) IU ~ U'W 1 m.:J 11 iJ iJ 'U u.:Jbel vI.y;~ W 1I~1 i'~ t'l ~ b'W t'l fll9l'el{ 'lflU 

'l 'W fll 'J ~ 1 t'l el.:J fl1) IU ~ U'W 1m.:Jll iJiJ t.T 'W 11m Um1lJ 11tl1lJ fll 'J IU ~ U'W 1m.:J II 'UiJ iJ ~.:J ellil iJ~~ el.:J 1 i' 

.c:::::toQ,l d od ~ ~ v ~ dld":::' Q./ ~ d 0 .c:::::t, 

iJ 1 fl.:J 1'W 1 iJU'VllflUl'U u.:J'1.:Jl1lJ~'U1.:J~'W iJ~ll1'W 111J .:J1'W 1 iJ Vl1 t'llU'll''W 'Vl 'W 1bel1lb 'W lfl ~'Uel.:J fl1) 

I U~ V'W 1 m.:Ju iJ iJm1 i'l~ elll ~ ~ 1'W 1 'W'Vl i''W U1n1~1 i' l!~ iJ.:J h ilJ.:J 1'W i ~V 1~~ U rY~.:Jb 11 Wl1 'W 11lJ fll) 

-cr~1.:Jl.:JiJ)~IU~v'W1m.:JuiJiJutJH'Wt'li~"lJ{iJ~.:J ~.:JiJ~bl1'W"lJ{11.:J1'Wi~u'Uel.:J Xu Jian , Liu Yuan-

IIJ 319 31"'''' • I'" 31 1 d .d 0 1 31 d os' 
feng, Dai Zi Bin Ut'l~ Sun Yi [8] 1\PlI'll'l1ifll)buM'W'Uu~~ 'WiJrtelflll)lJl'V~el'11 111.:JiJ'JW-cr'Uufl9l' 

-cr1lJl) I:) 1 i'"lJ{,~.:J fll) l.u 1'J 11 mbrt~ tl elm 11 -cr ~.:J "hi "lJ{IU 'W fll) Vi 1.:J1'W ~ Elb~ el.:J n~! ~ellJl Oscar Perez, 

Yves Bervi ll er, Camel Tanougasl urt~ Serge Weber [10] "lJ{bU1UiJlViUiJl.:JiJ)b.u1'J11-cr~-cr1lJl)tl 

lU~ U'W 1m.:Ju iJiJ "lJ{niJ 'J.:J iJ'J t'W u~"llJ"lJ{ n~ l'Jii.:Ji~ nn bU~ U'W 1m .:JlliJiJ ul'i"lJ{r) 1'W 'JuHlm~1 i' 
. " . 

1'W n 1 'J b U ~ U'W 1 fl) .:J b b'U 'U"l1 Vi 11 ,r"llJ ell iJ -cr 'J U 1 J{ 111.:J iJ 'J 1'W.:J 1 'W i ~ u;:j lJ n 1 'j b U ~ U'W 1 fl 'J ~ b b iJ iJ "l J{ iJ ~ .:J . 
iJ1mTwiJ'W 1'll'~ fl'1'W'JU'J~b-cr~] llrt~U'J~f1l-cr iJ.:J-cri1~6i\PlJ'Wl [12], [13] "lJ{I-cr'WU'J.:JiJ'Jl.u1'J11-crW 

aw-cr'll'U ~l U ~ U'W 1 m.:J U iJiJ"lJ{ 1l~1 i'~ rt ~l 'W ~ fll9l'u {'If'J U 1 'W fll'J b U ~ V'W 1 m.:J U iJ iJ U 'Vl 'W fll'J bU ~ U'W 

1m.:Jll iJiJ'U el.:JW'~ .y;~lel ~.:J iJ~ bl1 'W "lJ{11 fll'J lU~ U'W 1m.:Jll iJ iJ el tJ1.:J'W rt -) ~'U el n.:J iJ 'J l.u1 'J 11 -crt! wU'W 

11 'J.u u~t.11-cr'W 1iJ U rt~lJll 'W 'J 1 ti'lJ~ iJ~'lflUU'j ~11 iJ~'l i''W Ul m"lJ{ 



. 
.cot 

U't1't1 3 
. . 

f) 11 fl fl mlu U1-:J'U 11.u n M tnfl~1 fl ~J'yit tJ~[J'U 1 fl1-:JI!1Ju1 J{ flrl1-:J'W ~ 1V1 

3.1. I!'I-n~~ 1'Wfll'HHlt1I!UU 

m'J eJ eJnmJU J.:.I 'il'J l~l'J 11meJ~IeJ1:1''l 11l~'U J.:.I'il'J~ 1:1'llJ1'JtHU ~tJ'U 1m.:.lu uu 1~ eJrh.:.Jl'H,-1~ 
y y 

'!l''U ~ll~ 'U JleJ .:.IiJfl J llJ l~l '1 'il n1'J l~ 1'J 111:1'l~~l~ 1:1'~ V1.:.1 rl~l~ tJ~ 'ill ntT'U ~.:.IU ll~ 1'J ~l1j tJu ill 111 ~ 

~'U~~'U m'J 1~1'J 111:1'1J11lm 1 ~ ,1 eJV1.:.1rl ~ l~ U~ 'h,YJ'U 'l~m'J eJ v~JtJn'U riJ'U 'l~m'J lwn~ eJ n'il1 nn'U 
'" 

i~uriJ'U~1:1'llJl'JmwneJ~n'il1nn'U 1~ m'J'il ~ l~'UriJ'U~h;1~Yi1.:.11'Ul~tJJ~eJ.:.In'U l~~eJ '1 11 1:1'~~Jn ~eJ 

fll'5 e:J eJ nu uu Url~-WWJ'U 1U'J ~ -ff'Vl~ fl1~ 

jI OJ "" 

3. 1.1. n7'ieJeJflUUUJ.J1J'i/'Ul1'HITIeJeJunr 
, I I ,... Sol 

li1eJ.:.I'il1nm'J~~nuuuJ.:.I'il'Jl~1'J11m~~l~1:1'YilU~tJ'U 1m .:.IUUUe:JV1.:.1~rll~ '1 'U.:.I1'Ul')U;'U-w 

iJ 'il~ 'lh ~ 1:1' .:.Ir1l~ e:J e:J ~ nu uu J.:.I 'il 'J l~ l'J 111:1'le:J~1eJ 1:1'~iJ'IJ'U 1~ l~ n J.:.I 'il 'J l~l 'J 111:1' IeJ ~l~ 1:1'~ mlJ1 ~1:1' lJ 
q 

"h'l1'fu nl'i U11J1lU ~ tJ'U 1m .:.IUUU ~.:.Im'JiJ'IJ'U1~l~ n u~iJ 1m.:.l 1:1'r 1.:.1 111iu~~'U l~~ '1 11 1:1'11J1'J I:l 

mJ .:nYJ'UJ.:.I'il'J 1~~ltJ 

l ~~~ 1:1'r 1.:.11.:.1 'il '5 l~ 1'5 111:1'l~ ~1eJ 1:1'~ iJ 'IJ'U l~l~ n u~iJ i m.:.l 1:1'r 1.:.1 111 iu ~eJ 'U f1 J llJl ~ 1 h '1 'U 

'J~I1j tJ1Jill m'J l~l'J 111:1' l~~1eJ 1:1'~.:.Il~'U~ .:.I~{hr1t1! ~.:.Im'J l~l'J 111:1'IeJ~IeJ1:1'U uu 128 'iJ~iJ m'J '1'11.:.1 1'U 
y " .-

11.:.1-ff'U 10 '5e:JU i~tJ'l'Ull~rl ~'Je:J U1:1'llJl'Jl:lut1.:.1e:J~m~'U 2 '1!'U~~'Uimy'1 ~~ 
"" .. 

1. m~uJ'Um'J'lJtJ1tJf1tJ (KeyExpansion) 

2. m~uJ'Um'J'J'11:1' (C ipher) 
y y , 

i ~tJ~ .:.I1:1'~.:.I'1!'U \9le:J'U iJm1lJ -ITlJ-W'U,j nml.:.1'5uYi 3.1 
'" 

y 

i~um ~ uJ'Um'J'J11mJ.:.I1:1'llJ1'Jl:lut1.:.1v~tJ~e:Jn1u1~l~'U~n 4 '1!'U\9le:J'U 1~uri 

1. m ~uJ'Umm'Vl'U~1ul'l (SubBytes) - l~'Um ~ UJ'Um'JlU~tJ'UuUrl.:.l1:1'm'U ~ 'lJe:J.:.I~~m11J 
"i .,; ~ • '1 d .. 
!~Unl'JU'Vl'U11~JtJm 'Ul~1:1'u~n91 

2. m~UJ'Um'Jl~~'Uum (ShiftRows) - l~'Um ~ UJ'Um'JlU~tJ'UuUrl.:J1:1'm'U ~ 'IJ~.:J~~m1lJ 

i~ Ufll'Jl~ ~'Uum 

3_ m ~ UJ'U m'JN1:1'lJ11-cl n (MixColumns) - l~'U m ~UJ'U m'J IU~ U'U 1:1'm'U~'IJ~ ~~~m1lJ i~tJ 

fll'j ~1:1'lJU~rl ~ l1-cl n 
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" 
'\Hl'l'll'tlmllJ l~vnl';i Vi l1flflc;tltl{ n'U~vll-J ';itl'U\!l-J"l 

, y , I 

nJtllj1fl';j ~'U 1l-J nl';i Vi' 'l fflJlJ:il-J 1 m'll'ln'U fl';j~'Ull-J nlnll~V11~ !~f111lJ rl'm1l-J i 1'l'l';iiJVi 3.2 
'V 

Old Slale SubBytes ShiftRows MixColumns AddRoundKey New Slale 

';i iJ~ 3.2 m1lJ rl'lJ~l-J i 'Utl'l fl';j~'U 1l-J nl';i liJ~Vl-JbHlll-J~Vi''l ~mj~ fl';j ~'Ull-J nlnn~V 
'V 

" , , 

l-J tl fl11 1 fl ii fll'J'U 1l-J fll';i '\11 ~ VtYl'Yl i'U 1 'll' 1';i 111:H.w tll iJ ~ Vl-J {Y() 1l-J ~ 'U tl 'l 'll' tlfll1lJ iJ'l {YllJl ';i () 

u'\J'ltltlm~l-J 4 fl';j~'Ull-Jnl';i rJtlV"l !~Uf-; 

I. fl';j~'Ull-Jfll';il~tll-Jf'h (RotWord) - 1~l-Jfl';j~'Ull-Jnl';iliJ~VWliJrl'l~vi'lm1l1~tJ1.jl~Vll-J 
Q.I iJ 0 ~ Q.I 

'\1 rl fl {y~'Vl1VlJ 1'Vl1 fl1';i Irl tll-J '\1 rl fl . 
2. fl';j~'Ull-Jfll';iU'Vll-J~fh (SubWord) - 1~l-Jfl';j~'Ull-Jfl1';iliJ~VWliJrl'l~Vi'1fl';jl11~Vfll';i 

I SI Y , 

U 'Vll-J Vi ~ 1 V~ 11l-J ttl {Y'lJ tl flc; 'lll-J \91 tll-J ii {YllJ l';i () {Y~ 'U ~ 11'l'U n'U fl';j ~'U 1,..1 nl ';i I ~ elmi 11 ~ 

3. fl';j~'Ull-Jfll';i'Ulflfilf1'l~'Utl'lU~rl~';itl'U (XorRcon) - 1~l-Jfl';j~'Ull-Jfll';iliJ~VWliJrl'l~V 
"'" I 

,ihm nVi ~1l-J fl';j ~ 'U 1l-J fll ';i Vi' 'l {Ytl.:l 'll'1 'll'l l-J 1 ~ V fll';i Vi 1 I fl fl c;tl tl {n'U fi 1 fI 'l Vi 'U tl 'l u~ rl ~ ';i tl 'U 

(Round Constant: Reon) 

'" ", ~I • l.d • I '" "'1 0 oj of ", "' 
4. fl';j~'Ull-Jnl';i'UlflflV (XorKey) - lul-Jfl';j~'Ull-Jfll';ilurlVl-JUurl.:lflV ~tlfll';i'Vl1!tlnCJitltl';in'U 

RotWord SubWord XorRcon 

Old Slale SubBytes ShiftRows MixColumns AddRoundKey 
, I I ", , 

';i iJVi 3 .3 m 1lJ rl'lJ ~ l-J,r 'U tl 'l fl';j ~'U 1l-J nl ';i liJ ~ tll-J {Yml-J~ Vi' 'l ff U rl ~ fl';j ~ 'U 1l-J nl ';i '\11~ vVi' 'l it 
'V 

, " 
o '" ' 1~?1"' l' ~ ~ ~ l-J tl n 111 nnl';i'Vll'lll-J 'Vl {Y1lJlH1U m tl tlfl ~1'Ul-J {Ytl'l'Ul-J \91 tll-J '\1 ty"l 'U 1'l\91l-J1l rll fl';j ~'Ull-J nl';i 

~ Q.I.<::i .at. cI V n. 1 .J I Q.I 1 ~." ", 
!'U 1';i '\11:Htl tl Itl {Y{Y1lJl ';i () 11m 1~ '\1 ~ 1 tlfl';j lYi U {Y~ 'lfll1lJ'U l-J \91 tl nl-J 'U tl.:l fl';j ~'U 1l-J fll';i ~ nl';i 11m 1~ '\1 

1'l11 ';i ~ lt1fl';i lyj U'U 'U if 'il~.yj 'ill';i ill 1 'ill flfll1lJI ~ l-J a {Y';i ~ ~ tl nl-J 1l-J n 1 'j Vi 1.:1 1l-J ~.:I 'il ~'lil til 111,1l-J 11 

" , " 
'lll-J \91 tll-J l~ij mllJtYl~l-J,r ~tl nl-J l~~lt1V'l~l-J 

fl';j lYJ ~ 1 ~tl ~ 'Ul tliJ ';i ~ fl tl'U ~ 1 tI 11 ~ tltl ~'\11 tl fl';j ~'U 1l-J n 1 ';i Vi 1'l1l-J U rl ~ I ~l-J I ~tllJ U'U 'U ij 11 i'1'Vll 'l • " , , 

U {Y~.:Im llJ ~l-J ~ tl nl-J 'U tl.:l fl';j ~'U 1l-J nl';i Vi 1'l1l-J 1 ~tI'il ~tltl~Viij I ~l-J I ~tllJ ii'l n'W 'il ~ !1l1 ~ l-J a {Y';i ~~ tl nl-J . 
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otWord 

SubWord 

ShiftRows 

XorRcon 

MixColumns XorKey 

AddRoundKey 

~ , , 

~ l~U nl'jVl H1'U"l~ I!~~ fld1:JJ ~'U ~ tl fl'U I 'Ii'Ul~ tn flU m ~ U 1'U nl 'j I~ tl 'U All! ('1 ~ m ~ U1'U nl'j I! Yl 'U V1 

..dt 0 ..::10 I ~ 0 Q..f d~ I :; 

m ~ u 1'U nl'j 1('1 tl 'U I'll I! ('1 ~ m ~ U 1'U nl'j I! Yl 'Ul1 fIlIYl1'W 'W '(1'1'11 'j U m ~ U 1 'W nl 'j U 1 f)fltJl!~ ('1 ~ 'j tl 'IJ'W 'W 

~ ~ I~ 'W f) 'j ~ 'IJ 1 'W f) 1'j ,!~111 tJ'U tl ~ f)1 'j Vl1~ 1'W 1 'W II~ ('1 ~ 'j tl'IJ 'U tl ~ f) 1 'j l.u 1 'j 11'(1' Itl altl '(1' 

SI , '" '" 

,r'W~~~l~~,)UtltJYi~lA11Jl'Wnl,)loU'l,)11'(1''I'1~ir'W 4 1~~'j "l~lln 
d d' 9 "9 .,; II] d' .,; 0 

I. l~~'jltl'(1''lJtlf)C)j (S-box Circuit) - !'Ii !'Wm~'lJ1'Wf11'jllYl'UYlI'IJ~II('1~m~'lJ1'Wnl'jI!Yl'WYlfll 

2. l~~'jI~tl'W (Shift Circuit) - 1~1'Wm~'lJ1'Wf11'jI~tl'Wllmll('1~m~'lJ1'Wf11'jl~tl'WA1 

3. l~~,)N'(1':JJ'I1~f) (MixColumn Circuit) - 1~1'Wm ~ 'lJ1'Wnl,)N'(1':JJ'I1~f) 

'd I <do cr' 
I'll 1'1 ~11 'U tl ~ Il~ ('1 ~ 'j tl'IJ II ('1 ~ f) ') ~ 'IJ 1'W f)1 'j 'IJ 1 f)fl tJ 

l~tl~~1f)m~'lJ1'Wf11')'UtJ1tJ~U'(1'1:JJlH)Vl1"l~ 21~ Atl Vl1hj'Y1~tl:JJ'lfl'IJm~'lJ1'Unl,),)11'(1' 
~ , 

~ 0 d "9 31 d ~ I 0 d cr' I Vi 31 'j) & I ~ 

'11 ') tlYl1 m~'lJ1'W f11 ') 'U tJ1 tJfltJ ! 'I11'(1'H'(1''W'YJ m tl'IJ f)tl'Wl!('1 ~ ~ 11'1 tJ'Utl ~1l~('1 ~ ')tl U 11 I! ('1 1 ~ ~fltl tJl ,):JJ 

m ~ 'IJ 1'U nl ') ';j 11'(1' Irl tl1~ ~ n ill 1ii ~ ~~'th ~ '(1' ~y;f'U tl ~ nl'j tltl f1l1 'lJU 1 ~ ~ 'j IoU' 1 'j 11 mtl altl '(1'~1 tJ ~ tJ'W 1m ~ 
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v , 

II U U 1 #I ij ~ ~ ~ U 11 fll 'J '1'11 fl 'J ~ U 1 'U fll 'J 'U tJ 1 tJ ~ 61 ,j ~ ~ a lJ "1 n U fl 'J ~ U l'U fll 'J 'J '11 (Y I ~ 'U 'l11':] I ti a fl VI 

I11lJl~{ylJ fl1l I ct a.:] 'illfl 'il ~'lh tJ,j'J ~ 11 iJ~ 1,:] ~'J111.l 1 tJflJ llJ ~1~1 ~~1~61#1 
• sJ '" , '" , 

llJ' a,) ~ ill~ U'lJ'U \91 a 'U fll'J '1'11,:] 1 'U 11,:] 1I,j ~ \9lllJ ~ fllHU ~ 'U a.:] 1,:] 'il 'J V eltl VI ~ a.:] 1 ~'1'1'.:] il,j 'J ~I.f) 11 

II~ 1 ~ ~ 1#1 ill~U 'Ua.:] 1,:] ~'J ~ 'il ~~ a.:] 1 ~1 'U tll'J I.,j' 1'J,:r ma ~1eJ{y I~ 'U ~':]II {Y~.:]#I 1 tI fl 'J loW II {Y~.:] ill~U fll'J 

'1'11,:] l'U 'Ua.:] 1,:] ~'J I.,j' 1'J '11 {y1eJ ~1eJ {y~':]'J,j~ 3. 5 1~tJ~~ tJa~1I {Y~.:] m ~U l'U tll 'J 111,:] l'U 1-cY'U1 ~alJ II1JU ~ 
'" q 

{Y llJ 1 'J tI '1'11 .:] 1 'U II #III f1 ~ fl 'J a U II {Y ~ .:] 1 .:] 'il 'J ~ 1 ~1 'U fll 'J '1'11 .:] 1 'U ri 1 'U ill ~ U 'U a .:] fll 'J '1'11 .:] 1 'U ~ ~ II (Y ~.:] 1 ~ tJ 

tll'J 11 tJ.:] ill~U 'ill flU 'U f1.:]ri 1,:] 1~tJfl'J ~ U l'U fll'J ~ a v#ll~JU'U 'il~'I'11':] l'U na'U fl'J~U l'U fll 'J #ll'U ri 1,:] 
'U 

SubByies 

O S-bOX Circuit 

ShiftROWr) 

. [." .......... " 
o Shift Circuit 

MlxCo lurnns o MlxColumn Circuit 

Xor Circuit 

,j 'J ~ I.f)'ll 'U a.:] 1,:] ~ 'J va (nr.:] ~ 1 #I a Vl.:]{YlJU 'J ill J'U 11lJl tlfI 1 llJ 111 'U fll'J '1'11 ~ l'U 11-d.:] ':i alJ 'U a.:] fll 'J 
'" 

~QJ.d ~".d .J~,~& ,J' 
I'U 1 'J 11 {Y I a a I a {Y I'J 1 {Y llJ 1'J tI 'il ~ 1 'If 1,:] ~ 'J (J a (J \91 1,:] "1 I ~ (J.:] 1,:] 'il 'J f1 ~ 11 'U .:] fI 'J .:] ! 111 'U 'U 9l'':] fI 1 llJ {Y llJ 1 'J tI 'U 'il ~ 

111111 fll'J II 'Li ~l':] 'il'J Iv7 al,j~ tJl.!1 fI 'J ':]IIUU\911lJ~ flElru~'Ua':]l ~ ~'J vatJ I~'U 1,j 1#11~tJ ~ltJ 



~ ~ ,!:trJQ~ rlU U'LPI,:::: rtl rw~~ P-UU U~ll~L M,rl,~~L 111'1111:' WL M.f.l~fbm U rt:L11-~M.tp-rlH,t%il, G~AI::::ml , /'I • I , 

~ltl/vl,~L~G~L 11 11m WL M.II~rLI~11-GI~GmlirL~lrl!.~tl1l111UGQ UUM.l, UU~::::11-rt:LW%i l, G~I fbL U~H 

rt:11-Hr l!. ~trt:Lfl, tl rwn.t-11-UU M.n.1 M. M. WGIGU Glrl!.~t M.n.1C'IGI1G L-:IJ WmGn.LU l.4L1.4Utl1rLU M.t 11:::: W 
1'1> ", ~ ';'" I' P ~ f" I f=' I 

~ E fb L M.G~lrl!. t-t M.~I~ ~L ~M.G~l UU M.t 11:::: W U L l1v~tlrw~ C'P-UU UL l1 ~L 1'1.~ I:::: l1 ~:p IIG~ l',l1 C't rt:L~ 

IJftG ~~ P-UU ~L~ 11/v1,::::l1 tl ftG~t-p-UU ::::tllW G~ rl!. ~ t 1'1.11 ~fbl UU C' Gn. l1:pqn ftHL l10-G~t1::::tlll 9~ tl ftG~ 

::::tlll rt:LWGfUGn.::::M.LlI11-QftGn. Ull~1 LALJ1::::rrtt-G11-lJftGn.t-11-UUrt:LtM.HI::::l1 9'£ LArt~ULl1 rr; (Ii I t1i It! I" (t'i I ~ I P FlU 

IIn:::lJIJ 
JOX 

~~,!:tUU1'1.tl1::::WC'L~u::::rtlftG~~p-UUC'~11-11WW 9'£ ~fb~ 
, " , 

Aa)i ~ 

lln8JIJ ~ 
uwnlOJXIV\I U 

alelS +-

11n8JIJO 
ijl4S 

lln8JIJ 0 xoq-S 

A8)ipUnOCjpp\f suwnloJX!V\I SMOCjijl4S s8lAsqns 

A8WOX U08CjJOX PJOMlOCj ,pJoMqns 

QO 
~ IJ HLAM.n.~U1LAU U 1'1.tl1:::: W~ ~11-mtn.C'L LA~GII~~ I't) s=>' &" tF ~ 

" ' 

::::tlll M.G~~~I~ UU 1'1.tl1:::: W1'1.LAllI1L~C'LLA~GII~~II~L ~GII~~C'Gn.rL:PL ~f.lt~C'~11-11rLU 1'1.t 11:::: W ~Gn. 

11 ~L tl IJ ftG n.1I1.41J ft G n. ~ 11-U U 1'1. LA 11:::: r rt 1'1.11-111 f111rtG!l, 11'1.11-1:::: IJ 11 rtL t l.4 G n. t-G n.:::: M.L 1I11-1J ftG n. C' 11-U U 1'1. LA 11 I'tI 0 "'pi=" Ifi I I'" ~ 'r rfj (Ii " I 

11 LA M.11-1I11111rtG !l,m11-IU 1 ::::l1 1'1. LAn 1 1I~1 I1rLAUU 1'1.tl1::::W1'1.LAllr.lJU~tUM.L~rtG!l,m11-WLlJrtlA~GII~~ rr " y;;." (ti b 5:7l=' 6 I'b f:=7 (1) f1j f? t1i '''s=r I " I I I I 

::::ml IJftGn.~ 11-LA l',LU M.tl1::::W 1'1.LAllr.lJU~t-LUM.L~rtG!l,m11-mLlJrLLA~GII~~ HI 1I~1 ~1'1.UrLU 1'1.tl1:::: W 
" , !" " r" !" ,,6.1. f' 

U ~~ fb L ~ ~HUU M.t I1::::WULl1lJftG~t-p UUt-~11-mLLA.lJ~l~l1rt 11rtG~m~l::::tlll 1'1.LC'L~HLU 1'1.tl1:::: W 

M.lAll"'lLrUtGn.~GII~~II~L 9'£ LArth~lJftGn.t-11-UUC'~11-11M.LrU~l::::l1 M.LWM.rt1M.lln.1Lrt:11- I' F I'" t'1) (ti. r" t6 In I'"~ I~ i=" F 

~ lAUU 1'1.t 11:::: W C'Lt U:::: r 11 ftG n.C' 11-rLUL M.G rtlt-!G IIGllr l1C'U'LUI,:::: r 11ft G n.C' 11-UUC' lIL "ELl1 Mt-G W::::l1L rl ;: I (fi:1 0'r'f' I I (61 l? t::>(ti 

M.f1 11 11m W L M.II ~ fbI UU G~mtp-~ 1'1.~IU G G11-Gl~ GIrl!. t-til Q~Ullll UU t-~ ~ G nLt-Llitfrl1 C't~ 1'1. b t.rl~l 

l',l1 ~ UII ~1f.lG~ rl1 t-t ~::::l1 ~ ~ H::::mn.~b:::: mn. 1'1. b L~ rt:Lt1.4I1L rt:H 1'1.r 1111 m WL M.II ~fb1U [j ~1'1.tP-rl1 C't 

M.f11::::l11'1.11-t-lAIIGllrl1t-tC'1G 1'1.t11-17 1'1.n.1UlWC'I111U[j~111-G1QGI11-Uun.lrl1t-t tl1mwn.tHM.l, ~ ;"F';: I f' I ~ I rtiln F=>' t1) t1i Ifi F,1i (1) 

wr:-tfJewum,f,.W T[,[ 
• 

££ 
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Circuit Input 1 (bit) Input 2 (bit) Output (bit) 

S-box 8 - 8 

Shift 32 - 32 

MixColumn 32 - 32 

Xor ] ] 1 

d d I Q rid ~ iJ o<::!o d Y ~ 

~lfWll';j1":]'Vl 3.1 ~ ~l'YI'Wl 11..:]~';jI'eH"'Utln9llJ'Utl:lH'1'U11'U1 8 'U\P1I1(1 ~lJ 'UtllJ(1'U1tltln 8 'U\P1 
'V 'V 

'" '1 !II !II !II "" '1 !II !II "" d.... '''' '1' l..:]l)';jWr:YlJ'l1(1n 'b''UtllJ(1'U11'U1'U'WWI 32 'U\9I !l(1~ 'l1'UtllJ(1'U1tltln'U'WWI 32 'U\P1 91..:]()tll1lJ'U'W1~ 'l1tU 
'V 'V u 

d ! d d rI a'.d Y Y ~ ~ d Y '1 !II !II !II 
m,.~'l'Wm~'Ul'Wfll';j'Vl":](1' 1I(1~1..:]1)';jwn9ltltl';jlJ'UtllJ(1'U11'U1 2 'U\P1 l'Wtl..:]l)lnlJ\P1tl.:) 'b''UtllJ(1'U11'U12 

q 'V 'V 

'" 9 d"" '1 !II !II "" m !'Wfll';jWn9ltltl';j 1I(1~ 'l1'UtllJ(1'U1tltln 1 'U\9I 
'V 

o I Y 51 (1.1 0 I Y 10 I Y iJ 
mil 'l1'W":]'U tl.:)'U tllJ (1'U 11 'U1\91 ';j..:] n'U \P1 111 'l1'W":]'U tl.:)'U tllJ (1'U 1tl tl n 11\9l\9l111'l1 'W":] 'U tl..:] 'U tllJ (1 'U 11 'U1'U tl..:] 1,,:] 1) ';j 

'V 'V 'V 

I ~ , , 

l~tl'W"r'W l1i\P1';j..:]n'U1P1111'l1tJ..:]'Utl..:].utllJ(1'U1tltln 1I~lljtlVll)l';jru1fi.utllJ(1'U'W1~ 32 ,j\P1 1)~Vl'U11 
'V 'V 

" o , Y (LI Q.I 

\91111 'l1 'W":] 'U tl..:]'U tllJ (1 'W 'W \P1 ';j..:] n 'W 
'V 

1:l1tlVl 1)1';j ru 11)1 n.utllJ (1'U 11.u111(1 ~ 'U1 tl tln'Utl ,,:]1,,:] 1)';j Utl tJJ..:] ~1Ic11 ~ ~Vl 'U 11fll';j '1 i''Vl1'':]1~'W 
'V 

.um;j(1 (da tapath) 'U'WWI 32 U\P11~'W'Vl1":]I~tln~l'l1lJl~(1':lJ~~~ lVl';j1~1)~Yi1'l,r(1'llJl';j()tltlnll'U'Ul.:)1)';j 

citltJ~ (1'llJ1';j ml1":]1'W1(1'~ ~ 1~fl1tJ '1 'W 'l1 ~..:]';j tl'U ftqJqJ 1ru 'W1WfllJ":]~l":] 1) ';j 1I~1 ~tl..:] 1)1n ':)1'W i ,)'tJii jj 

1)~1i ":]'l1lJ 1tJ1~tl (1'~ 1":]1":]~ ';j l.u1';j 'l1 (1'W ~W(1'~jj'U'W 1~1~ n fll';j '1 i''Vl1'':]1~'W .utllJ (1 'U'W 1~1~ n ~..:] tJ1~di 1 '111' 
q q 'V 

1~1":] 1)';j 'U'Wl~I~ nn111 ":] ~';j ~'l i''Vll'':]I~'W .utllJ(1'U'W1~ '1 mu 11(1~lritlVl 1) nru 1i1..:] fll ';j tl tl nil 'U'U 1,,:] 1) 'J Utl tJ 
'V u 

iJ • j.I " So' , 

t1..:]iYi:i l)~Vl'U 111,,:] 1)';j ltl (1'~ tlnc{l~'W l":]~';j fijj'U'W1~ '1 mufi (1'~ ~..:] 1)~111'W l~lliJ ":]1'W i,)'tJ'l1 (1 1tJc);'W Vi 
u q 

i1..:] 4 l':)~';j ~":]I~'Wfll';ji'WI,j~tl":]11fVltJ1m 'l'W":]l'Wi,)'tJii~":]I~tln'1~'Vll":]I~'W.,JmJ(1'U'W1~ 8 U\9I~..:]jj 
'V 

'U'W 1~1~ nn1l IVl';j l ~l)~Yi 1 '1 ,rl~l":] 1)';j UtltJ~iJ'U'W 1~1~ nn1l 

lritlVll) 1';j ru ll~ Vll~ nl';j ri..:].,J tllJ (1';j~'111":] m ~'Ul'W nl';j J.:) II ,j~ n'U 1,,:] ~';j 1 'J ~ (1'1191 fl 1 11(1 ~ 
'V 
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m ~ 'lJ l'U nl':i 11 'Vl 'U ~ filu ('1 ~ m ~ 'lJ l'U fll':i U'Vl'U ~ 1 'lJ ~~ oU'ell.! ('1 'U 11oU1U('1 ~ 'UHH) fl'U'U Hl 8 1) Vl 

..;. 0 ~ ~d~ '" 

m ~ 'lJ l'U fl n m 'el 'U fll. m ~ 'lJ l'U Ill':i 1('1 'el'U umu('1 ~ m ~ 'lJ l'U Ill':i ~HYlJ 11 ('1 fllJ'U tJl.!" 'U 11'U lU" ~'U 1 'el 'el fl 

. o .--o-e 0 
SubWord Sub Bytes RotWord ShiftRows 

~ .• 
MlxColumns XorRcon XorKey Add Round Key 

O S-bOX CirCUit 0 Shift CirCUit o MlxColumn CirCUit ,:.:' Xor CirCUit • Register CirCU it 

- - - _ " Slate • Key • Temp 
, v 

nJYi 3 .7 m lyJmY~ ~lllnY~oU'ellJm~11'h:jm~ 'lJ l'UIll':il1~U'Ll~U('1 ~l~'il':il':i ~mVl'el{ 
~ ~ 

" , , 
fll':i ri ~oU'ellJ ('1 ':i~1111~1~ 'il':i V'elVl1 ~ilU('1~l~ 'il':i I ':i ~1:1'IVl'el {~~I'LJ'U 1'l~':i'LlYi 3.8 

~ ~ 

Register 
Circuit 

Register 
Circuit 

S-box 
Circuit 

MixColumn 
Circuit 

Register 
Circuit 

Register 
Circuit 

Shift 
Circuit 

Xor 
Circuit 

Register 
Circuit 

Register 
Circuit 

• Rcon 

I I " Y 

'illm'LlYi 3.8 'il~111'U11 l~'il':iI~El'UU('1~l~'il':iV-l1:1'lJ11"m.r'U ~1ll':i1cY'Vll~I~'WoU'ellJ('1l1~'UlloUl 
~ ~ 

II ('1 ~ 'U 1 tJ tJ fllJl fl fl11 8 1) Vl ~ ~ I~ tJ ~ 'ill ':i ill 1 ~ 1 ~ 'il ':i I ~ tJ 'U J'U 'il ~ 'Vj 'lJ 11 1 ~ 'il ':i I ~ tJ 'W J'U 1:1' llJl ':i tl1:1' ~ 1 ~ H{ 

1~ VIll':i I~'el fl III ':i1:1''''lJ 1 'lJ~'U tJ ~oUtJlJ ('11 Mtl fllPi' tJ ~Ivi lJ'U IW~I cttJ~ 'ill flfll v1 'U 1 ~ 'il ':i I ':i ~ 1:1'IVl tJ{ J'U 
~ " 

g) d Q.I ..:::.. d' d1 cI I d ~ ~ !JJ 
'il~VltJ~lJlJ('1Vln"l('1fll9!'el':i (Multiplexor) Il"~~ f)~l~tJ':i (Decoder) 'el~m'elI('1'elfl'U'ellJ('1'Ull'Ulll"~ 

g) I ~ dig) & ,., Q d'" Q rI 
'UtJlJ('1 'UltJ'elfl'U'el ~l~ 'il ':i VtlV'Vl ~ 1:1'tl VII ('11 9! ~mtl tJ flll 'lJ'lJ l~ 'il':i l':i 'il mVl tl':i l11l11lJl~ 1:1'lJ 1 ~ 'il ':i l':i 'il mVl tl ':i 

" " 
9 !II ... II] !II .Ii '" """ 9 ",,,.d 

'il~1:1'1lJ1':itll'll'll'l1'Ul~'il':iI('1tJ'U I~ 9!~':ilV('1~ltJV~'UtJ~l~'il':iI':i'il1:YlVl'el':i'il ~ U1:1'~~ 1'W111'U'el'Vl 3 .2.5 

-ffUJUJ1U1 'U lWfll'1"~ 'illfl1 rioU'ellJ ('1'UlloUl 1 'lJ~11 ':i fl 1 ~V':i lV('1 ~ I~ V~ 'U 'el ~ fll':i 'el 'el flll 'lJ 'lJ l~ 'il ':i V-I1:1'lJ11 " flif 
u u ~ 
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Register 
Circuit 

I " " 

IJ lm'tl Vi 3.9 1.:J IJ 'j' l.ul'Hi ~la flla ~U 1J~'tl 'j' ~ fH)'lJ~ lVl.:J IJ 'j' V c:ltI Vi '1 i''l hi nl'H'tl ~ tJ'WlI 'tl en 
'" 

.umHnf.:Jihi 4 1.:J1J'j' ~.:Jl1U.:JtH)fl1~hI~a.:J'tln: 1fl'Vl l~11fi 
'" 
I. l.:JIJJ~ h;~l:JJlHl1'tl~Uhl 1m .:Jl1iJiJ 1~ l~l1ri 1.:JIJJ1J ~~ll'la{ (Register Circuit) 

2. l.:JIJJ~~l:JJlJm'tl~uhl 1m.:JlIiJiJl~ l~llri l.:JIJ'j'la~Uan'; (S-box Circuit) , l.:JIJJH~lJl1C'in 
dd'd' .k" d' 

(MixColumn Circuit) l1(l~l.:JIJJlan'liaen (Xor Circuit) 'li.:jJ.:JIJJl1.:J~llJ1H'j'hllJ~t1n 
'" 

, 

3.1.3. mm.iBlJU T"r;i-JlI1J1J 

1J1n~1~n~11H.u1.:J~hI 11lnl Jl'tl~uhl1m.:Jl1iJiJ'lJa.:Jwyj-w~ wihl Spartan-3 ~ 511l ~.:JhJ 
" " 

11lt1.:JtllU 1J ~~ l:JJlJt111U.:Jaanl~l~hI 311l'l11t1!'l1~l1fl 

I. 11lnlJl'tl~vhI 1m.:JlIiJiJlliJiJalJnJlJ (Serial Mode) -1~hl11lnl'j'I'tl~Uhl 1m.:Jl1iJiJ hWnlJ 
q 

2. 11lnlJl'tl ~VhI 1m.:JlIiJiJl1iJiJ'lJh!1h1 (Parrallel or SelectMAP Mode) - l~hl11lnlJl'tl~tlhI 

1flHlliJiJ 1I'lVnlJiJeJhI.ualJ(l 1m.:JlliJiJVi(l~lml 
'" 

3. 11lnlJl'tl ~uhl1m.:JlliJiJlliJiJ11J1IVln (Boundary Scan or JTAG Mode) -1~hl 11lnlJl'tl~tlhI 

1m.:Jll iJiJ ~1t111ll'lllJlJHlJj lhl IEEE 1149.1-1993 11(\~ IEEE I532 ~ll1fiJ~'tlmru~ 

~llJl'j'm'tl~tlhI 1m.:Jl1iJiJl~J11u'lhlJ ~ iJiJ (In-System Configurable, lSC) 

BB 
~'tl~ 3.10 l1HhI J11'W 11 '(l1'l.:J11l nlJ 1'tl~VhI 1m.:Jl1 iJiJ'IJ a.:Jlayj-w~w i hi Spartan-3 

11l nl'j' 1'tl~tlhI 1m .:Jl1iJiJlliJU eJ'Y mlJ 11(\ ~ 'lJhI lhl lJ ~ll U.:J aa m~hI 2 11 U1JtJatl'l fln fi eJ 
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1. i~nl'H'\J~rJ'w 1m.:.lmJiJlliJiJmj~1t'J (Master Mode) - 1~'Wi~nl'H'\J~t'J'\.J lr1'5.:.IlIiJiJ hwl,r 

l'e)'vl-W~1f)I~'WI'iTff .:.I 1:lUJ UJlill 'WlWnll~ eJmiJfllJ nl'j 1'\J~ t'J'W 1 m.:.lll iJiJ 
u u • 

1f)~-W~1t)I~'Wl'il1'iJ1:lqJqJlill 'W lWnl~l i'miJfJlJ nl'j 1'\J~U'W 1m.:.lll iJiJ 

1'flt'Jw-l'W.f1l'W'UeJ.:.Inl'j 1'\J~t'J'W 1m .:.IUiJ'tJ'il ~I~ml.:.l'j'\J~ 3.10 
" ,,, , 

nl 'j I '\J ~ t'J 'W 1 m .:.I II iJ iJ 11 ~ Cl ~ i~ -w 'W iJ 'Ii' eJ ~ 11 Cl ~ 'li'lJ!iy t'J 11 ~ n ~ 1.:.1 n'W eJ eJ n Ll'\J 11 ~ I ij eJ .:.I 'ill n 
• v v , 

'\J 'j ~ U nlP11l 'W 1 fl 'fl 'U eJ.:.I nl 'j I '\J ~ t'J'W 1 m .:.I II iJ iJ 1'W.:.I 1 'W i ~ t'J cif'W iJ iJ 'il 'fl '\J 'j ~ bY .:.I fi'11~ eJ ('1 'fl 'U 'W 1 'fl 'U eJ .:,j 1.:.1 'il 'j . . 
1~ eJ 1,r bYllJl 'j tl tJ 11 '\J 1 ~1 'W 'j ~iJ iJ ~iJ'Yl1''W t'Jl m ~l n'fl1~ i~ nl'j 1'\J ~ U'W 1 m.:.lll iJiJ 11 iJ iJ Boundary­

Scan ~.:.Il~'W'Yll.:.ll~eJn~lllmlJl~bYlJ 1'W'il~nl'n'\J~t'J'W 1f1HlliJiJlliJiJ Boundary-Scan 'il~~eJ.:.I 

111nU\9l1lJlJl~'jjl'W IEEE 1149.1-1993 1l('1~ IEEE1532 rll111'iJ~'\Jmru~bYllJl'jtll'\J~V'W 1m.:.l 

lIiJiJ l~.f1lU 1 'W 'j ~iJiJ ~.:.I 'il ~1111,r nl'jl'\J~ U'U 1m .:.IlliJlI1'flvlJl~ 'i ~ 1'W if iJfl 11lJ'\J Cl eJ'flnvlJln~ ~'fl 11~ 
1.:.1 'il'i miJ fJlJ nl'i 1'\J ~ U'U 1m.:.lll iJiJ 11 iJiJ Boundary-Scan J'U iJm llJci'iJ'li'eJ'W11 Cl ~iJ 'U'Wl'fl1 11qj~.:.I 11l 

" , 
bYeJ'flfl~ eJ.:.IniJ ~ 'fl~ .:.I11lJl V'll eJ .:.11.:.1 'il 'j 'U eJ n 'illniJ nl':i 1'\J~ U'U 1m.:.lll iJiJll iJiJ Boundary-Scan V.:.I 11 1.:.1 l'U 

1~i'11rleJ1'\J~ ViJ1'Vi ViJ niJ i~ nl'i 1'\J~U'U 1 m .:.IlliJiJ~m ~ eJ 11 ('1~ leeJ.:.I 'ill ni~ nl'j 1'\J ~ U'U 1 m.:.l II iJiJ II iJiJ 

, " " 
eJ'W m lJ 11l bY llJl 'j (l'j eJ.:.I 1'iJ nl'j 1 '\J ~ V'U 1 m.:.l II iJ iJiJ 1.:.1 ri1'W 'U meJ ~ -W~ tel 1~ .:.I 1 'U i,r V;'W iJ ~.:.Il~ eJ n 1 i' . 

lrl eJ~ 'ill 'j ill lri.:.l ~ nEJ ill ~ nl'i11 1.:.1 l'U 'UeJ.:.I 1.:.1 'il'i ~ bYllJl'j tll'\J ~ V'W 1m.:.lll iJiJ 1~ eJrJl.:.l'W ('1 i~1I ~ 1 

'il ~ 'WiJ1l1.:.l 'il 'i ~ bYllJl'i tll '\J ~ U'U 1 m.:.l II iJ1J l~eJ rhm ('11\9l~ eJ.:.I fl 1 iJ fllJ nl 'j 1 '\J ~ U'U 1 m.:.l II iJ iJ Ll~ eJ ril.:,j . 
,., ,., I • 

" QV-e. d& ~ 9jJQ<d ... Id i ~ " 9j.1 
bYlJ1J'iill .:.Il'U1'ilU'lf'U'U'il.:.llCleJn l'b'llinl'jlu('1V '!-J m.:.llliJiJlliJiJ Slave Parallell'WeJ.:.I'illn~eJ.:.Inl':i 111 

" 

• )I, I 

lljeJ~ 'ill'i ill 1m l~ll bY'fl.:.l~'U~ eJ'U nl'j 1'\J~ U'U 1m .:.IlliJiJ 1'W 'j'\JVi 2.6 11Cl~1lv.l'W.f1l'W bY1V .:,jl'U 
" ,., I I I 

IIbY'fl.:.l~'U~eJ'Unl'i 1'\J~U'U 1m .:.IuiJiJ1 m'\JVi 2.9 'il ~'WiJ1l nl':il~eJni~ nl'j 1'\J~V'U 1m ~lIiJ1J 'il~m~111 
" 

'1~.:.I nl'i ~ l.:.lm.JJvmllJ ~ 11 m.:.lll iJiJ J'U 11lJlVmllJ 11 n l':i 1'\J ~ V'U i~ 1'\J ~ V'U 1 m.:.lu iJiJ 11l bYllJl'i tl 

m~1111~1 'U nl'i 1'\J~V'U 1m .:.IUiJiJiJl.:.lri1'U 11~eJ nl'i IlJ ~v'U i~ 1'\J~ V'U 1 m .:.IUiJiJ 'il~m ~ t111~lrl eJiJ 
, " " 

nl'i 1'\J ~ V'U 1 m '1U iJiJ'I1.:.111lJ'fllvi l-W'W 
v ,. I 

'UeJn'il1niJlijeJ~'il1'iill1m1~1'U'i'\JVi 2.6 1'flV('1~I~V'fl 'il~'W1J11hJnl'il'\J~V'U lm'luiJiJ 
" 

I '" v 

fl '11111 ~ lJ bY tl1 'W ~ bY 'I ~ ('1 eJ 'fl n ('1 1 U ('1 ~ 'il ::' I '\J ~ V'U I ~ 'W bY tl1 'U ~ 1P11l ij eJ 'il ~ 1 '\J ~ V'U 1 m 'III iJ iJ 1 vi 1 -W 'U ri 1 'U 
" 

1:lqJ qJ 1\,11 fl 1iJ fJlJ nl 'j I '\J ~ V'U 1 m 'I U iJ iJ tWl '1,r fl'l llmij eJ 'U l~lJ J'W fi eJ 1:lqJqJ 1 ill PROG _ B I ~ 'U 

bYtl1'U~bY.:.I rl'UJUJ1ill INIT B 1~'UbYtl1'U ::'bY.:.I 1I~rl'UJUJ1ill RDWR B l~lJbYtl1'W~~l ri1'U1:lUJUJ1ill~ 
qJ uu _ 'tJ uu _ uu 
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m ~e:J 1 ,r1~'W -cYUJ UJ lUI 'Ule:Je:J n 'illnle:J~-W~Hl 1~ fJn':i l~U 'ft~-:J-cYUJUJ lUI flTUfIlJ m~ Itl~fJ'W 1m -:JU uu 
u u u u til 

" , 
Ul-:Jril'W-U'il::I~'W~-:J~tlVi 3. 11 

'" 

PROG B 

INIT 8 

CCLK v···v-v\.J\ 
CS 8 

\ _______________________ ~I 

RDWR B 

DATA[7 :0] /Jl/lfJ///l/[!Ill~. ~. -::xomm}/[1lIIIIil 
DONE 

, ", 
1 'W m'J Itl~ fJ'W 1m -:Juuu.ue:JlJ rl 1m -:JUUUl1~e:J 1 tl~ Hn':ilJ 1m -:JHum.T'WI'Ll'W ri1'U rllflUJVi 'il:: 

'" u 

1 oifn 111 'W ~ fl UI IYlJ,j~ 'U e:J -:J l-:J 'il~ ~ -:J 1 'U n 1 ~ e:J e:J nIl UU l-:J 'il~ 111' IYllJ 1 ~ tll tl ~ fJ'U 1 fl ~ -:J II UU 'U e:J-:J I'll le:J -:J 1~ 
q 

J'W 'il ::l'i'e:J-:JlJ mhfJmllJ~llm-:JHuu~loifrlll1fulnu.ue:JlJrllm-:Juuu~'il::ltl~fJ'W ~-:J.uulJrllm-:J 
'" '" 

uuu -61~fJtl n~H~ 1 'il ::lJ 'U'U l~ 1 mu ~-:J'ftlJm~~ 'il:: loifm .. hfJmllJ~lmfJ'W un 1 ~j m~ Inu.uulJrlril'U 
U '" 

v , " 

U 111 u-:J 'illnm.1 1t1mllJ ~lmfJl 'UHl~-W~Hl (B lockRAM) tJ'UlJ 'IJ'U 1~1~ mn'U"1 tl~-:JU IY~-:J 111'1 ~'U '1 'U 

1'11~ l-:J~ 3.2 H rl:: m~ 1 oifm.11tlfl 11lJ ~lmtl 1 'Ulu~-W lu 'il::111111 m ~ e:Je:J nu UU til n~'UI ct u -:J 'ill n 'il::1'i' u-:J 

11-:JIYltl-cYUJUJl UI.u ulJ" 1 fl ~ -:J II U U 111111' ~1'U -dl'U ~ IYllJ 1 'J tlltl ~ fJ'U 1 fl 'j -:JII uu"1~ ~ -:J~"1~ n ri 11"1 .. n 'U 
U U '" 

d Q.I!i.I d 
UY1'Vl 2 111'Ue:J'Vl 2.3 

, 
Spartan-3 (XC3S200-4FT256) ~'U 

q 

~1'W1'U BlockRAM 12 

~1'W1'UDl'1l'itJ BlockRAM * 16,384 

~1'W1'UD\Pltf-:Jl1lJ~~'ftllJl~tlloifl~ * 196,608 

~1'W1'WD\Pl~loiflnu.uUlJrllflHUUU 4 l1~n 69,024 
'" 

o "':; d 51 '1 511 ~ 51 1 
'ill'W1'UU\Pl'Vl-:Jl1lJ~'Vl\Plu-:J 'If 'Wm~mu'UulJ" flHHUU'Uu-:J1-:J'il'j 

'" 
l.ul'j'l1mU~lu'ft~ltl~fJ'W 1 flHUUU "1~urJl-:J'W"1\Pl 

207,072 
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, 
3.1.4. 'H'U1fJfl11JflU • 

Ii'fl fll'W11 i 11 ~'UeJ .:J·,i'e:nJ ~ ~ .:Jl1tJ '.HJmiJfllJ l1~miJfllJ fll 1'Vl1nW fllV 'l 'W 1 ~iJiJ N1'W rl'UJUJ1ru miJ f1lJ 
q" q q U U q 

~ lI'I 3JQ,J ~ dod 0 llJ" 0 

(Con trol Signal) IlJtl'j ~ iJiJ l'fl':iiJ(1'tyty1rumiJfJlJ 1~iJiJfll1~'Vll.:J1'W1'11:IJVlflll1'W'fl11 tI~~11~l11HW 

,f 'W hJ 11'W fl1111 ~ij fll1 ILJ ~ V'WItLJ (j.:J rl'UJUJ1ru miJfI:IJI~tJ tlV1.:J~'W 1'fl v'l 'W l1tJ1VmiJfllJ~ 1 i LJ~ I~ 'W 
u u q q 

lfl~tl.:J'Hllhl~~ln'fl (Fini te State Machine) rl'UJUJ1rumiJfllJl1~ILJ~V'WtlLJ~;j1'11lJ(1'mhl~ (S tate) 'UeJ.:J 
u u • 

, .J '1 
'!1h11Vfl1iJfJlJ "li.:J 'Wfll1f11iJfJlJ(1'lJ111 (Synchronous 

f11iJ fIlJ 11 ~ ILJ ~ V'W II LJ ~.:J I'lllJ 'U eJiJ rl'UJ UJ 1ru 'W 1Wfll 
• u u 

111 flIl 'W 1~'fl '1 'W fll1 eJ eJ fltl iJiJ 1.:J 11 1 I,) 11 11 (1'leJ ~Itl (1'~lLJ~ V'W 1 m.:JtI iJiJ i~ eJ V1.:JVl ~ 11'1') 1.:J~ hi 

1~iJiJijfll1'Vl1.:J1'W11~fl"1 2 tlV1.:J i~lIf-) 

I . fll11,)1111(1' - 1~'Wfll11')1111(1'leJ~leJ(1'tliJiJ 128 UI'11'flV'Vl1.:J1'WmlJ~lfliJ~i~ri1'!1tJ'flH 

1'11lJlJlm 12 1'W fll1 I,) 1111 (1'1el ~ltl(1'~ i~ flri 11 H'l 'WiJVl~ 2 111,) eJ~ 2.4 

2. fll1ILJ~V'W lm.:JlliJiJ - l~hlfll1ILJ~V'W lm.:JlliJiJ'Utl.:J1.:J111VtlV~(1'llJl'HHLJ~V'W lm.:JlliJiJ 
)I I , ,.. , , 

i~l1 .:J(1'1:IJ1.:J111Vl i~tltl flll iJiJ 111'flVfll1 lLJ~ V'W lm.:J1I iJiJ l1~If1'fl~'WIij eJ 1.:J 111 Vtl VVl ~ tl.:J fll1 

'1 ~.:J 1'W hi eJv'l 'W 1 ~iJiJ 11 ~ mJ.:J hii~t) fl hb lIfl1lJ~.:J i LJ iJ.:JlelvJVj~1el 
~ ~ 

y • 

11~1,1'W i~11 fll1 'Vl1 .:J1'W l1 .:J(1'tJ.:JeJ VNij m1:1J1nV1,) eJ.:J n'W ~tl fll1 l,) 1111 (1' 11~I~mi11~eJ fl 
I. ,1/, 

1.:J 111 um.rYi 11~ '1 ~'l 'W fll1 ILJ~V'W 1 m.:J1I iJiJ lI~ili i~v.:JlnV1niJ'\J'W 1'1 eJ'W fll1 ILJ ~ V'W 1 m.:J1I iJiJ II ~~ fll1 . 

m1lJ ciiJ ~eJ'W 'Utl.:J 11 tJ1 Vfl1iJ f1lJ l1tJ1VmiJ f1lJ 'U eJ.:J 1.:J 11 'j I,) 1111 meJ ~ ItJ (1'~ lLJ ~ vhll m.:J It iJiJ tJ V 1.:J . . 
y y 

Vl ~ 11'1 'l m 1'W iliv{j~.:Jt)flIliJ .:JeJeJ flI~'W 2 ri1'W1'11lJ~ mJ ru~ fll1'Vl1.:J1'W fl.:J{j 
~ 

I " Q,.I 0 3Jd " QI d. 
1. 11'W1VmiJfJlJfll11'U1111(1' (Encryption Contro l Unit) - 11111'W1VlmiJfJlJfll11'Ul'.i11(1'ltltJ 

1el(1' 1I(j~I~tl fl1.:J 11 1 ueJV~ 11 ~ '1 ~'l hi fll1 1,)1111(1' 1'fl Vfl11 i.:J fll1 lLJ~ vtJ 1 m.:J1I iJiJ hW.:Jl1 tJ1V 

miJfllJfll1ILJ~V'W 1m.:JltiJiJ . 
2. l1tJ1VmiJfJlJfll1ILJ~!'J'W lm.:JlliJiJ (Reconfiguration Control Unit) - 'Vl1m.J1~miJfJlJfll1 

I LJ ~ !'J 'W 1 m .:J II iJ iJ 1'fl !'J ri .:J rl' UJ UJ 1 ru ~ '1 ~h..l fll 1 1 LJ ~ !'J 'W i m .:J tI iJ iJ I'll lJ 1 LJ ~ 3. 1 1 1'fl!'J fll 1 
u u ~ 

• " , I 

1 1J ~!'J'W i m.:J1I iJiJ 11 ~1f1 'fl ~'Wlij eJ '!1 tJ1 !'JmiJfllJ fll 1 1,)1 1 11m ~ tl fl1.:J 111 U tJ VVllli m.:J niJ 1.:J 111 . 
• )I" 

UtlVVl t) fll LJ1 II fl1lJ tlu'l 'W 1~iJiJ '1 hi 'Uru ~t1 'W lijeJ 1f1'fl fll1 ILJ~ V'W i m.:J1I iJiJ '!1 tJ1VmiJfIlJ fll1 
~ ~ . 
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." . 
'11 t1 1t1m1J fllJ nl) I tJ ~ tI'W 1 m ~ll1J1J,r '1..1 11:;;~ eJ ~~ nl) &l ~~ eJ II ,,:;; ri ~ -ffUJUJ 1 U! l-W eJfl 11J fllJ nl ni 1~ 1'1..1 

q u u q 

'U eJ ~ n'WLw:;; n'W 1 ~ tI'I1 t1 1t1m1J fllJ fll'j l.v 1) '11 ~ 11:;; ~ eJ ~ ri ~ -ffUJ UJ 1U! l~ eJ fl 1 ~ 11 'j V eJ tI i tJ 1 ~ ')1 t1 1 tim 1J fllJ 
q u u q 

nl'J I tJ ~ tI'W 1 m ~ll1J 1J lW:;; ')1 t1 1t1m1JfllJ fll) ltJ ~ tI'W 1 m ~ ll1J 1J ih:;; ri ~ -ffUJ UJ 1U! 1J eJ fl ')1 t1 1t1m1J fllJ 
q tJ u " 

" iI I , 

nl) l.v 1) '11 ~ l~ eJ fll) I tJ ~ tI'W 1 m ,m 1J 1Jl ~ 111 iY'W ll":;; I {j eJ ~ 111 fl ')1 t1 1 tI fl 1 1J fllJ nl) I tJ ~ tJ'W 1 m ;J ll1J 1J 11:;; . 
, " '" SJ I 

Vi 1 fll) I tJ ~ tI'W 1 m ~ll1J 1Jlij eJ 1;J 11) VeJ tlVi l~ eJ fl ilj () fll tJ) II m lJ eJ V, '1..1 'UU! :;;,r'W lvil,r'W 1~ 11) VeJ tlVi 
~ ~ 

, ", " , 

~ llJ 1) () I tJ ~ tJ'W 1 fl ) ~ 111J 1J i rJll1 ~ ~ llJ ~ ~ ~ fl1) I VI lJ 1 ;J 11 ) ri 1 '1..1 Vi 1 off' '1..1 fl1 'j \P1) 1 11 ~ eJ 1J 111 ~ '1..1 1 ~ 11 ) Vi 

~'eJ~fll)')1~eJilj 

" . 
1m ~ ll1J1J irJI eJ V1 ~'VI" 1'\P1ill1:;;~ ri1'WtJ):;; fleJ1J ')1 ~ Wj 'U eJ;J1;J 11) l~ ellaJ;J \P111J ~ flEJ U!:;; 'U eJ ~ 1 m ~ll1J1J 3 

ri 1 '1..1 i rJlwl 

1. 1~11)ri1'W~~llJl'jmtJ~tI'W lm~ll1J1JirJI (Reconfigurable Module) 

2. 1~11'Jri1'W~ill~llJl)()ltJ~tI'W lm~ll1J1JirJI (Static Module) 

3. ')1t11t1m1lJ~1f11t1'WeJflleJvl.y;~leJ (External Memory) 

l~tl1~11)ril'W~~llJl)m1J~tI'W lm~111J1JirJIl1:;;~1r;J')1lJ~ 3 l;Jl1'JV'eJtI ~~1~11'JVeJtII')1ri1~11:;; 
, ." 

() flN ~~ltJ ~ tI'W n'WVi 1~1'W 1'1..1) :;; 1J1JrJlltlfll) !tJ~ tI'W 1m ;JU1J1J ~;JU 
~ 

I c:j" 

1. l~l1)tleJtI!eJ~1JeJfl"ll (S-box Module) 

2. l;Jl1'JVeJtlN~lJ')1~fl (MixColumn Module) 

I d " rI 
3. l~l1)tleJtI!eJfl"lleJ'eJ) (Xor Module) 

l~l1)ril'W~111~llJl)()ltJ~tI'W lm~ll1J1JirJIIl'lJ~eJ'eJfll~'W 3 1~11)v'eJtl1rJ1!!f-) 
I "" " 1. l~ l1)tleJtII'Jl1m\P1eJ'J (Register Module) 

, ~ ~ 

2. ')1'Wltlm1JfJlJnl)I'U1)')1~ (Encryption Control Unit) 

3. ')1t11tlm1JfJlJnl)!tJ~tI'W lm~ll1J1J (Reconfiguration Control Unit) 

rl1'l1'r 1J ')1 t1 1 tlm1lJ ~ 1f11t1'W eJ fl!eJvl.y;~!'eJ 11 :;;' offrl 1 ')1 f 1J ln1J.v eJlJ" 1 m ~ ll1J 1J rl1 ')1 f 1J' off' '1..1 fll 'J 
~ 

nJ ~ tI'W 1 m ~ ll1J 1J 'U eJ ~ !eJvl.y;~1 'eJ ')11 eJl~ tI fl11')1 t1 ltlm11J ~ 11 m ;J ll1J 1J (Recon figuration Memory) 
. . " 

111 fl) 1 tI,,:;; I ~ tI ~.u 1 ~ ~ '1..1 1 ~ 11 'J l.v 1 'J 11 ~ I 'eJ ~ I 'eJ ~ Vi I tJ ~ tI'W 1 fl) ~!! 1J 1J 1 rJI 'eJ V 1 ~ 'VI" l' \P1 ill1:;; 
" 'JJ , , 

tJ) :;; fleJ1JrJlltl l~l1)V'eJtIll~iY'W 7 1;J11)VeJtlll":;;~nn!~eJlJ~eJn'W~;J!I~~~1'W)tJVi 3.12 
~ 



,.--------Program_---------, 
Con' g------.I ! 

c: 
o 

~~ 
::J 0 
.g>E 
c: Q) 

8~ 
Q) 

0::: 

Addres 

ct 

c: 
0 ..... 

'.;:; "2: 
~::l 
::J_ 
010 
~ ..... c: ..... 
8 § 
Q)O 

0::: 

- Status-

FPGA 

3.2. 'lltH'~I~tlYlfl1·HH)flll'\.J'\.J 

c~ 
o c: 
.,::l 
0.-
~e u ..... 
c: c: w8 

Q) 

Status 
:c 
~ Q) 
::J-
Ol::J Oat ~"O 
c: 0 

Control- o~ 
u 
Q) 

0::: 

Reconfigurable 

l-----Control------' 

Oat 

" , . 
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l'U 11 1~ e)'W '0 ~ tl ri 11 (i.:J 1 1 tI~ ~ IB tI~ 'U fl.:J n1 1 fl fl tlll U U 1~ '0 1 I ~ n 11m tJ B Ifl (1 Vi I U ~ tI'U 1 fl 1 .:J1l U U 

nl"J SflTI'111~'I111.:J1.:J'Onh'U~TI'l:1Jl1 mu~tI'U 1 m .:JIlUU l~f)u ri1'U~ hi (11:1Jl1tllU~tI'U 1m .:JIlUU 

1~ 1l~~nl1flfltlIlUumJJtlflJUfllJ . 
iI v 4::f CI .. Ie{), l1f JI' v 

3.2.1. 'J.Jf)'iI'IJ1'nrifUJfJlfJ€rnWiJfJU If)'i.JU'U'U 6VlfJfJN'WiJ'JPI 

l'U nl1 fltJ nil U Ul'11.:JI~hJ~ tJlJ ~'U fln.:J '01 I~ 1111 TI' ItJ B Ifl TI'~ IU ~ tI'U 1 m.:J II U U 1~ miHw ~ l\i1 
" i.I • I , , 

l1H 1 'U i ~ tI-W '0 ~ I ~ 'U 1~ 11ri1'U Vi til nVi (1~ 1 'U tll1 fltJ tlll U U 'Yl H I~'U ~ fllJ ~ ~ fl ri1'U Vi l~fllJ ~ e:J f)'U . " 
1 ~'I11 1.:J ri1'U ~ r11:1Jl 1 1:11 U ~ tI'U 1 m.:J1l U1J 1~ (Reconfigurable Module) f)U ri1'U ~ hi r11:1Jl1 1:1IU ~ tI'U 

1m.:Jlluul~ (Static Module) ~.:Jtl111~tJlJ~tJ1~'I111.:J(1tJ.:Jri1'U~I"Jl'il~I'*,jmIlJ 1m (Bus Macro) 
I '" , 

I~ 'U \Pl1!~tJlJ~ tJ 1~tI':i 1t1~~IBtI~'UtJ~,j mllJ 1 m -w l~tlri 11 HI 'U1J'I1Vi 2 l! l~tJYi 2.3 

\Pl.:J1l (1~.:J 1 11\ l1'U 1'U m 1'W1l (1~~tl11 ri .:J~tJlJ m~'I111.:J1.:J '01 1 'U 1U~ 3.9 'O~I~ 'U 11J~ '01 Ue:JtI 
" " 

jJ I I I " 

UtJ tIl'l ~ (11lJ (11:1Jl 1 t1 1 '*1 1lJ f)'U 1 ~ 11 'U 'I1:1Jl tlflJ1lJ 11 1.:J '0 1 Vi (11:1Jl 1 mu ~ tI'U 1 m ~ II U U 1 ~ 11 ~ r11lJ '0 ~ 1 '* 

1'11~I~'U~e:JlJ~'U'U1~ 8 U\iI 3 'lifl~1'11.:J J'U~fl'O~ij,jr1lllJ1m'U'U1~ 8 U\iI 31~tI'Yl1.:J1~'U~e:JlJ~'Ufl~ 
" " 

1.:J '011~1"J11(1IflBltJr1~IU~f.J'U lm.:Jlluul~I~'U\Pl~1U~ 3.13 
" 

1 fl 1 ~ II U U 1 ~ f) uri 1 'U ~ (11lJ 1 1 t11 U ~ f.J 'U 1 fl 1 .:J II U U 1 ~ r11lJ 11 t1 n 1 ~ 1111 ~ ~ 1 tJ tl1 1 ri ~ ~ t1J t1J 1 ru ~ 1 'U 

" 
,jmllJ lml1.:J'I1tl l~lIfi 
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Reconfiguration Signal Reconfiguration Program 

I 

FPGA 'Y 
....- ReconfiJ!!-lrable Part . . : . 
"- ,~ 1 

./ 

I I' I I' I I' I I' 
r-- r-- MixColumn .. 
~ -"" Module ... 

f-- r--
~. S-box Module --""- . 

~ . . 
.. .. 

Xor --""-. .. .. 
~ . Module .. . ..... • .... 

Encryption .. I--

Control Unit I-- .bf-\ Register 
Done i I ... 

'Y 
,... 

Module .... 
..oIL 

1 Reconfiguration \ II .... , ;1 
Control Unit ~ !V 1'-- r--- ' ~ I 

\ II \ II 
Output Input 

Address 

Control I 

I 

Reconfiguration 
Control 

L+ 
1/0 Memory 

I , " , 

~1:l!\lH){ (Register Module) lUU\l1 'H),HjeltJ'Vi~llJl'HHU ~tJl~ 1m \lU'IJ'IJ ll~i\l'iY11n\l\l1tl~el 

'11m1 IU ~tJ'WU U rl \I~t:11'W::;llrl::;AV 

2. LJ~UlJ lm~'W'V,j\Pl 2 (I nput 2 Bus Macro) 1~ 'W'lfel\l 'Yl 1\1~\I~m.lmJ'WWl 8 U\Pl\l1n1\1\l1tl'fWn 

"'." liJ. I '" , d ." ." ,;. '1 ~ ~ ~ ~ 
\l1:l!\Plel1 (Register Module) lu tJ\l1\1'01 tJ el tJlelfl"b'elel1 (Xor Module) l'I~el 9IIU'W'lJellqjrl 'IJ 11'IJ1 

.. .Ii '" 9 d"'", 
el fl 11'W\I\Pl11'Wfll1lelfl"b'elel1 

3 . LJ~lllJlmlelwl1~\Pl (Out put Bus Macro) 1 ~'W 'lfel\l'Yll\l~ \I ~ellqjrl'IJ'WWl 8 U\Pl'01n1\1,mjeltJ~ 
," , 

~ llJlHllU ~ tJ'W 1m \III 'IJ'IJ l'fl'i \I ~llJ 1\1 '0 1 I U vn\l '01 tJeltJl 1 ~ ~1\Pl el { (Register Modu le) tV; el 

U11Uln'IJ li'H''t 'W~'W\Plel'W~ellu 
4. 'lr~ltlJ imfl1'IJfllJ (Con tro l Bus Macro) 1 ~l.J 'lfel\l'Yl 1 .:j~.:j-ff\lJ\lJ1ru'IJ'W1~ 2 U\PlTI111 f 'IJ 

q u u 

, ", 
fl 1 'IJ fllJ fl 1 1 111.:j 1'W 'IJ el.:j 1 .:j \l 1 tJ el tJ r-l 'iY lJ 11 J:i' fl I {1 el.:j \l 1 fl 1 .:j \l 1 tJ el tJ ii I ~ 'W 1.:j \l 1 Vi 111.:j 1'W Vi 1:1 ::; 32 

q 
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S. D1Jl1lJ lrl'H~ElIl (Select Bus Macro) 1~'U'liEl..:J'Vll .nh11~\rd..:Jb1t1Jt1Jlru~'j'J'il1JEliJl..:J'il·HjEltill 

1~'U 'J..:J 'il1 1~t1'JOiJ~1Pi' Cl..:Jf11'j11~ El '1ll 11":;1 ~ Cl..:J 'illflJ..:J 'il 'j UEl t1~ 1JllJlHlltl ~ t1'U 1 m..:Jl1 uu '1~ii 
v v 

11..:J11lJ~ 3 'J..:J'il'jUCltl D1JUlJ lm-w~..:Jii'IJ'Ul~ 2 U\Pl 

6. il'1JlllJ lm1Jtll'U :; (Status Bus Macro) 1~'U'liCl..:Jll1..:Jri..:JbY·t1Jt1Jlru'IJ'U1~ I U\Pl ii'ri..:Jb1t1J11J1Ul 

~,m~'I'ni 'lJeJ..:J f111m 'J'il1JeJU 'J..:J 'il'j UeJtlll\Pl1 ..:JOU 'J..:J'il'j~I~ eJ 1I~'JtlD 1Jl1lJ 1m l~eJ 1111 ~eJ '1ll 

'U eJll 'illl1if b1t1Jt1J lUll~eJ III tl 'j llf1':ilJ 1 m..:Jl1 UiJ~ ..:Jl~'UlPllm1 ti..:J (Address) 'IJ eJ .:l11 ti 'JtlmllJ ~ 1 

lm..:Jl1uiJ (Reconfiguration Memory) ii'IJ'Ul~ 16 U\Pll~t1'il:;u11..:Jl~'Uri'J'Ul~eJlllm..:JlliJU 2 U\Pl 

u,,:;ri'J'UlPll1111ti..:J 14 U\Pl~..:J!Vltl..:J'V'lW,h11'rUf1l'j!niJ'lj'eJlJ" lm..:JlliJiJ'IJ'Ul~ 4 11~n 3 ltl'jumlJ 
" • v 

rll11 fW1t1J 11J lUI ~ ellqJ" 1 tl 'j llf1':ilJ 1 m ..:JlliJU (Recon figuration Program) Vi '1~'t.T 'U 'il:;ii'IJ'Ul~ 8 U\Pl 

l~eJ..:J 'ill III 'j 1 '11Pi'11 11..:J11 ti 'J t1rl 'JUrllJ 'IJ Cl ..:J'J..:J 'il 1 l~ 1 'j 11 1J leJ flleJ 1J~ I tl ~ t1'U 1 m..:Ju iJU '1lPi'eJtJl..:J • 
'V'l"l~eJElf1l~'U 2 ri'J'U '1lPi'llfl11ti'Jtlm1JfllJf11'jl~1'j,r1J ll":;l1ti'Jtlrl'JUrllJf11'jltl~t1'U lm..:JuiJu ~..:J . . 

v • 

11 ti 'J t1miJ rllJ 11..:J 1JeJ..:J 'il:;ii f11 1111..:J l'U b1lJ'11'tni O'U ~..:J 111J~.:j i'U 1tlVi 3 .14 . " 

Reconfiguration Control Unit Encryption Control Unit 
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'illmU~ 3.14 (h1'r:H)l'\...l:;I~lJvi',...I'UD~111-1'Jt'JflJiJfllJtll'HU~t'J'\...Ilm -JlliJiJl~'\...I "IU~t'J'\...Ilm-J 
~ q 

" , 
U'lJ iJ 1 {l'~ 'il iY'\...I (ReconfigDone)" 11 ~:; {l'1:!l '\...I:; 11lJ vi' '\...I 'U tl-J 11 1-1 'Jt'JfI'J 'lJ ~lJ nl ':i 1 'Ihl 11 {l' 1 ~ '\...I "1 '1l1':i 11 {l' 

(Encryption)" lritlvi' tl-J tll':i 'ilmJ ~ t'J'\...I1 m ~U 'lJiJ 'Utl.JJ-J 'il ':i Vtl t'Jl~'\...I 'J~ 'il ':i Vtl t'Jltl {l',j tl nctl 111-1 'Jt'JflJiJ~lJ 
~". I d ~ " dj . Id 'i dj ( d" 

nl':il'Ul':i11{l''il:;lu~tJ'\...I{l'm'\...l::;'illn "1'Ul':i11{l''' liJ'\...I "lu~t'J'\...I !f1HUiJiJliJ'\...I'J~'il':it'Jtlmtl{l'iJtln9l' 

&9 .,: I ~ ~ I QJ ~ <) 
(Recon figSBox)" 91 -J ! '\...I {l'1:!l'\...l:; '\...I 11 '\...I 'JtJflJiJ~lJnU l'Ul':i 11 {l''il:; {l' -J {l't\!t\!lUH~ tl n ! m -JU iJ'lJ'U tl-J'J-J 'il ':i 

, I , , Sol 

Vtlmtl {l',j tl nctl l~ tl 'J -J 'il':i Vtl t'JYi {l'llJl HHU ~ t'J'\...Ilm ~U iJiJ hi'Vi (') n I U ':i um lJ tl VI '\...I 'Uru nr'\...ll~fiJ 
~ ~ 

" 
'tYUJ UJlru flJiJfllJ ij 'J~ 'il':i Vtl t'J'iln11tll':i m 'J'il'fttl'lJ 1 Wl':i -J n'lJ 1m -JUiJiJ 'Utl-J\PI'\...I11 ~ tlill t1' 1m -J n'\...l 'J -J 'il ':i 

u u q 

tll':i lU~ t'J'\...I1 m "UiJiJ'Vl ':iliJ 11'J-J 'il':i VtltJ~ {l'llJl':i mu ~ tJ'\...Il m "U iJiJ 1~lll \PI'J ~ niJ 'tYt\!t\! lUH~ tl n lm-J 

U 'lJiJ 'ill n 11 1-1 'Jt'JflJiJfllJ tll ':i 1'1l1':i 11 {l' 11 1-1 'J tJflJiJfllJ nu lU~ t'J'\...I1 m "U iJiJ n 'il:; l~ lJ vi''\...I nu lU~ t'J'\...I1 m-J 
q q 

I I d to' , 

11'lJ iJ I ~ m U ~ t'J '\...I 'ft m '\...I:; 'U tl-J \PI '\...11 tl-J 'ill n "[ U ~ t'J '\...11 m" 11 iJ 'lJ l'ft ':i 'il iY '\...I" 1 ~ '\...I "1 U ~ t'J '\...II m -J U 'lJ iJ 

" " 
11 1-1 'J t'J fI 'J 'lJ f1lJ n 1 ':i 1 '1l1 ':i 11 'ft 'il :; fI ~ tl V 1 '\...I {l' (')1 '\...I:; 1 ~ lJ 1~ tl n 1 ':i 1 U ~ t'J '\...II fI ':i "11 iJ iJ 1 'ft 1 'il iY '\...I 11 1-1 'J t'J fI 'J iJ f1lJ 

q ~ q 

, , , 'd " 

nl':i lU~t'J'\...Ilm 'lUiJiJ'il:;tU~t'J'\...I {l'1:!l'\...l:;'illn "IU~t'J'\...Ilm 'lUiJiJ" 1~'\...I "IU~t'J'\...Ilm "U'lJiJl'ft':i 'iliY'\...I" 

" " 
VI ~ tllJr1" ri ,,'tYUJUJ lru iJ tl n111-1 'JtJfIJ'lJfllJ tll) t'li'l':i11 'ftl11U~ t'J'\...I1 m "11 iJiJ 1 'ft~ 'ilU ~ 'J 1~ tl11 1-1 'Jt'JflJiJfllJ 

Col u q q 

tll) t 'li'l ':i 11 'ft I~ f 'lJ 'tYUJ UJ 1 ru n 'il:; mr'lJ 1 'li'lri{l'I:!l'\...l:; "1 '1lU 11 {l''' U ~:; 111" 1'\...1 ~ tll U ~.:] tll':i lU~ t'J'\...I1 m" 
u u ~ 

11 iJiJ 1~'\...I 'J" 'il':i Vtlt'Jv-J'ftlJ11 ~ n 11~:;'J':] 'il) Vtlt'Jla nctltltl{ 'il:;ij n WVll" 1'\...l111~ tl'\...l niJ tll':i lU~ tJ'\...Il m':]11 iJiJ 

l~ '\...I 'J" 'il) Vtl tJw {l',j tl nctl U~ 'il :;1 U ~ t'J'\...I {l'1:!l'\...l:; 1~'\...I "lU~ t'J'\...I1 m -JU iJiJ 1~ '\...I 'J -J 'il ':i Vtlm,j{l'lJ11 ~ n 

.Id 1 dj , d"" (ReconfigMixColumn)" 11~:; "I U~t'J'\...I m':]U'lJ1J1iJ'\...I'J"'il'Jt'Jtlt'JltlTl9l'tltl':i (ReconfigXOR),' 

\PIllJ ~ l~iJ ~"{l'1:!l '\...I:;'}f" {l'tln:;ij tll':i 111,:] 1'\...l1'1f'\...l1~t'J'J niJ {l'1:!l'\...l:; "1 U~ tJ'\...I i m" 11 iJ'lJ1 ~ '\...I 'J -J 'il ':i Vc)tJ 

ltl {l',jD nctl" u~ 'il :; ri" 'tYt\!t\!1 rul~ tl n 1m -Jt11J'lJ'U tl" 'J" 'il) Vtl t'Jv-J {l'lJ11 ~ n W:'1 :; 'J~ 'il ':i Vtl t'Jla nctltl tl{11 'Vl '\...I 

I9lllJ ~ l~iJ 

, Q' 
3.2.2. 'J.Jf)'WeJlJIenrueJn"lf (S-box Module) 

I d ~o i/.c:i ... 1 !iI ~l1Jj.JQ.J QJ i Q iI I ~ 
'J':] 'il ':i t'J tl t'J 1 tl {l'iJ tl n 91 'Vl111 '\...1111 11 u ~ .:] 'U tllJ ml I ~ ':i 'lJ 'ill n iJ {l' U lJ ! fI 'J tl '\...I VI \PI I 11 ~ 'J {l' .:] 'U tllJ ~ 

" q ~ 

N" ~ VI ,r n ~ iJ I U V ~ iJ {l' 1 t lJ I fI ) t tllllV1 \PI I ~ t'J n 1 ) 1 t U ~ -J '1l tllJ ~ -dt ~ '\...II U \PIllJ n 1 ) 1 t U " -J '1l tllJ" I ~ tJ t tl {l',j 
q ~ ~ 

, 9 & dj Co 

m !'\...I(P)1)1~9l'''!iJ'\...I1~'U]1'\...l{l''lJ11n 

, d.,.J'"I '9 ~ d &?i. d • I 9 •. 1 .... 
'J.:]'il'jtJtlt'Jtel{l'iJtln9l'~J'il:;!lJ !'Ii'lJ~tlmt':ilJ (B lockRAM) 9l'''llJ'\...IU':ilJ{l'lt':i'il~u.fllt'J !'\...I1tlY'lVl'il 

ttl t {j tl.:] 'ill n 'il:; 1111 11' 'Ii' tl lJ ~ 1m .:] 11 'lJ iJ 'U tl" J n ':i U tl tJ ij 'U '\...Il ~ lm:u lJl n t VI 'j 1:; vi'tl" 1 U ~ t'J '\...II m "111J iJ 
~ u 

'U tl-J iJ ~ tl n t t ':i lJ ~ "ij 'U '\...11 ~ 111 t!! t I ~ :; III {l' llJ 1 ':i (')1 ~ 1 'J lJ n iJ 'J " 'il ':i U tl t'J ~ '\...I "11 ~ 1'\...1" 1 '\...I i \l tJ -d ~ ~ 1 ~ tl n 1 ~ 
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.9 9 !II tl d' !II Gj ,,;'" 9' '" 
ll'j lJI IUU m~ 'iJltJ (Distr ibuted RAM) qq b'lHf ~ CJi (S li ce) lJl~'jl~IU 'WIl'jmllJ'U'Wl~ b'l11VbLl1i.l 1m) .:) 

'il ln ~ 1 ~c;~ llJ 1 Hl'W 11 'tl b1J ~ tJ 'W 1 fl HIl UU!~ 'W l.:j 'il 'j ~'W"'l 1~ ~ l tJ nl'j ~r 1.:jJ.:) 'iJ 'j Vel tlbel~,j el nc;'il~ 1 i' 

'jel lJ'U'Wl ~ 2S6x8 1J\P1~~rl .:j'iJ l n1l'jlJbbU Unn 'illtJ 1~tJ'iJ~1i'~ellJ~'illntr~lllJ lmu'W'\"l\P1 I bblli.l '" , 

I'i 1 bb '}nl.:) 'U el.:j 'j f.) lJ ri 1 'W ~ el lJ ~ ~ a 1 'W 1 ~ 'il l m el lJ 'il ~ I ~ 'W VJ ~ ~ '\"l £Il ~ ~ t1 n ri.:j el el n 1'tl 11.:j tr ~ bblJ 1 m 
'" '" 

y 
0 1 2 3 4 5 6 7 8 9 a b e d e f 

0 63 7e 77 7b f2 6b 6f e5 30 01 67 2b fe d7 ab 76 
1 ea 82 e9 7d fa 59 47 fO ad d4 a2 af ge a4 72 c O 
2 b7 fd 93 26 36 3f f7 ee 34 as e5 f1 71 d8 31 1 5 
3 04 e7 23 e3 18 96 05 9a 07 12 80 e2 eb 27 b2 75 
4 09 83 2e 1a 1b 6e Sa aO 52 3b d6 b3 29 e3 2f 84 
5 53 d1 00 ed 20 fe b1 5b 6a eb be 39 4a 4c 58 e f 
6 dO ef aa fb 43 4d 33 85 45 f9 02 7f 50 3e 9f a8 
7 51 a3 40 8f 92 9d 38 f5 be b6 da 21 10 ff f3 d 2 

x 
8 cd Oe 13 ee Sf 97 44 17 e4 a7 7e 3d 64 5d 19 73 
9 60 81 4f de 22 2a 90 88 46 ee b8 14 de 5e Ob db 

a eO 32 3a Oa 49 06 24 5c e2 d3 ac 62 91 95 e4 79 
b e7 e8 37 6d 8d d5 4e a9 6e 56 f4 ea 65 7a ae 08 
e ba 78 25 2e 1e a6 b4 e6 e8 dd 74 1f 4b bd 8b 8a 
d 70 3e b 5 66 48 03 f6 Oe 61 35 5 7 b9 86 e1 1d ge 
e e1 f8 98 11 69 d9 8e 94 9b 1e 87 e9 ee 55 28 d f 
f 8e a1 89 Od bf e6 42 68 41 99 2d Of b O 54 bb 1 6 

, v 

3. 2.3. J.Ju'JfleJflfm'-1'1-H1n (MixColumn Module) 
," , 

1{1 el.:j 'iJlnJ.:j 'iJ'j Vf.) tJVJ~lJ'YI ~ mJi.l'l'll.:jl'W nU~f.)lJ~'U'W l~ 32 1J\P1 !l~'111.:j I~ 'W ~ f.)lJ ~ Vi Hlj 'U'W l~ 
'" '" 

8 D\P1 ~.:j~f.).:jf.)f.)mluul.:j'iJ'jhmvHj'tl~ ~f.) 'tl I~e:lbnUrl l Hhi'mu 32 D\P1 11~~blif.)'1~'iJl'jrulllJYl1n~ 

'W l lJlflru nUIl~ ~~mr n 1 'W ~lJ fll'j ~l.:jri l .:j 
'" 

S'o,( 02 03 01 01 So ,( 

S'I ,( 01 02 03 01 SI ,e 
= 

S' , c 01 01 02 03 S2,e 

S' 3,e 03 01 01 01 S3,( 

S'O, I' = (SO ,( • {02 nEB (SI ,e • {03 })EB (S2,e • {o 1})EB (S3,( • {O I}) 
S'I ,( = (SI ,( • {02 })EB (S 2,[ • {03 nEB (S3,( • {O 1 })EB (SO,( • {O I}) 
S'2,( = (S 2,( • {02})EB(S3" • {03})EB(So,[ • {OI })EB(SI ,( . {O l}) 
S' ],e = (S 3,e • {02 })EB (SO ,( • {03})EB (SI ,e • {O l })EB (S 2,C • {O I}) 

for 0:::; c:::; Nb 

S' X,( = (SX,( • {02 })EB (Sx+ 111l0d4 ,C • {03 })EB (S X+2 l1lod 4 ,( • {O 1 })EB (SHJIllOd4,< • {O I}) 
for 0:::; c :::; Nb and 0:::; x :::; 3 
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Cl~ 8 UI'l1~(I~~f'UlJlln'UIW'j~TI'II'le:J{U'U'UI~e:J'W (Shift Register) 4 'jtJ1J~qJqJ1ill'W1Wml~tll11l~ 
SJ )I " Sol 

.umJ ClIPl.:jI'l'W 32 UI'l UCl ~ti 1lth.ul'N ~'j flUn1.:jiYuCl ~ l.:j ~'j'UlfHl~tl111NCl ~ 'W; 'lJtl.:jutnu 'j n l~ ~ 1n-W 'W 
~ ~ 

jI 

n 1 'j I ~ l1 Cl ~ I 'W Cl n I Clf tl {I ft tl n I I 'Yl 'W n 1 'j 11lJ 'W (R 0 tate) iJ ~ ~ i'i 1111 1 .:j ~ 'j V tl (I N TI' lJ 11 ~ n TI' llJ 1'j (l 
q 

f 'U.u eJlJ Cl 'IJ tJ.:j11 ~ nl9l tJ I tJ I'll' 1JJ11~1 'W 'IJ ill ~~fl1'W 1 ill NCl ~'W; 'lJtJ.:j11 ~ niJ ~ ~ D'W tl V I ~ tl.:j ~ 1 nIl Cl1~' ~ 
~ q ~ 

IClftl{ ~~ l~nCll!,W (I.:j 19 'j tl'U ~UJUJ11ll 'WlWnl!11 tl.:j~lndr(lnCll~l'W .utllJ Cl ~ l.:j11UlI'W(I.:j11 ~fH~(ll 
u u ~ 

I ~ tJ.:j ~ 1 nm'j fI III ~ 1(1 {02} n~ tl nl 'j I~ tl 'W I tJ'Yll.:jctl1(1 I U I'lU ~ TI~ ~ 1 'j Illl'J1U I'l ~ In'WlJlI ~ ~J 
" 

jI jI 

'W'U1m1TI'lJJ1'j(lIPl~.;r'Wl'ltl'Wnl'jflill~l(l {03} tltlnltJl~ <fl.:jiJ 
" 

S' x,c = (S ),( • {02})E9 (SX+ lntOd4,e • {03})E9 (SX+2 1110d 4 ,( • {Ol})E9 (SH) l110d 4 ,e • {OJ}) 
S' X,( = (S)" • {02})E9 (S,; lmod 4,c • {02})E9 S X+ lmod4 ,c E9 S H2mod4 ,( E9 SX~'IllOd4,( 
S't ,( = ((S t ,e E9 S)' Imod 4,( ) . {02 nE9 S" Illlod 4 ,( E9 S,+2 mod 4 ,c E9 S x+Jmod 4 ,( 

for 0 :::; c :::; l\'b and 0 :::; x :::; 3 

J'W 11lJl(lfi 11lJ 111.:j ~ 'j 'IJ fJ.:j m ~ 'U 1'W nl'j NTI'lJ 11 ~ n ~ ~ TI'llJl'j (l fJ tl nu 1J'U I~'W ril'W Vtl (I'll ~ 4 
jI 

"how 1~(J!I~Cl~ril'Wih l(1Cl ~I~ (I~<fl.:jiJ 

1. -W~tJ-WCltJtJ 6 IPll~~tlnW~w'j~ml'ltl{U 'U'UI~tJ'W (Shift Regi ster) uCl~l1Cl~I'WClnIClftl{ 

(M ultiplexor) - i'i111u1~f'U.um.,l Cl!lCl~I~'W1Pl 1,J eJ'W.um.,lCl' 11 ril'W ~1.:j'l 

"' ., tJeJ'jn'U{lB} 

3 ,15 1~ (I~ ~1,1'W 11 rilw 'j ~ ml'l eJ {u 'U'U I~ fJ'W II r1 ~l1 Cl ~I'W Cl fHClftJ {~~ ri.:j.u fJlJ ClI 11' ril'W 19l1.:j'l 'IJ fJ.:j l.:j ~'j 
" , jI 

1~ (I'j l(1Cl ~ I~ (I~ 'IJ tJ.:j m 'j ri .:j.utJlJ ClI WII9l Cl ~ 'j D'U 'IJ fJ.:j ~UJ UJ 1 III 'W ll~m ~ ~I ~ 'W <fl.:jl'l n HYi 3.4 ~ 1 n-w 'W 
" u u 
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mJ'iHH)U1J\Pl'1~1{l\PlL~fH~el nll\l~v1el.:JuJn {I B} 'I1~el III 1\PltJ'W l1J\Pl'l1~ 1 flU {I B} hJu1:'l ~ (And) • 
~ 

fl1.J11l1J\9m~lLiJ1.J 1 \l~i, tlv-l1:'l~VfljLiJ1.J {IB} LL~11l1J\Plm.rlLiJ1.J 0 'il~ltlv-l1:'l~'VojLiJ1.J {OO} 'illml1.J~.:J 

LelllJlLfJnctlelel{flU 7 1j\Pl~L'I1~eJ~.:Jt1nL~el1.JI,j'Vll~qfltJ 1 1J\PlU~lL~lJ 0 L~ll,jU'Vl1.J1J\Pl-nlU{lVl 
~ . 

" , " 
'ill nl11.J ~.:J'W lA lVlI tlli .:J11JJ Vll,j LfJnctlel el {fl1.J L iJ 1.J v-l1:'l ~ 'Vin {lVl-n 1 tJ~ el.:J J ~ \l 'j Vel tJv-l {llJ '11 ~ n 

~ 
U Z 0 -..;! 
U 

1 SO,e 

2 S) ,e 

3 S 2,e 

4 S 3,e 

5 SO.C+ I 

6 SI ,e+ ) 

7 S 2.C+ I 

IN 

Shift Regl 
& ! 

Mux 

Xor2 

Multiply {02} 

Xor4 

• 

[6:01 ,{O} 

) 
I 

OUT -" 

'j,j~ 3. 15 Uv-l1.J.f11'ViU{lVl\!J.:J\l'j'Ueln.:J\l'jVeltJv-l{lJJ'I1~n 
~ 

f- -- N ~ ..,. trl \C U 
~ ~ Co-' ~ Co-' ~ ~ >< 
~ ~ ~ ~ ~ ~ ..;! ;;J 

~ ~ ~ 
00 

- - - - - - 01 -

S o,e - - - - - 10 -

S) ,e SO,e - - - - 11 -

S 2.e SI ,e S O,e - - - 00 S 3,e 

S3 .e S 2,e SI ,e S o.e - - 01 S O.e 

Soc+) S 3,e S 2.e SI ,e S o,e - 10 S I.e 

SI ,c+ l SO,C+ l S 3,e S 2,c SI ,e SO,e 11 S 2.e 

N 
>< 
;;J 

~ 

-

-

-

S 2,e 

S 3,e 

S o,e 

SI .e 

~ 

>< 
;;J 

~ 

-

-

-

S) ,e 

S 2.e 

S3 ,e 

S O,e 
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, a , , 

3.2.4. 'J .J v"JfJeJflI eJnCffeJeJ"J (Xor Module) 

I d rI rI ?1 .d .. I j.J d rI rI 0 0 !J}.d 
1.:J 'il'HJtJ VltJ flCJ1tJ tJ 'H U 'U 1-Hl ') 'Vl lJ ') ~ m.l1J 'fl1 Uln'VlW flCJ1 e:Hl ') (Xor) 'ill'U 1 'U 8 I fl'Vl 'Vll'l1 'U 111 

, " 
U1n'lJtJlH'l'Vi "l~:lU 'illflD1:1HlJ 1mii'Ul"ll'1rl.:J1:1tJ.:J U~lri .:Jr,..j"~l"l; m1U "luv.:J,r1:1lIlJ 1m Itllvll"l1'1 ". . 

, '" , 
3.2.5. 'J .Jv"JfJ eJflI"Jv " meJ"J (Register Module) 

.dt I ~ cld. 3J.d d j} d tI !J} fV &" ~ 
I'U tJ.:J 'illnl.:J 'il,) UtJ m':i 'il 1:111'1 tJ':ilJ 'I1 'U l'VlInU 'U tJlJ" 1:1tl1'U ~ II" ~fW'UtJ.:J fl 1':i l'Ul':i '111:1 CJ1.:J'UtJlJ "'Vl.:J 

" " 
o::::t jJ ~&j}!J}oQ 0 d3J ~ ,J' 

1:1tJ .:JlJ'U 'U 1'fl'U tJlJ"" ~ 128 UI'1 CJ1.:J 1'1 tJ.:J 1 'Il'-W "U-W CI tJ U 'ill'U 1 'U lJ1 fl 1 'U m ') In U 'U tJ lJ" 'Vl.:J 1:1 tJ.:J 'U tJ n'ill fl'U 
" " 

" . I . 
11"l ') 1~'Vl flfl:l.:J-\1 lj fl n 1 i'.:J l'U 1.:J 'il':i citJ uti 1:1 1lJ1':i tHU~ U'U 1 m.:J U uu 'M 'il ~I'i' tJ.:Jlj m ':I ri .:J.utJlJ" ':I ~ WJ 1.:J . " 

1.:J 'il ':I citJ VI ') ~ 1:111'1 tJ {'il~1'i' tJ.:Jlj iJ CI ~ Il"l" fllCJ1tJ { (M ultiplexor) H" ~ ~ 1 fl 'fll'fl tJ { (Decoder) ~ l'U 1'UlJ1 fl 

1.:J 'il':i ~ "l~~.:Jlj 'U'U 1'fl1 '11 t1! II" ~ 1'U 11Ulct tJ.:J 'il l fllj fl l ':1 l~tJlJ ~tJ fl'U ') ~ '11 1 1.:J ri1'U ~1.:J'l f11U 1 'U 1.:J 'il':l IUtJ~ 
.J 0 9 " ""' ') ?i 1I]_ 1"l'" 0 

CJ1.:J'il~111 m m ')1:1':11.:JU1:1HlJ ImlU'U IlJ l'fltJU1.:JUlflCllU1fl 

1~ tJ tJ tJ flIl U U 1.:J 'il ':I citJ VI ':I ~ 1:11\P1 tJ {~lj 'U'U l'fll~ fll1C1 ~"lli 1'U 11 U m':i 1 i'l ':I ~ 1:11\P1 tJ {H UU1~ tl 'U • 
&?i cj~ ~, , .J 

(S hi ft Reg ister) CJ1.:Jlu'Um':llfltJ'UtllqJClllUU1'Ulfltl'Utltlflfltl'U (F irs t-In-First-O ut : FIFO) CJ1.:J 

IU1 UUl1:1~tJ'W u tl1fl tl U'I11 tl fh (Queue) 'il ~'lf1 U" 'fl m ') 1 i'iJ" ~ 1l"l" fllCJ1 tl {u" ~ ~ 1 fl 'fll'fl tl n~ 

'U tlfl'illfld'V.:J"'fl ~1'U 1'U rl'tlJtlJ lU! fl1'JfJlJ~ 1 ~1 hi fl 1 ') 1~ tl flfl fl~ 1U 1'fl U 'il~ 1111 ':I ~ 1:111'1 tl {u U U 1~ tl 'U1nu 

'li'tllJ" 1:1tl1'U ~ 1'flU'il ~ 11 U.:J~lI'1U.utllJ" 1 'U1':i ~1:111'1 tll1'fl U 1 i'H ~ flI~hI 1 mu 'ill fl11 ~ fl M1VllUl1 m 1:1'flll1U 
~ ~ u q q 

'I1~flU':ifllltlll1':1fltltlfllJlritJ'U 11"~'il~tlfllnu,~'U1'111l':lflI'11lJ~lU'I1~flll':iflHtl1~1:1tl.:J ~.:Jfll'j 
" " , 

11 U.:J~ 11'1U 'Ii' tllJ CI''lf'U-W 'il~'l11U 1 11 fll':1l'll.:Jl'U 'U tl.:J 1.:J 'il ':I citl U~1:1lJ '11 ~ fll~ 'U"l,J "l~tl cil.:J 1:1~'fl1fl 1i1 tl.:J 'illfl 
" 

" " " 
1.:J 'il':l citl U~1:1lJ'1 ~ fl~tl.:Jfln.utllJ CI rl.:J '11 ~ flI.u llJ1~'fl~tJ fl'U '11 cr;j 'ill flU hi 'il ~ 1 11.u tllJ" 'Utl.:J'I1 ~ flU 'U fl~'J 

" " 
, , '" 

tl tl fllJ TrW 1;j 1'1 tl1 'U tl.:J 

5 0,0 So, 1 5 0,2 5 0,3 15 11 7 3 

5 1,0 5 1,1 5 1,2 5 1,3 14 10 6 2 

5 2,0 5 2,1 5 2,2 5 2,3 -- 13 9 5 1 

5 3,0 S3,1 5 3,2 5 3,3 12 8 4 0 

State Shift Register 
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" , " I .c:t,a.c:t. D I .c:t. ",... , dVa i,ld 

'W tJ mJ 1 fl 'W UJ tJ'W \) l':i ru 1 fll'j'Vl1~ 1'W 'IJ tJ ~ l~ \) 'j tJtJ til 'j \) ml'l tJ'j H Cll \) ~'W 'lJ 11l~ \) 'j 'W I'l tJ ~'Vl111 'W 111 

1111'W l~\) 'j l~iJ'WllltJ l~tJ 1 'W ril'W 'lJtJ ~<1f tJlJ Cl ~fl1'W~ fl'j ~'lJ 1'W fl1'j 1~ tJ'W 11 fll \)~'Yl11 11 ~ l;]'lJ 'lJtJ ~ fl11 ri ~ 
" 

<1f tJlJ t'l hi 1'l1ljtJ'W fl'j ~'lJ 1'W fll 'j ~'W lrie:J~ \) 1 'j ru 1fll 'j 1 ~1 'j ~ ml'le:J {ll 'lJ 'lJl~e:J'W~ij tJvl 'W le:J1~.y;~ltJ ~ 'W 
" " . 

Spartan-3 ~~ijl~\)'jl~'W;]~'j,j~ 3. 17 \)~'W'lJl1fll'jl,j~tJ'W~l;]'lJ'lJtJ~<1fe:JlJCl'IJ1e:Je:Jfl~llJl'jfl'Yl1'l1l1~tJ 
" " 

DIN 

elK 

Q 15 or 
MC 15 

A[30] -----." 0000000100 10001 1 01000101 01 10011110001001101010111100110111101111 

D 

~,j~ 3. 17 HH'W.fll'Wll~~~l~\)'jl'j~ml'ltJ{H'lJ'lJl~tJ'W.flltJl'Wle:JvJVi~Ie:Ji'W Spartan-3 

lritJ~ \)1'j ru 1~ l;]'lJ 1'W fll'j ri ~.,j'e:JlJ t'l ~m'W~"l ,j iJ~l~ \) 'j vtJtJ~ ~llJ 1'j fll,j~ tJ'W 1m ~L1 'lJ'lJ "llln~ tJ 
" 

vl1 fl 'j ~'lJ 1'W fll':i 1~ tJ'WH m \) ~ 'W'lJ lwi 111 l1'\.1 ~'IJ e:J~.,j' tJlJ Cl ne:J 'WllCl~ 11 ~ ~ fl'j ~'lJ 1'W fll'j l~ tJ'W 11 fll1 ~ 'W;] ~ 
" 

'j,j~ 3. 18 J'Wl1lJltJm1lJl1~l;]'lJ1'Wfll'jri~.,j'tJlJCl~m'W~\)~I~'W;]~'j,j~ 3. 19 
" "" 

15 11 7 3 15 11 7 3 

14 10 6 2 10 6 2 14 

13 9 5 1 5 1 13 9 

12 8 4 0 0 12 8 4 

15 -~10 - 5 -~O 

I 
L. 11 -~ 6 - 1 

~ 7 - 2 - -- 13 - 8 

L ~ 3 - -. 14 --~ 9 --~ 4 
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l~ eJ Vi \J 1 'j ill 1 ~ 1 ilu 'U eJ ~ f) 1 'j ri ~.u eJ l.! Cl'ff tl1 'U ~ I ~ eJ 'Vl1 n 'j ~ U 1 'U f) 1 'j l ~ eJ 'U II tl 1 l ~ 'U l Cl 'U] 1 'U 'ff eJ ~ 
, ," 

'il~''j U 11 ~ 1ilu 'U eJ ~ nl 'j ri~.u ellJ C1'fftl1'U ~ l~ eJ'v'h m ~u l'U nl ':i l~ eJ'UlW liJ 'ff 11J 1'j m ~ V'Ul~ 'U 'fflJ nl 'j ... 

UCl~l~ eJ~ 'il1fl hJ'ff1lJ1'j tll~ eJ'Ul 'j ~ 'ff1\PleJ{IIUU l~ eJ 'U '1 'U 'U ill ~ ~'Vl1 m ~u l'U nl'j l~ eJ'UU tl 1 hw 

fl 1 ':i I tJ ~ V 'U ~ 1 J! Cl ~ l ~ Cl fll "ll' eJ {I 'U l 'j ~ 'ff l \Pl eJ {liU U l ~ eJ 'U ! ~ 'j 1 ~ 'il ~ 'Vl1 '111'.u eJ lJ ClU 1 ~ ri 1 'U 'ff ill '111 V '1 'U fl 1 ':i 
'U 'U U 

lRu.u eJlJ Cl'ffm'U~ ~ ~ ~ 11 ~'U lPleJ~ '1 ~l':i ~ 'ffl\Pl eJ {U UU l~ eJ 'U 'U 'U 1~ 16x8 11\Pl ~ 1'U l'U 2 il ll~ eJ '111' Yl cr~ n'U 
'U 

fl1'UUCl~l~V'U '1 'U m ~U l'U nl'j l~eJ'UU tld'U eJ~ll~ Cl ~ ':i eJU ~ ~ nl 'j l~ lJ l 'j ~ 'ff 1\Pl eJ {if 'il~ IJJ i'UltJ~ eJ~l H 'j 

'" '1 ~ 11] '" oj '" 11] "''1 ~.., '" ... lJ1fl'Ufll~'j1~l'j1'ff1lJ1'jtl 'Ii'ff lCl"ll'leJlJ (S liccM) !~V~ 8 'ff lCl"ll' 'Unl'j'ff'j1~l':i\J'ffl\PleJ'jUU1JlCleJ'U 

'U'U1~ 16x811\Pl 1 ill 

I dcs':!, dod cv iJ I CV d 

U \Pl fl 'j ~ U l'U fl1 'j 'U V 1 V fI V 'U 'U lJ fl 1 ':i 'I'll ~ 1 'U '1'1 "ll' U "ll' eJ 'U fl 1 1 fl 'j ~ U 1 'U fl 1 ':i 'j 'I1'ff I ~ 'j 1 ~ lJ 

~ 0 d 0 cv jJ drldo Q.I did I d 
m~Ul'U nl'j ICl eJ'U fl111 m~'Vl1flU 'U eJlJ Clflm~ V~'I1Cl fll~ Vl fl 'j~Ul'U nl'j U 1 flfllfl~'Vl'U eJ ~11\Pl Cl~'j eJU'Vl 

'U 

o cv ~ 0 I d I: dd'& jJ iliJ dd'd I 
fl'j ~'Vl 1 flU'UeJlJ M l 111 '11 'U ~ I~Vll'Vl1'U 'U llC1 ~m ~U l'U fl1'j U lflfl V"ll'~\Pl eJ ~ '1'1i'U eJlJ Cl fI V'Vl Yll'U 

'U ... 

I iI iI QJ" dd".dQ./ lI] I I 'Y Q.I ~ jJ.J 
m ~ U l'U nl 'j fl eJ 'U '11 'U 111 Cl 1 f) U 'U eJ lJ Cl fI tJl1 V ~ llJ YI 11-,1 m ~ U l'U fl1 'j fl eJ 'U '11 'U 1 ~ ~ 'U 'U nl 'j '1 'Ii U 'j lJ "ll' ~ ... 

{1'1lJ1':i tl (1'~ 1~ i~ 'il1fl 'ff i ClGJidllJ ~ ~1~'Ull'U lfi~~~ 1V~ 'ff~ '1 'U nl'j >U~ nl':i fI 111J V~ V1fl l~v \J~ '1~1l 'j lJ 
q q 

~ ~ d jJ dd' Q .d d Y .c:::tct'~ dcl~..J' 
'U'U1~ 16x8 U\PlI"~eJlflU'UeJlJClflV UC1~Il':ilJ'U'U1~ 4x8 U\PlI~eJlflU'UeJlJClflV'lilm11 1~VflV'b'lm11'U 

... '" 
'il~l~ 'Ull '11 ~~.ueJlJ Cl '11 cr fl~ '1 ~'1 'U fl ':i ~U l'U fl1'j 'U vlv~Vil~II'ff~~ '1 'U 'j tJ ~ 3.7 ;) eJ '1 ~l~ 'U .ueJlJ Cl;~ 1Pl'U '1 'U 

'U "' ... 

.dt 0 I d , .d0"& 
m ~U l'U nl'j ICl eJ'U fIl, m~u l'U nl'j U 1 flfllfl ~'Vl 'UeJ ~U\Pl Cl~'j eJU II Cl~ f)'j ~U l'U nl'jU lflflV "ll'~U 'j lJ 

" y, 

'U'Ul~ 1 6x811\PlUCl~II'jlJ'U'Ul~ 4x811\PliJ'ff1lJ1':itl'ff~1~i~'illfl{1'iClGJilSlJ 8 'ffiClGJi'l1~~ rll'l1~U~lf1~'i1 ... 
" 

'U eJ ~ll~ Cl ~ ':i eJU 't! 'U 'il ~ tl fllnU H'1 'U 'j eJlJ 'U'U l~ 10x8 11 \Pl~ 'ff~ 1 ~ 'ill fl 'ff I Cl GJiISlJ 8 'ff i Cl GJiI 'If'Ul~ Vl n'U 
'" 

, y 

IlJ eJ Vi 'ill 'j ill 1 (i ~ fl 1 'j ri ~.u eJ lJ Cl 'ill fl 1 ~ \J 'j VeJ V! 'j ~ 'ff l \Pl eJ {i tJ iJ ~ -U {1' IllJ 1 fI 'j V 'U ~ 1'l,1' ~ 'ff eJ ~ i ~ II n 
" q 

, y y 

-u'ffulJlm~'U~\Pl 1 llCl ~-U'fflllJlm~'U~\Pl 2 \J ~ ''jU11.ueJlJClVi'il~ri~'11hJ'ffulJlm,1'~{1'eJ~'t!'Ui~tlfl 
q q tU q"I 

nl'l1'U~ hVl~'il'jVeJv~'il~l.hueJlJCl itJH ~~ihlVCl ~lfl V~il~ii 
'" 

I d cI tliJ" iI .c::td' cv ~ y Q.I 

3. 1~ 'il 'j VeJ meJ fl "ll'eJ eJ ':i I'l eJ ~ nl 'j 'U ellJ Cl'fftll'U ~ II Cl ~ 'U t1l.! Cl fI V 'ill flU 'fflllJ 1 m 'Vl ~ 'ffeJ ~~ 'j eJlJ'l fl'U 
,y , 

.u eJl.! C1f:1 VB Cl~.u eJl.! Cl ~vi'lm 11 'il1fl-U 'ffUlJ 1 m '11~ {1'eJ~ ~ ~ ellJ "1 n'U UCl ~ .u eJl.! Cl rl1f1;J11 'UeJ .:at~ 
, " 

Cl~'j eJuu Cl~.u eJl.! C1~vi'lm 11 'illfl-U'fflllJ 1 m'l1 ~'ffeJ~~ r eJlJ'l n'U 

Q.I ~ I ~ "iI I iI .& lrJ j} ..:::. d' ~ 
~ ;J'U'U 1~ 'il 'j VeJ VI 'j 'il 'ffl\PleJ 'j 'il~\PleJ ~ {1'1lJ1'j tl'ff ~'U eJlJ Cl'fftl1'U ~ "ll' ~ l~ 'ill fll 'j \J 'ffl\Pl eJ 'j lIUU m eJ'U 2 

'" 
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, " 
U~l:l~'H)iJ 1 UU.:JlJ1:HblJ 1m ~'U'Vl\Pl 2 l1'U'I1lJ1Um l lJl1 i'U fll 'HleJntliJiJ1.:J11',j UeJl:H',j ~1:1'l\PleJ {i'hnmHl 

q 

(8 LastRound 

SubBytes ~------+1 

ILastRound 

',j U ~ 3.20 llJ:-l'U illl~ 1:1' tl1'U ~tt 1:1'1'I.:J nl ',j 'l'11.:J l'U '11 eJ.:J 11 1-1 'J Ufl1iJ fllJ n 1',j toil 1 ',j 'l11:1'eJ U1.:J U eJ 
" q 

, v OJ 

3.2.6. l1U Jflfl JUf;}Um 'H'Iln 'l1 lr (En cryption Control Unit) 
,tJ , • 

'111-11 Ufl TU fllJ fl1 ',j! oil l'.i 'l11:1'lJ m! 1Vi fl 'JiJ fllJ fll',j 111.:J 1'U l1.:JmJ 1'1'11 eJ.:J 1.:J 11 ',j I oil 1',j 'l11:1' IeJ ~ IeJ 1:1'Vi l U ~ u'U 1 fl ',j ;j 
q q 

.-
I . 1:1'm'U~~Ic)h~ (Reset Sta te) - 1:1'tl1'U ~ i'ldj'U1:1'tl1'Udl.:J hilJfll',jl~1;j1'Uiwl i~lufll'j'jeJ 

~ 1rl' .:J[oill'j'l11:1'111nmU'U eJn1.:Jl1',j IrleJlJ fll'j rl'.:J i rlloill'j 'l11:1' 11~ I U~ U'U 1:1'tl1'U ~I'U'U "1:1'tl1'U~ ~1'U 
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" , Y d.1 Y , 
2. bHll'U~tl1'U"tH)l.J"bHll'U~ (ReadState State) - bHll'U~'U\l~u'l~nBiJW:HJ 16 ~m'U~IJBU'l 

" ~ $I CS ... I jJ , 

4 . bHll'U~!'Uu'U'UmJ"~m'U~ (WriteState State) - ~m'U~'U\l~u'l~nBiJ~1U 16 ~m'U!;IJBU'l 

& 0 Y d ,y d Y '" d Y 1iJ.1' & Y i Y 
'li":)'Vlnt'Ul'Vl~":)'UB14m'll'U1H1m'llJiJ'lBU !u~f11IJ'UBn 'li":)\l~I'lB":) 'b' 16 ~f.ll'U~ l'l'l'll~ 

'IJ 'IJ 

" " ~llJl'lll!~IJ'U"t!B14" 1~f1i..:),,~ 8,jmvil11'U 
'IJ 

", , 

'U B n \l1 n ij U..:) vi 1 n 'l ~ iJ 1'U n 1 'll ii B 'U llll 1 111 'I'l ~ B 14 'l n 'U ~ J IJ 1 ~ IJ n 1 'll ii B n ri ..:) "t! B 14" 1'l114 1] Vi 
'IJ 

IiJ Y IiJ Yi '" Y 0 i YIiJ 'Y do'" .... & .... 
!~BBfl!!UU !1 'U'I11'UB 3.2.5 'Vl1 '11 !14I'lB":)14~m'U~~1'11'lUm ~U1'Ufll'l!"B'U!W1 'li":)llJB 

D":) ~m'U~ciBIJ~ 16 \l~ij fll'll'l'l 1\l~BU11!~'U fll'll"t!l'l'l1 ~'l BU ~~~ 11.J11~B Ilj ~ll~'U fll'l , 

!"t!1'l'l1 ~'l BU ~~~11J\l~ ll-ll'lJ~ U'U ~m'U~!~'U "~m'U~l11~IJ'U 1m ":)UUUl~'UJ":) \l'l ciBm'l~14 , 

" 
6. ~f.ll'U~r-l~14'I1c1n (MixColumns State) - ~m'U!;ij\l~11'l~nBiJ~1U 19 \Ym'\.J~ciBU'l 'Ill 

'\11.J 1Viu 11"..:) ~m'U~'UB,,:)~'B14" i 'U!l~" ~'l BU~1um~u 1'U fll'l r-l~14'11 c1 n 1~1J\l~ uti ~l~'U 3 
'IJ 

" ej cI I ...::I ... I 5J 
7. ~m'U~U1nflUUI'l"~n)u (AddRoundKey State) - ~m'U~'U\l~u)~nBumu 16 ~m'U~ 

ciBUl vi1'11.u1~mJ"..:)~m'U ~ 'UB..:)"t!tll.J" '1 'U!l~"~)mJVi,,~ 8 ,j1'l~1Um~U1'U fll)U1n~VU~ 

"~)tlU 91":)l~tlD..:)~m'U~citlu~ 16 \l ~ijfll)I'l)J\l~tlU111~'Ufl1'l!"t!1)'I1~)tlU~~~lU , 
'" IiJ ' Y ?1 Y '" y . Id .?I d Y 

'11) tl 114 ml1J 'U fll) I'U 1) '11~) tlU ~~'Vl11J\I ~I u" U'U ~m'U ~ lu 'U "~m'U ~I 'UIJ'U 'Utl14" ~m'U ~ " 
, 'IJ 

U~ ~ 11l-li 'lifll) I "t! 1) '11~) tlU ~~~ llJ n \l~ I U ~ IJ'U ~1l1'U ~ I~ 'U "~1l 1'U ~ IU ~ IJ'U 1 m..:)u uu I~ 'U , 

, " , 
do d ... 1 v I o~ .d 

8. ~m'U~II'l'l'U'Vlm (SubWord State) - ~m'U~'U\l~U)~ntliJ~Ju 4 ~m'U~UBIJ'l 'Vl111'U1'Vl 

U 11" ~ ~ vi 'Ul1~" ~) BiJVi" ~ 8 ,j I'l~ 1IJm ~U l'U fll '.ill 'Vl'U ~ fi 1 'U tl n \11 n-u" u..:)vi 1 m ~iJ l'U fll) 

I~B'Ufi1 i 11'1'l~ tl14'l n'U ~1U 1~u(1) liiBnri ..:)"t!Bl.J"l'll14i]~ i~B B nl! UU iii 'U 'I11"t! B 3 .2. 5 

vi1t "jil-lJltl..:)ij ~1l1'U~ rl1'11 iu n'l~U 1'U (1) I~B'Ufi1 
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" 9. (Ym'U::y;)l'\.r.lru~u (Calculate Key State) - (Ym'U::il\l~lh·::; m)'u'f1'.-,w 26 (Ym'U::;VtltJ"l trw 
\I~UU.:JI~'U 10 (Ym'U::;VtltJ rll'11~'lJm::;'lJl'Uf)11'lJlfl~1f1.:J~'tJtl.:JII~('l::;1tl'lJ 11~\I:;~I'WtJ.:J 

" , , 

(Ytll'U::; Vtl VI~tJllvi l11'UVi tl m~tl fl 1 11111.:J l'U 1 'Ull~('l::;1 tl'lJ'tJtl.:J f)1 1 !.ul1i (Y I'W 1 1::;~1f1 ~Vi 
'" 

, ," 
Vi 'il::U llJl'lJ 1 fl 1 'Ul1~ (j:; 1 tl'lJ l~wm::;'lJ l'U f)11 'lJ 1 fl~lf1 .:Jl1'tJtl .:JU~ ('l:; 1 tl'lJil \I:; vi 1 n'lJ .umJ ('l 

'" 

I JI" 

fIl'lJ f1lJ f)11 IU~tJ'U 1m .:J1I'lJ'lJvi 1.:J l'UI(y1 'il ~'U ntl'U ~.:J \I~IU~ tJ'U (ytll'U:;I~tlvi l.:Jl'U~tll U 1'f1' 
q 

""II) " II) "1 <v" mlJ'Vl!~tltlflU'lJ'lJ n 'U'I11'tJtl 3.2.1 

II. (ytlnJ::;nJ~tJ'Ulm.:JU'lJ'lJI~'Ul.:J\l1VtltJN(y1Jl1~fl (Recon figMixColumn State) -I~'U 

(ytll'U::;~1 'l11 'U fll1 IU~ tJ'U 1 I'll .:JII'lJ'lJI~'U 1.:J 'il1 VtltJN(YlJ11 ~ fl ~.:J 'il ::;cJltl.:J 1111 tl fll1 vil.:Jl'U'tJ tl.:J 
• )J, I 

'I1,j 1 tJi'll'lJ i'llJ fll1 IU~ tJ'U 1 i'l1.:Jll 'lJ'lJvi 1.:J l'Ul (Y1 \l~'U ntl 'U ~.:J \1::1 U ~ tJ'U (Ytll'U:: I ~ tl'~ 1.:J l'U 
q 

~tl"l U 1'f1'\9l1lJ~ 1'f1' tltl flU'lJ'lJ Hl'U il.utl 3.2.1 

12. (Ym'U ::lu~tJ'U lm.:JII'lJ'JI~'U1.:J\l1VtlVl~flc;tltl{ I (ReconfigXOR 1 State) - 1~'U(Ym'U::~ 

1 'l11 'U fll 1 I U ~ tJ 'U 11'11 .:J II 'lJ 'lJ I ~ 'U 1.:J \l 1 V tl tJ I ~ fl c; tl tl { ~.:J \l ::; cJl tl.:J 1111 tl fll 1 vi 1 ~ 1 'U 'tJ tl.:J 11,j 1 tJ 
, JI" 

fIl'lJ i'llJ f)1 1 IU ~ tJ'U 1 m.:Ju 'lJ'lJvi 1.:J l'U I (y1 'il ~'U ntl 'U ~.:J \l:;1 U~ tJ'U (Ytll'U ::; I ~ tl vi 1.:J 1 'U~ tll U ~1'f1' 
q 

""II)" '1"1 <v" \9l1lJY1!~tltlml'lJ'lJ 1 'U'l11'tJtl 3.2. 1 

13. (Ym'U :: lu~tJ'Ulm.:Ju'lJ'lJI~'Ul.:J\l1VtlVl~flc;tltl{ 2 (ReconfigXOR2 State) - 1~'U(Ym'U ~~ 

'1 'l11 'U f)1 1 I U ~ tJ 'U 1 m .:J 1t'lJ 'lJ I ~ 'U 1 ~ \l 1 V tl VI ~ fl c; tl tl {1'11 ij tl 'U n'lJ " (Y m 'U:: I U ~ tJ 'U 1 m .:J 1I'lJ 'lJ 

I ~ 'U 1.:J \l 1 V tl VI ~ fl c; tl tl { I " It ~ I ~ tl.:J (Y m 'U:: ~ 'il:: I U ~ tJ 'U ill tJ 11 ~.:J \11 fl fl n I U ~ tJ 'U lm.:J II 'lJ 'lJ 

State Machine) ~1.ul1i(Y(Ym'U::II'lJ'lJI('l'tJ]1'U(ytl.:J (B inary Encoding) J'U~'tJ'Ul~'1l1t1jl~tl.:J\llfl 
~ 1 'U 1 'U (Y tll 'U :: ~ \I :: cJl tl.:J U 11 U II U ('l .:J I ~ 'U ~ UJ UJ 1 ru I'll 'lJ f11J iJ ~ 1 'U 1 'U lJ 1 fl '1 'U fll 1 tl tl flll 'lJ 'lJ '11 ,j 1 1.1 

u u q 

, , tI 

fIl'lJi'llJ nl1 l.ul1 i(Y'tJ tl.:Jl.:J 'il1 l.ulJi mtleltl(YriLu~tJ'U lm.:J1I 'lJ'lJ 1'f1' tlVl.:J'W ('l i\9lil~ .:JI~ tl fl nl1 l.ul1 i (l' 
q 

tI 

(Ym'U:;'f1'ltJl~ nl1 iWJtl '1 (One-hot Encoding) l~tJnl1 1.u11 i (Y(l'm'U :; 1I'lJ'lJ iWnJll il \I:; 1 i'~ihJ 

• .1 • 1 di <v ' di "i 1 '1 di '" •. 1"". 1 • . 1 • 1 '" <V '" ,.?;.,; .?I 
n mJu 11'U .:J\9l1\9l tl '11 'U.:J (Ym'U :: !~ 1.1 'U'tJI:Il :; ~'tJru:;'I1 'U.:J \l :: lJn ('l un ('l tlu I'W tJ ~\9l11~tJln1l'U 'U 'Vllu'U 1 

di 0 9 " • 1 dj <V '" doll)'" d 
9J.:J \l ::: 'Vll! 'I11.:J \l J II u ('l.:J (ytl1'U::llJ 'U (YUJUJ lru i'lllJfllJ lJ'tJ 'U 1~1('l flll ('l:; (Y llJl 1 tl 'Vll.:J l'U I~ tl tJl.:J 1 l~ 111 

u u q 
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dI '" 
'11 'U'l '11'UJ UJ lUH11'IJfllJ 

u u q 

3.2. 7. 'H 'u''JtJfI 'J 'UrJ un nl'lJ~tJ'J.J TW'i.JH'U'U (Reconfiguration Con trol Unit) 

'\1ti1tJfl1'IJfllJfll'HLJ~tJ'U 1m'lIl'IJ'lJl~'Ulfl~eJ~'11'tIl'U~~ln~ (F inite Sta te Machine : FSM) 
q 

," , 
tlrh:dltJ'Vi~'11'tIl'U~'Y1'l'\1lJ~lV1U'l 4 '11'tIl'U~ ~~'jLJVi 3.21 

Correct & 
!Reconfig 

'Reco nfig 

Correct & 
Recon fig 

'U 

Recon fig 

Correct 

!Correct 

'Co rrect 

Reconfig ) 

o 
'End 

.& 0 I I Q.I ,.d ,; 
"\9)'j1'il'11'eJ'IJ (Check)" 9l''l~Hll'U~'il ~ 'Vllfll'jm1'il'11'eJ'lJ1~'il'jUeJU1l\9)'j'lfl'IJ1'l'il'jUtltJ'Vl\9)tl.:Jfln'il ~ 

lLJ ~ u'U 1 fl Hll 'IJ 'IJ I LJ 111 eJ III lllm.:J n'U '11 ti1tJfll'IJ fllJ fll'j l LJ ~ U'U 1 m .:JU 'IJ'IJ 'il ~ l LJ ~ tJ'U '11'tIl'U ~ fl ci' 'IJ l ~ 'U 
q 

"l'11'h (Done)" LL~ lllill \9) 'j.:J n'U n 'il ~ I ~ lJVi 1 fll 'j l LJ ~ tJ'U i fl'j.:J II 'IJ'IJ 1 ~ tJl LJ ~ tJ 'U '11' til 'U ~ I~ 'U "l LJ ~ tJ'U 

1 fl'j.:J II 'IJ 'IJ (Reconfig)" ~.:J 1'U '11't:ll'U ~ -u" '11 ti1Ufl1'IJfJ lJ 'il ~ ri.:J -a't1Jt1J 1 III fl1'IJ fJlJ fll 'j lLJ ~ tJ'U 1 m.:Ju 'IJ 'IJ 
, . , . I" 

cs B 1~'UfI''UV'l11eJI'11eJeJflILJl-WeJ-a'.:Jhi'ltl~V1~leJlLJ~tJ'U 1m.:JII'IJ'IJ\9)lmLJVi 3. 11 ~rtllJl1.:JVilfll'j 
- 'U " 

, • tJ , , 

II 'IJ'IJVitl fl~eJ.:J fll'j ILJ~ tJ'U 1m.:J II 'IJ'IJ 'il~l'11'1 'il iY'U l~tlri .:J,JtllJ" 1 fl'j .:JII 'IJ'IJVi ~eJ.:J fll1 I1JV.:JleJvlV1~leJ 
" " 

m'IJ1l1'U~.:J 'il~Vi 1111'1n~ fll'j ILJ~tJ'U '11'm'U:;I~'U "\9) n'il '11'tl'IJ" ~ flflf.:J 'il 'U fll1 'il:;ILJ ~ tJ'U 1m .:JlL 'IJ'IJI~'U 
1.:J 'il,) ~ ~tl.:J fll'j"l~ tlUl.:Jtl fl~ tl.:J 'CYl'l1f'IJ'11't:ll'U:; "1'11'1 'il" 'il:;~ fll'j m 1 'il '11'eJ'IJ 1 flHU 'IJ'IJL'Ii'Ul~(J".ln'U 

'U 

t , I ,.. 

'11' m 'U:; "m 1 'il '11' eJ 'IJ" 1111 '1 'il 1 U tlU Vi "l ~ rJ.:J [lJ \9) 1 .:J n'IJ Vi ~ tl.:J fll 'j'iJ :; ~ fll 'j I LJ ~ tJ 'U 1 fl'j .:J II 'IJ 'IJ ~ fl fI f.:J 1 ~ U 
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3.2.8. 'I1'Jhl1F1'J1:mhIFl'i.Ju1J1J (Reconfiguration Memory) 

l~ 1.J l1U ltJfn llJ ~ 1f11tJ1.J eJ f1l eJ'I'l V1~ w \Pl1lJ~ l~mJnu 'U 'U Hhnf l.,JeJ 3 . 1.3 ~.:) 11.J ~ 11.J i ~tJ1f 
1t)3l'" 13J ...' 3J 0 It) 31 d , l ~mn) fl 'l5U'W 111 flf11 tJ1.J eJ fl l1.J eJ.:) 111 fl tll 'H1l1.J 'U eJ lJ (1111 flU ':i lJ "" 11Jl'H) 'Vl1 I ~ n~H ':i 1 U (1:-; "" llJ n mll 'U 

'" 
3J '" "" 0 '1 d It) 3J .9 0" ... 1- I 1 'UeJl,J(1u'U'U'Um1.J'Vl(1:-; 8 'U\Pl111nIP1ll1l11.J':) Wl fll~ CJi':),,":-;~lfl,,"ll1':i'Utll':il(1eJfl 1J':iumlJ flHll'U'U 

~.:) ~UJumw rl111 f'U fl n fn'U fllJ flWl'1 1,:) nJ'U Cl':)U ':ilJ 11:-;(1 tl'lJ ':)fl'U 111 Mt~ 1.J ei 11.J \Pl(1 Cl ~ tll':i 'I11':)1'U'U fJ ~ 
u u q 'U 

~-------------------------------------y ~, 

~ \v 
I 

Add 
Round 

Key 

Round 1 Round 2 Round 3 Round 4 Round 5 Round 6 Round 7 Round B Round 9 Round 10 

~ SBox 

I p ) 
10 
I 

Sub 
BVles 

I' ~ 
~ I 
~ 
~ 

~ 
V 
~\ 
Y 

Wnle \ 
Sla te 
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111tlnl'HH)tlH'U'U~ 1~tlril11 i''Ii\~1'i'1-I 11~ 1~l\ll1'J 1'Ii'1'J11 ~HelBl'eJ'C1~It1~fJ1-I 1m ~H'U'U 1~ 

'fHJHW" -J\9l~ij 'V'lll ~ fl'j 'J lJ~ 'C11lJ 1 HI el ~ 'Ul fJ 1~~ 1 fJH~Wl1'VI II 'C1\9l 'I tll 'J 'Vi 1'111-1 '11-1 ~D~ 3.22 1 \9l tJ tll 'J 

'Vi 1'111-1 'Uel\l 1'1 11 'J 1'Ii'l'J l1mel Blel'C1~ ID~ fJ1-I 1 m \lU'U'U 1~elv1\l'VI "l\9ll1~l~lJ 1'i'1-I ~ tll'J '1 ICJl'\9l (Reset) It elij 

I d ~ 0 ..::l 0 .,::1 
l\ll1'J fJel fJleJ'C1'U eltlCJl' (ReconfigSBox) 'Vl1fl'j~'U11-1 tll'J 1I'Vl1-l'Vlm (Sub Word) !ln~ fl'j ~'U 11-1 tll'J 11111-1'1'1 

1'U1'l (SubBytes) 1t1'V1fellJ'ln'Ufl'j~'U11-1nl'JI~el1-lfi1 (ShiftWord) 1I"~fl'j~'U11-1tl1'JI~ell-JlW1 
" . 

(ShiftRows) IPlllJ J:1W)'U 111 tltJ 1-1 ~ 'I ID ~ fJ1-I 1 m \lH 'U'U I ~ 1-1 1 \ll1'J Vel fJ~ 'C1lJ'11 ~ tl (Recon figM ixColumn) 

I~ eJll1fl'j ~'U 1'W tll'J ~TI''lJ11 ~ tl (M ixColumns) IttJ'Vi l\lll-JlTI'~ l1H~ 111~1 t1 ~ fJ'W 1 m \lH 'U'U I~ 1-1 1~ 11'J Vel fJ 

d ,r tI ~ 0 l..::l, 
IeJ nCJl'eltJ'J (ReconfigXOR) I'VI el'Vl1fl'j ~ 'U11-1 tll'J 'U 1 nmfl ~'Vl 'UB'IHl'ln ~ 'J B'U (AddRcon) fl'j ~'U 1'W tll'J 

dd' .o::Iet' I 0 G.I 0' d 
'U 1tlflfJ (Add Key) H" ~ fl'j ~'U 11-1 tll'J'U 1 tlfl fJHI'l" ~ 'J B'U (AddRoundKey) IPlllJ" 1\9l'U H n ~ 11 ~'YI11 'b'1-I 1-1 

1D111-lm'U 10 'Jel'Ul'lllJmmj1l-JlBBltJTI' 1\9lfJ'11-1'JB'U~ 10 11~h;ijtll'JID~fJ1-I 1m\lH'U'UI~1-I1\ll1'J 

VBfJ ~TI'lJ '11 ~ nit" ~ hi ij tll'J liD" 'I 'Ii' ellJ" TI'1:Il1-l ~~ 1 fJfl'j ~ 'U 11-1 tll 'J ~TI'lJ 'YI ~ tl It el'Vi 1 tll'J I 'Ii' 1'J 11 TI'I TI'~ 11 
'" ". " 

~l-JII ~ 111 ~'Vi 1tll H1 'I 'Ii' BlJ" m:1l1-l ~Vi I 'Ii' 1'J 11 TI' It~ 1tJ el n 1 D (W ri teS tate) It" ~ tl ~ 'U! 'Ii' 1 dtll 'J'1 ICJl'I'lB tlfl1 ~ 
'" '" 

.,9 d II] !Ii' dd d '1 d... de: J' !Ii '" 
CJl' \ll1~!'YI1-I !\9l11fl'j~'U 11-1 tll'J'YII'U1-I TI'1'YIl 1-1 'JD'Vl 3.22 fl B fl'j ~'U 11-1 tll'J '1'1 !'WlJ 'U'W m 111 ntll'J I 'U1 'J 'YI mel 

'" 

. 1 '" '" 3.4. u':i~tf't1tiill'W'Ufl ,:rH'iI':i 

D 'J ~ ~'Vl ~ f)l'VI'UB\ll.:J 11'J 1'Ii'l'J11'C11eJ BWTI'~I D~ fJ1-I 1 m 'I II 'U'U 1~ tJV1.:J'VI n -J1'l TI'lm HI -J\9l1~ 111tl 

Q.I~ 1 ~ 

~UjTI')J'UI'l'Ueln\ll1'J 2 elm.:J flel 

I. 'Ul-Jl\9l'UB\ll.:Jl1'J 

2. f111lJI~1'1'Wtll'J'Vil.:J11-l 

hW'U1-I 1\9l'UtJ.:J1.:J 11'J~ .:JI~'W l1\9lD'j ~TI' \lA'1 ~ tl'UtJ.:J tll'J~ roJ'W 11.:J 11 'J~ TI'lm'J mD~ fJ1-I 1 m .:JU'U'U 
q 

Ll~el Vl.:J'VI" -J1'l '1 'W 'I 11-1 i,)'fJu" 'C11lJ l'J() -J\9l1~ 111tl~11-l 11-1 'C11 "CJf (Slice) ~H'1 D ~.:J I~ 'W tll'J -J\9l 'U1-I 1\9l'U el.:J 

1'111 'J ~l '11lJl~TI'lJ n'U tl1'J el B nIL 'U'U 1.:J 11 'j'U1-IIByJV;~lel I'VI 'J 1~!~'W tll'J II 'C1\9l.:J ~ 11-1 11-1 111'V1 fJ1tl'J~'1 ctl111':] 

'U 1-IWyJ V;~!B II~ nij 'Ii' el I ~fJfi el 'U1-I 1\9l TI' 1" CJf'U B.:J !ByJV;~ lel It~" ~ 'i 1-1 tJ 11111 ~ 1~ 1111 n 1-1 'Vi 1 '1 ,r1~ TI'llJ 1 'j () 
q 

. . " 
r--l" ~ 'VI £1 ~ I I ~ I i1 el '1111 n tll 'J I D ~ fJ 1-11 fl 'J .:J I I 'U 'U tJ 1-1 I ~ 1-1 fl UJ TI' lJ,j~ I'Q 'VI 1 ~ ~ 1 'U B .:] I el yJ V; ~ I el I I ~" ~ 'i 1-1 el V 

q q '" 

" . 
II ~ 1 It" ~ '11-1.:J 1'W:;),)' fJoWn 1 Ell ftfJf111lJ TI'lm 'J () '1 'W tll 'J I D ~ fJ'W 1 m \l!l 'U 'U 1 ~ 'U el.:J!B yJ V;~ IeJ tll 'J -J\9l 'U 1-1 1\9l 



57 

'IJ'U W1111ql ~~ 1 ~{Y1i'lCJfl~'.J ~1'U1'UlJ1flfl111~ ~'J~~'IJ'Ul~H~ fl 

rl111 1'U fl1 'J l' ~ rl 1 llJ I ~ 1 1 'U fl1 'J 'Yl1 ~ 1 'U ~ ~ ~ ~ II if 111111 'Ii ~ ~ 11 ~ l1lJ 1 U 11 ~ fl '11 eJ ~ 1 'U 1,) U if II ~ n . . 
3J 1 3J 1 3J '" 11] 3J11] , 0 11] 3J 9 '" '" 11] 3J Q '" 11] 3J 
\PleJ~ l1m1lJ{Y'U ~ 1'W'J1~m1~~'J'Yll~ llJ{Y1lJlHI'Yl1~1'U l~fl1U !'Uni'l1'Yl{y1lJlHI'J'U !~ neJ1~tleJ l~ 

111~ ~ 'j tT'U 111~'th~il'Yln fll'W ~~nl'j 1'~'th~il'Yln fl1'W~l11lJl~{ylJrl111 1'U 1~ ~'J 1.u1'J'I1 {Yn~eJ nl'J 1'~ 
U~lJ 1tu ~ 1'U~ r:Y1lJ 1'J tI'Yl11~1 'U 'li1~11i'l1 ~ ~ 1111 'U n1'J 1'~u~ lJ 1tu ~ 1'U ifl'J 1 {Y1lJ 1'J tl1'~ 1~1~ un1'J,r 'U 

~1'U 1'U.u eJlJ i'l~ {Y1lJ 1'J tll.u 1'J '11 {Y 1~ ~~ ~ l1~eJ1'~ 1~ Unl'J lIm 1~ rfll i'l~ri 1'U 1tu ~ 1 nrl11lJ~ '11 eJ ~ 
'U 

, Y 

l1tyty1tu 'U 1WnlVi1 ~1 'U 1~ ~'J 1Ii'l~ nl'Jl'11~1'U'lJeJ .:j1~~'J hw 1 'U ~1'U 1 ,)tJij ~~ 1 ~n l'J 1'~u~ lJ 1tu.:j 1'U ~1 n 

nl'J 11m l ~rflli'l ~ri 1 'U 1 tu 1~ ut11~ 1m llJ ~ ~ 1 ~ ~ 'J {y1lJl'J tI'Yl1~ 1'U 1 ~ ~ 1 n f11'J 'Yl~ (1 eJ~lJlri 1'U 1tu ~ 1U 

r:YlJ n1'J~ 1~ ~ 1n n 1'J llrl'J l~rf n1'J '11~1'U 'lJeJ~ 1~ ~ 'J ~~ ~~ 1~1~ 'UU~lJ 1tu~ 11.J~ 1~ ~'J {y1lJ1'J tI'Yl11~ 
, Y 

'J 1 U(1 ~ I~ tJ~ 'IJ eJ ~ {ylJ nl 'JVi 1 ~1 'U fll'J ri 11.J 1tlJ I~ 'U ~ ~ ij 

128 
Throughpu/(bps) = -. -­

Tlme(s) 

. C)!c/e 
TIn1e(s) = ---"---

ji"equency( H~) 

[requency( H~ ) 
Throug/7pu/(bps) = 128 x "-.. ----=--, --=--~ 

Cycle 
, )I • " 

1~ tJrl 1 llJ ~ 11'U r:Y1lJl J tl1'~ 1~ ~ 1nnl'J 'Yl~(1 eJ ~ d1'U ~ 1'U 1'U 'J eJ 'UVi 1 ~,r'U ~ ~ l~lJ H 1nnl'J 

3.4.1. 'lJU1A'lJeJ .3J.Jf)'j 

'IJ1.J 1~'IJ tJ ~ 1 ~ ~ 'J I'll 1 'J r1 {Y ttl ~w {Y~IU ~ U'U 1 m.:JlI 'U 'U 1 ~tJ1h~l~ (1 l' \Pl1~ 1.J 11 ~ II {Y~ ~ 1'U \Pll 'J H~ 
.& d V I jl ClJ dd V ~ Ii' & jl iJ QJ d'lfI I 

3.5 Cjj'~~~lm.J1~111'lf'Yl'J'WtJ1m'U'UleJ~'W~ltJ'UtJtJlJlnrltJ 349 {y1(1Cjj' Cjj'~i:1n~~'J1'lJ1'J11{y'U!lJ 

r:Y1lJl'J tllU ~ tJ1.J 1 m ~ 11 'U'U 1 ~ ~~ 1'1' eJ.:J 1 ~r:Y 1 n CJf~ 1'U 1'U 455 r:Y 1 (1CJf ,j 'U l1lJltJrl 11lJ 111~ ~ 'J I'll 1 'J r1 {Yttl 

~ I tJ {Y ~ I U ~ U'U 1 rl 'J .:J II 'U 'U 1 ~ {Y llJ 1 'J tI (1 ~ ~ 1 'U 1 'U 'Yl 1'W tJ 1 n 'j ~ 1 ~ 1 U 1 ~ ~ ~ 23 % II ~ n 1'1' eJ ~ 1 ~ 

l1'hum1lJ~lflltJ1.JtJm~lJ~1.J~.:j 20 7,072 1J\Pl 'Ul.Jttl~V;~ttl11.J XC3S200-4FT256 ~~t1'lIU~tJ'UI~'U . 
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;I ltl1'\.Hf'ij"11~~'1nl~ 349 ~,~C; 

1\1'il'HY1'U~tU~V'U lm\ltt1J1J'll'~ 252 ~,~C; 
, d .. 

97 ~,~C; 1\1 'il 1 Vtl Vttl ~1J tl f)9l' 

1\1 'il1 VtlVN~lJ'I1~ f) 73 ~,~C; 
, d .. .. 

33 ~,~C; 1\1 'il 1 VtlVttl f)9l'tl tl1 

~1'U1'U BlockRAM ~'1,* '" ° 1J\Pl 

~ l 'U 1'U 'I1t11vmllJ ~ l m V'U tl f) ~ '1 '* 207,072 U\Pl 

3.4. 2. rl J1:JJl iJ7unnrhnu 

fllllJ1 ~ 111-.1 fll 1 vi 1\11 'U 'U tl \11 \I 'il 1 t,j' 1111 m tl U ttl ~~ aJ ~ V'U 1 m .:J tt 1J 1J i ~ tl V 1 \I YH'l i\Pll 'U 

\ll'U l,rv~t~ml\ltl ~~\ll 'U\Pll1 1\1~ 3.6 ~ \lt~ 'U fll1 ~~ 1\11\1 'il1~ '" \l1J'Ultlyj~~ttl~ 'U XC 3S200-4FT256 . 

;1m 1tl18'UtlWW1Wtl nf fll ('HI'U) 
u u 

.::i ~ t! 
fl111.Jfl\l~q~ (t1.Jfl:aeJ~~"I1) t1~mW~ltl (ij~gJ81tllih 

252,9 11 50 25,305 

" 
'il 1 f) \Pll 1 1 \I Vi 3 .6 'il ~ t 11 'U 11 ~ 1 'U 1 'U 1 'e) 1J rl' UJ UJ 1 W 'U 1 W f) 1 Vi '1 '*'1 'U f) 11 t ,j'1 1 11 ~ 'Il 'U iJ ~ 1 'U 1 'U ~ \I 

u u ~ 

I , JI '" 

ffUJUJ1Ul'Uli1flllJlf)Vi~~fiOfll1Iu~u'Ulm\lmJ1J l~v'\J\.J\Pltl'UiJ'1,*iui1\1 99 .70% (252 . 146 1tl1J) 
u u • 

o Q.I ~ ~ ,d)J & iJ \fI I Q ~ V.d l1] ~ 
'U'e) \I 'ill'U 1'U HI1J ~t1Jt1J1W 'U lWfll'Vl \ll1lJ~~l h 9i \1m IlJ fl~llm'Vl'1 'iiI 'U fll1lU '" U'U 1 m \lU1J1J 'il ~ l~ 

, " 
tl~lJlUj\ll'U1.y;lJ~'UI~'U 8.3 66 tlJfl~U\Pl~'e)l'UlVi 

, ,," '" 
t'W'e) \I 'illf) ~ l'U 1'U 1 tl1J fft1Jt1J1W 'UlwfllVil '*1 'U fll1 IU~V'U 1 m \l1l1J 1J 'Il 'U ~'U n1J ~ l'U 1'U U\Pl'U tl \I 

v .,; v '1 Y'1"; .,9.,j"; dd"; '1 y ?! 
'\JtllJ~ lm\lll1J1J'VlI'l'e)\I 'Ii l'Ufll1tUmJ'U 1m \I tI1J 1J 9i\lllJ'e)IUflU'UWyjyj'ilW'VlI'liI1J'U XC3S50-4FT2 56 

~ 

v 1 .,9 0 '1 Y'1 Yo", '" d '1 
'\J'Ul~'U'e)\I'UtlJ,Jfl m\ltt1J1J'il ~ "'~fl\l 9i\l'il~llll'l1I'li'il l 'U1'U1tl1J~t1Jt1J1W'U1WflllyjU\I 6, 144 HJ1J l'U 

.d ~ .&! ~ I V Q.I..::s .& ~.:9 0 9 )Ill] )J 

fll'iIUM'U 1m \I tt1J1J '11 'U \1m \I 'I11tl 178, 176 1tl1Jl'ltlfll1t'Ul1'11~ttltlHJ'tY'I1'U\lm\l 9i\l'il~'VllI'l1I~ 
, " 

U~lJlW\ll'Ul.y;lJ~'UI~'U 35.766 iihUI'l~tll'U1Vi 

ll~ ~ 'illflfll1 'Vl~'" tl\l~~ l\11\1'iJ1 1,j'11 l1~ttl Uttl ff~ ill ffllJl1 tll,j~ V'U 1 m \lU1J1J i~tl Vl\1yj fl il'l 
,., I, , 

V\I'Y/1J 111 \I 'il 1 iJ 'iJ ~ ffllJl1 tlvi l\11'U i~Vi m llJ ~ ~ \I ff~ 100 tlJ f) ~ 1~1 I'l c; D 1 illiJ fll 1 IU ~ U'U 1 fl 1\1 111] 1J 
~ . 

,. Sol " 

1i1 'e)\I 'iJ 1 flfll 1 I,J ~ U'U 1 m \lU1J 1J'Utl \lltl~~~~j'e) 1 'U Spartan-3 'Il'U ff llJl 1 tl vi 1 i'fi'Vi fl111J ~ ~ \I,!~ 50 
, , " 

IlJ fl ~ I~1\ll CJi' 'Il'U'I1lJlUfl1 1lJ 11D 1 illlj fll 1 l ,j ~ U'U 1m \Itt 1J1J 1\1 'iJ1 1,j'11 11 ~Itl UI'e) ~iJ LMU~lJlW .:J l 'U 

, " 
!l~lJ~'UI~'U 1 6.73211Jtl ~U\Pl ~eJl'UlVi 
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, , " 
\Pll11~Vi 3. 7 \Pll11~LL {1~~ ~1'U l'U H Ill -ffqjqjlufin wmVil i'hJ m1 Vll~ltJl1~"fl ~ 'li\J~tl'U 

48 

16xl = 16 

16xl = 16 

16x1 = 16 

7 17 

16 x 10 = 160 

19x9 = 171 

16 x 11 = 176 

4 x 10 = 40 

lxlO = 1O 

16 x 10 = 160 

252,146 

8,704 x 10 = 87,040 

8,704 x 9 = 78,336 

8,704 x 10 = 87,040 

252,911 



. 
<'t 

U tl 't1 4 

~ ~ ., °1 9~ " nl'Hpl':i1'il bH)iJfl 1 llJllnl'H)~'Utl~1~'il':il'Unl11:1''Vll ~ltJf1l':i t'b'llm<fltl ':i 'Vl'fl1:1'tl'U (Test Vector) 
'U 

~ . 
II m<fl tl {'Vl 'fl1:1'tl 'U 14 1 ~ 'W II nl<fl tl {'Vl <fl1:1' tl'U 'b''fll~ In n'W n'U Vi 1 ~ 'W I. tlItl1:1'Vi (N 1ST: National Institute . 
Standards and Technology) [19] I.~ nll1'W'fl !1lv7tl1. oU'Yi'fl1:1'tliJj ~ l'U tJ'U l~ f1l ':i l'lll':i r11:1'~ 'il ~ lJll~ 'W1tl fl 

~ 

ltl1:1' f1l':i 'Vl 'fl1:1'tl 'U ~ 11 ~ l1lJ <flH 'li ~l'Ll 'W 1:1'tl ~ cr rnJUl ~ 'lh ~ n tliJ ~ 1 tJ 

~ 0 ~ fI";' 
I. f1l':i'Vl<fl1:1'tliJHiJiJ':iflWltliJ (KAT: Known Answer Tests) fltl'b'<fl'Utl~llm<fltl':i'Vl<fl1:1'tliJ1YW 

'U • 

U ':i ~ iY'Vl ~ mow 1. 'WH~" ~ ~l'W'Utl~ f1l':i l'll n r11:1'1. oU'Vl'fl1:1'tliJVi,, ~ 128 II fll<fltl{ 

'" "1 ~ d' ~ 9 v 2. f1l':i'Yi<fl1:1'tliJHiJ'UlJtl'U<flfll':i" (MCT: Monte Carlo Tests) fltl11 m<fltl':i'Yi'fl1:1'tl'U'Yi t'b' 

'Vl 'fl1:1' tl 'U Vi" ~ 400 11 fll <fl tl {II ~,, ~ 11 fll <fl tl { ~ fl ~ I'll 1 ':i 111:1' V tl tJ '1 ~ tll ct tl ~ n'U fl n I ~ 'W ~ 1'W 1 'W 

10 ,000 ':i tliJ 

'U fl fl'ill flif f1l':i 'Vl 'fl1:1'tl 'U 1. 'U H~" ~ H iJiJ 'il ~ IItJ fl Vtl tJ fl tl m ~ 'W fl n 1:1' tl ~ 1l1lJ 'flfi tl 

I. h'!lJ'flfl~ti (ECB: Electronic Codebook) I~'U 1l1lJ'fl~id'lltlfnllJ!'llll.U1<fltJ<fl':i~~~i'U~u~ 

4.1 

ECB ED cl'yption ECB Denyption 

P LA I N T E XT CIPHERT E XT 

( D I. D 2 ,. .. D 128) ( C1 . C 2 ... .. C 1 2 8 ) 

+ ~ 
Il\PUT B LOC K ] KPU T BL OCK 

(II. 11 .. " 112 8) l ll . 12 . . . . . 112 S) 

E)\;CRYPT DECRYPT 

OU T PUT BLO C K OU TP U T BL OCK 
( 01 .02 ... . . 0 128) ( 01. 0 2 .. .. . 0 1:! 8) 

+ ~ 
CIPHER TEXT PLAINT E XT 

(C I. C2 , . " C 12 8) (D I . D2 .. .. , D 12 8) 

'" 'illn~U~ 4 . 1 f1l':il'llnr11:1''il ~ -U1B'UYj<fl (I I , 12 , ... , 1128) 'illn'lltl fl 1 llJ11~l1lJ 'fl (Plain Text) 

1281J<fl (01 , 02, ... , 01 28) l'llllJl,J':i ~ lJ1"~·mi'fltJ<fl 'i ~11~ld~tltln lUl~'WItllyfOW <fl (01 , 0 2, ... . . 
, Q.I 0 "::" Y dY Q.I Y !V 

1:1'l'Wf1l 'i flfl'fl'il11:1''Ulfl'UYj<fl (II , 12 , . . . , 1128) 'illn'UtlfnllJ111'Unl11:1'H"1 (Cl , C2 , ... , CI 28) l'UllJl 

. 1 IJ]~.?I" ~, OJ ~ .",; ., 
lJ'i ~ lJ 1 "VJ" l'flllJ'W1tll<flYj<fl (01 , 02 , . .. , 0128) 1L" 1 1:1'~tltlf1liJ'W'U tl ml lJmJ flll tl m11 1:1' (01 , 0 2 , 

... , 0128) 
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o d" t/Q.J d' I ~ j} I j} Q..I CLJ 9 ftld 
lJl'Yllf)1'Helfl9H)el'5flUnm~el'Hll!'51J~'W (lnitialization Vector) flelW'IJ1'5'11bY~~UbY~~ t'W'5u'Yl 4.2 

" 

ClplJrr Block CIJ'lllllll g «(" BC) r;O' ... OTE. .,1/1 wmnbJcs my, J 28 blls HI lougrh.) 

\. 

LEGEND : 

Time: = 1 Tunc: = 2 

q=J 

, 
ENCRYPT 

(" 

c 
DECRYPT 

D = D.IO Block 1= Inp"! Block (" = ( !phC1 Block 
IV= Jnili lliizn tioll Vee lor $= ExclulloiH-O. Operation 

d i j.I Q.I 'JJ d d & 0 d d' d'Q.J " 
~lm,j'Yl 4.2 'Wm ~ U1'Wf)1'5!'lJl'5'11bY'lJellJf1 (D) 'Ylnf1l'Yl'l1'W~'Yllf)1'5!eJfl9felel'5flUnfl!~el'5 

" " 
~ l!~lJ\ii''Wfi el'W ~ i,j! ~'W ~ 'W ~ ~ (1) ! ~ el,\11 f)1 '5!.u 1 '511 m! ~ 114 l'U elfl 11lJ~!.ul '511 bY (C) i,j 1 oU'l'llml 1 

q 

~ l~ fhH~elfl 11lJb1'~m fl1 wj tlfl f)1 '51 oU'~l'W!lf1~U~f1 ~ i '\~ ~ ~~ 1 ~~l'W'Yl~bYelU 1'W m ru~~l~ n'WmlJ 

~1'51~Vi 4.1 !!f1~ 

~l'51~i14.2 

Filename Mode Test Key Sizes (bits) 

ecb vk.txt ECB Variable Key KA T 128, 192, 256 

ecb vUxt ECB Variab le Text KAT 128, 192,256 

ecb tb1.txt 
ECB Table KAT 128, 192, 256 

(if app licable) 

? (possibly multiple files) 
ECB Intermediate Values KAT 128, 192, 256 

(if applicab le) 
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Filename Mode Test Key Sizes (bits) 

ecb e m.txt ECB Encrypt MCT 128, 192, 256 
- -

ecb d m.txt ECB - - Decrypt MCT 128, 192, 256 

cbc e m.txt CBC Encrypt MCT 128, 192, 256 - -

cbc d m.txt CBC - - Decrypt MCT 128, 192, 256 

" 

" , d' dod. ~d' I ~ d I r!' dl I CI.I 

t') OtIPl tl J Vl ~ b1'mJ lJ t~ tJ-:J 1'1 tltVl1'W 'W Vl UIPl '0 ~ t,) OtIPl tl J Vl ~ b1'tlU lJfl1 UIPl n1Pl1-:J n 'W 

~ I 0 ~ d ~ ,J I 

Intermediate Value KAT f1tln1H1~b1'tlUfl1'IJtl-:Jfl1lPltlU'lf')m1,)Vltn~'IJ'WJ~1n1-:Jn1J 

" , " 
~ -:J 11 'W ttl'i '0 ~ "1 yj £1 ~tVl tl~ 1 n 1111 ~ b1'tlU ~-:JiJ 

ecb vk. txt - t~ 'W"1 yj £~ diu 'lf~ 'IJ tl ·:u ') n tlPl tl {Vl ~ b1'tl U 1 'W 1 'I1lJ ~ ~ 9i1J t ~tlVl ~ b1'tlU n 1) , 

ecb \ '1. txt 

v CI.I d rI d 
t'IJ l'J 1mB UUfI tJfI-:JVl 

ccb tbl.txt - t~'W i yj £~dlu'lf~'lJtl-:JnntlPltl{Vl~b1'tlU 1'W 1 mJ~~9i1Jt~tlVl ~b1'tlUIPl n 1-:J , 
, " . 

U Vl 'W~l'Yi1 ~t.,hn1 b1' ('lf~'IJ tl-:JllOtIPl tl {Vl~ b1'tlU iJ iJ i -) rl1'11fu nl1 t.,J l'J 11 b1'Yl , 
.. 'lj./ 

lJn111'lf1Pl111-:J) 

ri')'W"1 yj £ b1'~111tJ~ "1ljiJ~tliJ "1-)rl1'11flJVl~ b1'tlUfl1lPltlU 1 ~'I111-:J n11 t.,J 11 11 b1'~ -:J ~Vl ~ b1'tlU t~ 1J , " 
~J & d ~ d I Yo 1.1 

f1'WIPl-:J'IJ'WlJ1W-:JCjf-:Jttl'W lattl b1'Vl ilJ "1~nl'l1'W ~lJlm.] 1'W i ') 

" 
U '0 ~ 1 'I1lJ ~ 9i 1J 9i b1' tl -:J 1 11lJ ~ iJ iT -:J H tJ n ti tl tJ 1 ~ '1111 -:J n1 1 t .,J 11 11 b1' B '0 ~ (l tl ~ 1 11 b1' ~ ') tJ .fll tJ 1 'W i 1~ £ 

_ I j./ '" D "'... D '1 j./ Co "'1 ' 1J'J ~ ntlU~,)tJllnllPltl'JVl~b1'tlU'il1'W,)'W 400 llOtlPltl'J tlJtl'W1lJll'lfVl~b1'tllmUUlJtl'WlPlfl1'J 'O UIPl 'O::: 

, " " rI V CI.I t , ~ V Q..I ~ 11'- I 

nOtlPltl 'J'il~(l Ot'IJ11 '11 b1'tltJ1-:J1Pl tlt 'W tl-:Jl1-:J'I1lJ~ 10 ,000 1'1 H nl'JVl ~ b1'tlU U UU lJ tlW'1 fl1 J 1'0 (l nu mutJ n 
" " " , 

tl ti H i' ~ t 'il ~J 111.,J 11 11 b1' '11 ! tl (l tl ~ 1 11 b1' ~ -:J ~j 'W "1 yj £ Yl1.i llJ 1 Vl ~ b1' tlll ~ -:J iJ b1' tl -:J "1 yj £ ~ 'JtJ n 'W fi tl 
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ecb e m .txt u,,~ cbe e m .tx! '1v1£Il':if1l~e:J'Yl~bH)iJf11·wlhn1~tl .. ;ltJlH:J'w~fI1{h hnJ~fl~iJ riTU 

fl nei14t~e:J'Yl~~e:JiJ fll':i t-iJl':i 1; ~tl 1t1JJ e:Jl4~flln" i '\1JJ~~iJ~ 

, , " 
t 1 JJtt ':i fl'Yl ~ ~ e:JiJ 1,:) ~':i t -iJ 1':i t1 ~u iJiJttJ ~ tll4 i fl':i 'Itt iJ iJ '1 tl-u i ~ tI 1~ r ~ WI e:J iJ tf iJ iJ fl ~iJ tl 1 tI 'h~ c1 

" 

eeb vk. txt 

eeb vt.txt 

eeb tbl.tx t 

o$j "1 • .1 ...... .. ~ 'jJ '" 0';' 
eeb _ iv . txt (nJ 14 11'1 "'Yl ':i W~ ,,"U l4iJ t~ JJJJl~ 1m'VH)'Yl~ ~e:JiJflWI e:JiJ 'b'1fl':i 11) 

iJ I tJ I 

f11 ':i 'Yl ~ ~e:JiJ tl 1 tJ '1 vi £ 'I'i '!fY-u t ~14"l tJ i 'U ~ fllJ ill::Vi i ri~'U ~ \PH -iJ 1"l tJ It ~ 1 ':i tJ fur; 1\P1 tJ iJll iJiJ ~ 1 
q 

" ~ tJ ~ 1 flU 'U Vll fll ':i 1'1 ~ ~ tJiJ tt iJiJJJ tJ'U ~fl l {i" 1 ~ tJ '1,~ £ 

eeb e m.txt 

ebe e m .txt 

~ 'l ~"l tl fl ri l1JJl1l ~ 1-iJ 1,:) tl 'U t~ tl1 n iJ f11 ':i II ~ ~ e:J iJ tt iJ iJ JJ tJ ~J ~ fI1 n" ~ 'l ij,f:j i 'UU iJ iJ fl ~iJ It,,:: 
9fiJ~ij':iltJ"~tfltJ~~'l':itJ~ 4.3 1l"::':itJ~ 4.4 

" " 

Initialize KEY a, PTa 

FOR I = 0 TO 399 
{ 

Record I , KEY i , PTa 
FOR j = 0 TO 9 , 999 
{ 

IB j = PT j 

Perform algorithm in encrypt state, resulting in CT j 

PT j +1 = CT j 

Record CT j 

KEY i+1 = KEY i EB last n bits of CT , where n 
256 (depending on key size) 

PTa = CT gggg 

128 , 192, or 

d ~ ~ cv I d~:; SJ Y:: jJ iJ 
~lfl~tJ'Vl 4.3 f11':i'Yl~~tJiJtl~t':iJJ\P1'UtllmiJfllfltJ\P1'l\P1'U KEYo U"~'UtJfl11JJ\P1.:j\P1'U PTo 1'U1JJl 

I ~ v G.I d I dd' j} ~ 51 I Q.I 51 I jJ ", 

\P1e:J tll fl'U 'U tl:: t'U 11'l1'U e:J 'U 14 tJ fl I fliJ fllfl tlll" :: 'U e:Jfl1 1JJ tll n 'U 'Ut'U 1 ~1.:j1 'U tJ 'U i 'UtI" 1 ~ 'l 'U tJfl11JJt 'U 1 
" 
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& .<=t .d od 0"1 0 e::t t1" -Cl d" rI tV V 3J d g) cv d 
'\1 'W.:J 'j tl'U 'il ~lJ n1 'j I iJ 0 tJ'W fl tJ \Pl tJ'W 11tl1fl tJI\PllJ lJ 11tl n9l'tl tl'j n'U 'IJ tlfll1lJ "l\Pl 'Vl1 tJ'VlI 'IJ 1 'j '\1 'ff I 'ff'j 'il (KEY, . 1 

~ , 

= KEY xor CT) '\1 ~ H 1 nt! mY.:J~ tl'1i' tlfll1lJ 'ff\Pl-n wVi 1~ 'ill f)l.:J 1'W ~ 1'W 1 'WlJ 11~'W B'W 'V'II'1'IJ tl.:J 1 ~ 1'W 
, q q 

>' , 
31 9 ' 11- I 0 , d 1Ij. I ... 31 d"'?1 

1'll'W 1'W 'j tl'U \9l tl 1J (PTa = CT 9999) 'Vl11'li'W 'W 11JI'j tl tJ'l 'il'W '\1lJ \Pll.:J 1'W 1'll'W 'W tl n ntHH U'W f)1'j'Vl \Pl'fftl'U 

d .1 
l'ff'j'il'ff'W 

, , ~ 

tJ UN 1 'j nl911lJl 11 tJ.:J 'il1n f)1'j 'Vl \Pl 1'1'tl'U~.:J nri llvi 11~'W 1.:J 1'W 1 iJ I~ tl tJ'l r1.:J '\1lJ\Pl 4,000,000 

~.:J 111 l'\1lJ 1~ fl'U 1.:J 'il 'j ~ 1~ tltl nl!'U'UlJ 1191 tJ'WI'i''W~.:J ~ 11~ 'Wl'i'tl.:J~\Pll! iJ 0 .:Jl.:J 'il'j I~CJ 1l1''Vl \Pl 'ffCJ'U 1~ f)1 'j 

~\Pll! iJo .:J~.:Jnri II hi 1~ ('(.:) ~o ~tJ f)1'j l11.:J1'W 1\PltJ'j llJ'lJtJ.:Jl.:J'il'j l!~I~'W f)1'jiJf'Ul!~.:JB'Wl''jI91~I'1i' llJ 11,r~ 
q 

1\PlU 1 i'~v~ 11~lJlr 'Wfl CJ 'ff11J 1'j tlvi N1'W 'lJCJ':) l.:Jl'W ~ 1'W 1 'W 1~ l!~ ':)1'W 'IJ CJ.:Jl.:) 1'.1 ~ 1'W 'W tl n (1'lf'W f)1'j m 

~ V~tJ 1 iJl,r 1.:Jl'W ~ 1'W 1 'W) ~ 11~ 'W I'i' tJ.:J 1 i'ij m '1i' llJl'lflVvi 11 ct tJ.:J 'il1n f)1'j ~ \Pll! iJ o.:JlJ 1 n 1 iJ 'il~ {'(.:J ~o 111' 

Initialize KEYa, IV, PTa 

FOR I = 0 TO 399 
{ 

If (i==O) e Va = IV 
Record i, KEY i , eVa, PTa 
FOR j = 0 TO 9,999 
{ 

IB j = PT j EEl eV j 

Perform algorithm in encrypt state, resulting in eT j 

IF ( j==O ) 
PT j , ) eVa 

ELSE 

PT)n eT j - 1 
eV j+1 = eT j 

Record eT j 

KEY i+1 = KEY i EEl last n bits of eT, where n 
256 (depending on key size) 

PTa eT 9998 

eVa = eT 9999 

128, 192, or 

IV 3J Q.J g) do 0 j.I lrt .. 1 d " rlev iJ d ~ Q.I 9 .d v 
U.:Jl.:J'il'j1'IJ1'j'\1'ffl91tl.:JlJf)1'j'W1'IJtJfl11lJ 11JltJn9l'tJtJ'jn'W'lJCJfll1lJ'Vltlnl'IJ1'j'\1'ff 1'W'jtJ'U'Vlllol (IB = PT 

IV J J 

xor CY) {,(1'W 'IJ tJ.:J 1 f{\Pl~1 ~lJ1J 11~ 'WrY; U':)'j 1UO~I~tJ\Pl,j ~ nUtlu~ 1'W f)1'j m'1i'tJfll1lJ ~ tl f)l ,j'1'j11 'ff1 'W 
J IV 
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JI , , , 

f) 1 ':i '1 ~ 1:1' tJ 1J i ~ i4 ~ 1 1 ~ 'U ~ tl ~ <it ~ 1 1 tl Cl ~ 'J ~ 11 ':i Vi CJi 1J c-tl tJ 'U f) 11 1 ~ lJ 111 tl ~ 111 f) ~ f) 1 ':i 1 tl ~ tJ 'U 1 I tl Cl ~ 
• • II t 

fl'U~ m ~ 1111~ 1 ~ 1'4 ';j tJ'U 1~ flll Cl ~ fll';j 1 tl ~ tJ'U 11 tl Cl ~ <it ~ f) ri 11~ tJ.:!~ m llJ 1 fi tJ'J"li' tJ ~ n'IJ"li' tlfl 'J llJ l'U fI f ~Vi 
q 

" I ,SI JI 

~ 1 'U lJ 1 ~ 'J tJ <it ~ ,r 'U f) 1 ':i ~ ~ 1:1' tl 'U l'U 11 'U 'IJ ~ U ~ ~ tJ ~ 1 ~ lJ ri 'J 'U 'U tJ ~ 1 ~ 11 ':i I "li' 11 tll Vj tl I'i ~ ~ 11'i ~ ~ 'U 1111J 1 'U 
y , 

'YJ f)'l ':i tJ'U V.J ~ f) 1 ';j ~ ~ 1:1' tJ 'U 11 'U 1JlJ tJ'U ~f11 {1 ~ 'U tJ ~l1 ~ 1:1'tJ ~ f)':i ill 11 1:1'~~ 1 i'1 'U 1'l1':i 1 ~ Vi 4.3 

4.2. ~Hlf1l·H'l".i1mH)1J 

fll':i'1~ 1:1'tJmf~~l~'U 1 tl tlVl ·H1 f)~tl~ 1:1'llJ nt11:1'':itl1~1~'U1'l1':i 1.:!~ 4.3 
.. q 

'rJ~m,r't1~nnn.J SI SI 
fl1UJ\lflVlM(".ieltltl:::) 

ecb vk.txt 100 

ecb vttxt 100 

ecb tbl.txt 100 

ecb iv.txt 100 

ecb e m.txt* 100 - -

cbc e m.txt* 100 - -

.,; 0'l~ . III) ~ ' ~ '" . 1"; 1 lI)~o II)~ 
111f)l'lnl~11 4.3 ~11111:1'1lJ1':it11:1'':i1J 1~111~11':il'Ul':i111:1'1l'U1Jl1JCltJ'U m~l1'IJ1J 1~~1~1'U I~ 

q 



, 
<:I 

Ul1l1 5 

5.1. tfl tlmlf1l '.il11£J 

ill f)TH) f) f)l!iJ 'tJ d~ \) ':i! 'll 1':i 11 bY! el flW 'C1'~ I tJ~ V'U 1m -:J II 'tJ 'tJ 1 ~ el th~ YHl i \PlI ~ 'U fl f)ll 'U d'Yll ·:l'11 d-:J 

1 'U ~ 'C1' llJ 1 ':i t1 1.4 II tJ tJ ':i ~ q f) I'll olf n'tJ f) 1 ':i el el f) II 'tJ 'tJ d -:J \) ':i ~ 'U "1 ~ iJ 'U 'U 1 ~ 111 tl! II fl ~ ~ f) -:J f) 1 ':i , olf 'Yl f'Vi V 1 f) ':i 

mll-:J ~ln~ m~l'1f'U ':i ~ 'tJ'tJ ~-:Jl'1d~ 1~"l l'Vi ':i l ~ d-:J \)':i ~ l~ \)~iJ'U'U l~l~ mlCl ~ ' olf'Yl f'Vi Vl m.u elV l~ el~ \) 1 f) 

fldllJ '(l'llJl':i t11 'U f1l':i ltJ ~ V'U 1m -:Jll 'tJ'tJ vh' 11 'C1'llJl':i t1ltJ~V'U 1m -:Jll 'tJ'tJ'tJ N "YJ'U 'Uf) -:Jd -:J 'il':i' l1l~ 'U 

d-:J \) ':i U elV~ N"l l~f)vh-:J l'UUel V"l 1 W d fll~ ~ 11~ Wvl ltT'U 1'1 -:J tT'U 'U'U 1~ d -:J \) ':i nlJ' W dflll1 d -:J ~-:Jij 
~ " 

'U'U 1~ ll! In'U 'U'U 1~'Uf) -:Jd-:J \)':i nml-:Jl1lJ~ 111 e:llvl 1 n'tJ d-:J \)':i ~d'U Vi 'llJ '(l'llJl':i t1ltJ~ V'U 1m -:Jll'tJ'tJ 1~ 

':idlJn'tJd-:J\)':i Uf)V~iJ'U'Ul~ lmu~'(l'~ l'U':i ~ 'tJ'tJ 
u q 

ll~f)Ul~ 1 ':i O~f)l':i'~11' 11 d~'il':iiJmllJ'C1'llJl':i t11 'U f1l':i ltJ~V'U 1 m ~ll 'tJ'tJ 1~ f) UN'Vi fl i\Pl \) ~ ~ f).:j 

iJ ~d'U fl d'tJ fllJ ft111 f'tJ fl d'tJ fllJ f1l ':i I tJ~ V'U 1 fl':i -:JII 'tJ'tJ II Cl~l1l1 d Vfl d llJ ~ 1 ~ 1'U d'U 11 d~ ftl11 f'tJ lO'tJ 
q q 

'llellJCl 1m -:Jll'tJ'tJ ~~ldf),j1rf~'(l'el-:J~d'Uifm':idlJn'tJd-:J'il':i~dvm\)\) ~ 111111 d~'il':i~ l~iJ'U'U1~ 1 mUf)11 
'" u 

, I tJ, , 

d -:J \) ':i Vi lli '(l' llJ 1 ':i t1l tJ ~ V'U 1 fl ':i -:J I llJ 'tJ 1 ~ il -:J tJ 'U d ~ \) ':i Vi iJ 'U 'U 1 ~ '111 tl! ~ ~ ll~ lJ 1 ~ 'C1' lJ ft111 f'tJ f) 1 ':i 1 tJ ~ V ~J 

1 m ~ll 'tJ'tJ el U 1~'Vi fl i\PllJ 1 f) f) 11 d~ \) ':i ~ iJ 'U'U 1~ l~ f) 
d 9J I ~ QJ .1 • 3J dId d " I 

t1 -:J lllJ d 1 '1 'U -:J 1 'U d \) V 'U 'il ~ IlJ '(l' 'U '1 \) ~ l'U fl d llJ l':i d '1 'U f) 1 ':i tJ ':i ~ lJ d fl V-l Cl II \Pl f) \) ~ 111 'U 1 ~ d 1 
, " , • t , 

m llJI~ dVi l~tJ 'U,r~ mJl Wf)ru cyfVi111'Vif) h ft111 f'tJd~ \)':iVi ~ el -:JltJ ~ V'U 1 m -:J ll'tJ 'tJ f) Ul -:J~ ellU el -:J '1 'U f1l':i 
'" 

111 -:J 1 'U il -:J \) ~ 1''1 'U 1 ~ 11 I d Cl 1 ~ 1 olf lJ 1 f) ~ 'C1' ~ '1 'U f) 1 ':i tJ ':i ~ lJ d fl V-l Cl ~ el 1 d fll ~ '1 olf'1 'U f) 1 ':i I tJ ~ V'U 1 fl ':i -:J I I 'tJ lJ 
q 

(99.70%) il-:JtTWi'll':il '1olfwyjYl~lel~'C1'lm':imtl~v'U 1m -:Jll'tJ'tJ 1~1~ 'Jf)11if l':i 10'(l'llJl':it1 'C1'11-:Jd-:J \) ':i ~ 
'C1'llJl':i t1ltJ~ V'U 1m -:Jll'tJ'tJ 1~ elUl-:J'ViCl i\Pl~111-:Jl'U 1~':i d~l~ dm f)~'U 

IJ 
5.2. 'U f)m'Wf)u'W~ 

I ~ f) -:J ~ 1 Vl'Yl fll 'U 1 Cl (jlf)yjYl~ w l 'U i1 'il 'il'll WJ -:J ll! '(l'tJ'tJ '(l''U 'U f1l ':i f) v flll iJiJ d-:J 'il ':i ~~ v -:Jl tl ~ V~J 
q q 

1 fl':i ,:jIb 'tJ'tJ ':i ~ 1111-:J f)1':i1!j 1 -:J 1'U f)U1~~ ell ~f) -:Jlvl 1~ fld':i 111111fl d1lJl ~ 1'1 'U f) l':itJ ':i ~lJ dfl V-lCl 'U v -:J1-:J \) ':i 111 

1~1l!':i d~l~l !~v-:J\)lf)~f)-:J!i'Yvnflll 'U f1l':i ItJ~V'U 1m -:J1b'tJ'tJlJlf) 1'Y'I ':i 1 ~ ~v-:J~ -:J'llf)lJfllm -:JIl 'tJ'tJI~'U 
'" ~ 

~1'U d'UlJlf) 'U f) f) \)1 f)oW tJ-:J~ 11~ 'U~ el-:J '1 olfl1l1 dVfldllJ ~ lft111 fiJlo'tJ'llf)lJ fll fl':i -:JbI iJ'tJ fl f)1~'U ~ l'U d 'U 
'" 

d, '" ~ 31 '" . 1 " 0 " . 1"'; '1 "1 31 ' '" '1 1J 
lJ 1 f) 9i ~ t1 f) I U 'U 'U f) 1'C1' V'U f) ~ f1l ':i 1J ':i ~ q f)\Pl'U lib 'U dfl ~ 'U el -:J f1l':i 11J 1:1 V'U 1m -:J U iJ iJ I ~ el V1 ~'Y'I [jJ l'1 lJl 'Ii 

I~ f)' 11 f1l':i tJ ':i ~ Vf) 1'1 f) 1':i ItJ ~ V'U 1 fl':i ~II 'tJiJ f) U1-:J'Y'I fl il'1 'C1'llJ 1 ':i t1 fl ~'U 'U 1~ 'Uf) -:J1 -:J \) ':i 1~ el Ul-:JiJ 
q 

tlniY'Yl~m'Y'l 1-:J\)H1d'U~\l ~ ltJ~V'U 1m -:J1J,'tJ'tJfld':i 'il ~ iJ'U'Ulm~f) I~f) '1l1.umJfllm -:JbI'tJiJ~'olf''U f1l ':i 
'" 

Itl~ V'U 1 fl':i ,:jib 'tJiJiJ 'U'Ul~I~ f)~-:J \) ~ 111 '111 f1l':i ItJ~ V'U 1 fl':i -:J lliJiJ1111~ ':i d~ I ~ d t-:J ~'U U 1:1 ~ V-:J'1fd V 1:1 ~ 
'U'U 1~'Uf)-:J11 1-1 dVfldllJ ~1~' olf' 'U f)1':i In'tJ'llellJ 1:11 m -:Jll 'tJiJ~ 1V ~ -:J b1~ 11 f1l':i ItJ~ V'U 1 m -:J Ib U 'tJ 'il ~ 111 '1 11 

'" , ,.. ,.. ,... 
d~ \)':i iJ 'U'Ul~ I~ f)Cl ~ Ib~ f1l':i ltJ ~ V'U 1 m -:JU 'tJ 'tJ Il~ 1:1 ~ fl f -:J tJ 'U '1olfn fll'U l'U il -:JtJ'U f1l ':i Itl ~ V'U 1 m ,:jib iJ1J 
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Iii. '" 

fl1) 'il~'I1 11{i fllJ fl11lJ ~11t1 'W lvi 1U 'W II"~ fl1) ~ n1) IU ~u'W 1 fl) ~II iJiJ 11r-U' fl uVi f!~IVi fl "~11 1'11i11 i'1 'W 

nl'HU~u'W 1m 'llliJiJ J'W'I1lJlUm1lJ111~ 'il)~ 'il~IU~ U'W 1m 'llliJiJfl1) 'il~ Itl 'W 1'1 'il) ~I'i' fl ~ '1 i'nm '1 'W 

nl)'I1 1'l1'W'W 1'W 11 ~ fl 1 i'~1'W mh'l~fll ~e)'l l~fl '1 ~fi'lJ tliJnm~dru' U tliJ nl) IU~U'W 1 m ~II iJiJ 
q 

, "~ 

Ii! fl ~ 'il1nl'l 'il nYllJ1) tl'l1 1'l1'W '1'i'1 'W 'Utu~Vi~ n n IU~ U'W 1 m '111 iJ iJ ~ ~ U'W nl 1 fleJ nil iJiJ 1~ 'il) 

'llr'l1 1'l1'W fl ell '1 ~'W '1 'W 'Utli ~~ '11 1nl) IU ~ U'I.J 1 m '111 iJiJ nl tI 'W fl n i~ ~ 'il~'lhu '1 ~hi drun m~ '1 i''l 'W nl) 

IU~U'W lm'llliJiJ'ueJU1~luri1U)~ lu'll11' 

I ~fl'l 'il1nn 11U1 ~~ nl'i'll 'W 1f)~ '1 'W nl) IU~U'W 1m .:IIIiJ1Jfl U1'l~" l\P1l~tl" ~'U'W l~'Ufl .:11.:1 'il) 
, " , 

ItI'WII'W 1f)~Vi~~ 'l~fl~1I ,,~~ tlliYU ~tltl nlliJiJ ~'lm)Vi 'il1)tu 1i~ n n "~'U'W 1~ 1'1 'il) ~lui~ i1 hi111 '1 ~ 
'" 

" " 

fl U1 ~') n\P11lJ ~i,) um~ 11 '1 'W tl'Wlfl\P1 e)'W '1 ml'i'1 'il ~~ nl) oW IPlJ 'W 11tl~ Vl~ I flVi 1:1'llJl 1 tllU ~ u'W 
'" 

1:1'llJl) mtJ~ U'W 1 m.:lu iJiJ' ~fl U1'l~" 1\P1 '1111 ~ nl) oW \P}J 'W 11'1 'il1~ 1:1'llJ 1) tllU~ U'W 1 m .:III iJiJ'~ tl U1.:1 

~"1\P11 tI'W' U fl U1.:1U1 n ~ 1iJ1 n u" ~I'i' fl '1 fl 1ftVlfl ~ fl 'l{i fl f11 U'W fl n '1 'W nl),)iJ -cYt1Jt1J 1tu tl fl nlJl 'ill n 

tlum ill 'il~ 'l1~m11nnvn 1'il1:1'fliJ nn'l1 l.:11'W n noW \P}J'W 11fl~ fl 'l{itl ~ 1" fl.:l nl1'11 1 'l1'W 'il~'lhUl11'1 ~ nn 
q 

oW IPlJ'W 11.:1 'il)~ 1:1'llJ ntllU~ U'W 1m 'llliJiJ '~flU1'lV~" 11'1'11 1'~ 1:1'~~ln~'W flU1.:11J 1n 
, " 

'1 'W nl) 1:1'11'11,:] 'il) Vi 1:1'llJl) tlU fml1'~ tl U1'l1'i 1'11\P1 u'W 'il~1'i' tl'l tl1ftUfl111J 1:1'llJ ntl1 'W nl) 

IU ~ U'WII U "'1 i fl) '111 iJiJ 'U fl 'l1fl~Vl~1fl ~ '1 m~Vl~ m '1 'WD 'il ~,j'Wli 'W ~ fl11lJ 1:1'llJl) tl ~ 'il ~ltJ ~U'lm U".:I 

1m 'llliJiJ'~ tlU1.:J~ 1'11\P1 1~U1) l1:1'llJl) tl ~ 'il~ 1 U) II mlJm~Vl~1fl1 11''11 1.:J 1'W \P11lJ~ I) 11'i' tl '1 n u '~1~ U 

fl 1 ft un) ~ II 1:1' ~ fl lJ " 1m ~ II iJ iJ I tI 'W ~ 1 n 111 'W ~ 1m '111 iJ iJ 'U fl .:I I tl ~ Vl ~ I tl [20] l!" ~ I rl fl Vi 'ill) tu 1 
'" 

, " 
lm'l 1:1'11'1 'U tl'l m ~ II 1:1'~ fllJ flt m 'lU iJiJU ~1 I) 1 'il~~iJ 11 ri1'WVi n 111 'W ~ nl1 111 HLJ 'U tl.:Jm~Vl~m~j 'W 

'" " , 
<!/ '''' ~ d d "l. 11 

'il ~ 'U'WeJUniJ'UfllJ"Yltlnl'UU'Wfl'lIU 'W FAR (Frame Address Register) II"~ FORI (Frame Data 
'" '" '" 

.,9 ~ .,,; ~ l' d' ~ d 
Input Register) "li'ltlll) 1r:l1lJl) tlIU"U'WIIUfl'l'Utll;J1'1 'W1:1'1'W'W1m11lJl~1:1'lJ 1.:J'il'jn'il~r:l1lJl'jtl 

.1'" . 1"'; '" 1~o 'l~ "' ~ "l~ 
u'jiJlu"U'W\P11Ifl.:J 11Yl1.:J1'W 11ll1lJl~r:llJniJM)1~1I1~"fllJ l~ 

, " " 
I-U tl'l 'ill n'll'W i,) Uctl'W i'11 tI'W n11 IU~ II 'W 1111'1 '111 li '1 'W n 1 1 fl tl nIL iJiJ II" ~ 1:1'11'11.:1 'il1 ~~~ fl 1~ U 

l11fl11lJ r:l1lJ 11 tll 'W n1 'j IU ~ U'W 1 fl 'j.:l II iJ iJ'~ 'U fl'llfl~ Vl~leJlJ 1U 'j ~ unl'i' ~ '1 ~i,) u~ iJ 11 iJ.:I~ 'lftl '1 Yl1 ~ '1 'W 
q '" 

" nn'~I'lJ'Wl~tl '~fln11mUYl1.:1 l~u'il~r:l~ultI'W"h~tl~l.:1'l'~ ~.:Ii'1 
, " 

1 , ~ \P}J 'W 1 i~ n 1 'j I U ~ U'W 1 fl 1 .:I II iJ 1J iJ 1.:1 ri 1 'W 1 ,~ 'j 1 ~ 111 ~ 'W II" ~" ~ 'U 'W 1 ~ 11 ti 1 U fl11lJ ~ 11 fl 1 .:I 

lliJiJ~H' 1~ Unl'jl b~unl'i'i~ nl'j IU~ U'W 1m 'lUiJiJiJ1.:1ri1'W l~Unl'j 1 i'fl11lJlIl'1n~l.:1lt11~ 
q 

}1 1'W (Difference-based Partial Reconfiguration) ~ 1lJ tliJ i~ nl'j IU ~ U'W 1 m ~II1J iJiJ1'l ri1'W 

9J d ~,., ~Q.I,1& 
1~unnhlJfl~"dJ'W}111-J (Module-based Partial Reconfiguration) Yl1'l11'W.:I1'W1'ilU'W "li.:l 
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'I11-1ltJm1lJ~11m~u1J1Jrl\pH'l~ 

2. ilfl "j 1 ~"j '111 ~11.J lh!llrl~i~ nl"j ~ l'HlJ l ~~ lJ 1 hi nl"j U 'Li ~l~ 1)"j eJeJ ndjhl rilhl 'll~eJ 1l1' nl"j 

ru~ tJhI 1m ~u 1J1J eJ(h~'\'l rlll'nl1 i~eJ(h~ihh ~E"11l fll'\'llJln~ ~I'l . 
3. vr \PlJ hi 1lfl ~ eJ ~ij eJ bY1'l1-f 1J eJ eJ nU1J 1JU rl ~ ~11~ 1 ~ 1) "j~ l1J~ tJhI 1 fl"j ~ 1l1J1J i ~ eJ(h~ '\'l rll\P1 "j llJ fi ~ 

lfl~ eJ ~ij eJbY1'11-f1Jm ll)~eJ1JUrl~ ~lrl eJ~ l~ l)"j~nJ~tJhI 1m ~ll1J1J i~ eJ (h~'\'l rll\P1 

4. 'l-l1 i ~ n 1 "j l iJ ~ tJ hi 1 fl "j ~ U 1J 11 eJ rJ 1 ~ l~ rll \P1 i iJ iJ "j ~ tJ n I'll hi n 1 "j eJ eJ n U 1J 1J U rl ~ ~ 11 ~ 1 ~ 'il ~ ~ • 
I Q..o ~ .c:::I I Q 

~llJl "j t1 'li eJlJ U 'lilJ \P1ll eJ ~ (Sel f-repairing Circuits) '11 "j eJ 1 ~ 1) "j '1-1 '1-1 hi \P1 eJ fll1lJ Vll'l '\'l rll I'l ( Fa ul t-

& 11]. 1"" .,; '" '" 11] 'Ii 
tolerant Circuits) 'li~"jllJ IlJt1~l~'il"j'l-1~llJl"jm~\PlJhl1\P1l!eJ~ ll'l (Evolvable Circuits) 
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