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2.1 NEHNINLIURY
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222 msAnmandnanssnrauuuglAINNUAY (A Study of Security
Architectural Patterns)
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wazWaszuuliiulinuaaudieanisaniusiang ianlaeueilunisagdlanauddny
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¥ o . . ¥ K a
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. T8 BN .
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guUnnsmataaeLTanneLagn (@hgek Point Pattern) &undunnsdnunlunsazuuugilaon
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(Context)  ileyun (Problem) § Aa@siag (Description) waLaae (Solution) NAANWS
. F 4 ’ £ d44 o
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Authoriz.
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Multilevel
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NMonitor
Virtual

Address MEIEE 0
Exct‘uFlun ol 71711 ol 4
Domain

SAP ojoj2jojofojo ojojo
Check Point ojofzyzojo ojojo
Session ojofoji i|o]4

0. Always fulfilled. 1. Only detection. 2. Efficient check
algorithm. 3. First step development. 4. Subset of the

authorizations activated. 5. Biba model. 6. Bell LaPadula
model. 7. To process level.
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“ Management Commitment a) - d)
=3

ﬁ

e
a

Security Policy & Organization
of Information Security

& Access Control (11.1)

Phase II: Risk Determination

7y 4 o

]

1. Define Risk Assessment Approach

2. Define Residual Risk Management

o
4

. Establish the ISMS c), h)
P

-
—

3. Identify Risks

Enterprise Security and Risk
-

i
3 Ja ™ ey

" EstablighitheSMS d) - g), j)

Risk Assessment and

Treatment & Asset

4. Evaluate Risk Valuation L = ) Management
Marggement(6-1=6:7) |~ &Management Commitment f)
5. Identify Risk Treatment ] Pt
Phase lll: Access Control Selection & Definition _J ™ ! |
1. Identify Factors for Access Control Model Selection Access Control
Access GontrolModel 27601
2. Select & Define Access Control Model (11.1,11.2)
Phase IV: | & A Definition ol | . ™
1. Identify Requirements for Password Designing and
Identification and Access Control
Usage 27001

2. Define Password Designing And Usage

Authentication (7.1 - 7.3)

(11.2,11.3)
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ISO/IEC 27002:2005

Phase V: Verification
1. Review All Definition n Requirements
27002(1)
2. Review All Definition Against with IAAC and Strategy ontrol of Doc.)
N -
Phase VI: Planning : M
\

1. Plan for IAAC System Development

2. Plan for Monitoring and Reviewing

Phase VII: Implementing & Operating

‘a.w Implement and
Operate the ISMS a)

System Planning

and Acceptance

Management

Commitment g), h)

Information Security

Incident Management

M

M

1. Train IAAC Team and Stakeholders

2. Implement IAAC System

3. Train Users and Aware of IAAC System

4. Operate IAAC System

Rg§agement (Training, awareness

o o

1

Human Resource Security

(8.1,8.2)

=
|
Implement and Ogyjrate the ISMS b), ¢)

Information Systems
Acquisition, Development
and Management

(12.1,12.2)

i

Re

v/
JWENNY

source Management (Training, awareness

Human Resource Security

(8.1,8.2)

q
o

oS
lement and Operate't Iﬂf)

27002(2)

e -IEJ
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Information Assets Access Control Process

Y Y l
Security P "‘\ L SO/IEC 27001:2005

ISO/IEC 27002:2005

Phase VIII: Monitoring & Reviewing

4]

1. Execute Monitoring and Reviewing IAAC System

2. Measure Effectiveness of IAAC System

3. Update Monitoring and Reviewing Plan

 the ISMS & Internal ISMS

nt Review of the ISMS

4. Record Actions and Events that Impact on

Effectiveness of IAAC System

Information Security

Incident Management

Phase IX: Improvement

4]

1. Define Corrective and Preventive Action

2. Announce ldentified Improvement to Stakeholders

3. Implement Identified Improvement

Improvement

Business Continuity

Management

Voo 9

Eﬂ 2
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IAAC Management Tool

Project Information Management Project Planning Management

1 - «extends» < -
oot Initiati Plan IAAC Action pprove IAAC Actio
Project Initiation Plan

N\
N Query IAAC Action Q
Create IAAC <<extend>> ) N
L " Approve Information N
pitiation Informatio PP N Plan
Query IAAC I_nmanon IAAC Systen, and ,
Information .
Project Manager

Project Manager
IAAC-MT IAAC-MT

1 1

Risk Determination System Implementation Management
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Q > Define Risk Management <] Approve IAAC System
mplementation Informatiol
dentify Risk Query Risk Determination Q
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AC Seleotion and Definition Management
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! Reviewing Plan and

Improvement Plan
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Security Team

IAAC-MT

IAAC-MT

o Project Manager
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