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The objective of this thesis is lo construet sgcurity grammars from security patterns
and a tool based on_the constructed security grammars in order to define security
requirements. The elements of“each Eb pattern from'4 security pattern types; Enterprise
Security and Risk Maﬁ'égamém I'denn%caﬁun and Authentication, Access Control Model
and Firewall Archner;aﬁ‘e are aﬁalwed o davelap a security tree. Each tree represents the
relationship among ewments ofla SInQI'B secunt:.r pattern and is used to construct the
security grammars in Extended Backus-s\laﬂr Form (EBNF), To improve the correctness
and completeness, the segungy grammarsan::! their relations are validated.

A supporting tool is also dwalapad /wnh security grammar constraints. The results
obtained from using the tool a;a “security. W;amants in English language which a user
may have to input the requlre::i cnmpcmsrﬂs.

To test th& guality ﬂf secunty grsljrﬁm;rs* 12: segunty experts are selected as
sample units to usmﬁ—wmuﬁmd s‘cﬁmﬁﬁfﬁuﬁ‘l FTP System, On-line Banking

System and L.at:-c-ramry Supporting System. After usdng the tool, they evaluate the
satisfaction level in various factors and also identify prublems and recommendations. The
experimental results .are. that, the.quality of, security. requirements created from tools Is
better than the'création without'it. Also, it directly helps usefs lgarn to define the security
requirements and reuse the constructed security requirements.

The results from this research @rg security grammars based, on security patterns
and a supporting tool. They can be used to improve defining security requirements in both
correctness and completeness factor, and also reduce cost and time in requirements

engineering process.
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UlaneANTUAY TIRZARINNTTUTZIHRAINLALNATUAINEUAS (Security Risk

1
1 al

Assessment) visananaaniiemil A Adlaiasass uftenaasfintuiy axtinanssnuatiels
&T\iﬁuﬂﬂﬁzwﬂ’ﬂﬁmummmﬁmmi \UNFEUIUNIIANATY LNINZABIAAITHNINHITAN LAY
anuilulylFaeapanusiasnianan asasinuuananssnsnee] nnelinseuaueInIy
A (Security Framework) ﬁ\‘]ﬁafamﬂugﬂﬁ 2.3 %mmmﬁ@m‘imlﬁmj AARlUNIaLY

Taeutisaaniilu 4 gau T

1) AMMUAAINNABINILTINLN (Identify Functional Requirements) 79
a oI/ [~3 v a v dl
psaLpguRanssuiall luniafiumnusesn @
2) syyihunneAINuAslmNaZaN (Identify Appropriate Security Goals)
1lsznauFaenssUIunIstiasifail
(1) sxy@undndmduldls (1dentify Candidate Assets)

Wunnsmdatnans - (Object) vianualuusunaasszuunilay lidiay

Ce

v 1
uianiemnsaaznesan navialuidq dunsne

[~ 6

A9 BALLANAUEIRNTAUNA (Information

Object) MAL virag1usadnnaldlaessunuasdusasls S aUIANANINAN YN aU

1
1%

l_NFNEAN AR ANANNLAIHNARBALILANAAINANR AR AaUBaLIANANEaN U8

o

< o—dl dl a v A A o s 1 dl 1 4 J 7
ABULANA 1/]LQJ@Lﬂ@ﬂﬂ@ﬂﬂ’mLL@QNN@M@@%W?W‘H@EWQ@U LU ‘J"\ﬁlllﬁ (Revenue) Al A

]
=

(Cost) waz TaLde (Reputation) sl
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FIUIIN/NANTOUN

L‘}.F]VN’]EIW’NTJ‘?H"\ 5384 Lmﬂ‘ﬂ’]ﬂL‘Nﬂmﬂ’]W

FUIIN/NANTUN

[xeausu]

A5NUTUNIRIIZLIL

[eaniulA] .

) Chizauiu) FILIIM/NATUN

ANARIN TR

I
I
I
|
I
I
b
I
I
[eensula]
|
|
|
}

ANARINN ST

- o
LAANUan

ANNTUA

ufvane/aa

SaIN19ANY
ANNEUAY
FTALYALNN

N13ALAN
3 (iU LPP)

i‘:u/ﬁ@’]i‘m'] WAT ATIARDL

uAsnaautuas

“ [l 6]

Y
nauaatiAvune Ay

Supaauiuguning

AgANAN

uazi Mvananiegsie
| [onsulA]

/
|
|
|
|
[emale] :
\
aflalladle ( qum WHuNNg/mINNARINIT

AUANNIUALTEALTRET

| AanssuAnnusiuasiialy ‘

/

asgramguannanala
Fraunumanisuazuuylinienig

NanssuAINITLAY

(@519UATNIUAR L)

NITATIRADL
NINIUABLAIUAIINT LA

Auninel

FILITIN/NANTOUN
Sumsafiaaufulals

(AeFUnevewiaAnAIN)

‘ rafulyladls

[eansu]

A519/RAN30U0 ANNABINTT

GRRECIERERT IR LY

[ R

Ng
Y

J

msrageuivaney
AANSUANTLRUNINE AuAnAN
uazi NN elgagsna

[ufuliladla]) Aansunuazniusey

LFUNUDITELL

‘ [ufulale)
N4

NIUADLANABINITAN

Tupshanunsaldlalunson

ABNTCUU

“ [ansUlA]

gﬂﬁ 2.3 Aan3TNAAN18 TUNTZUIUNNTIANNABINITANNIT LAY [14]
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(2) ZQ'?N';"]FJ@:L%%ﬁﬂ@ﬂWm (Generate Threat Descriptions)

TnainldudadAudunse (Harm) SnAARNNNITAZLAEANARINIT
~

[ [ 6

AN UALALA 1 aseaull FapanuTuasiinaTuAunSnTansaumAazlsznausos

= o o o < Y o a o edo w Y o
NITNBAIMNAL AITNLITEUNIN LL@&@ﬂWWW?@NT‘N’]u sﬁ\‘iﬂ@qﬂﬂU@uV]?WHWQUm@QVL@V]QVLﬂV]

D

1sznaumae N1sEaNTy (Exposure) N1TuA LLANLAN (Modification) Baz NIZNalaNna

a

(Deprivation) Ingaz@aAARBIAUAINNTIN “Feeunsie lafin1aInn17asiln [491AH

1%

ﬁum‘ﬁllﬁ'mﬁm] 109 [Auniney  IagAneuazeglugilassnnuduiug Ae {fansy
(action), AUNTNY (Asset), AadLUATIE (Harm)}
(3)  dszgnAldiunann1sn199AnI3 (Apply Management Principles)
MenszestimansAaRaTuAS (A list of Security Goals) AN
dunadnnaslumsinlldeggndfldfuduninduaz fvan s dagsia el uadnsiias
Wl ugnaednsuseg (Achieve) ianneae sz
(4) ﬁ’mumﬂwmamwﬁum (Determine Security Goals)
Hudumeunistvusdiuangaeiunsdivivesdng iessuu
neluasdns nasaniilasunisasmagauanadullls wasmmnzaniuidvana @i
naANET IR INTuRew Ao leATeaiianaAaNIiuAs (Set of Security

dl 1 2 1 a a IS [
Goals) THUNNIATIRALIANANWAaNNaRAddn TRl m N NN eEegsia uasiissAy

dl 1
Nwala

3) @zummﬁ’mm@mwﬁum (Identify Security Requirements)
uduneuiiisdeasmunpudasn1sanuuas Wilewutewlutady
FUANUERINNTE T Wiuldrussduannunelataadvanannusiuag Taanns
Fansaundunindlafadaatuaanudesnindwdinle uduanadusanisdunineg

44' ! = ¥y A A ° v o
AANNILNBAINASH ﬂ@ﬂﬂ’]NIQUW\‘WILﬂEQﬂJ‘ﬂ\‘] Lmz%mmmmmmimmuumm

Uszenildeeingls

4) mq%@umqmummmmmu’%wiuixuu (Validation  of  System

Context)
flunsmaugey (Verification) Tuusazduneulunsenau wazdlunisuans
IWiiudeszduaanunelazespanugesnisasuiung tnanisairanisldivnua

v 1 1
(Argumentation) aMuN19N17 (Formal) wazlaiflunnanas (Informal) ennsmsagay
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ANANAUS A 1WA BAITLAANTANTUIZUL LAz NN DINANIENLTBIAI N

TUAIABITEUL

214 {iduran (Backus-Naur Form: BNF) uaz@ailiauiaw (Extended Backus-
Naur Form: EBNF)
didwen  [20] gniniauaniausniag  John  Backus Tusenunistssau
UNESCO 11 ALGOL 58 sian la3unnsiiulyslag Peter Naur auldlognnsniaasnim
Tsunsn ALGOL 60 tiuusiiunn gussnie@enimidsunsuinauynauldld BNF lunng
'S d‘ a @ = o g dl [~ o [ % s a
svynghensnlresnmn Teliduieniangszasdinedudydneainienisiunisesuny
Taansnlldferdun (Context-free Grammar)  laedtuansainldluiiduenivainuans
X o o —wel o PRy =< g9 Py ' I o
Auiunigldanu Inasnudaaiiazldgluunaasa e Seldaulddandiuazldninos
A @ a = dl Y o g [ ) ! 1t ‘ )
unndndiduienuuues iwesaaniloyvnluGesesnisidanend ‘< > 7 o= uay
nN139ug1 (Repetition) Milszlepeny Nireudteanan [22]
A @ @ v a PR -
addwenl  [22]  ueyaenuign s NiIMUAlALRIANINIATIIUAING

lawaala (International 1S0) utl 1977 Iagimuiseuanuaniiduenian Insiingiiald

Lﬂ(
=Dhe

1) wasuaadulua - (Terminal Symbol) azgnnnunegnialfiasasuuig
Srytsenad (4...7) LaNe
2) wmreauung ‘T uas 7 iududneninia@ann (Option)  MuaANGn

fryanwainieluenadsingviselaite

[ %

3) whrawmng  uay F iudaneninisugd nanaanudn dyansnl

v
neluazdanglénnnnds 1 afs

'
o

4) _gdnsnldiesesunie ¢ waz ) iednnaNtasdnAnenils Selaaunang

a %

MNAULLIAANNATIRAE RS

5) neninsesidddnsniiasuanizedayadus azsiesldnielsarasvnne

1%

, dl 1% ca
?2...7 1N LARSATURN DTN AL
6) nrunFaIn1slddannwiu (Comment) azsiasldnialfiAzasnung (' waz
) Wity Seagligninllwlaaflunadnsnnands
= ° ¥ o o = iy
7) ynngiigninaneasiasuantliiAseansneninnin () ieuanin1sdugn
LDINLAND

8) nItuNAeINIsandu (Except) MATasnang -
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o ' 1% aa &
ﬁ?ﬂﬂﬁﬂﬂ’]%‘i‘ﬁﬂ’]‘l&l’]ﬂUL‘ﬂuLﬂﬂ

- laennand
letter = npmn | ngn | ell | npn | nEn | nEn
nan ngn ngn ngn ngn ngn nyn
o non npn non nRn ngn ‘ nn
nyyn nyn npn nyxn nyn Al
vowel = npn | nEn | ngn | non | "y ;
consonant = letter - vowel;
ce = {IIAII}_’ nEn .
- PR NAANT
letter: ABCDEVFGHTIUJ
vowel: A FSR ©OF B
consonant: B CD F GHJ KULM
ee: AE AAE AAAE AAAAE AAAAAE

2.2 UIIENLNLIUDS
211  NFALNIUAINSLAAINGTNAINADINISANNWAY (A Framework for
Security Requirements Engineering)

AR AU AR NTA LI UAINTLNNITIUIINBATALATIZW AN FARINF IR S
BIAENITAFNLTUNIBTEULRATNIT IMANaAY INNala (Satisfaction Argument) &3y
ANHTUAIR9TTULLIENaLARE [14]

1) N133ATIZHAUNTNE ezt NN g A NS UAIEIN1T N AT Au LT UN
\E4g3na (Business Context) 1899111

2) N7 AUANITNUIBIANINABINIZAINNHUAIAB AN BN TLEINTING

dl v o a o K v
3) nzeentuuNaulutsAuinnaTunnls
4) ANNYNABNLRIAIINARINITAINEWAY Inanasldnislvimananunala
AT C. B. Haley uwazanzliinaus nisliunnamnunala aauiseaniiy
aavdauliun douusn lunnsliivinnanians (Formal Argument) [Wag3n s2ULAINANY
% 2 ol/ = 1 al 1 = £ 1 G a
N AN LATINEBINTTA NN BAMTS [ wazBndau Aa nslimanalaidunieniands
TAT9454 (Structured Informal Argument) Lﬁmma‘?uﬁwwﬁzmuﬁgmlumimﬁlmmqmi
FanvuaRan I M liAnednusiae n19RUIIUINLAZAAIIETANNARINT
D - . . o J Y
AN UAY Taaue luglresnsauaukansfanssnactansliiinlugiln 2.3 dunisg
ANDUN1IAINNTALNIUAINAID1AN LAENA LHB9aINN193LAT1Z AN NANAUT I NGNg
% nI/ % a v dl :j/ % U a d}
AINABINITA NN UAIUATANFBINI STt NTIUARS Y ARa luN1sNaNTWN TIyAAA
AINA1IATABIHANNFUALITEALNNIIANNTILATI LT AIINABINTG LAZAIINABINITANY

ANHNNLAY
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21.2  wuugidariuuauuuidaaing (Realtime Specification Patterns)

RCE [7] Lﬂu@'qumuﬁlﬁmmﬁi@mmﬂﬂwﬁwmLmugﬂ%ﬁmum@q
ARININUDY 183 Dwyer et.at [19] Iag S. Konrad, Betty az H.C. Cheng DR GRREET,
nanzesuuuglderunlaanisinuuugidesmunuuudeanddn iU dudowaeneany
ANU29 Dwyer et al. (ﬁuﬁamwmgﬂﬁ' 2.4) ﬁﬁmummugﬂﬁmmmw (Qualitative
Patterns) tagiifnunneagiFsfinuuUgdaiuaduiunszusunisANanIg lFNIN
3 Lfimmﬂm*m131’@\1maé’mmmﬂﬂﬂﬂﬂglmwuﬁqﬁq (Embedded System) AT ITULT
fanuidnege Tneluanddudsenaudin 2 deu e dauusn dunsieszianudasnis
A1LIAN Lﬁlﬂmﬂlummé‘wLLuugﬂﬁ’J’@ﬁ’mumLLUUG‘HMW:@(Real-time Specification
Pattern) Tmﬂﬁf}mu@%’@ﬁmumiugﬂmmmmmﬁ?ﬂmmﬁq 3 wuu liun weanuea (Line
Time Temporal Logic : LTL) Tnans (Computer Tree logic : CTR) way alauaa( Graphical
Interval Logic : GIL) dnufigas iWiuanudnleludarmuaausiuaslaanisinaue
laannaninnensenguiisesiunmansduunglFoang uazinisandanisiuungu/luld
feﬁ\ammzuuﬁqﬁqﬁﬁ@giuﬁwﬁu Lmugﬂ%ﬁwummuG‘ﬂ@”Lwﬂmm%“ﬁﬁﬂumwmﬂ
VALLIRVBIUINELAN ‘Emﬂﬁmfaumﬁummﬁqgﬂﬁ 2.4

Specilicabon
= P

Classification by =
Type Dwyer o1, al.

R al-ume

Categ ory Deturroes D atieen | Fesjoe | Oder
- o o sy g
i P P
Response | [ Resperme Mirimiim Marimum Bounded [SIEEE ] Bounded
[Um“m“  pre I ] | LT== ] Chain 1.2 Chain 24 D atisn Duration | (Recwmenee | | Response Imvarianee ]
Fatlern 3 Heundgeg Fre<edence Frecedence
Absence | Eriviomeg | | Precedense Chain 1.2 Shain 21

Sendtiaieed
Chain -2

917 2.4 nadnnguanIuLLgdan A [7]

o a

AeniaaRanson e inusit Aa nnanuuatassa¥aglaeannsnlliaudly

Tunisnnuuasaaziagmnumn lidullninlansaadesanann nildlsasdlsznasaay
% dl % o/ o dl | a % 6 0 o

ANARINTINDNFas Fatau uazanauitnan dadunurmAnlunisairgloainsnidniy

neRNUBATaNIMUAANNTUAY TeaNfTaLRNANANY sl R uLU g Adaue Ty

a o dgj 9/4‘ o 1 ¥ ol/ I 1
mm@ﬂiﬂ,m GNENVLNﬁﬁ"rﬂ‘]_lﬂ@ﬂﬂ'ﬁ’]ﬂﬁ]@\‘iﬂ’]?ﬂ’)’]ﬂﬂﬂﬂ\?LLL‘]@EI'NI@
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2.1.3  nsUsuussANTuAsIadILLEasas (Web Services Security

Configuration)

o

I1AReE [15] Lﬂumuﬁwﬁiﬁmmzﬁﬁﬁmiuﬁmmmﬁuﬂﬂumiﬁmm
sunsudszgnsmiegsia uardeimuannuiuasesiuisefa uidndawlunjazld
oAy EuaauTupsiuesnalulad deddufesiarsanaouTuasdugsia
Aaug bldaefiu %'qizummﬁwﬁuﬂ”aﬁﬁmdw?wdwﬁmuﬁi’Tmn’m‘mmﬁuﬂwm%mm
dszinn aualiifanistiuusaianann inliifaA 1441849 uaztinlignisgnlanalelu
IATAANA AN MUAAINHEINI7ALTUAIAINYNNEI9IAA (Business
Perspective)  liflayunaswmalulad (Technology  Perspective) ﬁ\‘lgﬂﬁ 2.5 BIUAAN
ANANNUSTENIszAUlan (IT Level) UaZseAUgINA (Business Level) luinalaie
(Service-Oriented Architecture: SOA) L GRGIR (Model-Driven Architecture: MDA) %11
1ﬁmqm”1mmimmﬁumm@m ﬁmﬂm:ﬂfﬁﬂmmﬂﬁuﬁqaiuﬂqiamimdwimﬂma“l%l,mugﬂ

AanssnnNgn (Best Practices Pattern)

a Executive Refinement | -'_{‘ Monitor
i/t
@ LoB Manager
°
5 T Developer
=
IT Admin § users

91l71 2.5 Audnsiusszudsszaulen (IT) uazseaugana Tuealale [15]

dl Y & K o o dl ¥

Angn 2.5 wanslidiunenszununian uuauar iy asuaiusednis g
QI o A [ % a IS 2 tﬂl v Y rdl o -dl
BuainszAuuuvzaseaugana Inadifimaanny deyauarnmaaaunagniniiaue e
sunlaeuliarunsaaniivnistilaalfunlasuanuuudiseadanagms (Strategy Model)
HIULULAN899N19A 110U (Operation Model) luszaumalulatiansauing azlfwemun
HALATEUL WAZEENUW NIN1RANTu A HMNN TN IUILLS1989N19N3890 (Execution
Model) ialilAuuusnaasdjimnléua (Implement Model) atinglsfimn n1saniiiung
FLNINULLAA9AINA1 DatfunismsrageuuuUAaaesnauntindlaugnsiadieals
wAZAIN70US LU AEU AR NAMHINNNZAN TINTTANFABTIUINNULLANADY LA uanT bdAq

9171 2.6 Faflunisuansnisdaniuszninauuuaiasdealale Tnadldaslddaninunnaia

U
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siaan1e waasiiN RRwuuLdnaedluszAL1e) Teaiulddndinisiauuuglidan
| dl ! ' ° A o & dl ° [
doglunadensiassidnuuuaiasy Inaddnglszasfineiuauuinieiunisdiulauas

WAl LLURIARIRINNIATNNITNITLA PITNHILAN IALNARNEAINAINNENRUS LAY

wuvAnaasazat luglaesulaune Geaslddmiuszuuealawsinaiasalil

Uses Sl eI
. £y P
|
=y b
p l Bodel; il Revreme
arems -
a2y & reitnctiond
2 f o
- | koclel, | - ‘
D A
M/ LS 2

. Tisy = —

r . -

e | T Medd —
T 11 Lo {
23 1 NI ...
= -
ikt descrigice T~ | JIL
W s )=

91l7 2.6 PaTenuLAIaesngluaslata [15]

o o

sAsefainaagas lfiiannsiulaluuunfatesdnaninugis naaie ARE
srduuuazlireanauneazidansiie] ldanatulag wiaiuisoiivunaaNsiesnisy
szdugsnaly edudmaniuunsdanssiunadalllszgndld Wisaileufiniauss
(Middleware) 9&MINARITLAL ﬁ%ﬁammﬁmfhwmmmﬁaamimmﬁuﬂﬂuizﬁmﬁﬁ@

uazsrsumaTulatiansaume siasadas T usanislulunameansuls

214  22ulnla’aINAINARINITAMINNUALLULBNEITAIULAN (Ontology from

Security Requirements in Regulatory Documents)

%
=S

suAdeil [16] 151’11’1muﬂmiﬂi:ﬁmﬁﬂ%ﬁ%um'auﬁ%ﬁﬁmu NITLATITYTINTY
laNa1ANNERINNTANNIUAY LdFNINaE s TuRATe (Problem  Domain Ontology
PDO) Imamﬁ”s;nL@nmamm[ﬁ’fmmammﬁummnawﬂmw (Department of Defense
Information Technology Security Certification and Accreditation Process : DITSCAP) el

I dl 4 4 1 1o ¥ L4 al/ 4
mﬂwmmwmqummmmmmﬂmmaimmmumenlfammmmm:‘mwmuﬂﬁm

AN MUIANA17ANFABINIIANNNTUANTURNANLT LA haslANNINELNaIRY A91lAY

1 o o aa = o 1 ¥
RUBANNE#1990 (Common Language)mm“]_lwmiﬂ Tmauma‘@mmgummmmmmm

o [ %

Auuan1dAuA e lulanan e ld lun19NaN T A NTRAB A UIZUI 1A NA1T AN

2

1 i v
FaIn1sANNuAY Hadnsannisaieiale  aclifagly 2.7 TnadssTaadiannialeiy

'
%

aunrndne lunigsnaulalunisiaanAiudainisainTuaslidanadaaiuAINFaINg

o = Y @ = o A 4 a X o o o
"W’]ﬂéﬂﬁ ?QNENLL@ﬂﬂlﬂLuuﬂ\iﬁ@"\ﬂﬂqqll@ﬂ\ﬂ/]@q@Lﬂ@ﬂu@qﬂﬂqqumﬂﬂﬂ’]?m\ﬁﬂﬂqulﬂ
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DECISION POINT CURRENT DITSCAP

PRACTICES

ISSUES WITH CURRENT DITSCAP
PRACTICES

BENEFITS OF THE DITSCAP DECISION SUPPORT PDO

What are the
criteria to assess
compliance levels of
the target system
with

* DITSCAP advocates
the use of Minimum

Acti
d’led(’l?s‘t (hﬁvg} as well
as the Requirements.

requirements? Traceability Matrix
(RTM) to record
STAKEHOLDERS requirements
'ml'-m compliance information.
Developer,
Inmg;a.';r or = DITSCAP recommends
Maintainer, User testing admﬂilarznﬁe
Rej ntati verify and vali [
|mpr5c2nm;§nd compliance levels of the

Certification Team | target system

= No uniform representation format exists to
collect objective, repeatable and justifiable
evidences to establish the compliance level
of the target system with the applicable
security requirements

= DITSCAP is a fong and exhaustive task of
gathering target system detalls related to
security requirements without proper tool
support. an appruad\ quickly results in
an ad-hoc process with subjective decision
mizking to establish compliance with security
requirements
* The MSCL does not have an explicit
miapping with the security requirements

of the PDO blish wel-defined criteria to

feved of the target system with the applicable

* The requirements mmpﬂance
of ot

= The PDO supports a hollstic and wniform view of the security requirements based on the

|m:a'1:|epem:lenues among them as ndl as with other problem domain concepts to promote a
among k

The I'-DO provides effective ways to systematically gather evidences for Etabl'mlng sacurity
requirements applicability and compilance, perceive related risks in the operational
enwironment, and proactively reveal thelr refationships with other domain co ncems through the
nexus of causal chains that exdst in the UoD. The PDO makes artifacts readily available
thruuﬂ\ warious inference mechanisms based on its DfltDlDElGl structure and semantics. As an

le consider the requirement marked as "R1” and the artifacts "T1, T2, T3, and
ined from the PDO which serve as metrics and measures from various dimensons to

assasﬂ\e owerall impact of the security requirement on the target system and environment.

EXAMPLE REQUIREMENT

@ Requirement - EBRP-1 Remote Access Audit Trails for Privileged Functions

Remote access for privileged functions is discouraged, is permitted only for compelling operational needs, and is strictly controlled. In addition to EBRU-1, sessions employ security
measures such as a VPN with blocking mode enabled. A complete audit trail is recorded, and the IAM /O revlews the log for every remote session.

ARTIFACTS INFERENCED FROM PDO THAT HELP TO ASSESS THE OVERALL IMPACT OF THE SECURITY REQUIREMENT "R1”

@ RELATED SECURITY REQUIREMENTS @ RELATED RISK FACTORS
REMOTE ACCESS ENCLAVE BOUNDARY AUDIT TRAIL ASSETS THREATS
CONTROLS CONTROLS CONTROLS
- DaD Information Systems - Unauthorized Access
EBRU-1 Remote = EBPW-1 Public WAN * ECAR-2 Audit Record - Audit Records - Information Leak
Apress for User Connection Content
Functions VULNERABILITIES COUNTERMEASURES
= EBBD-2 Boundary Defense = ECTP-1 Audit Trail
[EBRU-1 Remote - Protection - WP Controls with blocking mode off - Monitory System Access
Access for User = ECIM-1 Instant Messaging - Logging mechanisms not enabled - L:?glng and Reviewing Access
Functions use . = ECAT-1 Audit Trail, = - Information Access restriction
encryption * ECVI-1 Vioice over IP Monitoring, Analysis
» Outsourced apglEats and Reporting T3) RELATED VIEWPOINTS {T4J RELATED DITSCAP C&A GOALS
EBRU-1 Protection of o
remote acress bisgEiOD encag - ECRG-L Audit Reduction | |- 1A Service - Confidentiality T ey the
mechanisms for user v and Report Generation Neswark Connection Rules
functions - Stakeholder Responsiility — IAM/O |

917 2.7 Fneeinansdananansaiennsnasdndulalagld POD [16]

AnFivad 1A NFadnIslugil 2.7 (R1:  EBRP-1 #dNg§11N19MIA40LNNT

WnneszaglnadmiuNeriduienana (Privilege)) Iaanisnavium “dnunisldansnisdnn

n19lNA TIRzaRIARNIZAYINNNTALEUN TR A NA L TUATI] Wit uazFesiing

AOLANBLINNENIIALANNIANANN EBRU-1 G9ABdNNN3InszAtAnsduasludaananldeu

v nsilanastleariu AWEW - (Virtual Private Network: VPN) H14ng1un1snsaaaaud
- ~ | A= 2 =

anyend waziniInumnau IAM/O 107 Fasafitinisdnfemating”

1
o o A

ANATUN

o

v % ¥ % % o % =X L%
IAAINNANNABINITLNFAUAZLIZNALALAN A737970 1T 1UN19819D9ANARNNNS

mmuum (m?mumum?mmmﬂﬂ@ TRULIANITAILAN YR ﬂﬁ’]uﬂ’]ﬁﬁ]ﬁ"ﬂ‘ﬂmﬂ‘i_l) IEET

'
a o

AnaAE (Funing Suanand apdew waz smsnisnasudle) Miaades naemausiles

e

tlafenieuan - (FLuULTNIg LLﬂzé'ﬁdqulﬁLaﬂ) LaZNUNL289N1TFUTa T WA A NE O

a

énus (Certification) uazn19¥uIaANEg e (Accreditation) Minaadessng Tedayarinand

wtazdaelinsindulazesimmmizadea nuuuling uiedensesiangandaingann

% o 1 ¥ 1 % g
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Subject
|

Example Resolved (Reference Monitor) l

The hospital bought a database system to store patient data. Now, when a attempts to access
patient data, ‘their authorization‘is checked before giving them access to it. Actions such as
read, write are also Tcontrolled, for example, only|doctors and nurses ‘are‘ allowed to modify

patient records.
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Ref-Monitor =  Subject , Authorized-Roles , Protection-Object , “.” ;
Subject = Subject-Name , “, who acquires”, Role-Name , “ role, " ;
Subject-Name = ?The name of subject such as person or process ? ;
Role-Name = 7 The defined role in organization based on its policy ? ;
Authorized-Roles =  ‘“is authorized to” , Right-List ;

Right-List = Right, {*,” Right} ;

Right = [ “read” | “write” | “modify” | User-Define-Right ] ;

(* users can define a new right by themselves.

This feature is supported by the prototyping tool *)

User-Define-Right = ? Anew right which defined by user ? ;
Protection-Object = ?The name of asset which subject attempt to access ? ;
AIBENNAANE

Somsak, who acquires doctor role, is authorized to read, modify patient records.

Somsri, who acquires nurse role, is authorized to read the medical orders.
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Computer (or server), network device, printer, CCTV camera and office facilitate
requires confidentially, integrity, availability and accountability under the auspices of

business process, costs and laws or regulation.

Personal data requires confidentially, integrity and availability under the auspices of

business process.

SE Lab member requires confidentially, integrity and availability under the auspices

of critical business process and mission and goals.

GM61

The asset valuation of network device is extreme in security requirements rating,
medium in financial value rating and extreme in business impact rating. So, the

overall impact value is high.

The asset valuation of computer (or server) is extreme in security requirements
rating, high in financial value rating and extreme in business impact rating. So, the

overall impact value is high.

The asset valuation of CCTV camera is extreme in security requirements rating, high
in financial value rating and high in business impact rating. So, the overall impact

value is high.

The asset valuation of printer is negligible in security requirements rating, medium in
financial value rating and high in business impact rating. So, the overall impact value

is low.

The asset valuation of SE lab member is very high in security requirements rating,
low in financial value rating-and-low.in-business.impact rating. So, the overall impact

value is low.

The asset valuation of critical lab data is extreme in security requirements rating,
high in financial value rating and very high in business impact rating. So, the overall

impact value is very high.

10

The asset valuation of personal data is very high in security requirements rating, low
in financial value rating and low in business impact rating. So, the overall impact

value is low.

11

The asset valuation of thesis is very high in security requirements rating, low in
financial value rating and low in business impact rating. So, the overall impact value

is low.

GM62

12

The likelihood of error for network device is medium. Its’ consequence is

communication problem.

13

The likelihood of hacked (in case of server) for computer (or server) is medium. Its’

consequence is denial of service.

GM63
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The likelihood of lost for computer (or server) is low. Its’ consequence is chaos in the
14 lab, such as, contacting to a police, an owner of that computer cannot work at all.
The likelihood of lost for network device is low. Its’ consequence is communication
1 failure.
The likelihood of lost for critical lab data is low. Its’ consequence is the SE lab is
0 most losing.
The likelihood of lost or damaged for CCTV camera is low. Its’ consequence is
" attacker monitoring failure. GM63
The likelihood of unauthorized access for critical lab data is medium. Its’
1 consequence is the data is hacked.
The likelihood of unauthorized modification for SE lab member is medium. Its’
19 consequence is attacker can enter the SE room, and real SE member cannot enter
the SE room.
The likelihood of unauthorized modification for personal data is medium. Its’
20 consequence is the owner of data is not satisfied, and cannot work on their work
properly.
The cause of unauthorized access is a not well protection policy which has extreme
? severity level.
The cause of lost is an attacker want to attack, or want to steal a device which has
» extreme severity level.
03 The cause of lost or damaged is attacker want to reduce the security level of the SE GM64
lab which has very high severity level.
The cause of unauthorized modification is be pretending of someone external or
a internal which has Very high severity level.
25 The cause of Lost is Thiefiwant to steal it which has Very high severity level.
26 The cause of Lost is unexpectedly event which has Extreme severity level.
27 The qualitative risk for cctv.camera is low.
28 The qualitative risk for computer (or server) is'low.
GM65
29 The qualitative risk for critical lab data is extreme.
30 The qualitative risk for network device is medium.
31 The qualitative risk for personal data is low.
Protect availability of computer (or server) require high level of detection, high level
GM66,GM67
32 of prevention and high level of response with following services: accounting and

access Control.
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Protect availability of network device require high level of detection, high level of
% prevention and high level of response with following services: security management.

Protect confidentiality of critical lab data require high level of detection and high
34 level of prevention with following services: accounting, access control and security GM66,GM67

management.

Protect confidentiality of SE lab member require high level of detection and high
% level of prevention with following services: accounting and access control.

SE lab admin who acquire admin role can access critical lab data by using
36 GM68

HTTP/HTTPS messages.

The service named, biometric authentication, should accurately recognize legitimate GM71,GM72,
¥ actors by using biometric. GM73,GM74
38 SE member who acquire member role can modify personal data.

GM81,GM82,

39 SE member who acquire admin role can modify SE lab member.
40 SE member who acquire admin role can modify critical lab data. omes
41 SE member who acquire member role can access thesis.
42 SE Lab member has a medium clearance level. GM83
43 SE Lab admin has a very high clearance level. GM83
44 Member role can perform following tasks: download thesis file and read thesis file.

GM85

Admin role can perform following tasks: access thesis file, delete thesis information,

4 download thesis file, modify thesis.information and read thesis file.
46 The request from 161.200.xxx.xxx is permitted to access the internet lab services.

The request from the external host is denied to access critical lab data through GM121,GM122,
o HTTP/HITTPS, FTP/FTPS port. GM123
48 The request.from.the. P2P package is-permitted to access. office facilitate through

P2P protocoal port. the bandwidth can not more than 50KB/s

1
v
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R “Computer (or server), network device, printer, CCTV camera and office facilitate
require confidentiality, integrity, availability and accountability under the auspices of

business process, costs and laws or regulation.”

Asset-List (Security—Property—List) ‘ under the auspices of ‘ ( Business-Driver-List > .

@ @

Y A J

( Security-Property\/ Business-Driver )
(12

require

y '
Information-Type confidentially, integrity, business process, costs and
@ availability and accountability laws or regulation

Asset-Name )
'©

Computer (or server), network

device, printer, CCTV camera and

office facilitate
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GM62

The assetvaluation of

+So, theoverall

Rate-of-

Rate-of-
Rate-of-

impact value is

Security-

Business- Overall-Impact

Financial-Value,

Asset-Name Requirement

®

Y

@ requirements
Y rating,
extreme Rating in financial Rating In business

mpact ratin
@ value rating, Imp; ng

A Y
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716.1 Aa “The asset valuation of network device is extreme in security requirements
rating, medium in financial value rating and extreme in business impact rating. So, the
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The cause of Threat-
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Protect

©)

Service-Name

availability of Asset-List require Availability-level-list
‘ accounting and access control
Y v
Asset-Type Availability-level
v
( Physical-Type-List )
A 4
( Physical-Type
Availability-level-of- Availability-level-of-
v detection prevention
computer (or sever)
( Full-rating level of Full-rating level of Full-rating level of

detection, prevention, response

h

P~ an T
high high high
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AAaINNTImeFLea TMLAN T ENARAUAINAIAL Az lFANFedn1Tden 32-35 AILARY
um15199 6.1 An “Protect availability of computer- (or server) require high level of
detection, high level of prevention and high level of response with following services:
accounting and access Control.”
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v 1
TaenneniitlAagii 6.8

Subject Data-transfer-

machanism

( User ) ‘who p—— ‘ (Ro\e-name) - ‘ can ‘ (Access—Action) ‘ critical lab data ‘ ( Message-Type )

® @ '@ @

\ 4 Y ‘ by using ‘ ( Message )
SE lab admin admin role @

Y
HTTP/HTTPS

messages

77 6.8 nnatlszene Lo laensninsdeansaesiiudauessns

a1ngU7 6.8 wansliindunaunislszgnsldlaannsnl Insnadnsnlding
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A13799 6.1 AR “SE lab admin who acquire admin role can access critical lab data by

using HTTP/HTTPS messages.”
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1&A Requirements

1&A-Generic-

by using

The service named, ‘ ( |1&A-Service-Name >

I1&A-Technique-list

requirement-list

should accurately recognize
Biometric legitimate actors

authentication
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“The service named, biometric authentication, should accurately recognize legitimate

actors by using biometric.”
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Ref-Monitor

Authorized-Roles

Protection-Object

Subject

V@ @
Subject-Name who acquire Role-Name ‘ Is authorized to ‘ ( Right-List ) ‘ personal data ‘
V@ V@ V@
SE member member role Right
V@
modify
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Af “SE member who acquire member role is authorized to modify personal data.”
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Role-privilege

can perform

Role-name

following tasks:

( Provilege-list ) (Protection—object—list) < Provilege-list ) (Protection—objeot—\ist)

Member V@ v @ '@ ' @
m thesis file, read thesis file
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a1ngUil 6.11 uansliiudunaunisdssandldloenanl Tnanadnsnlfiinainnis
WinefiuealvuaunBassatiumuainy azldnnudasnisden 44 Aauanelumnnsei 6.1
A8 “Member role can perform following task: download thesis file, read thesis file.”

WNNBILWR: “Role-Privilege” Tuiniignld ng# 3 aeama aslé “download

thesis file” LAY “read thesis file”
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Firewall

The request from Protection-object

V

the internet lab

service

v ©
permitted
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AR “The request from 161.200.xxx.xxx is permitted to access the internet lab services.”
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- Critical data require
confidentiality, integrity,
availability and
accountability.

- All computer or severs,
network devices, printer
require extreme of
prevention, detection and
response.

- The error of network devices
causes communication
failure in the SE lab which

has extreme severity level.

Computer (or server), network device, printer, CCTV camera and
office facilitate requires confidentially, integrity, availability and
accountability under the auspices of business process, costs and
laws or regulation.

Personal data requires confidentially, integrity and availability
under the auspices of business process.

SE Lab member requires confidentially, integrity and availability
under the auspices of critical business process and mission and
goals.

The asset valuation of network device is extreme in security
requirements rating, medium in financial value rating and extreme
in business impact rating. So, the overall impact value is high.
The asset valuation of computer (or server) is extreme in security
requirements rating, high in financial value rating and extreme in
business impact rating. So, the overall impact value is high.

The asset valuation of CCTV camera is extreme in security
requirements rating, high in financial value rating and high in
business impact rating. So, the overall impact value is high.

The asset valuation of printer is negligible in security requirements
rating, medium in financial value rating and high in business impact
rating. So, the overall impact value is low.

The asset valuation of SE lab member is very high in security
requirements rating, low in financial value rating and low in
business impact rating. So, the overall impact value is low.

The asset valuation of critical lab data is extreme in security
requirements rating, highin-financial value rating and very high in
business impact rating. So, the overall impact value is very high.
The asset valuation of personal data is very high in security
requirements rating, low in financial value rating and low in
business impact rating. So, the overall impact value is low.

The asset valuation of thesis is very high in security requirements
rating, low in financial value rating and low in business impact
rating. So, the overall impact value is low.

The likelihood of error for network device is medium. Its’

conseqguence is communication problem.
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The likelihood of hacked (in case of server) for computer (or server)
is medium. Its’ consequence is denial of service.

The likelihood of lost for computer (or server) is low. Its’
consequence is chaos in the lab, such as, contacting to a police,
an owner of that computer cannot work at all.

The likelihood of lost for network device is low. Its’ consequence is
communication failure.

The likelihood of lost for critical lab data is low. Its’ consequence is
the SE lab is most losing.

The likelihood of lost or damaged for CCTV camera is low. Its’
consequence is attacker monitoring failure.

The likelihood of unauthorized access for critical lab data is
medium. Its’ consequence is the data is hacked.

The likelihood of unauthorized modification for SE lab member is
medium. lts’ consequence is attacker can enter the SE room, and
real SE member cannot enter the SE room.

The likelihood of unauthorized modification for personal data is
medium. Its’ consequence is the owner of data is not satisfied, and
cannot work on their work properly.

The cause of unauthorized access is a not well protection policy
which has extreme severity level.

The cause of lost is an attacker want to attack, or want to steal a
device which has extreme severity level.

The cause of lost or damaged is attacker want to reduce the
security level of the SE lab which has very high severity level.

The cause of unauthorized modification is be pretending of
someone external or internal which has Very high severity level.
The cause of Lost is Thief want to steal it which has Very high
severity level.

The cause of Lost is unexpectedly event which has Extreme
severity level.

The qualitative risk for cctv camera is low.

The qualitative risk for computer (or server) is low.

The qualitative risk for critical lab data is extreme.

The qualitative risk for network device is medium.

The qualitative risk for personal data is low.

Protect availability of computer (or server) require high level of

detection, high level of prevention and high level of response with
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following services: accounting and access Control.

- Protect availability of network device require high level of detection,
high level of prevention and high level of response with following
services: security management.

- Protect confidentiality of critical lab data require high level of
detection and high level of prevention with following services:
accounting, access control and security management.

- Protect confidentiality of SE lab member require high level of
detection and high level of prevention with following services:
accounting and access control.

- SE lab admin who acquire admin role can access critical lab data

by using HTTP/HTTPS messages.
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All SE lab members must be - The service named, biometric authentication, should accurately
authenticated by using their recognize legitimate actors by using biometric.

finger before enter to
laboratory.

All SE lab members must be
authenticated by using their

finger print.
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ﬁqquﬁ’f@qnqa - Each SE lab member SE member who acquire member role can modify personal
nsARLIAN can read and modify data.

o = data which is their SE member who acquire admin role can modify SE lab
NITLA0N

own.
Each SE lab member
cannot read and
modify other member
data.

All SE lab members
can read thesis data
but cannot modify it.
All SE lab admin can
read and modify data
the thesis data.

All computer or
severs, network
devices, printer are
the extreme asset for

SE lab.

member.

SE member who acquire admin role can modify critical lab
data.

SE member who acquire member role can access thesis.

SE Lab member has a medium clearance level.

SE Lab admin has a very high clearance level.

Member role can perform following tasks: download thesis file
and read thesis file.

Admin role can perform following tasks: access thesis file,
delete thesis information, download thesis file, modify thesis

information and read thesis file.
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5113799 2.1 TaensainiesyymuFiasnisaNTuAIA MTUAUN WL RANT (Fla)

Asset-List , “require” , Security-Property-List , “under the auspices of”,
Business-Driver-List , “.”;

Asset-Type , {“,” , Asset-Type } ;

[ Information-Type-List | Physical-Type-List | User-Type-List ] ;
Information-Type , {“,”, Information-Type } ;

[ “employee data” | “financial data” | “legal data” | “intellectual property” |
“customer data” | “partner data” | “public data” | “protection data” |

| Asset-Name ] ;

? User define an asset name ?

Physical-Type , {“,", Physical-Type } ;

[ “enterprise facility” | “enterprise employee” | “factory equipment” |
“computer equipment” | “lab equipment” | “enterprise vehicles” | “raw
material” | “manufactured product” | Asset-Name ] ;

Security-Property , {“,” , Security-Property } ;

[ “confidentially” | “integrity” | “availability” | “accountability” ] ;
Business-Driver , {“,” , Business-Driver } ;

“laws or regulation” | “partner relations” | “mission and goals” | “financial
health” | “business process” | “sensitive business event” | “enterprise
location” | ? User business driver ? ;

? User information item 2, { “,” , ? User information item ? } ;

laennsalanusiung
1) GM61
2) Asset-List
(3) Asset-Type
(4) Information-Type-List
(5) Information-Type
(6) Asset-Name
(7) Physical-Type-List
(8) Physical-Type
9) Security-Property-List
(10)  Security-Property
(11)  Business-Driver-List
(12)  Business-Driver
(13)  User-Type-List
gl,')’ﬂii'l\‘i ﬂQ’]NGT’ﬂ\i n1q

Employee data, financial data require confidentially, integrity, accountability under the auspices of

laws or regulation.
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Asset Valuation
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Asset Value

Bl Rating
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TaensaiANNWAY

(M

Asset-Valuation

“The asset valuation of”, Asset-Name, “is” , Rate-of-Security-Requirement,
Rate-of-Financial-Value, “and”, Rate-of-Business-impact , “So, overall
impact value is” Overall-Impact, “.” ;

? Name of asset from user ? ;

Rating , “in security requirement rating,” ;

Rating , “in financial value rating” ;

Rating , “in business impact rating.” ;

Rating ;

[ “extreme” | “very high” | “high” | “medium” | “low” | “negligible” ] ;

(2) Asset-Name

(3) Rate-of-Security-Requirement

(4) Rate-of-Financial-Value

(5) Rate-of-Business-impact

(6) Overall-Impact

(7) Rating
A2RENNANNARINIG

The asset valuation of museum employee data is very high in security requirement rating, medium in

financial value rating, and very high in business impact rating. So, overall impact value is very high.
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Threat Action

| Threat Assessment |

A

‘ Threat Consequence

o
2
=
ko)
o}
=z

Extreme
Very High
High
Medium
Low

TagnsainaNNuAY

1) Threat-Assessment = “The likelihood of” , Threat-Action , “for”, Asset-Name , “is” ,

(2) Threat-Action
3) Asset-Name
(4) Event-Likelihood

Event-Likelihood , “. Its’ consequence is” , Threat-Consequence , “.”

= ? Name of threat action is input from user 7 ;

=  ?The asset name from GM61 ?7;

= [ “extreme” | “very high” | “high” | “medium” | “low” | “negligible” ] ;

(5) Threat-Consequence = ? The threat consequence sentence ? ;

A2BLNIANNARINIG

The likelihood of data entry error for museum employee data is very high. Its’ consequence is

corruption of information assets.
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Vulnerability

Assessment

Threat Information

Vulnerability Severity Scale
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TaensaiANNWAY

Vulnerability-Assessment

= _ “The cause of”, Threat-Information , “is” , Vulnerabilities, “.” ;

2) Threat-Information = ? Threat-Action from GM63 ? ;

(3) Vulnerability = Vulnerability-Action, “which has” , Severity-Scale, “severity level” ;

(4) Vulnerability-Action = ? Name of the vulnerability action is input from user ? ;

(5) Severity-Scale = [ “extreme” | “very high” | “high” | “medium” | “low” | “negligible” ] ;
A2RENNAMNARINIG

The causes of museum fire are failure of fire alarm system which has extreme severity level, failure of

fire suppression system which has very high severity level.
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Risk Determination

~
/ \\\ * Risk value = [sum (Likelihood x servility scale)] x asset value
v v
Asset Name Qualitative Risk
Negligible High M is Highest risk value
(1t S) (3S+1 to 4S) Sis M/6
Low < . Very high
(S+1 to 2S) / ‘l‘ (4S+1 to 59)
Medium B | % \1\\\,, Extreme
(25+1 to 3S) (5S+1 to 6S)
o 3
1'22|']ﬂ‘5mﬂ')’13~|3~1uﬂ~1
(1) Risk-Determination = “The qualitative risk for” , Asset-Name , “is”, Qualitative-Risk , “." ;
(2) Asset-Name = ?The asset name from GM61 ? ;
(3) Qualitative-Risk = [ “negligible” | “low” | “medium” | “high” | “very high” | “extreme” ] ;
gf')’ﬂii']\iﬂ’)']ﬂﬁ’ﬂ\iﬂqi

The qualitative risk for museum collections and exhibits are extreme.
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lagnnsainnusiuag

(1) Enterprise-Sec-Approach = “Protect”, [ Confidentially | Integrity | Availability | Accountability ], “.” ;

2) Confidentially “confidentially of” , Asset-List , [“require” | “requires”] ,
Confidentially-Level-List ;

(3) Confidentially-Level-List Confidentially-Level , { “,” , Confidentially-Level } ;

(4) Confidentially-Level [ Confidentially-Level-of-Detection |
Confidentially-Level-of-Prevention ] ;

(5) Confidentially-Level-of-Detection [ “moderate” | “low” , “ level of detection” ] ;

(6) Confidentially-Level-of-Prevention Full-rating , “ level of prevention” ;

(7) Integrity “integrity of”, Asset-List, [“require” | “requires”] , Integrity-Level-List ;

(8) Integrity-Level-List Integrity-Level , { “,” , Integrity-Level } ;

9) Integrity-Level [ Integrity-Level-of-Detection | Integrity-Level-of-Prevention |
Integrity-Level-of-Response J;

(10)  Integrity-Level-of-Detection Full-Rating, “ level of detection” ;

(11)  Integrity-Level-of-Prevention Full-Rating, “ level of prevention” ;

(12)  Integrity-Level-of-Response Full-Rating, “ level of response” ;

(13)  Availability “availability of”, Asset-List, [“require” | “requires”] , Availability-Level-List ;

(14)  Availability-Level-List Availability-Level , { “,” , Availability-Level } ;

(15)  Availability-Level [ Availability-Level-of-Detection | Availability-Level-of-Prevention |
Availability-Level-of-Response ] ;

(16)  Availability-Level-of-Detection Full-Rating, “ level of detection” ;

(17)  Availability-Level-of-Prevention Full-Rating, “ level of prevention” ;

(18)  Availability-Level-of-Response Full-Rating, “ level of response” ;

(19)  Accountability “accountability of” , Asset-List , [“require” | “requires” ],
Accountability-Level-List ;

(20)  Accountability-Level-List Accountability-Level , { “,” , Accountability-Level } ;

(21)  Accountability-Level [ Accountability-Level-of-Detection | Accountability-Level-of-Response ] ;

(22) Accountability-Level-of-Detection [ “high” | “low” 1, “level of detection” ;

(23) Accountability-Level-of-Response [ “high” | “low” 1., “level of response” ;

(24)  Asset-List Asset, {“”  Asset}:

(25) Asset [ Information-Type-List | Physical-Type-List ];

(26)  Information-Type-List Information-Type , {“,”, Information-Type } ;

(27)  Information-Type [ “employee data” | “financial data” | “legal data” | “intellectual property”
| “customer data” | “partner data” | “public data” | “protection data” |
? Asset-Name from GM61 ? 1;

(28)  Physical-Type-List Physical-Type , {“,” , Physical-Type } ;

(29)  Physical-Type [ “enterprise facility” | “enterprise employee” | “factory equipment” |
“computer equipment” | “lab equipment” | “enterprise vehicles” | “raw
material” | “manufactured product” | ? Asset-name from GM61 ? ] ;

(30) Full-Rating [ “high” | “medium” | “low” ] ;
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A2RENANNARINIG

Protect integrity of employee data, financial data require high level of prevention, high level of detection,

high level of response.
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TaensaiANNWAY

(M

Enterprise-Security

Security-Property , “of” , Asset-List , [“require” | “requires”] ,
Security-Approach , “at” , Business-Priority, “level of business priority with

following service:” , Selected-Service , “.” ;

(2) Security-Property = [ “confidentially” | “integrity” | “availability” | “accountability” ] ;

3) Asset-List = Asset, {“,”, Asset }

(4) Asset = [ Information-Type-List | Physical-Type-List ] ;

(5) Information-Type-List = Information-Type , {“,”, Information-Type } ;

(6) Information-Type = [ “employee data” | “financial data” | “legal data” | “intellectual property” |
“customer data” | “partner data” | “public data” | “protection data” |
? Asset-Name from GM61 ? ] ;

(7) Physical-Type-List = Physical-Type , {“,” , Physical-Type } ;

(8) Physical-Type = [ “enterprise facility” | “enterprise employee” | “factory equipment” |
“computer equipment” | “lab equipment” | “enterprise vehicles” | “raw
material” | “manufactured product” | ? Asset-Name from GM61 ?] ;

(9) Security-Approach = [ “prevention” | “detection” | “response” ] ;

(10)  Business-Priority = [ “high” | “moderate” | “low” ] ;

(11)  Selected-Service = User-Define-Service | Default-Service ;

(12)  User-Define-Service =  ? The specified service name from user ?

(13)  Default-Service = [ “I&A” | "accounting” | “access control” | “security management” ] ;

ABENNANNARINTG

Integrity of employee data requires prevention at high level of business priority with following service:

I&A, access Control, accounting, security management.
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lagnsaianuduAg

(1) EPC = Subject , Right , “access” , Protection-Object ,
Data-Transfer-Mechanism, [ “for” , ? Access-Purpose ?] “.” This
access requires |&A service named, ", I&A-Name , “.” , [ “Moreover”
, Access-Permission , “." ],

(2) Subject = [User | Group-User ], “, who acquire” , Role-Name , “,” ;

(3) User = ? The name that will access the service or data such as employee of
business partner, contractors or third or forth parties. 7 ;

(4) Group-User = ? The name of group that will access the service or data such as
employee of business partner, contractors or third or forth parties. ? ;

(5) Right = [“can” | “cannot”] , Access-Action , {*,” , Access-Action } ;

Protection-Object

? The asset or service or anything can be access by subject. ?;

(7) Role-Name = ? The role which obtain one or more task for archive something ? ;

(8) Access-Action = [“access” | “read” | “write” | “modify” | “delete” |
? user defined access-action ? | ;

(9) Data-Transfer-Mechanism = [ Protocol | Message-Type | Exchange-Method ] ;

(10)  Protocol =  “through’ , Protocol-Name

(11)  Message-Type = “by using” , Message ;

(12)  Protocol-Name = ? Specify protocol which use as a channel to exchange information
such as HTTP, FTP ? ;

(13)  Message = ? Type of message that will be exchange
such as X.400 ? ;

(14)  Exchange-Method = [ “On-demand transfer” | “Real-time information” | “Large volume
information transfer” | “interaction application” | ? user defined
method 7] ;

(15)  1&A-Name = ? The name of I&A Design alternative which are define by GM72 ? ;

(16) Access-Permission = Permission , { “,” , Permission };

(17)  Permission = [ Requirement | Condition | Constraint ];

(18)  Requirement = ? The requirements which are considered before try to access ? ;

(10)  Condition = ? The conditions which-are consider before and/or after access the
target ? ;

(20)  Constraint = ? The conditions which are considered while access the target ? ;

ARENNAMNARINIG

The marketing of EST company, who acquire ReaderRole, can access the database sever of MGT

company by using X.400 message for retrieving and exchanging payment transaction. This access

requires I&A service named, IA-ExternalExchangePayment. Moreover, this access can be schedule

or automatic operations which define my system admin.
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1&A Requirements

}‘ Accurately detect imposters ‘
N e

}‘ Accurately recognize legitimate actors ‘

I&.A Minimize mismatch with users
service P -
characteristic
)‘ Minimize time and effort to use

Minimize risks to user safety ‘

< B
I&A Service name . ' A
Service description

ﬂ Minimize costs of per-user setup ‘

Minimize changes needed to existing
infrastructure

% Minimize costs of maintenance, ‘
management, and overhead
\\\ 7»{ Protect I&A assets ‘
lagnsainnustiuag
(1) 1&A-Requirements = "The”, I&A-Service-Name, “ service for” , I&A-Service-Description ,
“shall” , I&A-Generic-Requirements-List , “by using” ,
I&A-Technique-List ,“.” ;
(2) 1&A-Service-Name = ? The name of service is an input from user 7 ;
(3) 1&A-Service-Description = ? The description of service is an input from user ? ;
(4) 1&A-Generic-Requirements-List = 1&A-Generic-Requirements , { " , I&A-Generic-Requirements } ;
(5) 1&A-Generic-Requirements = [ “accurately detect imposters” | “accurately recognize legitimate

actors” | “minimize mismatch with user characteristics” | “minimize
time and effort to use” | “minimize risks to user safety” | “minimize
costs of per-user setup” | “minimize changes needed to existing
infrastructure” | “minimize costs of maintenance, management, and
overhead” | “protect I&A assets” ] ;

(6) 1&A-Technique-List = 1&A-Technique, { “,”, I&A-Technique } ;
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A2RENANNARINIG

The client validation service for protection the bogus user to access the system shall accurately

detect imposters, accurately recognize legitimate actors, and minimize time and effort to use.
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18A
service

1&A Service name . 18A " \
Service description 1\e
1\
1\

I1&A design
alternative

v
|

Accurately detect imposters ‘

2 Accurately recognize legitimate actors ‘

>

1&A
technique

Minimize mismatch with users ‘

Minimize time and effort to use ‘

Minimize risks to user safety ‘

Minimize costs of per-user setup

Minimize changes needed to existing
infrastructure

management, and overhead

Minimize costs of maintenance, ‘

Protect I&A assets

TagnsainNNuAY

(1

2) I&A-Service-Name

(3) I&A-Service-Description

(4) I&A-Generic-Requirements-List
(5) 1&A-Requirements

(6) I&A-Technique-List

(7) 1&A-Technique

1&A-Requirements

“The” , I&A-Service-Name, “ service for” , I&A-Service-Description
, “shall” , I&A-Generic-Requirements-List , “by using” ,

I&A-Technique-list., “." ;

? The name of service is an'input from user ? ;

? The description of service is an input from user ? ;

I&A-Requirements’, {“,” , I&A-Requirements } ;

[ “accurately detect imposters” | “accurately recognize legitimate
actors” | “minimize mismatch with user characteristics” | “minimize
time and effort to use” | “minimize risks to user safety” | “minimize
costs of per-user setup” | “minimize changes needed to existing
infrastructure” | “minimize costs of maintenance, management,
and overhead” | “protect I&A assets” ] ;

I&A-Technique , { “,” , I&A-Technique } ;

= [ “identifier and password” | “PKI certificates” | “biometric” |

“hardware token” ] ;
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The client validation service for protection the bogus user to access the system shall accurately
detect imposters, accurately recognize legitimate actors, and minimize time and effort to use by

using identifier and password and biometric.
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Password
Design Information

Password Design

Password
Design Name

Password
Design Description

Password Constraints
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storage
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(1) Password-Design = Password-Design-Information , “has value for each following factor: ”
, Password-Requirements-List. , “.” ;

(2) Password-Design-Information = Password-Design-Name , “is a password system for” ,
Password-Design-Description ;

(3) ~Password-Design-Name = ? The name of the password design name is an input from user ? ;

(4) Password-Design-Description = ?The description of the password design name is-an input
from user ? ;

(5) Password-Requirements-List = Password-Requirements , { “,” Password-Requirements } ;

(6) Password-Requirements = Password-Constraints, “is” , Password-Constraints-Info. ;

(7) Password-Constraints [ “Instance of” | “composition” | “length range” | “lifetime” | “source” |
“ownership” | “distribution” | “storage” | “entry” | “transmission” |
“authentication period” ] ;

(8) Password-Constraints-Info. = ?The information of password constraints is defined by user ? ;
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Museum client validation is a password system for access to museum intranet has value for each
following factor: Composition is digit (0-9), length range is 4-6, source is user, lifetime is one year,
ownership is individual (personal password), entry is non-printing keypad, authorization period is
each intranet session log-in, plus the end of each period of workstation inactivity that exceed thirty
minutes, distribution is unmarked envelop by post, storage is central computer on-line storage as

plaintext, transmission is plaintext.
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Biometrics Design

I&A Service name 1&A —_— ) c
Service description s /

v v v

v v v

Face Finger Hand Iris Retina Signature Speaker
recognition image geometry recognition scanning verification verification
lagnsainutuag

(1) Biometrics-Design = “The”, I&A-Service-Name, “ service for” , I&A-Service-Description ,
“use following biometric approach: ” , Biometric-Mechanisms-List , “as
I&A procedure.” ;

(2) 1&A-Service-Name = . ? The name of service defined by GM71 ? ;

(3) 1&A-Service-Description = ? The description of service which defined by GM71 ? ;

(4)  Biometric-Mechanisms-List =_ ‘Biometric-Mechanisms , { “,” , Biometric-Mechanisms } ;

(5) Biometric-Mechanisms = [“face recognition” | “finger image” | “hand geometry” | “iris
recognition” | “retina scanning” | “signature verification” | “speaker
verification” ] ;

ARENNANNARINTG

The client validation service for protection the bogus user to access the system use following

biometric approach: hand geometry, finger image as I&A procedure.
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Authorization

p / 7

Subject

ProtectionObject

Predicate

AccessType
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(1) Authorization
(2) Subject-List
(3) Subject

(4)  Right-List
(5)  Right

(6) Predicate

7) Access-Type

= Subject-List , Right-List , Protection-Object-List , “." ;

= Subject , { “,”, Subject } ;

= ? The name of subject is an input from user ?;

= “can” | “cannot” , Right, { “,” , Right } ;

= Predicate | Access-Type ;

= ? Predicate statement is defined by-user-? ;

= “read” | “write” | “modify”/| “delete” | “create” ;

(8) Protection-Object-List = Protection-Object , { “,” , Protection-Object } ;

(9) Protection-Object

= [ ? The name of protection-object is an input from user ? |

? Asset-Name from GM61? ];

ARENNANMNABINIG

Doctor, nurse can read, modify, create the patient records.

Pharmacists cannot modify the patient records.
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Authorization
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7 h |
Session ProtectionObject
4
P R o+
Role v
Asset
v —< o N
v h J
UserGroup
Access-action Access-Permision
I\
g h —
— / T
y h |
Access-Requirements Access-Constraints
|

4

Access-Conditions
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(1) Role-Base-Authorization Sessiont-List , Right-Info , Protection-Object , “.” ;

2) Session-List Session, { “,”, Session } , “who obtain” , Role-Name ;

3) Session [ User-Group-List | User-List ] ;

(4) User-Group-List User-Group , { “,” , User-Group } ;

(5) User-Group ? The name of the user group is an input from user ? , “group” ;

(6) User-List User, {“”,h User}:

(7) User ? The name of the user is an input from user ? ;

(8) Role-Name ? Role name from GM85 ? ;

(9)  Right-Info Right , Access-Permission , [Asset-Name];

(10) Right [“can” | “cannot”] , Access-action , {“,” , Access-action } ;

(11)  Access-Action [“access” | “read” | “write” | “modify” | “delete” |
? user defined access-action ? ] ;

(12)  Access-Permission [ Requirements | Conditions | Constraints ] ;

(13)  Requirements ? The information of right's requirement is an input from user ? ;

(14)  Conditions ? The information of right’s conditions an input from user 7 ;

(15) Constraints ? The information of right’s constraints is an input from user 7 ;

(16) Asset-Name [ ? The information of the required asset for right information is an input
from user ? | ? Asset-Name from GM61 ? ] (* this occur when the asset is
required to achieve the access action *);

(17)  Protection-Object [ ? The name of protection-object is an input from user ? |
? Asset from GM61) ? 1;

A2RENNANNARINIG

- Doctor group, nurse group who obtain modify role can read, modify and create report for their

patient record.

- Pharmacists group who obtain read role can read and create report only of patient record.
- ATM user group who.obtain.full operation role can transfer some money.into other account with

fee to difference account bank.
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Multilevel Security

| e |
Subject
> 4 B
‘ Category Name ‘ ‘ . ‘ ‘ Category-Name ‘ ‘ Classification Level
lagnsaianuiuAg

(1) Multilevel-Security =  Subject, “can access” , Protection-Object, “by” Trusted-Process .

(2) Subject = Category-Name, {“,”, Category-Name } , “which has a ”, Clearance-Level ,
“clearance level”;

(3) Category-Name = ?The name of category is an input from user ? ;

(4) Clearance-Level = ?The level of clearance is an input from user ? ;
(*in real case, we don’t have any detailed information of clearance level *)

(5)  Protection-Object = Category-Name , { “,” , Category-Name } , “which has a ", Classification-Level ,
“classification level”;

(6) Trusted-Process = ?The name of trusted process is an input from user ? ;

(7) Clearance-Level = Quality-Scale ;

(8) Classification-Level ~  Quality-Scale ;

(9) Quality-Scale = [ “extreme” | “very high” | “high” | “low” | “negligible” ] ;

A2BENIANNARINIG

Medical soldier which has a high clearance level can access the biometric laboratory which has a

high classification level by using personal secured card.
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Reference

Monitor

//
@bject
Authorized_Roles Protection Object

lagnnsalmnuaumg
1) Ref-Monitor = Subject , Authorized-Roles , Protection-Object , “.” ;
(2) Subject =  Subject-Name , “, who acquire”, Role-Name , “ role, " ;

)
4)
®)
(6)
0

(8)
(9

Subject-Name

= ? The name of subject such as person or process ? ;

Role-Name = 2 The defined role in organization-based on‘its policy ? ;
Authorized-Roles = ‘“is'authorized t0o” ;- Right-List ;

Right-List = Right, {*,” Right} ;

Right = [ “read” | “write” | “modify” | User-Define-Right ] ;

User-Define-Right

Protection-Object

(* users can define a new right by themselves.

This feature is supported by the prototyping tool *)

? A new right which defined by user 7 ;

? Asset-Name from GM61 ? ;

AIBENIANNARINTG

Somsak, who acquire doctor role, is authorized to read, modify patient records.

Somsri, who acquire nurse role, is authorized to read the medical orders.
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Privilege ‘ ‘ Protection Object

TaensaiANNWAY

(1) Role-Based-Access = Role-name, Role-Privilege , “." ;

(2) Role-Name
(3) Role-Privilege
(4) Privilege-List

(5) Privilege

= ?The name of role is an input from user ?, “role” ;
= “can perform following tasks: ", Privilege-List;
= Privilege , {“,”, Privilege } ;

= ?The information of privilege is‘an input from user ? ;

(6) Protection-Object-List = Protection-Object, {“,” , Protection-Object } ;

(7)  Protection-Object

= [? The name of protection-object is an input from user ? |

? Asset-Name from GM61 ? ];

ALY ﬂ’)'lNl;ll’ﬂsiﬂ’l‘i

Manager role can perform following tasks: manage items, order items for digital item management

system.

Salesperson role can perform following tasks: order items, register, bill for items, manage item

catalog for a digital item management system.
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(1) PFF

2) External-Host

3) Rule-Based-List
(4) Rule-Base

(5) Explicit-Rule

(6) Default-Rule

(7) External-Host-List

(8) Local-Host

“The request from” , External-Host , [“is” | “are”] , Rule-Base-List ,

“to access” , Local-Host , “.” ;

? Host name or IP address 7 ;

Rule-Based , { “,” , Rule-Based } ;

[ Explicit-Rule | Default-Rule ] ;

? Specific rule with clear and extract ? ;

[ “permitted” | “denied” | ? User default rule ? J;
External-Host , { “,” , External-Host } ;

? A'host name or IP address ?;

ARENNANMNABINIG

The requests from 192.22.4.4 are permitted to access 192.200.17.1.

The request from TC-HOST-NAME is denied to access SV-HOST.
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(1) PBF = “The request from” , External-Host , [ “is” | “are” ], Rule-Base-List ,

“to access” , Service , “.” ;

2) External-Host

? Host name or IP address ?;

(3) Rule-Based-List Rule-Based , { “,” , Rule-Based } ;

(4) Rule-Base = [ Explicit-Rule | Default-Rule J;

(5) Explicit-Rule = 7 Specific rule with clear and extract ? ;

(6) Default-Rule = [ “permitted” | “denied”. |? Userdefault rule ? ]

7) External-Host-List = External-Host, { “,” , External-Host } ;

(8) Service = ? Service name ?, { “on” , ? or Protocol or Port ? } ;
A2BENIANNARINIG

The requests from 192.22.4.4 are permitted to access mail service on port 8080.

The request from 255.200.3.127 is denied to access ftp service.
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SFF
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External Host @(&B@ Local Host
P

‘ Service ‘ ‘ stateful

Explicit Rule Default Rule

TaensainNNuAY

(M

v
)
4)
(®)
(6)
0

SFF

External-host
Rule-based-list
Rule-base
Explicit-rule
Default-rule

External-host-list

1

“The request from” , External-host , [ “is” | “are” ], Rule-base-list ,
“to access” , Service , “while” , Stateful , “.” ;

= ?Hostname or IP address 7 ;

= _Rule-based, {“,” , Rule-based } ;

= [ Explicit-rule | Default-rule J;

= ? Specific rule with clear and extract ? ;

= [ “permitted” | “denied” | ? User default rule ? ];

= External-host, {“,”, External-host } ;

(8) Service = ?Service name ?, { “on” , ? or Protocol or Port ? } ;
(9) Stateful = ?user statement to indicate the state of information ? ;
[;l/’})’ﬂii’]ﬂﬂ’ﬂut;ll’ﬂsiﬂﬂi

The requests from login host are permitted to access Mail sever while login session is available.
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The service named, memberLogin, for a user who is a member of the
web community and try to access private area, should accurately detect
| imposters, minimize mismatch with user characteristics, minimize time
and effort to use and minimize risks to user safety by using identifier

[ and password.

The specification of password should be length range is 4-8 charecters,
lifetime is 3 months, transmission is 551, authenticate period is 5

seconds.
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The service named, memberLogin, for a user who is a member of the
web community and try to access private area, should accurately detect
imposters, minimize mismatch with user characteristics, minimize time
and effort to use and minimize risks to user safety by using biometric.

The biometric should be finger and voice,
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Museum collections and exhibits -

The Threat Aptie

theft

AV

ﬁ. Result Requirements:
The cause of theft is lack of reglﬁ-ﬁr alarm testing procedures which has
Medium severity level.
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The qualitative risk for museum building is low.
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Employee data, financial data require confidentially, integrity, accountability

under the auspices of laws or regulation.

The likelihood of data entry error for museum employee data is very high.
The causes of museum fire are failure of fire alarm system which has
extreme severity level, failure of fire suppression system which has very high

severity level.

Protect integrity of employee data, financial data require high level of

prevention, high level of detection, high level of response

The marketing of company-A, who acquire ReaderRole, can access the

database sever of company-B for retrieving and exchanging payment

transaction using X.400 message. This access requires I&A service named,

|A-ExternalExchangePayment. Moreover, this access can be schedule or

automatic operations which define my system admin.
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L4 Tom who acquire customer role can access museum collections and

exhibits.
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ABSTRACT

Security requirement is one of essential requirements for
the currently information system. Since, the system without
security is risk to attack or fail. Consequently, stakeholders and
developers must concern with security requirements. However,
the security requirement is rather difficult to define correctly
and completely because it requires experience and knowledge
from stakeholders and developers with security background. In
order to avoid the miss-configuration of system from
requirements that gather from stakeholders. One of alternative
solutions is security patterns which are guidance that include
security requirements of a common security system. We
propose an approach to construct a grammar in an extended-
BNF form which helps to create security requirements of a
system. A prototyping tool based on our proposed grammar is
also presented.

1. INTRODUCTION

Software requirements engineering is an important
process in software development life cycle since the
purpose of it is to gather the requirements from all
related stakeholders in order to produce requirements
will be used as a contract among them. However, the
variation and complexity of the system in today
computing technology projects are still major problems
for requirements engineer to earn a complete, correct and
unambiguity system requirements which are the main
characteristics of system requirements specification [1].
The project manager and requirements engineer have to
find methodologies and/or tools to handle these
problems. Generally time and cost factor constraints are
the major concerns of the organization' and the
development team. Consequently, they always pay
attention to functional requirements than non-functional
requirements (or quality requirements) because. the
functional requirements.are.the services. of the system
that visible to users. Security requirement is one of
quality requirements that requires developers with deep
experience in - different security aspects. In many
organizations, there are insufficient of developers who
have such characteristic. Thus, security requirements of
the system may be defined far from complete and
correct. This explicitly leads to earn a system have many
channels attacked from any harms.

Generally, in the organizations, manager has the
alternate goal to maintain the system in a secure state.
Thus, they can study from heuristic requirements with
security concern from previously developed system and
apply them into their new system development. The new
system will have a high level of withstanding from attack

and threat if they have been proven. If any organization
does not have a well-defined way to manage the system
from attack, it will lead to unexpected calamity. Thus,
learning from past experience and applying knowledge
and best practice to protect the system from unexpected
harm from internal and external attack is very important.

A recent study [2] found that security requirements
and security analysis should be introduced in an early
system development stage because they are the starting
point that finally affects the secure state of the system.
However, identify a complete and practical security
requirements is a difficult and challenge task of an
organization. Solving the security problem requires an
integration of all security aspects into overall system
lifecycle. In requirements engineering process, we can
identify security requirements from security expertise
and experienced developer. In practice, it is rather
difficult to have security knowledge from new
employees, so the novices do not know unexpected
pitfall or side effect. However, the solution of this
problem is contributed by security patterns [2] which are
collected the necessary guidelines help implement
security policies.

Security patterns represent proven and practiced
experience with security concern and reuse solution to
recurring problems that can be implemented in many
different ways, so that developers can understand and
concentrate on the problem and the solution. With
patterns, developers are more confident of avoiding
problems or resolving well and novice can solve
problems in a structured way [3].

Even though, security patterns provide such
significant benefits, developers have to spend a lot of
time to study and apply it to the real business situation.
Moreover, we always cannot use a single security pattern
to help resolve complex: security problem. Security
patterns are usually integrated into another appropriate
pattern to solve another problem. So, it is quite difficult
to apply in a real case. One possible solution is to
develop a tool that supports a mapping mechanism from
security patterns to security requirements specification of
the system. Thus, the purpose of this research is to build
a grammar in an extended-BNF form from security
patterns in order to translate from security needs of any
projects or organizations to system security
requirements. Also the prototype of software tool is also
proposed based on our proposed grammar.



The remainder of the paper is organized as follows.
Section 2 provides an overview of related works. Section
3 provides a brief overview of security requirements,
patterns and security patterns. Section 4 presents our
approach for constructing grammar of security patterns.
Section 5 presents a supporting tool development.
Finally, section 6 presents our initial findings and
highlights the future works.

2. RELATED WORKS

There are various researches concern how to define
security requirements and present methodologies to
tackle challenge problems in security field. For example,
[4] presents complex and diverse Characteristics of
Certification and Accreditation (C&A) security
requirements and related domain knowledge. They apply
their methodology to build problem domain ontology
from regulatory documents enforced by the Department
of Defense Information Technology  Security
Certification and Accreditation Process (DITSCAP).
This methodology is wuseful for technicians or
experienced users who know security requirements of a
system. However, they must know keyword which is a
key for mapping related security requirements and
security aspects. Users who use this methodology have to
spend a lot of time to learn all keywords in order to
improve usability.

In another research, SQUARE [5] proposes nine steps
that generate a final deliverable of categorized and
prioritized security requirements. This research is useful
for experience participants and large-scale design
project. Although they propose a template used to gather
the requirements and the steps to operate them, this
methodology still needs developer with vast amount
experiences with system security to define security
requirements. Thus, under cost and time limitation, it is
quite difficult to apply this approach.

Then, [6] proposes refining security requirements
from business to technology, leveraging the concepts of
Service-Oriented Architecture (SOA) and Model-Driven
Architecture (MDA) and transforming-to more detailed
ones or countermeasures by bridging the gap between
them using best practice patterns. This research can solve
the gap between business requirements and security
technology contributed by pattern. This research
motivates us-to use pattern as a middleware to get
security information from user to define security
requirements.

[7] proposes the real-time specification patterns in
terms of three commonly used real-time temporal logics
and offer a structured English grammar that mainly
supports real-time properties. This research paper and the
two books named, “Security pattern” by [2] and
“Security Engineering Patterns” by [3] motivate us to
create a mechanism to help developers define security
requirements of the system.
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3. BACKGROUND

In this section, we provide the essential backgrounds
knowledge in security and pattern which are a
fundamental of our research. It is compose of goal of
security, security requirements, patterns, software
patterns, and security patterns.

3.1. GOAL OF SECURITY

Security goal is aim to protect assets from harm and
operate them into security requirements, which take the
form of a set of constraints on the functional
requirements sufficient to protect the assets from the
harms identified [8]. The security mechanism
perspectives that can prevent the attack, detect the attack,
or recover from the attack can be used together or
separately. Each strategy is descripted by the following:

Prevention means that an attack will fail if we can
protect an asset from harm. For example, if one attempt
to break into a host over the Internet and that host is not
connect to the Internet, the attack has been prevented.
Typically, prevention involves implementation of
mechanisms that user cannot override and that are trusted
to be implemented in a correct and unalterable way, so
that attacker cannot defeat the mechanism by changing it.

Detection is the most useful when an attack cannot
be prevented, but it can also indicate the effectiveness of
preventative measures. Detection mechanisms accept
that an attack will occur. The goal is to determine that
attack is under way, or has occurred, and reports it. The
resource protected by the detection mechanism is
continuously or periodically monitored for security
problems.

Recovery has two forms. First is to stop an attack
and the second is to assess and repair any damage caused
by attack. For example, if the attacker deletes a file, one
recovery mechanism would be to restore the file from the
backup tape. In practice, recovery is far more complex
because the nature of attack is unique. Moreover, the
attacker may return. In all these cases, the system
functioning is inhibited by the attack. By definition,
recovery requires assumption of correct operation.

In-the second. form of recovery, the system
continues to function correctly while an attack is under
way. This type of recovery is quite difficult to implement
because of the complexity of computer systems. It draws
on techniques of fault tolerance as well as techniques of
security and it typically used in safety-critical system.

3.2. SECURITY ENGINEERING

Security engineering means to put security theory
into security requirements [3]. The main objective of
security engineering is to change from a state of danger
to a state of acceptable risk. As illustrated in figure 1,
several iterations including the following steps might be
necessary:



State of danger

Identification of Threats,
vulnerabilities, and Attacks

specification

Risk estimation

[Unacceptable Risk]

Prioritization

[Acceptable Risk]

Documentation

Countermeasure

Figure 1. Security engineering approach

1.) Specification. All components and interfaces of
the system have to be determined completely. If the
specification of the system architecture does not cover all
relevant components, some threats, vulnerabilities, and
attacks may not be identified later.

2.) ldentification of threats, vulnerabilities and
attacks. The basic threats and vulnerabilities for each
component and interface of a system have to be
identified. These help determine the corresponding
attacks which can be expected.

3.) Risk estimation. The risk for potential attack has
to be determined for all components and interfaces.
Hereby, bias effects as a result of relationships between
specific threats, vulnerabilities and attacks should be
considered.

4.) Prioritization. If a particular risk is too high, the
corresponding vulnerabilities have to be prioritized.
Vulnerabilities of a particularly jeopardized component
or interface get a high priority. This step is very
important in order to get an efficient order for carrying
out the countermeasures.

5.) Documentation. If a particular risk is
acceptability. The documentation must be done. It can be
helped the project manager to archive and use-to-track
the progress of asset risk among consecutive risk
assessments.

Appropriate countermeasures that eliminate the
identified threats, vulnerabilities and attack or at least
minimize their effects have countermeasures to be
selected and carried out.-Thereby, the requirements.of
the owner of the system have to be considered (e.g. costs,
usability, performance, etc.)

Solving a security problem requires incorporate of
all security aspects into the overall system life-cycle. For
the following discussions we look at an engineering
scenario where we can observe different responsibilities
and backgrounds of people who solve a security problem
together. As indicated in figure 2, it is basically possible
to assign security engineering steps to system
engineering steps.

Figure 2 shows the subsequent phases of security
engineering and system engineering on the axes of the
diagram. It is confirming that security is concerned in all
phases of system engineering. The bubbles show
possible overlap of the two processes that security
engineering and system engineering are not integrated
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yet because there is no defined integrated process today
that is commonly accepted.

Security Engineering

Countermeasures
Prioritization

Risk Estimation
Threat, Attack, Vuln.

Specifications

- System Engineering

Define Problem
Feasibility
Analysis
Design
Implementation
Integration
Operation

Figure 2. Security engineering approach [3]

We should pay attention in early phases of security
engineering and system engineering because the state of
danger many occur in early phases. We can prevent it
before it could come more danger and cost in later
phases. Our approach mainly supports the integration of
both in security engineering and system engineering
which concentrates on specification phase and threat,
attack and vulnerabilities specification phase in security
engineering principle and on define problem phase,
feasibility phase and analysis phase in system
engineering. This integration help reduce threats and
vulnerabilities that possible occur in system development
process by applying security requirements.

3.3. SECURITY REQUIREMENTS

A security requirement is one of functional
requirements under the product quality metric [9].
Security requirements tend to be even more standardized
than their security mechanisms such as 1SO17799 which
is direct descendant of the British Standard Institute
(BSI) Information Security Management Standard
BS7799. 1SO17799 is published by the International
Organization for Standardization in December 2000 [10].

Security requirements are characterized as the
preservation of  Confidentiality, Integrity and
Availability. Confidentiality is an ensuring that

information is accessible only to those authorized to
have. Integrity is a safeguarding the accuracy and
completeness of information and processing methods.
Availability..is.an. ensuring. that authorized users have
access to information and associated assets when
required.

Security  requirements are categorized by
D.Firesmith, there are presented here in a shot descript as
follow:

Identification is the degree to which a thing
identifies its externals before interacting with them.

Authentication is the degree to which something
verifies the asserted identity of its externals before
interacting with them.

Authorization is the degree to which access and
usage privileges of authenticated externals exist and are
enforced.



Immunity is the degree to which a thing protects
itself from infection by unauthorized malicious
programs.

Integrity is the degree to which communications or
components are protected from intentional corruption.

Intrusion Detection is the degree to which
attempted or successful access or modification by
intruders is detected, recorded, and notified.

Non-repudiation is the degree to which a party to
an interaction is prevented from successfully denying
having participated in all or part of the interaction.

Privacy is the degree to which sensitive data and
communications are kept private from unauthorized
individuals and programs

Security Auditing is the degree to which security
personnel are enabled to audit the status and use of
security mechanisms by analyzing security-related
events.

System Maintenance Security defines system to
have information security control cooperation

Security requirement can be quality requirement
that specifies a required amount of security in terms of a
system-specific criterion and a minimum level of an
associated quality measure that is necessary to meet one
or more security policies [11]. Defining requirements in
terms of function leaves out key information: what
objects need protecting and, more importantly, why the
objects need protecting [12]. So, we should be applying
each security requirement type in situation appropriately
in order to achieve the secure state of system.

3.4. PATTERNS

Patterns are loosely structured documents which
capture the knowledge of domain experts. As patterns
show relations to other patterns, a hierarchy of patterns
relation is built which guarantees a sense of complete
coverage of the problem space if certain boundary
conditions hold. Patterns are useful for both parties that
are professional and novice. Professionals can apply
existent patterns for handle problem more efficiently.
They help improve the skill of novices. Less experience
developers can solve . problems in a 'structured way,
without missing side-effect and being sure that no piece
of available expert knowledge has been missed.

The original idea of patterns was laid down by C.
Alexander [13] “in context of" urban" planning ‘and
building. Alexander and his team identified patterns that
are ordered, beginning with the very largest building,
building room and alcoves and ending with details of
construction. Furthermore, they identified the context-
problem-solution structure of patterns, known as the
Alexandrian form.

3.5. SOFTWARE PATTERN

However, the previous patterns which known as the
Alexandrian form are inadequacy for software
development. Because patterns, which are applied
require more than context-problem-solution structure. W.
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Cunningham and K. Beck were first team that applied
the pattern approach to software development. In 1987,
they decided to have an experiment with a couple of their
patterns for user interface design with Smalltalk during a
consulting job. Eventually, staff members of their
customers could finish a problematical design with this
small collection of patterns.

In 1991 and 1992, B. Anderson arranged a
workshop at OOPSLA where many key figures of the
pattern community met together. At the same time, the
Gang of Four (GoF) worked on compilation of patterns
that was being discussed by the growing pattern
community. After that, the GoF finished the work on
their patterns and publish the textbook “Design Pattern —
Elements of reusable Object-Oriented Software” [14].
And another book is “Pattern Oriented Software
Architecture — A System of Patterns”, known as POSA
book was presented next, which written by leading
practitioners in software development.

3.6. SECURITY PATTERN

J. Yoder and J. Barcalow presented the first
research in security pattern [15]. They included a variety
of patterns useful in different aspects of security. They
used the GoF template to describe security aspects and to
structure their patterns as a pattern language.

Security patterns describe a particular recurring
security problem that arises in specific contexts, and
presents a well-proven generic solution for it. The
solution consists of a set of interacting roles that can be
arranged into multiple concrete design structures, as well
as a process to create one particular structure [2], [3].
However, security patterns are structured patterns which
are rather different such as pattern components from
design pattern. The list of patterns elements components
is illustrated in table 1.

Table 1 indicates some differences between original
design patterns by [14] and security patterns by [2].
Checking symbol (v) indicates that component is a
member of pattern, and cross symbol (%) indicates that
component does not occur in pattern. Some components
of, security pattern—have the same name with design
pattern while some elements have difference names.

In [2], they proposed forty-six patterns which
categorized into eight groups of patterns. They are 1)
Enterprise ~ Security and = Risk Management, 2)
Identification and Authentication (I&A), 3) Access
Control Models, 4) System Access Control Architecture,
5) Operating System Access Control, 6) Accounting, 7)
Firewall ~Architecture and 8) Secure Internet
Applications. In our research scope, we select four
groups that as shown in table 2 based on their widely use
as security policies in many organizations. Moreover,
these patterns are basic patterns can be used with other
security requirements and may be applied with other
security patterns in order to solve the specific security
problems.



Table 1 Compare document pattern components between software
design patterns and security patterns

Design Security Patterns
Document Patterns Pattern (by M. Schumacher
(By GoF) et. al)
Pattern name v v
Also Known As v v
Motivate v Problem
Intent v x
Consequence v v
Related pattern v See also
Known Use v Example
Sample Code v Solution
Applicability v Context
Implementation v v
Structure v v
Participants v x
Collaboration v x
Dynamic x v
Example Resolved x v
Variants x v

Table 2. Lists of security patterns used in the research scope

Pattern Category Patterns

Enterprise Security and
Risk Management

Security Needs Identification for Enterprise Assets
Asset Vulnerability

Threat Assessment

Vulnerability Assessment

Risk Determination

Enterprise Security Approaches

Enterprise Security Services

Enterprise Partner Communication

Identification and
Authentication

Identification and Authentication Requirements
Automated Identification and Authentication Design
Alternatives

Password Design and Use

Biometric Design Alternatives

Access Control Models Authorization

Role-Based Access Control
Multilevel Security
Reference Monitor

Role Rights Definition

Firewall Architecture Packet Filter Firewall
Proxy-Based Firewall

Stateful Firewall

4, OUR APPROACH

We provide an overview of our framework for
constructing security grammars from security patterns in
order to define security requirements as shown in figure
3.

Security patterns from [2] are sources of our
approach. We analyze the structure which one of security
pattern elements of each pattern to obtain the pattern
components and their relations which will be presented
in tree diagram. Then, the grammar, in the extended-
BNF form, used to construct ‘security requirement is
created based on the pattern component -and - their
relations. Next, grammar validation must be processed to
improve the quality of defined grammar.

4.1 THE ANALYSIS OF SECURITY PATTERN
STRUCTURE

This process starts from analyzing each pattern in
order to find the components and their relations. Almost
security patterns defined in [2] have structure that shown
components and their relations, some patterns that do not
provide, we must consider and create by ourselves.
When the pattern does not have structure, we should
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consider some important elements such as Dynamic,
Example Resolve, and Solution. Dynamic indicates what
run-time behavior of pattern should be and when there is
an appropriate situation to apply. Example Resolve
indicates examples or scenarios which applicable by
pattern and other important aspect for resolving the
pattern. Solution indicates the solution principle
underlying the pattern. After that, we consider the
keyword from the content of all components in a specific
pattern and their relations in order to construct the
extended-BNF.

Security Pattern Analysis
for Constructing the Security Grammar

Security
patterns

]

]
Consider the Pattern Elements

Y

[no structure]

Analyze Dynamic,
Example Resolve,
and Solution

[has structure]

Analyze Structure

The pattern structure analysis

pattern components,
components’ relations
A J

Construct Security Pattern
Tree Diagram

Tree diagram of pattern
Y

Define Relations Among
omponents in Tree Diagram

[e]

Tree diagram of pattern with
v its relation among them

Transform Tree Diagram into
an Extended BNF form

}

The security grammar construction

[adjustment]

*[test]
Expertise
Evaluation

Feedbacks
& Comments

Adjust Grammar

[insufficient]

Cause/Effect of
Items in Security
Requirement

Adjust Grammar in‘
Details ‘4

The grammar validation

[Sufficient]

A

Grammar of
Security Patterns

Figure 3. The security grammar constructing framework

In order to clarify our approach, we present a single
example of an authorization pattern which one of
security patterns. This pattern describes who is
authorized to access specific resource in a system, in an
environment which we have resource whose access
needs to be controlled. It indicates, for each active entity
that can access resource, which resources it can access,
and how it can access them. Figure 4 shows items and
their relation in authorization pattern using UML class
diagram. The authorization pattern has three items as



Subject, ProtectionObject and Right. The relation among
Subject and ProtectionObject is many to many
relationships and controlled by right.

From figure 4, we could analyze and give the
description of authorization pattern as follows. Subject is
something or someone tries to access ProtectionObject.
ProtectionObject is function, process, data or etc. which
is accessed by Subject. Right is the permission or
constraint granted by security administrator according to
his/her role in a particular project when Subject tries to
access ProtectionObject.

Right checking for Subject who tries to access
ProtectionObject is done by CheckingRight. It verifies
the required information for access i.e. Access_Type,
Predicate, and Copy_Flag. Access Type is a type of
accession of Subject that provides by admin such as read,
write or modify. Predicate is a necessary information to
identify the subject in order to know who tries to access
ProtectionObject. Copy_Flag is similar to delegation.
Particularly, the value of Copy_Flag should be true or
false.

" Authorization_rule
Subject —

— ProtectionObject

id | id

Il
Right

Access_type
Predicate
Copy_flag

CheckRights

Figure 4. The structure of authorization security pattern [2]

In summary, this step intends to analyzes a structure
of pattern and give the results as pattern components and
their relations. These results are input for a later step.
Although, some of security pattern does not provide a
structure so we will pay attention-to-three components-of
pattern which are dynamic, example resolve and solution
of security patterns in order to find keywords and their
relations.

4.2 THE SECURITY GRAMMAR CONSTRUCTION

Figure 4, we obtain three initial component classes
and their relations. In this step, we will transform the
structure of authorization pattern into tree diagram..The
symbols used. to. represent. pattern..components and
relation among them are defined as follows: rectangle
symbol ((J) is a terminal node that means component
value has been known or no any sub-components inside,
circle symbol (O) is unknown value or has sub-
components inside. In order to present the component
information, we apply attack tree symbols which are
defined by [5]. We use AND symbol and OR symbol.
The AND symbol () shows that above component is
composed of all sub-components, and OR symbol (Q)
shows that above component is composed of an only one
alternative sub-components. Then, we present items and
their relations of authorization pattern in a tree diagram
as shown in figure 5. We use numeric superscript
attached above the item in a tree diagram. An asterisk (*)
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superscript denotes zero or more repetitions and a plus
(+) superscript indicates one or more repetitions.

Authorization

Subject  + ProtectionObject +

Figure 5. A grammar tree of authorization security pattern

In figure 5, Authorization must be composed of
Subject, Right and ProtectionObject which are occur at
least one. The Right alternates between Predicate and
AccessType or composed of both of them. Predicate is
optional, but AccessType must be occurred at least one.
From this tree diagram, we can transform it to an
extended-BNF as shown in figure 6. The reason of
transformation is to provide security grammars in the
extended-BNF format. They can be used to develop an
automate tool for security requirement generating which
will be presented in section 5.

<Authorization> ::= <Subject> <Right> <ProtectionObject> “.’
<Subject> ::= Subject_Name

<ProtectionObject> ::= Object_Name

<Right> ::= <Predicate>]<AccessType>

<Predicate> = {Predicate_statement}"

<AccessType> = “can”]“cannot” “read”|“modify”

Figure 6. An extended-BNF of authorization security pattern

Figure 6 shows a grammar of authorization pattern in
an —extended-BNF format which creates from
authorization pattern. In this example, Subject and
ProtectionObject are known value components that
predefined by user and Predicate_statement is also
defined by user. The using of this pattern may be
integrated to other patterns in order to solving the
security-problem.. They must follow the project policy for
right assignment to access system components.
According to project policy of this example, AccessType
have four types as follows: ‘can read’, ‘can modify’,
‘cannotread’ and ‘cannot write’.

In order to illustrate the applicability of our approach,
we apply our grammar to some examples of security
requirements from industry. In this paper, we apply our
defined grammar to the hospital system. In a medical
information system, we usually keep authorization access
right to sensitive information about patients. Unrestricted
disclosure of this data would violate the privacy of the
patients, while unrestricted modification could
jeopardize the cure for the patients. Thus, developers
have to pay attention to authorization requirements in
order to indicate for each active entity that can access
resource, which resource who can access and how. In
this example, only doctor and nurse who are responsible



for a specific patient can modify patient records. An
example of authorization requirements that generated
from the defined grammar and security requirements
(policies) presented in figure 7.

patient records.
patient records.

Doctor and Nurse
Pharmacist

can modify
cannot modify

| ----<Subject>----]----<Right>----- |--<ProtectionObject>-]

Figure 7. An example of security requirements generated from
authorization grammar in extend BNF format

In summary, this step produces the extended-BNF
from security pattern in order to define security
requirements.

4.3 THE GRAMMAR VALIDATION

This propose of grammar validation is to validate
our grammar whether it provides an adequate coverage
for common security requirements which should be used
to describe security requirements aspects of the IT
system environment.

Figure 8 describes relations among aspects of
security requirements as cause and effect between them.
It helps review the grammar generated in the previous
stage whether it covers the necessary security aspects.
There are three main objectives. The first objective is to
validate aspects which obtain from a security pattern
whether it conforms to the characteristic of aspects in
security requirements. For example, authorization pattern
uses asset information in order to define authorization
requirements. So, asset information should be composed
of asset’s name, asset’s vulnerabilities and asset’s
threats.

do
Intend to h 4 Initiate
e
- Y
Vunerabilit,

[vuneraity | _—

4 Threat —

have :
Increase

[ hsa |

4 | security Identify

Initiate Objectives
Risk
investment
Stakeh@
protect reduce

Initiate

Countermeasures

Figure 8. The relations (cause/effect) of aspects in security
requirements

The second objective is the consequence of the first
objective. Their relations of the entities defined in figure
8 are used as a guideline to elaborate security grammar
step-by-step and to check whether there is an additional
grammar needed. From the first step of grammar

149

validation, we realize that the necessary information of
asset is needed. We cannot define asset information in an
authorization grammar because it is out of its scope.
Authorization  scope is  defining  authorization
requirements for accessing the asset but it does not cover
defining the asset information. Thus, if the asset
information does not exist we have to use a grammar for
defining asset information before using authorization
grammar.

The third objective is to clarify the proposed
grammar. We should pay attention to the unclear aspects
which are obtained from a security pattern. For example,
authorization pattern has Subject which is unclear aspect
because we do not know information boundary of it. [16]
proposes right expression which is similar to our
authorization grammar. It has a precise definition. We
can apply this right expression into our authorization
grammar. Figure 9 shows the expansion of Subject and
Right in authorization pattern. Subject is expanded to
user (User) or group of user (UserGroup) which has own
role. We call both of them as Session. Likewise, Right is
expanded to Permission and Asset. It shows that some
permissions require the asset information in order to
achieve the Right to access ProtectionObject. Moreover,
permission is expanded to three types as Requirement,
Condition and Constraint. These expansions help
significantly reduce the ambiguity of grammar. An
improvement of an extended-BNF for authorization is
indicated in figure 10.

Authorization

‘ Requiremenvs*‘ ‘ Conditions+‘ ‘ Constraints “

Figure 9. An improvement of a tree represents

an authorization security pattern

<Authorization> ::= <Session> who acquire <Right>
<ProtectionObject>

<Session> := {<GroupUser>|<User>}" <Role>"

<GroupUser> := {<User>}"

<User> = User_name

<Role> = Role_name

<Right> = <Permission> {<Asset>}"

<Permission>
<ProtectionObject>::= Object_name
<Requirement> ::= Requirement_statement
<Condition> ::= Condition_statement
<Constraint> = Constraint_statement

Figure 10. An improvement of an extended-BNF
of authorization security pattern

::= {<Requirement>]<Condition>]|<Constraint>}+



In figure 10, we represent an extended-BNF which
translates from a tree diagram in figure 9. In order to
apply our grammar, we still use requirements from
hospital system. An example of improved requirements
that support authorization is shown in figure 11.

Doctor and Nurse who acquire ModifyRole can read and modify
1 user: 1 Role |-—--- <constraint>----- 1

his/her patient record.
|--<ProtectionObject>---|

Pharmacist who acquires ReadRole can read only the patient records.
|-—--<user>----—- |-—----- <Role>----—-- | ----<constraint>--|---<ProtectionObject>--|

Figure 11. An example of an improvement of

authorization security requirements

5. A SUPPORTING TOOL DEVELOPMENT

In order to support the applying our grammar to
generate security requirements, we propose a prototyping
tool for defining security requirements based on our
security grammars. There are four main functions as
follow:

1.) Security Requirement Type Selection Function.
This is the first step for user to select type of security
requirements. System provides the list of security types
within our scope. When user selects type of security
requirements, the system will provide the list of related
security patterns for user to select.

2.) Security Pattern Selection Function. When user
selects a type of security requirements, user will see the
list of security patterns. After user selected a security
pattern, the system will display the forms for user to fill
in the necessary information. These forms are consistent
with our grammar.

3.) Predefined Validation Function. We have
previously discussed that some security patterns have to
concern with another patterns to help define a more
complete and unambiguous security requirements. In
practice, user has to define asset from grammar of asset
identification in order to use the defined asset
information in authorization grammar for determining
access right for any assets. Thus, when user selects
security pattern to define security. requirements, system
has to precheck some aspect which must be defined
before use a selected grammar. An example of predefine
aspect in authorization security pattern are asset’s-name,
Session (user’name'who. wants to access the protection
object) and ProtectionObject (the objects that user try to
access). After the system knows the existing assets and
session, user 'is allowed to define authorization
requirements.

4.) Requirement Statement Generating Function is a
module to generate a security requirements statement
from user entering information that is filled in grammar
forms from the previous steps.

We illustrate the interaction between user and our
tool as shown in figure 12. It shows the sequence of
defining security requirements with our prototyping tool.
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SecurityPatternsList

Submit(SecurityPattern)

> Prechecking()
> GenterateForm(SecurityPattern)

> GenerateStatement()
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[Precheck =|true]

Submit(SecurityInformation)

SecurityRequirementStatement

[Rugalieck = false] NoSufficientExistingData

L =

Figure 12. A simple sequence diagram for
defining authorization requirements

A simple example GUI is shown in figure 13. It
presents GUI of authorization pattern that consistent with
our authorization grammar. In order to understand how
to define requirements, we will present the process step
by step. First, user chooses a security requirement type.
Second, user chooses pattern in a scope of a selected
security requirements type, then the system presents GUI
in a form that automatically generates from our
authorization defined grammar. Third, user defines
values for the modifiable items. Finally, user defines all
essential values. The result of this GUI is the same as the
requirement statements that show in figure 11.

Figure 13. An example of GUI for authorization pattern

based on authorization grammar

6. CONCLUSIONS AND FUTURE WORK

Our works propose a grammar in an extended-BNF
form for security requirements developments based on
security patterns. We also propose a prototyping tool
developed based on the proposed grammars. We do not
claim that our proposed grammars are perfect or
completely. Our research yields two main contributions



in defining system security requirements which always a
challenged problem in practice. First, the proposed tool
directly enables developers to express the security
requirements and properties of the system in a precise
way and to earn security requirements of the system in a
natural language representation which many used as a
fundamental of any organization security view and be
improved later. Second, the proposed tool has a feedback
feature that developers may put any comments which are
used as an important input help improve the existing
proposed grammar.

We continue to finish completing grammar
construction for all twenty security patterns. It is covered
Enterprise Security and Risk management, Identification
and Authentication, Access Control Models, and
Firewall Architecture.  Then, we will validate our
proposed grammar by accepting feedback in a formal-
defined evaluation form from security domain expert.
The feedback helps improve the quality of our grammar
in term of completeness and correctness.
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Abstract

One of the highest priorities of system requirements
needed in software development industry is security
requirements. However, to identify the complete and
correct software security requirements is a challenging
task especially creating enterprise assets security
requirements. Enterprise assets security requirements
are to identify security basic needs, to assess risks, to
establish security approach and service, and to specify
external enterprise  consideration including
confidentiality, integrity, availability, and
accountability concerns. Moreover, these may be
applied to other security requirements such as
identification and authentication, access control,
firewall architecture, etc. ~ Security patterns may be
used to create this security requirements but
understanding, analyzing and transforming - from
security patterns to security requirements are difficult
to accomplish. We proposed a grammar, called
ESRMG (Enterprise Security and Risk Management
Grammar), and a prototyping tool based on security
patterns in a scope of enterprise asset identification
and risk managements which are the fundamental of
enterprise security requirements. The proposed
grammar and tool are beneficial for any organization
to construct enterprise security requirements and may
help reduce cost and time in overall of system
development.

1. Introduction

As businesses become more dependent on
computers (and more distributed), there is a growing
appreciation of the need of security [1], [2]. The most
important asset that most businesses hold today is
information. This could be information on customers,
contracts, personals and products. The security of this
information is normally entrusted to business
managers. Many of them have little experience in
control and protection of information. These managers
may also have other responsibilities which relates to
security issues. Thus, security knowledge is
unavoidable in a managing task.

In software development, requirements engineering
process is one of early stages which pay attention to
gathering business information and its’ requirements
from all related stakeholders in order to produce
requirement specifications for each project. We have
known that security has become an important topic for
many software systems. We can imagine such a list of
questions of security concern, but how do we define
them into security requirements. So, the discrepancy is
occurred. For example, how do you identify
organization’s or system’s security needs, and how do
you define an appropriate security approach to meet
these needs? Is confidentiality a security property you
need in your system, or confidentiality, integrity,
availability, or accountability? Or even a mixture of the
four? And how do you ensure these properties by
appropriate  means of prevention, detection and
response? It is rather difficult to have precise security
knowledge from stakeholders and developer team. It is
also difficult to have heuristic experience from
previous projects to define such security requirements
for enterprise assets.

In this paper, we present security grammars which are
constructed by —our framework [5] from security
patterns in a scope of Enterprise Security and Risk
Management. Our grammars are supported in
requirements engineering that is useful for enterprises
to elicit, to define security requirement specifications
in a precise way and to manage their assets with
security . ..concerns.. _Moreover, the generated
requirements are the fundamental awareness of an
organization to select security approaches (prevention,
detection, and response) which are driven by security
properties (confidentially, integrity, and availability).

2. Background

According to our previous research [5], we have
proposed the framework for constructing the security
grammar based on security pattern. A slight
improvement of our framework is shown in figure 1.
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Figure 1. A security grammar
constructing framework.

This framework presents security grammars using
security patterns from [1] as an input. The result of it is
a set of grammars with respect to security patterns
which can be used to generate the requirements of the
security. This framework consists of three major steps.
The first step is the security pattern structure analysis
which results in the pattern—elements: and their
relations. The second step is the security grammar
construction which uses the result from the previous
step to construct grammar trees in order to reveal the
hierarchy among elements and their relations. Then,
the grammar trees are transformed into an Extended
Backus—Naur Form (EBNF) which will be used to
create the security requirements. The third step is
grammar validation. The purpose of this step is to
improve the quality of grammar under the scope of
security patterns from domain expert comments and
participant feedback.

Schumacher et al. [1] proposed forty-six security
patterns cover the enterprise level, the system level and
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the operational level for any organization to build the
security architecture. We pay attention to the enterprise
level because the enterprise information security
become an increasingly important system quality that
must be carefully managed but it is still lack of an
adequate support for top management decision making.

Risk determination is also a main part of our
research since it helps project manager consider and
decide for asset management in any operations
required the enterprise assets.

However, the applications of the security patterns
for implementation in the real business cases is a
difficult task and consume a lot of time and effort to
understand their contained specific information.

In this paper, we present security grammars for
constructing security requirements based on enterprise
security and risk management. These proposed
grammars can help user or developer as a guideline to
address the enterprise-wide security issues. Moreover,
we could apply them as a root of security requirements
for all enterprise security concerns [3] and as guidance
an enterprise to select appropriate security approaches
and services.

3. The Enterprise Security and Risk
Management grammars

Enterprise Security and Risk Management consist
of eight patterns [1] as shown in table 1. In order to
obtain security grammars for these patterns, we
recommend to follow the processes presented in our
framework. The brief of each grammar are the
following:

Pattern Category Grammar name

Enterprise o Security Needs Identification for
Security and Risk Enterprise Assets (SNIEA)
Management Asset Valuation (AV)

(ESRM) Threat Assessment (TA)

Vulnerability Assessment (VA)

Risk Determination (RD)

Enterprise Security Approaches (ESA)
Enterprise Security Services (ESS)

o Enterprise Partner Communication (EPC)

Table 1. List of Enterprise Security
and Risk Management Grammar

3.1. Security Needs Identification for Enterprise
Assets (SNIEA) Grammar

This is the root grammar for all enterprise security
concerns. It helps resolve the issue of whether security
is really needed and, if it is, what properties of security
should be applied for a particular enterprise. Security
properties considered include confidentiality, integrity,
availability, and accountability.



3.2. Asset Valuation (AV) Grammar

This grammar determines the overall importance of
what an enterprise places on the assets. Loss or
compromise of such assets may result in anything from
hard costs, such as fines and fees, to soft costs, such as
loss of market share and consumer confidence.

3.3. Threat Assessment (TA) Grammar

This grammar defines threats which are the
likelihood of, or potential for, hazardous events
occurring. They can affect any asset or object on which
an enterprise places value. An enterprise threat
assessment identifies the threats posed to the enterprise
asset, and determines the likelihood or frequency of
their occurrences.

3.4 Vulnerability Assessment (VA) Grammar

This grammar defines vulnerabilities which are the
weakness that could be exploited by a threat, causing
the violation of an asset’s security property.
Conducting an enterprise vulnerability assessment
helps to identify the weaknesses of the enterprise’s
assets and the systems that enable access to them, and
evaluates the severity if vulnerability were to be
exploited.

3.5 Risk Determination (RD) Grammar

This grammar is the final stage of risk assessment
process. The use of this grammar must incorporate the
results from an asset valuation, a threat assessment and
a vulnerability assessment. Using the input of these
grammars, the enterprise is able to evaluate and
prioritize the risks of assets.

3.6 Enterprise Security Approaches (ESA)
Grammar

This grammar guides an enterprise in selecting the
security approaches, which are driven by the security
properties (confidentiality, integrity, and availability)
for a specific asset.

3.7 Enterprise Security Services (ESS) Grammar

This grammar guides an enterprise in selecting
security services-for protecting- its-assets, -after-the
required security approaches have been identified. It
helps establish the level of strength or confidence for
each security service should offer, based on priorities.
Primary examples of such services are identification
and authentication, accounting/auditing,  access
control/authorization, and security management.
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3.8 Enterprise Partner Communication (EPC)
Grammar

Enterprises often partner third parties to support
their business process. These third parties may include
application and managed service providers, consulting
firms, vendors, outsourcing development teams, and
satellite offices. As part of this relationship, access
must be granted to allow data to travel between the
organizations. Without attention to the protection of
that data and the methods by which they are
transferred, one or both organizations may be at risk.

In appendix A, we present all security grammars of
enterprise security and risk management with practical
examples.

In  practice, we cannot define security
requirements all at once from these security patterns. In
order to apply these security pattern to define
enterprise security requirements and risk management,
organization should follow the sequence of processes
as shown in figure 2.

(Security needs identification for enterprise assests)

1* phase

Enterprise security approaches J/

[Enterprise partner communicatiorD

Enterprise security services 2 phase

Figure 2. The Enterprise Security
and Risk Management Flow

First of all, we must identify asset information
using SNIEA grammar. Then, we use this asset
information to determine its value from AV grammar
and its threat from TA grammar. The vulnerability
assessment is a next step from threat assessment to
determine severity scale of vulnerability for a single
threat using VA grammar. The last step of the first



phase is risk determination that uses all information
gained to calculate the risk value and assign the
qualitative risk ratings for overall enterprise assets.

The last three steps are to define enterprise security
approaches and services for any asset with related risk
consideration. Moreover, we could apply those
approaches and services to specify the external
enterprise communication. These operations are
supported by our grammar such as the security
requirements construction for enterprise security
approaches and services by ESA grammar and ESS
grammar, and external enterprise communication
requirements by EPC grammar.

We concentrate on RD grammar because it is the
final process of a risk assessment process (1% phase as
shown in figure 2). Then, we can use the result of it as
a guideline to consider the asset management with
security concern in later phase.

4. Risk Determination in Security Patterns

Risk determination is the final stage of a risk-
assessment process, and incorporates the results from
an asset valuation, a threat assessment and a
vulnerability assessment [7]. Using the outputs of these
grammars, the enterprise is able to evaluate and
prioritize risks.

Risk determination mainly concern with the
evaluation of the three factors: 1) the threat that can
affect an asset 2) the vulnerabilities that can be
exploited by a threat 3) the asset value having impacts
on an asset. The conceptual illustration is shown in
figure 3.

Risk

- Risk value

T

Overall Asset Values Asset Impact
- Security impact value - Asset value
- Business impact value
- Financial impact value
Vulnerbility Threat

- Severity scales - Likelihood scales

Figure 3. The risk determination factors

All of main factors of risk determination in figure 3
are supported by our grammars. The TA grammar
produces threat action and its likelihood scale. The
likelihood scale presents in numeric estimation based
on six ratings defined by [8]: Extreme, Very High,
High, medium, Low and Negligible.

The VA grammar produces vulnerabilities and their
severity scale for each threat action. There could be
several vulnerabilities for one threat. However, there
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are several variations of severity scale. CERT [9] uses
a purely quantitative scale of 0 to 180 for ranking the
severity of vulnerability but they did not present the
qualitative values. In our grammar, we use the CVSS
[10] which is an open framework that can be used by
any security or application. They also propose a six
rating system.

The AV grammar produces asset name and its
overall importance value of three sub-factors. They are
security value, business impact value and financial
value. All of them have to later translate qualitative
value into six rating scales. The ratings may be
modified according to the preference of the enterprise
or followed to standard such as NIST SP800-30 [11]
and ISO/IEC 17799:2000 [12].

Asset Impact Factor is produced the summation of
all severity of vulnerabilities for each threat that affects
on an asset. The asset impact value for one asset can be
computed from the following equation:

t S
Asset Impact = Z Z (ThreatLikelihood, x Vuln.Severity,,)
11

When, ThreatLikelihood presents a qualitative
value in numeric estimation for the frequency of threat
occur. Vuln.Severity presents a qualitative value in
numeric estimate of severity scale for which threat
exists. t is a number of threat for each existing asset. s
is a number of vulnerability for which threat exists.

The Risk Value for each asset is the asset value
multiply by the asset impact value. So, the risk value
for one asset is

Risk = AssetValue x Assetlmpact

The presentation of computation results, six equally
divided ranges have been created in order to indicate
the qualitative security scale. For example, the
computation risk value of one enterprise, the lowest
value of asset risk valueis 1 and the highest value is
786. Thus, the six-equal intervals of each qualitative
risk level are shown in table 2.

Table 2. An example of qualitative risk translation

Level Level/Qualitative Example of
Value Risk Value
Extreme 6 656-786
Very high 5 525-655
High 4 394-534
Medium 3 263-393
Low 2 132-262
Negligible 1 1-131




5. Risk Determination Grammar

In order to obtain RD grammar, we start
constructing a grammar tree that can reveal the
relationship among elements and indicate the degree of
relationship. However, we use only symbols which
according to 1SO standard ISO/IEC14977:1996 [13]
for EBNF. We use a plain arrow, if it is a one-to-one
relationship, an arrow with a plus (+) symbol, if it is a
one-to-many relationship. We use ‘AND Gate’ to
indicate that the above element must consist of all
under elements and ‘OR Gate’ to indicate that above
element may consist of some alternative elements of all
under elements. The grammar tree diagram and
example of EBNF for Risk Determination is shown in

figure 4.

Negligible
[1-N]

Asset name Lodl

[(N+1) - 2N]

| Medium
[(2N+1) =8N]
High
[(3N+1) - 4N]

M is a max value of risk for any asset [(4N+1) = 5N]
Nis a M value divided by 6 N\ o
) [(5N+1) - 6N]
Risk-determination = “The qualitative risk for” , Asset-name , “is” | “are” , Quality-risk , “."” ;
Asset-name = ?The asset name which defined by SNIGA grammar ?;
Quality-risk = ‘“negligible” | “low” | “medium” | “high” | “very high” | “extreme” ;

Figure 4. Grammar of Risk Determination

The result of this grammar determines the six-level
risk for each asset of an enterprise. Such as “The
qualitative risk for patient records .is _extreme”.
Extreme is a qualitative value computed by using-our
proposed tool which will be presented in case study.

6. Case study

We use the threat-vulnerability < for “asset in
netcentric environment as an example of risk
determination because it is widely applied in any
enterprise. The basic netcentric environment is shown
in figure 5.
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Figure 5. The netcentric environment

In order to elaborate our approach, a selected
security domain expert explores our grammar and also
identifies the value of three main assets, likelihood of
threats and severity level of vulnerabilities. From the
expert evaluation, the asset value of database server,
web server and login member information are six, five
and five respectively. The rest of the values are shown
in table 3.

Table 3. Threat-vulnerability for netcentric assets

Likelihoo .
Threat action d Vulnerability S‘é"erl'ty
Scale cale
Application and Database Sever
ID and password was 4 Inadequate hardware 4
takeover control
Encryption devices do 5
not used
Poor password 4
management program
Data entry error 5 Lack of data validation 2
from input process
Leaking confidential 3 Exposure information 3
information asset
Theft of information 3 Susceptibility of 3
employee to bribery
Lack of proper physical 4
controls for document
storage (lock, safe)
Web sever
Sever down 3 Inadequate audit trail 3
review of system activity
Lack of monitoring 4
devices to detect
unauthorized intrusions
Unauthorized access 5 Full audit trail is not 4
system implemented
Departing employees’ 3
system access privileges
are not immediately
revoked.
Individual passwords are 5
not unique or contain few
characters.
Poor password 4
management program
Data entry error 5 Lack of data validation 3
during from input
Member Information
1D and password was 4 Inadequate hardware 4
takeover control
Encryption devices do 5
not used
Poor password 4
management program
Data entry error 5 Lack of data validation 3
from input process
Theft of information 3 Susceptibility of 3
employee to bribery
Lack of proper physical 4
controls for document
storage (lock, safe)




According to risk determination equation that
proposed in section 4, risk of application and database
server can be written as follows:

AssetValue icuionandpatabasssevery X ASSEUMPAC wypiicationandpatabasesever)
6x[(4x4)+(4x5)+(4x4)+(5x2)+(3x3) +(3x3) +(3x 4)]
6x[16+20+16+10+9+9+12]
6x92
552

ApplicationAndDatabaseSever,

ApplicationAndDatabaseSever

( )=
( )=
(ApplicationAndDatabaseSever) —
( ApplicationAndDatabaseSever) —
( )=

ApplicationAndDatabaseSever;

In a similar computation, web sever and member
information risk values are 580 and 440 respectively.
We assume that the netcentric environment has the
qualitative ranges as shown in table 2. Consequently,
the qualitative risk value of these asset are in a very
high level for database sever and web sever, and in a
high level for member information.

These qualitative values of each asset can guide the
user or developer to pay attention to planning and
building security control of enterprise assets with
appropriate technical control in order to achieve a good
security level, specified security profile, best practice,
and enterprise policy.

7. Conclusion

Before an enterprise can protect its assets,
information about what assets it owns and what type of
protection they need must be realized. We propose the
security grammars in a scope of the enterprise security
and risk management. They are beneficial to help
organization or developer to define security
requirements  specification. These grammars —are
composed of Security Needs Identification for
Enterprise Assets, Asset Valuation, Threat Assessment,
Vulnerability — Assessment, ~ Risk  Determination,
Enterprise Security Approaches, Enterprise Security
Services and Enterprise Partner Communication. These
are the root grammars for all enterprise security
concerns. The risk determination grammar in this paper
assists in deciding how much protection is needed for
each business asset type and a support formal way of
accounting them.

8. Future works

We continue-to validate-and-improve our grammars
from security domain experts in different aspects. We
also improve the supporting tool in order to increase its
flexibility in automatic providing the necessary basic

information needed for security requirements
specification. Moreover, the generated results from
our tool will be formally evaluated by some

participants who have experience in security area. A
collected feedback will be analyzed to improve tool
quality.
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Some parts of our tool allow users to define some
information by themselves. These may lead to invalid
input information type. This is a weak point of our
tools. So, we continue to add some appropriate
constraints to avoid this problem.
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Appendix A

The Security Needs Identification for Enterprise Asset Grammar
(GM61)

Asset valuation Grammar (GM62)

SNIEA

Accountability

Confidentiaiity

SNIEA = Asset-Type, “require” ,Security-Property-List, “under the auspices of",
Business-Driver-List, “.”;
Asset-Type = Information-Type-List | Physical-Type-List | User-Type-List ;

Information-Type-List = Information-Type , {*,", Information-Type } ;

Information-Type = “employee data” | “financial data” | “legal data” | “intellectual property” |
“customer data” | “partner data” | “public data” | “protection data” |

? User information type ? ;

Physical-Type-List = Physical-Type , {*,", Physical-Type } ;
Physical-Type = “enterprise facility” | “enterprise employee” | “factory equipment” |

“computer equipment” | “lab equipment” | “enterprise vehicles” | “raw material” |
“manufactured product” | ? User physical type 7 ;

Security-Property-List = Security-Property , {*,", Security-Property } ;
Security-Property = “confidentially” | “integrity” | “availability” | “accountability” ;
Business-Driver-List =  Business-Driver, {*,", Business-Driver } ;
Business-Driver = “laws or regulation” | “partner relations” | “mission and goals™ | “financial health” |
“business process” | “sensitive business event” | “enterprise location” |

? User business driver ? ;

User-Type-List = ?Userinformation item ?, { “,”, 2 User information item ? } ;

Example

Employee data, financial data require confidentially, integrity, accountability under the auspices of
laws or regulation.

SR-VeryHigh
FV-VeryHigh
FV-Medium
FV-Low
FV-Negligible
BI-Medium
BI-Low

SR-Extreame
SR-Negligible
FV-Extreame
Bl-Extreame
Bl-VeryHigh
Bl-High

o
=]
E
Z
E

Asset-Valuation “The asset valuation of”, Asset-Name, “is” , Rate-of-Security-Requirement, Rate-
of-Financial-Value, “and”, Rate-of-Business-impact , “So, overall impact value is”|

Overall-Impact, “." ;

Asset-Name ? Name of asset from user ? ;

Rate-of-Security-Requirement Rating , “in security requirement rating,” ;
Rate-of-Financial-Value = Rating , “in financial value rating” ;

Rate-of-Business-impact ~ Rating , “in business impact rating.” ;

Overall-Impact Rating ;

Rating = “extreme” | “very high” | “high” | “medium” | “low” | “negligible” ;

Example

The asset valuation of Museum employee data is very high in security requirement rating,
medium in financial value rating, and very high in business impact rating. So, overall impact
value is very high.

2] Vulnerability assessment Grammar (GM64)

Threat assessment Grammar (GM63)

Threat assessment

,/

Threat action

o
2
o>
k=)
b3
z

Extream
Very High

£
= 1
=} kel
T 3
=

= “The likelihood of” , Threat-action , “is” , Event-likelihood , “.” ;

Threat-assessment
Threat-action = ?Name of threat action is input from user ? ;
Event-likelihood = “extreme” | “very high” | “high” | “low” | “negligible” ;

Example
The likelihood of Data entry error for Museum employee data is very high.

Vulnerability

Threat Information

{“The cause of", Threat-Information , “is” , Vulnerabilities-List , “." } |

Very High
High
Medium
Low
Neglgible

Vulnerability-assessment =

{“The causes of", Threat-Information , “are” , Vulnerabilities-List , “.” } ;
Threat-Information = ?Threat information from output of GM63 ? ;
Vulnerabilities-List = Vulnerability , { *," , Vulnerability } ;
Vulnerability = Vulnerability-Action, “which has” , Severity-Scale, “severity level” ;
Vulnerability-Action = ?Name of the vulnerability action is input from user ? ;

Severity-Scale “extreme” | “very high” | *high” | “low” | “negligible” ;

Example

The causes of museum fire are failure of fire alarm system which has extreme severity level,
failure of fire suppression system which has very high severity level.
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