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System software vulnerabilities still cause damage continuously and cannot be
readily determined that they are all clear from the systems. This research analyzes
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CVE-2010-3970 Learn more at National Vulnerability D

* Severity Rating » Fix Information  Vulnerable Sc

(under review)

Stack-based buffer overflow in the CreateSizedDIBSECTION function in shim
in Microsoft Windows XP SP2 and SP3, Server 2003 SP2, Vista SP1 and SP2,
code via a crafted .MIC or unspecified Office document containing a thumbn:
"Windows Shell Graphics Processing Overrun Vulnerability."

Note: References are provided for the convenience of the reader to help distinguish b

* MISC:http://www.powerofcommunity.net/speaker.html

* MISC:http://www.metasploit.com/redmine/projects/framework/repository/revisic
* MISC:http://www.microsoft.com/technet/security/advisory/2490606.mspx
MISC:http://blogs.technet.com/b/srd/archive/2011/01/07/assessing-the-risk-of-|
MS:M511-006

* URL:http://www.microsoft.com/technet/security/Bulletin/MS11-006.mspx

* CERT-VN:VU#106516

* URL:http://www.kb.cert.org/vuls/id/106516

717 3.5 :1en19819891099A8 81 CVE-2010-3970 Anguiieyadin

a

3.47n3U7 3.5  azaeunfetnegIguiianislanfvesqasen CVE-2010-3970 AN

VIUANA hitp://www.kb.cert.orgivuls/id/106516 #3317 3.6

Vulnerability Note VU#106516
Microsoft Windows graphics engine thumbnail stack buffer overflow

Original Release date: 05 u.a. 2011 | Last revised: 08 aw. 2011

& Print » Tweet ] Send Share 4

Overview

Microsoft Windows contains a stack-based buffer overflow vulnerability in the graphics rendering engine, which may
allow an attacker to execute arbitrary code.

o 1

g7 3.6 Fraeigsaeuananislanfesqnee CVE-2010-3970 An US-CERT

'
= A o

4. Az 3.6 MilAdayadui 2 9p Aa duNseewdig Ae 05/01/2011 waz Juninig
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v
[ (%

utgauazfinmuna An 08/02/2011 WiNanstiunndunmis 2 wauisaand aslumisafivieys
189988 CVE-2010-3970

5 9141 ludie 1-4  enmaaeudeyaduniuiuasAN A TInNAT Bt luduIaY

oA a2
References LL@::IH’?@@@HVILV@@WQVN@
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1. melugudeyalaeadnd aziinnsdnivdeyaredqndeniEesnin OSVDB ID unan

winnsmsaaaudayaanaaulnald CVE Name Aanunsonnliduiu Inadadladumaseusay

qaaauluNnily (luntassnfaatineresqndaau CVE-2010-3970) Tivinnnsnsaaaatludounes

D

4 a v = v o ¥ Aala o
LUANRINENTDIA (References) LLUUL@HQﬂHﬂUg’]Hﬂ@H@GﬁQﬂ pagLn 3.7

a

« CVE ID: 2010-3970 (see also: NVD)

« Microsoft Knowledge Base Article: 2483185

« Secunia Advisory 1D: 42779

« Bugtrag ID: 45662

« Metasploit ID: 70263

« Vendor Specific News/Changelog Entry: http://blogs.technet.com/b/msrc/archive/2011/01/04/microsoft-releases-security-advisory-2490606.aspx

« MNews Article: http://isc.sans.edu/diary.html?storyid=10201
http://www.scmagazineus.com/microsoft-advises-of-zero-day-flaw-in-its-graphics-engine/article/ 193682/

References http://www.theregister.co.uk/2011/01/04/windows _Oday/

« Other Advisory URL: http://labs.idefense.com/intelligence/vulnerabilities/display.php?id=890
http:/ /www.exploit-db.com/download_pdf/15899
http: //www.powerofcommunity.net/speaker. html
http://www.vupen.com/english/advisories/2011/0018

« Mail List Post: http://seclists.org/bugtrag/2011/Feb/148
http://seclists.org/bugtraq/2011/Feb/150

http://seclists.org/bugtraq/2011/Feb/152
« Microsoft Security Bulletin: M511-006

o 51424 51906
Tools & Filters ®m

719 3.7 Menn3iBeresqnenu CVE-2010-3970 angutieyalewnaind

a

2. 03U 3.7 Wiinnsmsaaaeuiiuasannsn lnansiageudunvesinaiianiu
wungoiuiuduneun 3-4 luinde 323 dAswanslugln 3.8 lunliweansaatineain

http://seclists.org/bugtrag/2011/Feb/148

VUPEN Security Research - Microsoft Windows Shell Graphics BMP "width" Integer
Overflow Vulnerability

From: "VUPEN Security Research" <advisories () vupen com=
Date: Thu, 10 Feb 2011 17:56:03 +0100

VUPEN Security Research - Microsoft Windows Shell Graphics BMP "width" Integer Overflow Vulnerability
http://www.vupen.com/english/research.php

I. BACKGROUND

"Microsoft Windows is a series of software operating systems and graphical
user interfaces produced by Microsoft. Windows had approximately 90% of

317 3.8 FiratesasutdnanisTanfaesqaeats CVE-2010-3970 a1n VUPEN

3. a1ngU 3.8 inliilAdeyadunaeauaestname 10/02/2011 THiinnistiuindunnes

MapauD alupnsaiivdieyaresqagau CVE-2010-3970

1 1
[ %

4. 90 ludia 13 ivensaseudeyaduniuiufsAnaeiannafag ludiuney
References uwarluqndauilmaarionna wazfinnndsasudnaladiiudnaniielu References
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Microsoft Windows 'CreateSizedDIBSECTION()" "
Vulnerability

Bugtraq ID: 45662

Class: Boundary Condition Error
CVE: CVE-2010-3970

Remote: Yes

Local: No

Published: Jan 04 2011 12:00AM
Updated: Feb 15 2011 02:39PM
Credit: Moti & Xu Hao
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Fuf Saag (@) | sezing ()
14/10/2010 1
15/12/2010 1 62
22/12/2010 2 7
30/12/2010 1 8
4/1/2011 10 5
5/1/2011 7 1
6/1/2011 1 1
7/1/2011 1 1
9/1/2011 1 2
11/1/2011 1 2
12/1/2011 1 1
24/1/2011 1 12
8/2/2011 5 15
9/2/2011 2 1
10/2/2011 1 1
14/2/2011 1 4
15/2/2011 1 1
23/2/2011 1 8
25/2/2011 1 2
8/3/2011 1 11
25/3/2011 1 17
17/4/2011 1 23
18/7/2011 2 92
994 277 U
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AN9199 3.2 FUNUBUMNATULLILLANLAIAMNDURY CVE-2010-3970

a1 NUNAIAINNNITIUTINTaYALATARUNLIN HanaauataIuaw 4 fa lAun CVE-1999-
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1. dqun19dnDadeanneniw (Physical Access)

2. dqunnndindeszeslnalazszuuiAsadng (Remote / Network Access)
3. daun1adinDesEAUTiedd (Local Access)

4. dqunadindereaunesdunazsreLng (Local and Remote Access)

5. daunauiugadiayaileaiu (Context Dependent)
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1. N139AN13WEA1IF939 (Authentication Management)
2. N3ALHuN19d83a1dn (Input Manipulation)

3. n3itlaediaya (Information Disclosure)

4. N139m 919N AL5NT (Denial of Service)

3.3.4 MeauUnlszianmuanHuzANLIRaNE
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4.1 NMIMUUATLELIIARIUFUUDIINDDY

HANNTAATITITTEzIIAAIgryIaeanaaulna 1E3a7 1Enaa 15udaTuiadian 3.4 1 15t
AABBUTINNA 254  FINININITATUIIMNTNANLTONY 95% Uasseaziaa1qaaaunnglilain

SLULGIGA TIHNANITATIUAINTLTUNTH IBM SPSS 108591 20 A3A197197 4.1

FIN979% 4.1 NAN1TANUINIITEZIAIqasaung A nsvugean

Statistic

Mean 268.42
Lower Bound 235.79

95% Confidence Interval for Mean
Upper Bound 301.04

Maximum
Std. Deviation 264.021
spread

Minimum 3
Maximum 1325
Range 1322
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Histogram = Mormal
Mean = 268,42
Std. Dev. = 264,021
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AURATU
sz nga AnuILeneeu augdn | danugoy o
) ) v tr AnLTlu
Severity Highest 25 22 3 88.00%
High 154 81 73 52.59%
Medium 58 57 1 98.27%
Low 17 17 0 100%
Location Physical Access 3 3 0 100%
Remote / Network Access 108 99 9 91.67%
Local Access 69 43 26 62.31%
Local and Remote Access 34 6 28 17.64%
Context Dependent 20 7 13 35.00%
Unknown Location 20 19 1 95.00%
Attack Type | Authentication Management 4 1 3 25.00%
Input Manipulation 197 120 77 60.91%
Information Disclosure 7 2 5 28.57%
Denial of Service 27 26 1 96.29%
Unknown Attack Type 19 17 2 89.47%
Impact Loss of Confidentiality T 7 0 100%
Loss of Integrity 208 131 77 62.98%
Loss of Availability 28 28 0 100%
Lossall C, land A 3 3 0 100%
Unknown Impact 8 8 0 100%
Solution Patched 119 113 6 94.95%
Not Patched 135 64 71 47.40%
Total Overall 254 177 I 69.68%
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LOCATION Median

Estimate | Standard 95% Confidence Interval

Median Error Lower Bound | Upper Bound
1. Physical access 1451.000 - - -
2. Remote / Network Access 815.000 34.367 747.640 882.360
3. Local Access 728.000 120.432 491.953 964.047
4. Local and Remote Access 1430.000 476.706 495.656 2364.344
5. Context Dependent 395.000 218.414 0.000 823.091
6. Location not specified 623.000 42112 540.461 705.539
Overall 810.000 32.010 747.261 872.739
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Survival Functions
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ATTACK TYPE Median
Estimate | Standard 95% Confidence Interval
Median Error Lower Bound Upper Bound
1. Authentication Management 1451.000 - - -
2. Input Manipulation 815.000 18.661 778.424 851.576
3. Information Disclosure 1302.000 0.000 - -
4. Denial of Service 750.000| 155.987 444,265 1,055.735
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6. Overall 810.000 32.010 747.261 872.739
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IMPACT Median
Estimate | Standard 95% Confidence Interval
Median Error Lower Bound | Upper Bound
1. Loss of Confidentiality 1302.000 .000
2. Loss of Integrity 815.000 16.406 782.844 847.156
3. Loss of Availability 750.000| 155.987 444.265 1055.735
4. Lossall of C, l and A 724.000| 180.446 370.326 1077.674
5. Unknown Impcat 632.000| 126.586 383.891 880.109
Overall 810.000 32.010 747.261 872.739
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Survival Functions
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SOLUTION Median
Estimate | Standard 95% Confidence Interval
Median Error Lower Bound Upper Bound
1. Patched 750.000 54.368 643.438 856.562
2. Not Patched 815.000 15.868 783.899 846.101
Overall 810.000 32.010 747.261 872.739
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Usziny ngs i::ﬂ:l,famﬁfogmfd@uﬁqmwﬂmzuu (F)
Severity Highest 1108
High 757
Medium 757
Low 750
Location Physical Access 1451
Remote / Network Access 815
Local Access 728
Local and Remote Access 1430
Context Dependent 395
Unknown Location 623
Attack Type | Authentication Management 1451
Input Manipulation 815
Information Disclosure 1302
Denial of Service 750
Unknown Attack Type 728
Impact Loss of Confidentiality 1302
Loss of Integrity 815
Loss of Availability 750
Lossall C, land A 724
Unknown Impact 632
Solution Patched 750
Not Patched 815
Total Overall 810
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