nMsPuNANLABAARDIAUANNTUANBIElTUINITAANIATULASNDAIUANART IR

WLl AuNITNgEA

"31/1mﬁwuﬁﬁtﬂud'swﬁwmmiﬁﬂmmmé’ﬂgmu’%ﬁgmﬁmmmamumﬁ’msﬁm
A1 NAINTINGONALNS N1AIYIANTINADNRIADT
ANEIMINTTUANENT THIAINTUUNINEEY
Un1sfnen 2556

AvaAVEvRIAINTAlUNINSY

v

unAngauaswitudoyaatuiuveineinusasuntnisfing 2554 Aliusnsluadstyag (CUIR)
Duuiudeyavesiidndwesineriinug Ndsiuniaiadinivende
The abstract and full text of theses from the academic year 2011 in Chulalongkom University Intellectual Repository (CUIR)

are the thesis authors' files submitted through the University Graduate School.



CLASSIFICATION OF CLOUD PROVIDER SECURITY CONFORMANCE TO CLOUD
CONTROLS MATRIX

Mr. Nuttapong Pumvarapruek

A Thesis Submitted in Partial Fulfillment of the Requirements
for the Degree of Master of Science Program in Software Engineering
Department of Computer Engineering
Faculty of Engineering
Chulalongkorn University
Academic Year 2013

Copyright of Chulalongkorn University



e Inginus MsduunANLaenRdesiuAIEuABIlUINS
ANIRNUIASNDAIVANARTIA

lny WILAIFNA AuNITNgUA

GRURRL'Y AAINTTUTONAWIS

o1sdUs v e inusndn  soemans1913¢ a3, vIRG waihed o egse

[
]

ANZIMNTIUAENS PIaINsalunInends eydAlviiuinetnusatuiiludiu
nilsveamsfnumunangnsuSaauvnUudin

AMUAANEIFINTTUAERS

(ﬁ?ﬁﬁ]i’]"ﬂ’]’iﬁl‘ A3, Utudin Lﬁ@@’]ﬂﬁﬁj)

ALENTIUNTADUANGIANUS

Use51UNIIUNIT

sl ¢ a a s (Y
9719159NUINWNINYIUNUTVAN

s

(5991@73197158 A3 MIRY 1alled al ogsen)
NITUNTNBUBNUNINENGY

(HPemmans1anse as. ¥Ian Asaamsionl)



dignsd quanngued : nsduunaudenadesuATuAesluINsAAIATY
lAINgAIUANAAIIA. (CLASSIFICATION ~ OF  CLOUD ~ PROVIDER  SECURITY
CONFORMANCE TO CLOUD CONTROLS MATRIX) 8 fiu3nuiineninusudn: sa. as. v
Aie) Lathad ol aysen, 105 Wi,

mnssiuasesinsrandilunisduvssdundnifliuinsaandlianuaulaluvugii
nsideniliuinis deyaduniusiunsueauinsaslasunsiameundlivinsedafismelile
a¥emnudeiuluuinis uilumafod deyasuanuiuasindudeyafididyuazlsilamede
yaraily daflunisdenlduinmseand fléuinmsiwiesinwandeyafidamsoguuivladvesy
TrsnsvidelurdadeyaiieafudliusnsifienasUssiliunnusiunsvesuinisnand ieiduniseie
fduinslunmaidentlivinizeand muideiiaueTnadesiulunisussgndldnissuundona
dievhmssuundeyaiilamseguuiuleduesliuing Miliuinmsmetuldviinuisnsujoada
vidouumnauanuiuadathdlunmsliuing {3defnwiBnsufoasiuesiuasiidmualily
wrndmunuranAtasiuasununsUsslluuiiiuiesdesiu udwhmssausuddmsilugu
anusiuag teunldlunissuundoyantinivveadlivinig fideldiamaiedefietislunns
Fuunuazuanmanissuunluzuuuunsm Fmamssuunilifedudeyaussananisseiuany
aonndesfuiBnsufalumnindmunuaanduesgliuinsudazefhianuiesuiiivuiu luns
Usziflunanissuungliuiniseandiselngldisavduiusuuuiiosdu wuimanissuunsesi
wuaiunansILUnMmeilelinuaennnediu

'
N

ARV AEINTTUABURBMDS aeilovatidn

19137 AAINTTULONALIS ae8ilaTe 8. MUSnwInetnusuan

YnsAnwn 2556



# # 5570974621 : MAJOR SOFTWARE ENGINEERING
KEYWORDS: CLOUD COMPUTING / SECURITY / CLASSIFICATION / CLOUD CONTROLS MATRIX

NUTTAPONG ~ PUMVARAPRUEK: ~ CLASSIFICATION OF CLOUD PROVIDER  SECURITY
CONFORMANCE TO CLOUD CONTROLS MATRIX. ADVISOR: ASSOC. PROF. TWITTIE SENIVONGSE,
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Security of cloud services is a major concern to cloud consumers when selecting
cloud providers. Sufficient security information should be provided so that consumer trust in
cloud services can be built, but in practice, security information is critical and may not be
publicized. During the service selection process, cloud consumers therefore have to study
published information on the cloud providers’ Web sites or the cloud providers registry in
order to assess how secure the services are. To assist cloud consumers in service selection,
this research presents an initial attempt to apply text classification to classify published
information on the providers’ Web pages to determine which security best practices and
guidelines the providers have followed in providing their services. We take the security best
practices and guidelines from the Cloud Controls Matrix (CCM) and the accompanying
Consensus Assessments Initiative Questionnaire (CAIQ), and compile a set of security concepts
before using it as a basis for classifying the providers” Web pages. We develop a classification
tool to classify and present graphically the classification results which can roughly signify the
security conformance level of different providers in comparison. In an evaluation using
Pearson Correlation on the case of five cloud providers, the classification results of the
proposed method correlate well with manual classification.
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2.1 WUIRALAZNG Y

2.1.1

NSATUIULUUAATIA

n13AIMLUUAaIA (Cloud  Computing)  miuflenuvesaniduuInsgIumay
waluladsyauani@ (National Institute of Standards and Technology: NIST) [3] 1Ju
LuudIaeIn smuIniiauauisatunsldnulayni awisadidaeievislaniuaiiy

Aean1s advayunisuuadunislaninensde 9 wu seuuasediy gliusns gunsainly

Tunsifivdeya weundiadu waruinis Tnaluniswseunisldnuuasusanulunisuims

I9N15198 TASLUUINADIAANIALSNBUSLAY 6 ANWUY oA

1)

2)

ANUAFBI (Agility) Ao ausatieiiuadausavesldlunsinmiey
lassaseiugumamalulad

AlE3e (Cost) Ap a1unsaanduuluNITaImUNIAIUlATIATINUFIUN
wAlulag

mm%asmamﬂmaﬂ WAz @01U (Device and Location Independence)

2 v Y = v PN v s 5 % o ¢ o

Ao gldausadnfassuulaannnilagldiviusiwesiaglifesrieds
A A ¢ v

anunvisegunIainly

wialulagiadiou (Virtualization) @s FeltAnn1suusluvesaIasusnig

way aunsaldnnudeyaiiiindu waz aunsadeinseauinisiiing

ANULUAY (Security) AR @111309RN1TANTUAYDITRYALARLLDIRN

v 1A o Y v & N A Y
Joyasiuegiiaginu lassainiiugrunanalulagivnalrgequaiunig
A UMUANLTUAS

n13U1595nw1 (Maintenance) Ao aunsaguainuiladne tilesainlyl
Tludesinnssutlupeniamesveliusavau
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1)

Cloud Clients

Web browser, mobile app, thin client, terminal
emulator, ...

I

Saas

CRM, Email, virtual desktop, communication,
games, ...

PaaS

Execution runtime, database, web server,
development tools, ...

Application

Platfarm

laas

Virtual machines, servers, storage, load
balancers, network, ...

Infra
structure

a o Y a ¢
AN 2.1 aﬂwmzﬂ’lﬂvmimiﬂa’]’m

ASIAUSNSTaNALIS (Software as a Service: SaaS) @8 NISHAUSNNS
Tsunsugandwasivwagldnulusuwuuvesuinisdiumausiwes lagi

1 o < 2/ dy o < a a I3 P a :.’/
Aldliddndudeamuielusinsudnsaguiaziniosnauiames o Anss
lfuunTeInauialnesveInuLed U seuuBiua (E-mail) s2uudnn1sgnen
dunus (Customer Relationship Management) 1Uusiu

nsliusnisunanesy (Platform as a Service: PaaS) fip N1siusN1ANY
wnasvlesy Fudunisbiusnisunannesufisesfunmsinuveaweundindu
lnggldusnisanunsauiulduazdnnisiaies nsliuinisunannesuty

a wa ¥

UsenaumeseuuUuRnig seuugiudeua wagszuulafianss dog1ay

4 ¥

\ASEIUINITIUlAIE Aund szuugiudeyasesida WWusuy

mﬂﬁﬁmﬂmm%ﬁﬂﬁugm (Infrastructure as a Service: laaS) @B A3
Tuinmsdulassadieiugiu dadunisliuinsendansdmiuisnes
ANOLTY TEUULASOTIBLAZIZUUSNBIAILITUAS TusUuuumalulagiaiiou
(Virtualization) 3avhlsianunsadaassminennsldwuunais (Dynamic)
W AsLiiu-anvuavemiisUszanaranas (Central Processing  Unit)
gn5anan (Hard disk) 30 usu (Ram) vesadeadsuies Wudu
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N3 IUTNITAAIALULEUIEAUANLIUAITULARIAUATIAUTNITAIUDY ¢ LIDE59
AnulInealviugldusnisaandn war Frvanaudsiaziniunsusnsaag

psAnsTiauennsgrunuiuasisududedidmiunislviuinisnand 1wy ssdnsam
funsweInad (Floate) iinanAnusuilesyvinaningmanyngsy visienvu wazaN1Ay
i 9 lneilinguszasdiiteatuayuiuvmeu fURTRdmiunsadanudesiulududig o
yesaudeansililidahi lumsliuinisaandldlianuddyiunisihuinsgiung
fuasfignienslasesdnsfidedelddelutinussandldiuuinisaannd [1]

1) 1SO (International Organization for Standardization) L‘f]ua\‘iﬁﬂimmg’m
i Afiasterimuainiguvemandng U3nng way wuaUFUR 9
ATBUARUYINANUYBITINALAZMALULAE 1SO IfyuaannsgIuaeil 27001
emasﬂummm%mmmuummsamm Imawaﬂmsmamummﬁﬂw
ANUTUAIIBITHUUANTAUVALAZIAT 08 anaides wasifiuadnusiuag
\Wemouaussrusduresnszuiunsnieluresedng waz domuunng
N

2) ISACA (Information Systems Audit and Control Association) Juosdnsd
QUALABIAUNINTFIULAY AN TN U VS U BN IUNINTIIEEULAE
nsAuANTEUUATaUmA 990U ISACA dausluInuaznIauaIusmig «
Tusguvansauna Wi n1sudtaues COBIT  (Control  Objectives  for
Information and Related Technology) 6’?’5@LﬁuﬂiaUﬂﬂsﬁﬂﬁU@LLaLWﬂIuIaE?
asaumalneiiyainiesdlodmiunguiuimaieidenlostesinaseninems
AIUANAILABINTT Uszifiunamadauazannuidsmisgsia uananis
thiausulouisuazuuImsufoaidniunisaivaumaluladansaumea
Wletaeifsaryngsialiunesdns

3) PCl Security Standard Council L“fJuW’o%':uL"?Jﬂsuumimjﬁﬁa&y’uﬁa
Snquszasdlunsiann dams ewdiazanunseviinifeadunusiung
Ima%’@ﬁﬂmmgmmmﬁum PCI DSS (Data Security Standard) Fadu
mmgmﬁmusamm'méfaqmﬁﬁhﬂs&L%wﬁwﬁé’mmﬁmmimmﬁ’um
Wlou1e fumou anrdnenssuinierns n1seenuUUTENALIS wazAIY
Fosnsitlilndeamiiigudy 9 venaindisinrhunsguduannuiiuag
ﬁuanUsLm'ﬁszvaﬂmmqmummu Payment Application Data Security
Standard (PA-DSS) L‘LJmJWmmumwmmmumwmummuwimmmu
lUsunsudsegnasig 9 1du weundiaduingAiuInisdig q vu
Tnsdnviipdeud AUlgAvheInNssuMIRIUNITRUTEITUIATAN 9|



4) NIST (National Institute of Standards and Technology) anUuNInIgIu
wazinaluladsedvAdumiisauiidudiunisveinsznsranidyd
Usginmanigs Lussdnsiatuayunisiauiuinnssunagnisaing
ATWEINTINRATANTI Wae Tadanmsguludiueing 4 Tudannsgu
amnusiuasuasnaAtuduinsgIuyail 800-144 Feilinguizasdiiieaing
uasgruausiuasarulsuisanududiuiidmiunisldeunandan
5150y

29ANIU9AY LTngUszasAne a1 eu19sgIuNeldAIUANNTEUIUNIT NITIRUSNNSIA

I3 Y a9 1 a Yy Ay ' ' % Y v 3 ' Y
L‘qulﬂmqﬂﬂqum@ﬂﬂqivﬂﬂisﬁLSUQ‘WU'WV]W’]U@'N % LBU ATUAIUUUAY AMUANULUUAIUAIVD

foya unisnsvaey WWudu egdlsinmugliuinisaanddnludesinnsandn vasves

9IANTVRINITUTNIT waraNudean1snldly@anthnigliusnisaanidiaue neudniula

= Y a s = a Ay o =~ = [
L‘UaﬁluvLﬂiﬂjUiﬂqﬁﬂaT]@LW@@@Q’J’]@JL&EQ I@EJ?NV]@'P]QV”I']UQQQ lﬁ]LLﬂ

1)

Anuluselavesdliuinisaand ldrazilunistiuinisranidludnwaeiidunis
Tusmswendus nsliusnisunannesy wionsliuinmslassadiaiiugiu Ay

an1Unenssulaseasienugiu wag nalulad veeliuin1sAadn damansenuse
Jonnadlunislviuinmsuazuinsmsmuanuiuaamilsnuglduinisnaninvielyl

NILUIUNIUI AN ¥EN1TvINNUTdn vz aenadasiudnyuzueInIstiuInIsAa1n
wso bkl
anwaznsidnueaawuulaliniivaniuedns lown Luvaisnse LuvaIuyans

PIDLUUNAL

Jeymwesanusonishuuaing  (Bandwidth Requirement) iisiUasusnlduinig
AANIA LU N1SNRENINABYIA (Bottleneck) dlanaindulavisely [4]

nansEnuNansiusznisgliuinisaanduazgliuinsnannd leud arusnnsilid
nsfulseu Jyvvmanguaneiionafindutuglivinisaand flemainduldvioll
(4]

mMsgapdensemunudeya o1athandadgmnisinweuduvesteya [4]

nsgnlandanaeuenillenaindulavieliuazdlviusnisraniniisdesiuegials [4]

213 anufeIn1si il et in1uANuTUAIYI9IANSAILIUAIUDIAAIIN

v A 9 1 a Y oy Y & & o w v Y a I
AMudesn sl miniauanuturadulssnudifglunslduaznisliuinisaanig

Nifeminauelavesdnsmuiuaesnaivsedioae Wunuidendniigninanlddu

wwIAnvesInetinusil 1uiTevetednsanuiuawesnaagniunlyluing inusd
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LUaUuy 2 911778 VL@LLﬂ LﬂJG’]iﬂ‘?jﬂ?UﬂﬁJﬂaqjﬂ [1] LaZLUUEaUnINNISUTLLHUN U UN LAUNDS
Foaiu [2]

wendmuaunadduurindfinunumiudeansibilidmihiiduausiueg
16 ¢ nieussuuadmnenisauauauiuag (Control Domain) dIuUUUABUNT
msUszifuiduiiuiiesdiesfudunisssydnwiiaonadostunisuszifiudmuenis
muguariuasiiszylilusmindaunuannad eiiteliglvuinisaamdldiduuumaly
msihluufoRieavanudesiuliiuglduiniseannd uazifieliglduinsaandldiu
LI NIUNINTIRERURLAUINITAATIA lWASNDAIUANARTIALAZAIAINNTTUTEEIURINAIY
Anufiurasaudiulng Sviidulngsunumnasgiuwesesdnsinagaamnssdlvinisseuiy
1dun 1SO 27001, ISACA, NIST, COBIT, PCl, Jericho Forum uag NERC CIP lagdnwaizuas
wesngArUALAAIALATAI UNSUsTE U LA uAniuYesaudulvg WDuludeiedi
PANTISR 2.1 UAEANT19A 2.2
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AaTLA W@ 0819
Whnnenisaiuny s dvanenis eazdea Mg
AssiuAg AIUAAATILAT MsMUANANIILAY
1. m’mﬁum“ummiLLﬂiMUis&gﬂﬁ AlS Application Security AlS-01 Applications and interfaces (APIs) shall
uazdIusaUITaU be designed, developed, and deployed
(Application & Interface in accordance with industry acceptable
Security) standards (e.gc, OWASP for web
applications) and adhere to applicable
legal, statutory, or regulatory
compliance obligations.
2. MITUTDINTNTIADULAENT | AAC Audit Planning AAC-01 Audit plans, activities, and operational

Ui URAn

(Audit Assurance & Compliance)

action items focusing on data
duplication, access, and data boundary
limitations  shall be designed to
minimize the risk of business process
disruption. Audit activities must be
planned and agreed upon in advance

by stakeholders.

0]
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AmsiuAg i 79814
Whnnenisaiuny svadvanenis Teazdea Mg
AasiuAg AIUALAIIIETLAS M3MUANANLTIAS
3. miﬁﬂmimmﬁiaLﬁa\‘imﬂ‘qﬁﬂ BCR Business Continuity BCR-01 A consistent unified framework for

wazANNEANE B TRNS

(Business Continuity
Management & Operational

Resilience)

Planning

business continuity planning and plan
development shall be established,
documented and adopted to ensure all
business continuity plans are consistent
in addressing priorities for testing,
maintenance, and information security
requirements. Requirements for
business continuity plans include the

following:

« Defined purpose and scope, aligned

with relevant dependencies

» Accessible to and understood by

those who will use them

1T
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ANULUAY

g

$1UAY

AI8ENS
Whmnensmunn | swadvanenns eazdundiving
ATUAS ArauAsA AN3AIVANAIILEUA

« Owned by a named person(s) who is
responsible for their review, update,

and approval

o Defined lines of communication,

roles, and responsibilities

» Detailed recovery procedures,
manual work-around, and reference

information

» Method for plan invocation

4}
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AmsiuAg i 79814
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IR
4. mimUﬂﬂJmiL‘U?ﬂ'BuLLUmLLaz CCC New Development / CCC-01 Policies and procedures shall be

N159ANISLATILUY

(Change Control & Configuration

Management)

Acquisition

established, and supporting business
processes and technical measures
implemented, to ensure the
development and/or acquisition of new
data, physical or virtual applications,
infrastructure network and systems
components, or any  corporate,
operations and/or datacenter facilities
have been pre-authorized by the
organization's business leadership or
other accountable business role or

function.

€T
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AsiuAg i PRERN
Whnnenisaiuny svadviang Teazdeamig
R EIGY AsALRNAYE M3MUANANLITAS
TGN
5. mmﬁum%aﬁaa&auazmi DSI Classification DSI-01 Data and objects containing data shall

IANTININTTINANTAULNA

(Data Security & Information

Lifecycle Management)

be assigned a classification based on
data type, jurisdiction of origin,
jurisdiction domiciled, context, legal
constraints, contractual constraints,
value, sensitivity, criticality to the
organization, third-party obligation for
retention, and prevention of

unauthorized disclosure or misuse.

VT
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IR
6. mmﬁummm@ué%a&a DCS Asset Management DCS-01 Assets must be classified in terms of

(Datacenter Security)

business  criticality in  support of
dynamic and distributed physical and
virtual computing environments,
service-level expectations, and

operational continuity requirements.

A complete inventory of business-
critical assets located at all sites and/or
geographical locations and their usage
over time shall be maintained and
updated regularly (or in real-time), and
assigned ownership  supported by
defined roles and responsibilities,
including those assets used, owned, or

managed by customers (tenants).

qaT
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AsiuAg i PRERN
Whnnenisaiuny sviadmanenis eazdealming
R EIGY AIUANAILEILAY MIAIUANATNLSTAS
7. MINIRASULAZNITINNNT EKM Entitlement EKM-01 All entitlement decisions shall be

NeYua

(Encryption & Key Management)

derived from the identities of the
entities involved. These shall be
managed in a corporate identity
management system. Keys must have
identifiable owners (binding keys to
identities) and there shall be key

management policies.

a7
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AmsiuAg i 79814
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A
8. WNIUNATEIUAZNITIANTS GRM Baseline GRM-01 Baseline security requirements shall be

AULEE

(Governance and Risk

Management)

Requirements

established for developed or acquired,
organizationally-owned or managed, physical
or virtual, applications and infrastructure
system and network components that comply
with applicable legal, statutory and regulatory
compliance  obligations.  Deviations  from
standard baseline configurations must be
authorized following change management
policies and procedures prior to deployment,
provisioning, or use. Compliance with security
baseline requirements must be reassessed at
least annually unless an alternate frequency
has been established and established and

authorized based on business need.

LT
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AUTUAY Sa Tolal
Whnnenisaiuny sviadmanenis eazdeaming
AINITLAS AIUANAIAILAY 1M3AIUANAILLUAY
9. w%’wmﬂswwﬁ HRS Asset Returns HRS-01 Upon termination of  workforce
(Huran Resources) personnel and/or expiration  of
external business relationships, all
organizationally-owned assets shall
be returned within an established
period.
10. LONANWAILALAITINNITANT IAM Audit Tools Access IAM-01 Access to, and use of, audit tools that

KGN

(Identity & Access Management)

interact with  the organization's
information  systems  shall  be
appropriately segmented and
restricted to prevent compromise

and misuse of log data.

8T
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AUTUAS eV G| F0819
Wnenseugn | siadminnens Teazdeaming
AasuAg AIUANAI M3MUANANLTIAS
PN

11. Iﬂida%mﬁugmuazmmﬁum VS Audit Logging / IVS-01 Hicher levels of assurance are required for
YaunAlulagidiou Intrusion Detection protection, retention, and lifecyle
(Infrastructure & Virtualization management of audit logs, adhering to
Security) applicable legal, statutory or regulatory
compliance  obligations and  providing
unique user access accountability to detect
potentially suspicious network behaviors
and/or file integrity anomalies, and to
support forensic investigative capabilities in

the event of a security breach.
12. Msviusmduney 198 IPY APIs IPY-01 The provider shall use open and published

nayITUU

(Interoperability & Portability)

APls to ensure the broadest support for
interoperability between components and

to facilitate migrating applications.

67T
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uAg
13. AMUNUAIYBITEUULAZDUN MOS Anti-Malware MOS-01 Anti-malware awareness training, specific to
(Mobile Security) mobile devices, shall be included in the
provider's information security awareness
training.
14.ﬂ1§5ﬂﬂﬁLW}ﬂﬁiﬁﬁWﬂﬂM SEF Contact / Authority SEF-01 Points of contact for applicable regulation

JuAs MIPUNUBLANNTating way
NITUIUNTNNNYNUIEVDIAATIA

(Security Incident Management,

E-Discovery & Cloud Forensics)

Maintenance

authorities, national and local law
enforcement, and other legal jurisdictional
authorities  shall be maintained and
regularly updated (e.g., change in impacted-
scope and/or a change in any compliance
obligation) to ensure direct compliance
liaisons have been established and to be
prepared for a forensic investigation
requiring rapid engagement with law

enforcement.
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IR
15.ﬂ’1ﬁmﬂ’1‘smﬁﬂ°ﬁqﬂmu AU STA Data Quality and Integrity STA-01 Providers shall inspect, account for,

TUs9la wazn1sEsuRnvau

(Supply Chain Management,
Transparency and

Accountability)

and correct data quality errors and risks
inherited from partners within their
cloud supply-chain. Providers shall
design and implement controls to
mitigate and contain data security risks
through proper separation of duties,
role-based access, and least-privilege
access for all personnel within their

supply chain.
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A
16.M3ANANULALNSIANTINERU | TVM Anti-Virus / Malicious TVM-01 Policies and procedures shall be

(Threat and Vulnerability

Management)

Software

established, and supporting business
processes and technical measures
implemented, to prevent the execution
of malware on organizationally-owned
or managed user end-point devices
(i.e., issued workstations, laptops, and
mobile devices) and IT infrastructure

network and systems components.

[44
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AN 2.2 ANDYNVBILUUABUNNUNNTUTLLUUMLUUNAUNDINDINU

1@ | Aenun1suseiiunuaIy anwaEnsAuINg HlNeITeINaINNTa
Wwang | Aoy Aniuvesnudilng Aanegnussdiulaan | aonuludssyndldlunig
A0 Uszifiulg
AIS-01 AIS-01.1 | Do you utilize industry 1. msbiusnislassadne | 1 gliusniseane
standards (Build Security in | Wugnu 2. flduznismans
Maturity Model [BSIMM] 2 AsleusAns
Benchmarks, Open Group | || iamslay
ACS Trusted Technology = ..
, 3. MslAUINITgONALLS
Provider Framework, NIST,
etc.) to build-in security for
your Systems/Software
Development Lifecycle
(SDLQO)?
v v LY @
2.1.4  nsaiadeyalaznsIaivasaume
2141  miaindeya

2.1.4.2

msafadeya [5] Wunszuaunmsihdeyaaniuled (Website) lnasyygeisuea
(URL) Midoen1sfie antuiwinisiivdeyaluaduiuienaisaiunans (Central Repository)
WetanasmaAysioly

NIIALAUAITAULNA

NSTUINNTIALAUENSAUWA [5] 2vinN1sUsEInanatanuluadiuenans et

AdARUBILBNAITHIIRYIIAEAYLazTinITAMURAUNrINA LA ANdAg TR ILsAL

wnansmantunaunsIa AUl Ul

2.14.21

nIsvisviiANdAgy

o w

a o LY

dAgy

o w 1

Tunwidetazivegluguuuuendiduuea

nsvietadAny StusoulunisadinmdAgainenasnng 9 auansluning 2.2
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Lexical Elln;matlon Noun Controlled  Pro—
Analysis of Stop Grouping LI Keywords
Words Checking

o

= ] Y o ao o
AN 2.2 VURDUNITATNAYUAIAN 3y

o
[ [

luduneumsainmdAgainenals (Document) NRvsnsdativiiu dduneunsneluil

1. Tipsieddndnd (Lexical Analysis) tfunszuiunistunisidsuainanednusy
(Strings)  Wifuslnen1sinnsandesine mstuussialnl faiuiilng was
\ATDINLNEANT 9 LTU LASEIVNIEITIANDY LASDIMINENTNA1A 18 LTuduy
Wielwlasaninsefluduneusely

2. #AnAmgn (Elimination of Stop Words) Avgafem1ldiniudAgyids
Ay wagldiinalunsduunanuadieiuvedenans Wy in, on, of, at,
which, that , a, an, the Wuduy

3. danguAtuty (Noun  Grouping)  Ldunisirdfidlesaufunds agvinlile
AN LANNZIY N TY 1 1A system @awladn sTuu insanfu
#1731 analyst FawUainsyuu aglddnin system analyst Fawladn ndinsie
seuu (Hudu

4. y3ndwii (Stemming) Aensidndsliilusndwiliegluzusindnwi wu

yinoglugunymat (Plural ) 1wy Risks wWasdy Risk 18ushy

Y Y

ﬁe

1) A

o 1

1dwiifieglugUefn (Past Form) 19U Approved Waguiu Approve 1iu

Y

N

2)

©

U

3) fdwinegluguidanseyi (Participle Form) i Monitoring 1Uaeumdu
Monitor tJusu

5. myasumdnviruny (Controlled Vocabulary Checking) iWunsarindndnfey
TagaziinisiiuddnifidAgydmsutuneunisimddgyliiduddnviniua
mnarialaalaiusingegluddniniugy mduazgnidenuviddfey wu Tu
TrdAuednimuauiidnin Audit Planning Wearialdridn Audit Planning five

o o d’l o o o U 1
iAiluviad@fny (Taxonomy Keywords) sl
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2.1.4.2.2 mamadutndl (Term Weighting)

Jupauilazginmdfyantuaeui 2.1.4.2.1  wviinismiatntdnalagldaiaiu
NAUAINAVOUDNETS (Inverted Document Frequency : IDF) LagA1ANudu89AT (Term
Frequency : TF) #sasunsamuialaainaunisi 2.1 way 2.2 auainu

e N
idf (i) =log, — (2.1)
r]i
e idf (i) AD ANEIUNAUAIILDVBLDNAITUDINDY i
N Ao Swwenansiuaiiveglugiudeya
n; AB Iuenansived i Using
. |L+log, £ | iff; >0
tf (i, j) = f N (2.2)
0 otherwise
Wt (i, j) Ao AmuangnuIulveglumuseunm

LYINUAUAIEIUNEUAINUDUBILDNETT

f Ap IuAsweNey i Nusingluenans j

HIolAANEIUNAUAINURVDILNAITHAZAIAIILDVDIALED F1UITOATUINIAT
Yrndnelaannaunisy 2.3

w@, j) =tf G, j)-idf (i) (2.3)

We  w(i, j) fio MumtnAewned 1 lulends |

Atmiindgnldselulunssuunienans dunew i fanudluonans | geasii
Iﬁﬁﬂﬁ’lﬁﬂﬂﬁ’lijﬂﬁﬁu agalsinny denarsdruunlupealarduuIIPven i fimtineae
anawnum@ILNdUAmLRveaenans LesanAdundumLAvesenaIsazanasien i
Unngeglumasionansuazazgeiuimen i Unnglulsifienas
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2.1.5  ASTWUATDAIIN

m3sdundennu (Text Classification) [5] 1unsguiunistunisdiuunansaumne
sonidunguudeuszianeing q leseitedldnmsduundenuedisie  (Naive Text
Classification) tleduwunauasnadosinuanuiunsvesionuluninivgliuinng
ABNIAANUUFINEAIUANARTIA

2.1.5.1 NSILUNTDAINUBE19NE

mM3Twundanuedisie (5] 1udanesiinlunisduwundeyaanngudeyaiiinis
wusnguieliegnsdniau Tngazadraenarsiiudunuudiazngy andudienalsifenis
danquiduiieuinfwenaislungula awnsefmwinlinntunsunelul

D W d, Judunuenasuiasngugnuansitennees d, dvaunisii 2.4
dj :(Wl’j,Wle,...,VVt’j) (2.4)

e w fia Anmiinvesnen k luenans d; Famlel

NAUNTN 2.3

t A9 INUIUVDIAENT

2) Wi p, Wusunmuenansfisiesnisdiuundsaunisn 2.5

p:(W]_,p’Wzlp"'”Vvt,p) (25)
do  w, Ao Aniwiinueameu k. luenas p dawld

INAUNNSN 2.3

t A9 INUIUVDIAENY

3) AIAUADAAARITEMINNENENT d; Aulenals p AalafEunITn 2.6 T
AD DIAIANABAARBINAININLEAIIILONETHANUARIUAU

t
_— ZWi,jXWi,p
d.p =

'@'X'f"_\/jwz.x e
L] Lp

i-1 i=1 (2.6)

sim(d;, p) =
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A 1

e sim(d;, p) f® ANAIUARNYVDILONENT EIJ. AULONANT B aq’iu [0,1]

d, A LNasLAaENaY

p A9 LONA1INABINITIILLUN

2.1.6  ATINUSZEANTAINNITIILLUA

aaa

Tunsinuszansamvesisiiauslunsduunainuaenadesnuamuiuasyey
uiniseaniddndadugnees giTeazdssiiuiiguiunanisdwundleile f37eazly
andunusueaNesdu (The Pearson’s Correlation) Tun19miAIA LN USTE1IN9AINUS
aosauus Feariilai3endduuszansanduius Arunfaveysevang -1 8a 1 lagen -1
muneiaiudsisaesiiauduiudidadunvunnduiy a1 wnefefusiaaead
ANuEITUSdRduLUUmLiueg19auy sl wagan 0 mnefeiudsisaedhiduiudidaduiu

aansamuinlafsaunisa 2.7

{50 5)

. @7
n 2 n 2 n 5 n 2
nzxi - zxi nzyi y zyi
i=1 i=1 i=1 i=1
d‘ A I a £ v o ¢
ie  r Ao AnduUsyAnSanduiug
n AD FIIUANASINSNITTINUN
X, D NAGNTIINNTIMUNMETTNAUDVDIAT |

Y, AD NAANSIINNITIMUNIETOVRIAN |

ca o =)

nsnegeuIMmanduiusiidedAgvnadavisely vilnessauumignu
Ho: X thag y lifinudunusidaduny
Hy: x e y danudunusidadunu

1ntuAY r Adwnalaluiisuduaings r, 31n01319A13Nge (Critical Value)
vouesdulneldA1osrndasy (Degree of Freedom) df = n-2 NisgAutivdnfsy (Significance
Level) O lnevinnan r AdwaniladiAnuinninvsewindu Anga r,, asUfias Hy waseeusu
Hy

217 oaulnlad

paulnlad (Ontology) [6] Ao TafnuaigIfULLIAIUAR (Concepts) WunsussENe
wnauAnvedlaluunsaveulnauaulala q luguvesdwing q Negarslulauuiag
ANUENTUS seninedunaitu Feanunsauanseanun Tuguvesseuudydnual (Notation)
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AI9E19 U Aad (Class)  Buawnud (nstance) ANENHUS (Relationship)  Auaudd
(Property) wazng (Rule) lagldnrwdmiuuansainus (Knowledge Representation
Language) TildidAnviundeuseriu LﬂuﬂiﬂaﬂLﬁamimaﬁa%waﬂuudgmﬁa q weiinnsld
syuuddnualaztiederuving (Semantics) Iwenduasuaziaiasdiorla uazause
iluldslowdls venanimsitnaureseeulnlad wuieds nsesureanuduiug
Tnssadannudleglusuuuudidutuieing (Hierarchical Data Structure) Liteasune
YouLmveseAALiauls

2.2 lNEITHAZIIUIYNNYIVDY

MAENIAITRITUNTIITANANNANNN TV ITUSNsAaIRlUNSITUS NN sTiAy

221 33w ued Wayne A. Pauley [7] dnausnisuszidiuaiulusdavesy
Tusmsaanaluguuuy Unsasaziuu (Scorecard) FeazUsvidiu 1) A
Sfupg 2) mndudiud 3) Auansalunisnsiedeuld way 4) Yoanas
TunsTHusnis vukuIALAATIIN mmw%amaa%’agaﬁLﬁaaﬁﬁaaﬁUﬂﬁ
Useifiumadgnusanan siliiananulusdanasiinnanuaiansalunisiy
Toyaunuszifiumnudeddd Pauley Idauosunuunsussidiugliuinng
aansludnuazrestnsasaziuuuusuled waiieannisldaulunisinis
sz mntiudidessnfunusndeyannglivinizaanidsieia 4 dio
thuneuAinwfieglutasasazuuy lnsdnvazvesinmazidudanud
nauid “lv” vse “ldla” drdmaude “19” Avuwuuvesiandy 1 Azuuy
wigndmaude “lily” azuuwvesiauezAndu 0 avuuy wazaud
a%ﬁa%uaasé’w@ammnmgmmaqaaﬁmmmﬁummamanﬁ NIST LaresAns
AnusunssuAsetsnazdoyavesylsy (Furopean  Network  and
Information Security Agency: ENISA) Tngnsguaunistunisussifiundadu
3 duneu aud

1) FumourounsUszdiu (Pre-assessment) Tutumouilflduimanandas
auf1amdinUssan dnvagnisliuinizaannd dnwuenisliou
Aane n3eflviuinisaanadidussdnsifieuarsnadilsudelsl dAranw
waniazannsadansesiliuinsaandliludosiu Tdnvusvos]
TusnismanfmugauiuanwaegsnavelduinsaaInvse

2) JunpuNIAIIIEaElBuANISUTEIY (Detailed Assessment) Tudumauil
szidunisdrsaagliuinismanidusazsieanivladvesgliuinig
AATIARANBLUTIUTINTBYAT 4 fnu Laun
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®  JayamuANUTuAg

Joyaiusivniuiisiudsaduludiuannuiiuag degratu §
U3N5INSYIIAINNINTFINAIUAINTUAS LU COBIT, 1SO27000 %38
NIST i3l

o dayasueududiudn

a

JouadAusirvusiutietrurUseiiuludruadnududiusi

Y
v

fegatu gliuinisiulevisnissnwanududiuivesdlduinisviely

A v Y a & a Y a Y a = Y
It iuIn1sranaiinisenldusnisanndliuinis siedu ailtennas
shufuAgfuulsuteaududusvisoly

® auaNsalunIsnsIdaule

Joyaiiusiusiuiiodinilsudiuanuainsatunisasisaeuld
A998 §IUINITAA1IANNITIIAINLIATIIUAUAINAINN TN
n31aaulel 1 ISACA wiely

® Japnadiumsiiusnig

o a2 A o a 1% o Y a

Toyaninuiusiuietuussidulusudennaslunislvuinig
Mgt gliusnisimsdiauedennadlunisivusnisvseld wavdennas
‘&Jd Y a Y a & A !
ffinsuszgnaldlanuynuinisvesliuinisaandnvselyl

3) dunoundenisuseidiu (Post-assessment)  ludumoudaziunns
Wisuiisudeyaiinusuldfuulevievieuasguiidariuniely
09An3 Weginglviuinisrand Witeyaiifieweruulouievidennsgiu
YDIDIANTNTO N

KA sUsEugliuINIsAaIdusa e AgldisnsiunzuuuaInAauusas dauay
#TUNHATINAZUUY TIVAUTeuguAzuuUluAueIg 9 NsEauveliuinsaanIn
wiagsIeY

= 1 a a v < = ¥

fauhuwianuAnveswideves Pauley asluldiieaniiaiuazannisidnulunis
Usziliu witunaulunissiusiudeyadedesendugldusnisaaniaviessAnsianuluns
smndeyaangiiuinisranafluduneuideddauuagldion

2.2.2  UNAINUYBY Bret Michael [8] haga1uIdBued Sun Microsystems, Inc. [9]
Tanuddgfulssifiuanuindeiowasainulusslaresnand lae Bret
Michael fsnnufviinadeyafillunisussidiuarlusdla daaiideya
winlsisaziieane wasyadulidliuinisaanaliaiudidgyiunisasg
Ansdedeudglduinmsnans
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1 a Y] a o . a o 1 [%
WULRIAUNUITBUDY Sun  Microsystems,  Inc. inauaaulusilaluniuainu
fuAlngd1989019531uAMUTUAY 1SO27001 waglannuatayaidliu3nisAalInaas
Wamewazliasilame 8 98 bk

a va vy

1) asWawegdayalaziuimeufuianmunisinwiaiugiuag

wa

2) msUawmedoyanuidmsetennas 1y Yeyanudngfngranevie
punvaRlilussinsinfesdinsiame

3) psiUamedeyanuannenssuaudung

4)  msameninanusuinveuvewrliusnIsAaddellduInsAa1Ise
Y19 ALY

'
= [ 1

5 limsiUawmedeyanagilminanuidessonuddeya (Data Center)

¥ a 1

wu Jegamaiintaguteyaiiegnelugudvoya

<9 Y Y Y

Y

' a o a ) ] Y a s A v oA ¥ |

6) lmslametayanavilusunnesdedliuinisranavsegineites Wy
Toyadiumveslduinisnaniaviserinetes

7) ldedslawmedeyanlimangauieitunisuaninnusulnvouvesy
Tiusnsean Wy nsilamedayaseduaitudunsiguiuning
usnsransesulinyeula

8) limsiUawmedeyanianguuieviseng Uyl Wy n1sdsiudeyasen
wenannmglsuilunisnsziiRaaudennasesanninglsy

1 @ a o 2{", % = a [ ] 5 [l M ¥ o aa
agalsinunuIdensaes daueiigauifawagnannisivinduy waldladlugisnas

Uszliuns ot InA1AMUIUAIUDINISAUSA1SAANIR

2.2.3

224

muideues Catherine Everett [10] IdisUssifiuAeaiunisisdinuiiiilug
msUssiduamuiiung Taonanai mndlduinmseandlianunsafedanuse
funsaandldinmaniinnuiuasanddethe (Dufawiasvtouls
wwdglduinisaanaldnvaresdnsuuule wazdeanisnisldauaanin
wuule) azdeidurandeddunslduinng

U398Y09 Burton S. Kaliski Jr. uag Wayne Pauley [11] laudiauau3ng
msUssfiuauEes (Risk Assessment as a Service) Imﬂﬁfmqﬂizmﬁ
dioliasdnstinanisussiiiumnudsanldlunisdaduladiasUssgndld
nSwennslmifdslinegldusnsuneuedisls welindneinsmanduaninsa
Undesdunindfifinnudidyvesesansidlaonisuszifiuainuidss
Usgnousnensussiiiuanuiuns n15nsa9deukarn1sUssiunaaInesnng
aeuen waznsuszliumnududiui adedlalimgualunisussdu
AULEBDINITIHUSN1SAANATY N1sU3NIsAaIMUTsuLadiountsin
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mMsfn1eBiannsedind (E-Commerce) FaUseifiunusiunsazaady
druslunsinisimadidnnsedindiedudosdfadesaniundang
delawaganailindavesilivins wudeariuiunsliuinisaannddian
deolavesflduinmsaandiinuddy fadu gliuinsaandisasiiaed
wanslifufanszuiunssnuanuiuasazamidudiudivesioyande
néng1us1sds elsiflduinismanndusziliuld 1wy Amazon.com fleen
Usgmaiildnunisnsiadeu SASTO0 Type 2 Fadunsnsivaeuinesinsld
vimuingUszasduazianssusuanusiuasnuiinualiuiela Tnediu
Tngaziiuluiimaluladasaunag agnslsfinig vaigesdnsnereuadng
wpsgrunsinwatiuasazaadudiuilunisTiuinseannd wu
oale uwinsgufiadstufifudfissdioudaredadldamisainnin
funsuazaududiuildednsdaau dnsunssadugliuinninand
Tunwideves Burton w8937 iesanuinsaandiduuinisfianansadn
wigunshdulaniualudesnisveedlduinisies laeludesding
Ufduiusfugliuinsdedu msvssdufnsndululudnsusientu fo
Aldusn1sAadaunsaUsEliugliusnIsAadlanudeanis tngldded
Ufduiusiugliunisaans uwasaindnuwaznisiluuinisvesrand (As a
Service) msdsifiudsmuhlduuuuuimamemuientu fuunuide
JuaueuInsnsUsziliuanudssdadunissadiuwuuiuiiiule (Real
Time Assessment) LU §lAUIN15AA1IA ANITLARINANZIUDNBIMABNA
sz iilinisufiRnis Run-Time) Tnendngiudredaoraiudentsld
(Log Files) fuandliiiiiuingliuinisindngwiituiindoyafiudresng
sUU wena il Burton Ssliimanainasimseanuuunisussduliidns
dnwarnnsiauIeIna1s Wy USnsAanAntimsiausmAusEnineg
Tiusnsmanavatendn Wusy Guiiwaaguanaideves Kaliski Jr. uaz
Pauley axdifissuurAnlunisoonuuunisussidiusiidy uiuuadalunig
wenguvilinsussduduluuuuiuiiviiladudsiiauladmsudise

WATEv049 David Tancock wazame [12] diausiadessiefldinaudy
AUFU0INIAUILUUAINF IAsLAT e muNTY 9z1funistaus
Audean1sililadwmindsuanududiusafienansliinaudsdy
09Ans Inewunguilinudadussdnsitlifimnudervgmannudesnisd
Tail@anindisuanududius wWelkesinsuuinslunstiosiunis
Anaades Tnsdstagslinisdesfuarndssiuanduduiagn
vanlddudduneunisisudulasinis uaﬂmﬂﬁ;ﬂ%’ﬁmiﬂm’séé’ammm
thifeyanundsaniinsesilunmssiFalasmiseing q Iussnzaunioll du
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n1seenkuuLATele riinseanuuuludnuazvasiuuanun1uie LR Ly
usnspamaneumaiuineatuuleuienssnuanududiudiluaiuaing 9

Y o o 2 o = & % « va ¢
waatAmnauaAuTuindugiuaug (Knowledge Baseldioldiinszy
Anudssuauluduinely

398983 Nuntapun Bhensook Wag Twittie Senivongse [13] U7Lau®
TnsUszuazuuuaNdean s ldlfdwmtnnuauiuae g lAuINIg
13 o aadaa [ . . Y o [ A
Aa19 taedn3539ALY (Goal Question Metric) UNlFAMUANSNFIUNUARA
Thdudaleuensenssuiunsigliuinisranadainduieduisugualu
1133 ¥1ANTUAIYDINTNYINIAAINTNTLAUTNTT JIT8UWIANYRITET
AndudsUszneumenisivundivung dow wagda ¥ wlssendldiu
LR3NGAIUANAATIAKATAIIUNTUTERUALALANTIUYBIAUEI Ul g7
gnivualagasAnIANLduAeInag liITuainsadnsizinidyin

=t = Y o Y A Y & X ad A wvay o
FINUBAMENFIUTIUIU 224 U8 NhandbiiudadIs iR unuduaIes
AlviusMsean lunmshirguuuveamdngiuiieanulusdanasnsisaaula
nAdeldesnuuulififnsivaeuauduaswasnanddudinsziuagl
AzBUUNANZIUANTUAIBIEITUTNI5AR1IR Inlinsinauvesssuud
sonuuudllldudnludd

31438999 Lance Hayden Wag Ken Stavinoha [14] Ulausiunfng1niu
an1inenssumnusiunwosranduaisnisussgndiile Sananimiunswes
Aa11e Tasnanideuuiann1sTaauiuasesnasiiauslnsdan1ty
wnsgukazmaluladsedued (NIST) Genansninudonlessening 1) uwy
(Plan) Fauansauaanidlunsviney 2) f%n (Metric) uanssaindild
muumsvhanlidulunuun uay 3) 1n5in (Measure) Fauansdnitin
18lnensIa1nnIS¥iuLaTIzas Ui Taild wunAnhad1ofuisamn
811 (Goal Question Metric) FslHlunsinaunmlumaimnssuvenduas
Adeilldlaueiognsfsmvesininaustunsdaisidostunsinusina
#3058auveenuldla N5aU NMIENATIEBY LaENITYIIMINNI AU
supusiuag uidaduissnanuagliliBanunnsgiunnuiunses
ARTIAUDITLOELD

MAIEAUMIUsEuANNiuAIeEiiuINIsAaInaunsaaulafmisen 2.3
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A Ao v a o IPN I3
AN 2.3 ﬁ?ﬂ\‘ﬂuqGUEJ@']‘L!ﬂ'ﬁU53LNUF’T]WNNUF’NGU@QQ‘TLWUiﬂ'ﬁﬂaTW‘I

el Usziiuluanide WARYRIWINY | Jgymvesanuive
Wayne A. Pauley | nsuseifiupnulusslaves | Unsazuuu oduauluns
AlAUSANTAaNIAAIUAN | (Scorecard) Tag | Usidiy
ffuns asudiusi Usziliuandeya
ANUEnsalung vuiuledue
nyvaaeuls uasdennadly | Tiusnisaana

ASIAUsSANg

Burton S.Kaliski Jr.

1. enuvinmelunig

Risk Assessment

< = a [
LUULNEILUIAR €19

uag Wayne Uselliunsliusnisranig | as a Service laifiAsn1suUseidiu
Pauley 2. wnAnlunsussiiukuy
Viuiiviule
Bret Michael, Sun | msUszifiumiulusdlawes | vannisiansan | iuiissuuda 8
Microsystems, ATIAUSAITARIN Anulusala 13355 Useliu
Inc., Catherine
Everett, David
Tancock ag At
Nuntapun msUszenddauduanldly | msUsadiudnu | nsussdudaly
Bhensook a nsfvuandngIuLile anusuadlaell | Wudnlud@ daies
Twittie AIMATLUUNTSUSUR stz ofgnIaaeuly
Senivongse fumnusuasLeng | ndngm e NSRRI
AIUANAATIA M50 Tusnsaane
AMATNLAY ALHURUNAIND
YSinaweman | muAumAaIaly
U alalaggain
vénguildang
Tvusns
Lance Hayden aninenssuarusiunwes | myialasimun | Wuisauundn

ey Ken

Stavinoha

AANIALAZISNTUIEYNG
o YananuiuAswes
paMAILLAAnTEuslay
anunnIgINLAE
walulagseauyn@ (NIST)

WY A0 U915
70 WSauMIDE9
RYUVDIAIIN

29935015 §9bdl
AIINNTRLAU
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MAe iRl ingUszasAiiadauaIsnsussliuaziuuAuiuAweEliusn1IAaTI0
AILTTNITTIUNANUADAARBIAUAIILTUAINNLLUATNGAIUANAATIAAIENITTILUNTDAIY
at1991e ngthdayaniuiuasnudi duglinuinseaninundiwun Tunsun1saduaud
o
Radl

3.1 N15WATUNTOYAANABINITATIUAINIUAVBIE HUINITARIN

Tusumeuiianidunisfinnsandeyarmiudosnisiuarusiunaiiefiaziidmsilatg
ooulnladdeyarnusiuas Insfinsananenasusindmunuaand i fundnsiudaenans
1IAsFINANSTilenanTunIndaIUANAaNAEsdelle  uazenvasuseAdnYiiogly
wuvaeuaMsUsEiiuiiduiiiiuieioaiu

311 wesndaauAuAaIn (1] AseumuwiufuRfIuAuiuag wazszyIuu
UfuRtuAeteiunisliusnsaanntudnuuslatng Asdtegdlumisnan
3.1



M13197 3.1 FIREINUATNTAIUANARTIN

Control CCM V3.0 CSA GAPP ISO/IEC NIST PCI
Control Specification COBIT NERC
Domain Control ID CCM V1.X "\ Guidanc (Aug HIPAA / HITECH Act 27001- CIP SP800- DSS
e V3.0 2009) 2005 53 R3 v2.0
Application & AIS-01 Applications and SA-04 Al2.4 Domain | 1.2.6 45 CFR 164.312(e)(2)()) | A.11.5.6 | CIP-007- | SC-2 6.5
Interface interfaces (APIs) shall be 10 A116.1 | 3-R51 | SC-3
Security designed, developed, Al122.1 SC-4
Application and deployed in A12.2.2 SC-5
Security accordance with Al12.23 SC-6
industry acceptable Al1224 SC-7
standards (e.g., OWASP A12.52 SC-8
for web applications) Al1254 SC-9
and adhere to A.12.5.5 SC-10
applicable legal, A.12.6.1 SC-11
statutory, or regulatory A152.1 SC-12
compliance obligations. SC-13
SC-14
SC-17
SC-18
SC-20
SC-21
SC-22
SC-23

LE




M1597 3.1 FIENUATNGAIUANAATIA (D)

Control CCM V3.0 CSA GAPP ISO/IEC NIST PCl
Control Specification COBIT NERC
Domain Control ID CCM V1.X "\ Guidanc (Aug HIPAA / HITECH Act 27001- CIP SP800- DSS
e V3.0 2009) 2005 53 R3 v2.0
Application & AIS-02 Prior to granting SA-01 Domain 1.2.2 A6.2.1 CA-1
Interface customers access to 10 1.2.6 A6.2.2 CA-2
Security data, assets, and 6.2.1 Al1.1.1 CA-5
Customer information systems, all 6.2.2 CA-6
Access identified security,
Requirements contractual, and

regulatory requirements
for customer access
shall be addressed and

remediated.

8¢




3.1.2 mmgmﬁLmGﬁﬂ%muﬂmm’aﬁéw%ﬁﬂé’m AICPA TS Map, AICPA Trust Service Criteria (SOC 2SM Report), BITS Shared
Assessments AUP v5.0, BITS Shared Assessments SIG v6.0, BSI Germany, CCM V1.X, COBIT 4.1, CSA Enterprise Architecture
/ Trust Cloud Initiative, CSA Guidance V3.0, ENISA IAF, FedRAMP Security Controls (Final Release, Jan 2012) LOW IMPACT
LEVEL, FedRAMP Security Controls (Final Release, Jan 2012) MODERATE IMPACT LEVEL, GAPP (Aug 2009), HIPAA / HITECH
Act, ISO/IEC 27001-2005, Jericho Forum, NERC CIP, NIST SP800-53 R3, NZISM wag PCl DSS v2.0 é’aﬁaashﬂumiwﬁ 3.2

5197 3.2 Mog19aATEIL ISO/IEC 27001-2005

ISO 27001-2005 ISMS Requirements Yes No Partial N.A.

4 Information Security Mgmt System
4.1 General Requirements For ISMS

Is the documented Information Security
Mgmt System (ISMS) established,
implemented, operated, monitored,
reviewed, maintained and improved?
Does it address the

- Overall business activities?
- The risks that it faces?

Remarks (if any):

6€
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AANANIBL Aasag19lumnsen 3.3

a Y] 1 a a & a & v ¥ [y
15NN 3.3 798194 UVABUNINNITUS LU UNLUUNLAUNDINDINU

Control Domain | CGID CiD Control Specification Consensus Assessment Questions
Application AlS- | AIS-01.1 Applications and interfaces Do you utilize industry standards (Build Security in Maturity Model
Security 01 (APIs) shall be designed, [BSIMM] Benchmarks, Open Group ACS Trusted Technology Provider
developed, and deployed in Framework, NIST, etc.) to build-in security for your Systems/Software
accordance with industry Development Lifecycle (SDLC)?
acceptable standards (e.g.,
OWASP for web applications)
AlS-01.2 and adhere to applicable legal, Do you utilize an automated source-code analysis tool to detect code
statutory, or regulatory security defects prior to production?
compliance obligations.
AlS-01.3 Do you verify that all of your software suppliers adhere to industry
standards for Systems/Software Development Lifecycle (SDLC) security?
AlS-01.4 Do you review your applications for security vulnerabilities and address

any issues prior to deployment to production?

or
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Control Group Control Domain Service Model
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M990 3.4 ﬂ?quwuqﬁﬂaﬂiﬂsﬂﬁiqﬂaEIUIV]Ia'ﬂﬂ'ﬂllllu@\‘ieﬂaﬂﬂaTJﬂ

AFnNNazunasaeaulnlad
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UszanvasAn (Activity, Product, Related
Concept)

321 MvusnuufoRduausiuamesaaid

A 3.3 uansidvifiluuunufoRgumiuiunswesnans (Control Group) 39
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— Application & Interface Security

Audit Assurance & Compliance

Business Continuity Management &
Operational Resilience

Change Control & Configuration
Management

Data Security & Information Lifecycle

Management

— Datacenter Security

=  Governance and Risk Management

Human Resources

ol
3J
(e}
u
o
—
(e}
il
+
c
e}
U

Interoperability & Portability

Mobile Security

Security Incident Management, E-
Discovery & Cloud Forensics

Supply Chain Management,
Transparency and Accountability

ol Threat and Vulnerability Management

AN 3.3 WU URMUANNIUAINUURSNGAFUANARTIN
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3.2.2  AVUASNBUZUDINISIAUSNNSAAIN

A7 3.4 LAAIANEAENISIIUINITAATIA (Service Model) Fauwudufjufanuaiy
Juasiinnune v wusldu 3 dnwaelann 1) mstiusnisvenduas (Saas) 2) nstiusnng
wnannasy (Paas) 3) nsliusnislassasnaiiugiu (laas)

Service Model
1
-

= o [P I3
AINN 3.4 aﬂ@m%éﬂa\‘iﬂqﬁiﬁ‘Uiﬂqﬁﬂaqjﬂ

PaaS

323  MAUAUTZLAVIVBIAN

AWl 35 wansUszianvesddnyifiegnnelduuiufiRudasfudeamsonds
Ussunvldifu 3 Yssavldun 1) Aanssu (Activity) anedsianssuiuund fuRdudussyl
N3y 2) Wansiauet (Product) wmaﬁqéqﬁ'L“fJuwawﬁmmﬂmiﬁ%ﬁumimuLLmUﬁﬁ’aé’ﬁufu
uay 3) AeulsUATiABItes (Related Concept) MmunefaunAnusendnnsiuuiufoasu
tunamis uiladléfuAonssunassandos

o Related
Activity Product
Concept

AN 3.5 USLLnNNUDIAn

3.2.4  f7p81900uUlnlad

LY I

Fregannsinveseeulnladmiuiunwesnanduandunini 3.6 Jsuszneudae
méwiTiAgafu Control Group, Control Domain wag Type Usswnneing 533 461 fn
Al 3.7 waneiiegauedILvesRANTITiBatu Application Security Control Domain
1u Application & Interface Security Control Group dmiumdniluseulnladouauans
Wlunaruan
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A 3.7 UNdIureIAANYINiAeIA U Application Security Control Domain

3.3 msanatayavniuledgliusnisaanad

mMsiudeyaiuanuiupwesliuinisaananiuled asinmsannilvandeyaun
Witluguuuulnld HTML udrFaiundszananaiiomddidy Tunisanidlvanagldiadesde

HTTrack Website Copier [15] Tagidonifulamzdeyaidu HTML lsifinsiAudeyanm

\@e9 way IWauuudy 9 feniwi 3.8
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<prAmazon Web Services strives to provide a robust and trustworthy platform for our customers.
onr services for suspected attack. We also nnderstand that security is a partnership between us
application deployment involves testing applications for potential vulnerabilities.</p>

<p»0ur <a href="http://aws.amazon.com/aup">Acceptable Use Policy</a> describes permitted and pr
prohibited security wviolations and network abmse. However, becanse penetration testing fregment
established a policy for customers to regnest permission to conduoct penetration tests.</p>

<hZ2>Commmnicating with AWS</h2>
<n3rAppropriate Use and Your Privacy</h3>

<p>The information yon share with AWS as part of this process is kept confidential within AWS.
permission.</p>

Al 3.8 JUuuuteyatildnnmsiiudeyaeiniasiie HTTrack Website Copier

3.4 msdaiudoya

wasaninsaiadeyasinuinivuds ssuuazvinsadisiviidddglasldlausns

o

984 The Stanford Natural Language Processing Group [16] lun1ssind1 MindAmen wag
v ¢ o v ¢ ° = PN v o a

MINENT As1ndnnt (lemma) azgninluiSeuiisuiuanluseulnlad Feasgnussuiana

lngn1sdnen mMdadmen uazmsindwi wudeatu wddatualumiiuansinssiu

Alussulnlad lnaivegluguuuurenendiduuea (XML) dsnndl 3.9 deutiludniiunig

o & 4 Y 1 o o ca o 1% Y @
wunludussld msdrsmdninanalaanuiiivuanstiluniaxuwin @

<token id="2">
<word>vulnerabilities</word>
<lemma>vulnerability</lemma>
<Character0ffsetBegin>10</CharacteroffsetBegin>
<CharacterCffsetEnd>25</Character0ffsetEnd>
<POS>NNS</POS>
<NER>0< /NER>

</token>

= (Y 1 © Y ¢ &
Al 3.9 Megnsinudeyalusunuuiendiduuea
3.5 Ns3uuntaya

Tuduneutinginmdfgildaniivgliuiniseanauiinisiwunaungudeya
wUHURMUAINTUAINS 16 dulagldnisdrnundaninuegisitenesuisliluiiten
2.1.5 lngieeulnladnadrddutuduuldlunisfiorsuidrddgildanuinivvey
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19U3n1971 @9nmaeanuAIANN I UNLIALAT19UB998UIN1AaT A29819N15AIUINLNBINLUN
ANNEDAARDIRAINIUAIAIUL Application & Interface Security Hmaluil

1) segretayannudvasidnmnnuluienaisaiuiunwiu Application & Interface
Security WagleNa@1SHIIUINISAA1IN Amazon wandlunis1an 3.5 laei

Y

A9 AuyUENA1TANITUAIALINYGDY Application Security

A U

A FuwnULeNa1TANUTIUAIIIALDY Customer Access Requirements

AD AILVULDNANTANNUAIUNINYDY Data Integrity

A FUNULBNAITANLIUAININYDY Data Security / Integrity

Y

D MUNULBNATHITUINIIAR1IM Amazon

A15N7 3.5 anstayannudvesedninnuluienaisaiuiiuaiiu Application &

Interface Security LLaw;TLﬁU%miﬂanﬁ Amazon

AFNA fi,l fi,z f, 3 fi,4 1:i,p
Application Security 1 0 0 0 1
Security Authorization 0 1 0 0 1
Penetration Testing 1 1 1 1 1
Performance Monitoring 1 1 1 1 0
Vulnerabilities 1 0 0 0 1

2) $9819NNSAIWIMUIVUNYDIAIAINANNITN 2.3 LAAILUANTIN 3.6 tae

Ao U mtinvesmlulonasausiuAALIngey Application Security

Ao UminUeIA lulenNa1sAINNIUAINLINEB8 Customer Access

Requirements

Ao WIMNNveIMlULDNENIANIIUAILIAEDY Data Integrity
Ao UmtnveeAlulonasALIIUAIALIALDY Data Security / Integrity

A dminveasAluenansiliuinisnania Amazon

A1 N Tuftdu 4 muduiuninagesvesnuiuasiiu Application & Interface

Security
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M9 3.6 MsntinvesAAniinuluenalsanusiuaIu Application & Interface

Security UagliuIn15AA1IA Amazon

AFW W, W, , W3 W, 4 Wi o
Application Security 4 0 0 0 2
(I+log,1) xlog, — =2
1
Security Authorization 0 2 0 0 2
Penetration Testing 0 0 0 0 0
Performance Monitoring 0 0 0 0 0
Vulnerabilities 2 0 0 0 2

3)  FRYNNITAIUIUAIANUADAAADIAIALNIST 2.6 WAAITUAISI9N 3.7 Taei

sim(d, ,)

sim(d, ,)

sim(d, )

sim(d, ,)

A9 ANAIINADAAADIVDILDNAITAINTUAINNIAE DY Application

Security fTuLBNANTHIAUIN1IAINIA Amazon

A9 ANAUADAARDIUDILDNATTANUNUAINIIN Customer Access

Requirements futena1syliuIN1sAATIA Amazon

A9 AIAUADAAADIVDILONAITAINNUAIALINYDY Data Integrity

% Y a 6
flulenasyliuINIsANIR Amazon

AD ANAUADAAABITOIDNAITANNUAINNINYDY Data Security /

Integrity fiutonasKliuIN13ATIA Amazon

MTNA 3.7 a31RanIsUszliumINdenAaBIiuALLIUASAIU Application & Interface

Security ¥a45lUIN15AA1IA Amazon

m'maj'uﬂwmﬂeiaﬂ A15ATUIY ASLLUU
sim(d, ,) (8)/(VBx+12) 0.82
Slm(d ) n n n 0.58
” (ZwizxwipJ/ \/Zwizzx\/ZW?p
i=1 ’ ’ i=1 ' i=1 ’
Sim(dS‘p) O
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A15199 3.7 M5 NRANTUTZIEHUAMNLEDAARDINUALIIUAIAIUY Application & Interface

Security ¥8lUIN15AT1IRA Amazon (40)

AN UAINUINE DY N1SATUIN ATWUY

i d4p n n n
o [ZWMX\M,;,]/ \/_Zwii x\/ZWf,p

Mnazuuniildvinlianinsansudesiunndeyavuniinivin glkuiniseandld
Dawngnisafiunisiidenadesiunnufiasiudie 4 Tumeindauauaanduiel was
mnuaenndesiil aglusziule  anmiegrsdsiunuin {liusniseand Amazon finns
L?JmLwS%auuamﬂﬁu%miﬁaamé’aaﬁummﬁ"umé’m Application & Interface Security Tu
nuIneay Application Security mﬂﬁqm MIUAIEMUINYDE Customer  Access
Requirements uadaliuanstoyan1sviimuvuinges Data Integrity Wag Data Security /
Integrity

3.6 N1SNAIULAIDIIDILUNAIUFINAADIATUAINNIUAS

mnAslum iR eIeaoduunaudenadesiummunlioatuayuide fe
nsimuIvkeUndndudniuiudeyagbiuinisraiinuiussuiana vn1siwun uag
LAAIAZUUUAINABAABIYDIE IUINITAR1IARBLUAINGAIUANARIIN WHUNINABLLILLLA
(Component Diagram) vaaiunaundindunanifanini 3.10 uazdesurslunnsnsdi 3.8
Fefllasaadamiaududannd 3.11 drusegmiaevesivueundiadulszneusme
Fregnanthaendniilddnsunissulnanlvduasdenioulusneg uandunmd 3.12 wih
ouansran sUIsuifisuanuaenndosiuanauaIszrIngliuinsaandusiazsiely
sUnuURsMUssRazssaziuY Tunmil 3.13 wag wieslansHamLd@eAAdeIF LAY
funswesgliuinmsaandurarseluguuuunsmsnautazassazuuy lunni 3.14 Tng
fifesunenthasuandlilumsned 3.9 - 3.11 auddy
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Web Browser | — — — — — — — Website
1 1

indexphp | — — — — —| result.php

Cloud Security Ontalogy.owl Ij

Evaluation txt

1

jena.jar CloudSecurityEvaluation.jar stanford-corenlp-3.2.0.jar

AN 3.10 WHUNINABUINUUATDILATDIL DI IHLUNAINUADAAA DIATUAINULUA

AN5199 3.8 ANDSUNLNUNINADUIWUUATDILAT DI DI UNAIUADAAA DIATUAINULUA

Wa1e A183U"Y
Web Browser Wswnsuiildpdeyanegluiules
Website Judwildfasedudldnudnszneulumelid

index.php lduaniniinaendn wag Result.php
WERIMLNYBRNANTSUSELY

Executable jar File Hudulszananavesszuudslssnaulusglng
Farolud 1.standford-corenlp-3.2.0jar %"
wifilunisuszutanadidnviannniiug
1#usn1sAanan wagAiAnvianesulnlal
2jenajar \Wuveutneeu (Framework) Tunns
fanouardaniseeulnlad  3.CloudSecurity
Evaluationjar Jusmdniildlunisuszanana
Taevimthitewlnanldsuangliving Benld
nulavsrduazillsulndnanisusyidiu 4.Cloud
Security Ontology.owl #8 lWdesulnladmnu
fupswosnans lewdlernisuszsananaiasaay
Ialvlanan1suseiliufe Evaluation.txt
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297 3.11 TAs9as19n1599U 93 uLaUNaLATy

Classification of Cloud Provider Security List all files in a directory
Conformance to Cloud Controls Matrix Public AWS Security Center#00001 himi
Max file size 1000 KB, Valid formats .htm, .html Public_AWS Security Center#00002 himl
Public_AWS Security Center#00003.html

Public_AWS Security Center#00004.html

Model : | Public M Public_AWS Security Center#00005 html

Public_AWS § Center#00006 html

ServiceModel:[ AL v] e AN Secuy Cente "

Public_AWS Security Center#00007 html

Choose Files | No file chosen Public_AWS Security Center#00008 html

Public_AWS Security Center#00009.html

— Public_AWS Security Center#00010.htmi
Public_AWS Security Center#00011.ntmi

AN 3.12 nihenantddmsuniseulnanlnduazidontoulusigeg

M99 3.9 Aeduteuiaevanltamsunisoulnanlvduazidentoulusig

VEXE) AN93U"Y
Provider Name fdszyBodliuinizaans Ssasgninluldlunisdede
Inldwadwsae
Deployment Model Fldszygunuumsldnuaandiauls Fasznoulude

Public, Private, Community &g Hybrid

Service Model fldszydnvaznisliuinisiauls Fsuszneuluse
ALL, SaaS, PaaS, laaS Tunsdifilaidesnsszydnvue
nsbiuinis Widen ALL - ddlunsidendnuaiznis
Tiusn1saviinasionsusviiiung




A5 3.9 Aedunentveuanltamrsun1seUlnanlauazidenteulunigg (Re)

o Y
%V

ANa5UNY

Choose Files

yléidonlndfdeanissulnandadulwaagldtusing
i ivrediiuiniseanid lneaiuisadents
WnnImdalng sunvesingazdesldiiu 1000KB way
Tulg htm vide html Wity

°

Upload nasandenlududs gldazdeanaly Upload ey
n58ulnanlud lagazasivaeuiniinisseydes
TWusNsAaIALAY

Execute nasangulnanlndiseuiosuds naly Execute s¥UU

sv‘hmiﬂ‘szmawaﬁwﬁ’wﬁmﬂ’LWépﬂﬁU%ﬂﬁﬁ”’wmLl,as

sl ludisusumdniluseulnlad

Reset ’L%’aulﬂéﬁé’ﬂimamLLaz"LWéﬁngismawaLLé’Jﬁy’wm

Result I%LﬁaQmaé’wéﬁiﬁmﬂmsﬂssmama dlondnudmiinee

avwlasuludanng 3.12

List all files in a directory

wansseTelnlafignsunaniianun nslassainsvesio
Indusznavluie suwuumstdaudliuinisaaria
musedodliuinisnaduas vanelavienalsvesy
Tusmananiddassuuazaistulisnlult

Deployment Model :| ALL v

ALL_Providerbd
ALL_Provider_AAC bt
ALL_Provider_AIS.bd
ALL_Provider_BCR.tt
ALL_Provider_CCC.tt
ALL_Provider_DCS.tdt
ALL_Provider_DSl.bt
ALL_Provider_EKM bt
ALL_Provider_GRM.tt
ALL_Provider_HRS.tt
ALL_Provider_IAM.bd
ALL_Provider_IPYtd
ALL_Provider_IVS.bd
ALL_Provider_WMOS.txt

Security Score

04 [T
Security
03 Center
M Box
Privacy
0.2 Policy
Google-.
01 M Salesforce
W Windows
Azure
Customer Access
Requirements
Application & Interface Security

Application Security Data Integrity Data Security /

Integrity

Windows
Azure

AWS Security
Center

Box Privacy
Policy

Google-

s Common Security

Salesforce

1 Application Security 0.24 0.03 014 0.14 0.06

Customer Access
Requirements

3 Data Integrity 0.08 0.02 012 0.07 0.02
4 Data Security / Integrity 0.18 0.33 028 029 0.21

0.22 0 015 0.16 0.31
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AT NASLLUY

ANaSUY

Home

AaNLeNdUgvnevian

Deployment Model

Dughnsoeriidlunsnsesidnadniiomnlaeiliden
4 579n15A8 ALL, Public, Private, Community wag
Hybrid nsdifiden ALL azuanskadnsnisSeuiieu
VBIIUINITAAIANAA e TuTULUUNI UL ILa Y

PN NALUUY

31813 INA s19n19lWdRanunfignuansifunanisuszidu
Wisuisugliuinisaanidfuanuiiuasis 16 fu
Tasatelulndusenevludigazuuuysziiiuvainy
aonndesnIU TR uALTUAg

nIuvie iieliuanuuanAsvesnzuLusEinaglruInisle
9g199mau JauanlugURuURINT USRI LA
wendn g liuINNg

A1319 wansnzuuuidunlilagazileegsning [0-1]

Deployment Model : | Private

Private_AWS Security Center_AAC.bt
Private_AWS Security Center_AIS.td
Private_ AWS Security Center_ALL txt
Private_ AWS Security Center_BCR bd
Private_AWS Security Center_CCC.td
Private_AWS Security Center_DCS.bd
Private_AWS Security Center_DSl.bd
Private_ AWS Security Center_EKM.txt
Private_ AWS Security Center_ GRM bt
Private_AWS Security Center_HRS bd
Private_AWS Security Center_|AM.txt
Private_ AWS Security Center_IPYtd
Private_ AWS Security Center_|VS.td
Private_AWS Security Center_MOS bd
Private_AWS Security Center_SEFtd
Private_AWS Security Center_STAtxt

Deployment Model : Private
Provider Name : AWS Security Center
Control Group : 16 Groups

028 Security Score

W Security
Score
0
014
0.07
0.00

(B P T P R T @ a0 T o e ® O
o NS 0“3@06@06@09?’&@ EEANE @“@m‘@s\ e . eﬁ"“%\)@\!w@a
16 Groups

Control Domain Security Score

1 Application & Interface Security

2 Audit Assurance & Compliance

3 Business Continuity Management & Operational Resilience
4 Change Control & Configuration Management

5 Data Security & Information Lifecycle Management

6 Datacenter Security

7 Encryption & Key Management

028
0.1
0.07
0.02
0.04
0.12
014~

A9 3,14 MTIADUARINAAIINADAAR DI UANLT LA ITUSNSAAIAUAas Ty

E‘ULL‘U‘Uﬂi’]W’NﬂaNLLﬁ%G]’]i’Nﬂ%LLuu
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A1599 3.11 AeSunenthasuanaaveliuimiaandwiar elusdiuunsvhsnauuay

AT NASLLUY

ANaSUY

Home

AaNLeNdUgvnevian

Deployment Model

Dughnsoeridlunsnsesiduadniiomunlaeilsiden
4 579n15A8 ALL, Public, Private, Community wag
Hylbrid nsdifiden Public, Private, Community uag
Hybrid ~ zuanswadnsn1siuTeuiieuvesgliuinig
AaRksar I TUTULUUNTININANKAL AT AT

sren1sing

s19n19lWdRanunfignuansifunanisuszidu
Wisuisugliuinisaanidfuanuiiuasis 16 fu
Tasatelulndusenevludigazuuuysziiiuvainy
aonndesnIU TR uALTUAg

nsIneNau

LAANDRSIAIUYDIALLULHAINEN AT AIUFBAAADY
fuanusuassulatawazduniuasidud

AN

wandpzuuunAwIlalagziAagseving [0-1]

2/ 3 a v v A = A [ Yo 1 X
NlATIA 19TV UNALATUAIN NG 3.11 wsesiinazaunsavinaulanmelul

1) denldiesibuseavesliuinisaandiiodinnassimddgla

1Y

]

o

2) sxUdNYALNISIUSNISAaIRI DY laaS, PaaS 198 SaaS wilatduaulalu

nsPuun Wesngldensaulanisliusnisaanidianizunsdnuae Jawwr

UURMuUANLTUAIUNIUIEIIMUALIEmSUNSITUS NS AaIRUNE NwE

WINTIU

(Y]

3) szydnvaznsldanuaanaindy Private, Community, Public w38 Hybrid

A @ oA ° o v v ¢
daluieulalunisdiuun esnngldervaulanisldnuaandianizuis

ANoY

wa v

'
t |

4) syyswlfuinuenuiuadwsazauisensussliula

5) LAMINAN1TIMUNANNFOAARBINNUANNTUATUSULUUYDINNT19 N1

2908 hazns1unale

3.6.1 1AS09AaNITIUNISWAILN
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Java(TM) Platform Standard Edition Runtime Environment Version7 14
TunmswantazUssuianalidenaistazeaulnlad lnevingusiuiu
LPYTLHULDA NAASUA LAz Nov#

Google Chart WWuinsesilelunisastamisnswaznsiviaenay

AppServ 11astu 2.5.10 Wukenwdinduidsnies
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nINagaURazN1SUSSLEUNANISIY

FRdelasusnivledangliuinigeand 5 sedisiiuivageuazUssliung
oA Amazon [17], Google [18] , Salesforce [19], Box [20] tag Windows Azure [21]
lnedseaziden fail

1)

ALUSN13AATIR Amazon T¥USn15AANIRIIAY Infrastructure as a Service
WU Amazon  EC2 [22]  @udunisliuinisiiieadiu Virtual  Computing
Environment wag Platform as a Service 14 Amazon RDS [23] %QL“fJumi
Tu3n1suienfiu Database Server Iag Amazon EC2 waz Amazon RDS 4y
nsldauaanstawuy Public uag Private

fliusn1snanad Google Wu3msaamdviadiu Platform as a Service Ltu
Google Cloud Platform [24] Wag Software as a Service U Google Drive
[25] Fadunisliusnisiieatuneundindudmniudnnisienans 1ae Google
Cloud Platform wag Google Drive dadunsldeunaninuuu Public

ALUIN13AANIA SalesForce 11U3N13AIATIANY Platform as a Service LU
SalesForce Platform [26] Wag Software as a Service 1% CRM Sales app [27]
1ng SalesForce Platform way CRM Sales app dadunisidauaanisuuu
Public

flsiuinisaanad Box luimsaanadiedu Platform as a Service L1 Box
Online File Sharing [28] \Jun1stiusnisnislalngsauiu wag Software as a
Service LU woUNALATU Box for iPad and iPhone [29] daLdunisldaunanan
WUy Public

AL¥UIN13AaNIR Windows Azure 1¥U3n15AaN3AI9A1U Platform as a Service
1% Azure Storage, Backup, and Recovery [30] Tusnmssnunisdafiudeya
way Software as a Service LU Push notifications to millions [31] T#uSA1s

¥ 4 A A L2 o € A [ LY < ¥
MPUNTHILAN w3e Usenialudilnsdnisiefennunanesy Jndunisly
NUAANIAKUY Public

mInegauaziiunisuandnaziUSeuiisunansuuuaudenAdesiuLn3ngaIUAL

AANIRYBIRLTUSNIAAIALAAZ 1Y NMINAFBUUTENBUAIY

1) VPAUNSUARINAAZUUUANADAATDINNMIUL TRAUANTIUAIYR
usnismandnwsaselasliinissyyeulule
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'
wva ¥ o

2) NAFBUNITHARIHAATLUUAILABAARBINULLIU]URMUANLILAIUDIY
WWusnsmanInwsazelnessunNUiuAsias Ay

3) weageuNssryanuwaznsldnuranadudeuly

4) negeunsIEuANYaznsiiuinsraaduteuly

va ¥

5) yedgeuMILanIHANTIUSEUigUATILLAUABRRARBIRLLLIUS URAT
AnutuAasliusNsuingelaeldseydeuly

6) NeFOUNMIHARINANITIUSEUUATILLANARAARBINLLUIUS TRA T
AnuuAaliuINIsuAazelagsEyAUTuALsaEANY

A7UNNSUTLIUNANITILUN AXUINANITNAFBUINNLATDLaUWUSIULNBUAUNTS
Funeeile Tnenuinsuseiiunady

1) Yssdiuniinisseuiemuaonaaeanuwuiuf ianuanuiuasiiulatig
Tu 16 su

wva ¥

2) Usziiuanuaenndewukuuiinuanuiuasluwsazmuieglusediu

T

[

a a IS éj
INYALLBYANITNAFOULALNITUTLLUUNALAIY

4.1 NFANAFBUNNILEAINARZLUNANUFDAAGBIANLUIVR TR UAUUATIagliszy
wauly

Amazon, Google, SalesForce, Box Wae Azure ﬁiﬁ’ﬂmu‘mﬁﬂL’ﬁuﬁmﬂﬁﬂmmﬁum
wavthuldmegoudusiuiu 11, 1, 1, 2, 5 i auEIEU AzLLLNSUSEEUYDIALTUAS
uhaza1u (neAtloy 2 AIWS) U89 Amazon, Google, SalesForce, Box Wag Azure WaARIAS
A15197 4.1-6.5 A

sruvashiauenansUsTfiuazLuumILdenAd Lk U URMUAMLTLAIYDY
fuimsnandusiazelusuuuureansmhsnay euandliifiufsdnndiuvesnziuuus
azAU AIRIBENNTIMKARIAZLUUAINFDAAd DSl UL aEAUYBIRLTUTNITAATIA Amazon
Tun il 4.1 Feanansaagdlein anusiuasiiglviuinisnains Amazon wandlfuuiuleds
U8yan1u Application & Interface  Security unfian sesasnBssaininnlutes e
Supply Chain Management, Transparency, and Accountability, Encryption & Key

Management, Infrastructure & Virtualization Security, Datacenter Security, Audit



57

Assurance & Compliance, Mobile Security, Threat and Vulnerability Management,
Governance and Risk Management, Business Continuity Management & Operational
Resilience, Identity & Access Management, Human Resources, Data Security &
Information Lifecycle Management, Interoperability & Portability, Change Control &
Configuration Management wag Security Incident Management, E-Discovery & Cloud
Forensics Aua1AU

AMSUNTMLARIAZLUUAIINADAAADIVDY Google, SalesForce, Box Wag Azure
LEAASMUAINT 4.1-4.5 anuaneu

Deployment Model : Private

Provider Name : AWS Security Center
Control Group : 16 Groups

Security Score

0.28 W Security
Score

0.21

0.14

0.07

0.00

& 2 -
b oy %\)5‘ ““@09‘60 a“’ﬂ o \69 %@5 \0’@(0@ ‘\e o 9‘3\1 e
16 Groups

A9 4.1 nsluanUasifudanuasnnadlulfazA1ured Amazon

AN5197 4.1 AZLUUAINNADAAADIIULABEANUYDY Amazon

Control Group Score

Application & Interface Security 0.28
Audit Assurance & Compliance 0.10
Business Continuity Management & Operational Resilience 0.07
Change Control & Configuration Management 0.02
Data Security & Information Lifecycle Management 0.04
Datacenter Security 0.12
Encryption & Key Management 0.14
Governance and Risk Management 0.08
Human Resources 0.05
Identity & Access Management 0.07
Infrastructure & Virtualization Security 0.13
Interoperability & Portability 0.04
Mobile Security 0.10
Security Incident Management, E-Discovery & Cloud Forensics 0.01
Supply Chain Management, Transparency and Accountability 0.14
Threat and Vulnerability Management 0.09




Deployment Model : Public
Provider Name : Google Common Security
Control Group : 16 Groups

0.28 Security Score

0.00

2% o e T E;do Y \e

6’\":’ ?,‘-'c’(\l C—:o\ﬁ A GV \\1,\63‘
16 Groups

Q@ S %05‘ c}"a’ 0@"’"

W Security

A9 4.2 nsmanaasidudanuaenndadluliazaiiuves Google

AT 4.2 AZLUUANEDAARDILLLAAEAIUTDY Google

Control Group Score

Application & Interface Security 0.25
Audit Assurance & Compliance 0.01
Business Continuity Management & Operational Resilience 0.14
Change Control & Configuration Management 0.05
Data Security & Information Lifecycle Management 0.02
Datacenter Security 0.08
Encryption & Key Management 0.05
Governance and Risk Management 0.07
Human Resources 0.05
Identity & Access Management 0.04
Infrastructure & Virtualization Security 0.09
Interoperability & Portability 0.08
Mobile Security 0.05
Security Incident Management, E-Discovery & Cloud Forensics 0.04
Supply Chain Management, Transparency and Accountability 0.08
Threat and Vulnerability Management 0.04
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Deployment Model : Public
Provider Name : Salesforce
Control Group : 16 Groups
Security Score

0.28 M Security
Score

0.1

014

0.07

0.00

@ = &2 & W
o w@" ‘b\)s\ @cﬁo&%@@o@?f&d o@ @ <<a 5&\(\,@ o @az eo\w Q@\;m@ﬁ
16 Groups

AN 4.3 nsvinanalosiiuininudannaadlukiazAuYed SalesForce

d’ ¥ 1 U
A15199 4.3 AzluuANdennaesluLAazA1UYBY SalesForce

Control Group Score

Application & Interface Security 0.26
Audit Assurance & Compliance 0.04
Business Continuity Management & Operational Resilience 0.04
Change Control & Configuration Management 0.00
Data Security & Information Lifecycle Management 0.06
Datacenter Security 0.08
Encryption & Key Management 0.07
Governance and Risk Management 0.03
Human Resources 0.03
Identity & Access Management 0.03
Infrastructure & Virtualization Security 0.08
Interoperability & Portability 0.13
Mobile Security 0.13
Security Incident Management, E-Discovery & Cloud Forensics 0
Supply Chain Management, Transparency and Accountability 0.06
Threat and Vulnerability Management 0.07
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Deployment Model : Public
Provider Name : Box Privacy Policy
Control Group : 16 Groups

Security Score

M Security
Score
015
0.10
0.05
0.00
25° PR o "\9 e~ ol
Qé 6‘,‘ %‘)5\ “3&0 06"606?,&(\1 60& \’9(09\639@ ‘@é \‘:\’@'<<> \g \)05\)?@\1’\\‘@6

16 Groups

AN 4.4 nsnanUosiiufnILdenraadlULAasAUYDY Box

A9 4.0 AZLUUAINUADAPADILULAAZA1UYDI Box

Control Group Score

Application & Interface Security 0.15
Audit Assurance & Compliance 0.02
Business Continuity Management & Operational Resilience 0.02
Change Control & Configuration Management 0.01
Data Security & Information Lifecycle Management 0.03
Datacenter Security 0.12
Encryption & Key Management 0.05
Governance and Risk Management 0.09
Human Resources 0.04
Identity & Access Management 0.10
Infrastructure & Virtualization Security 0.11
Interoperability & Portability 0.03
Mobile Security 0.10
Security Incident Management, E-Discovery & Cloud Forensics 0.00
Supply Chain Management, Transparency and Accountability 0.02
Threat and Vulnerability Management 0.06




Deployment Model : Public
Provider Name : Windows Azure
Control Group : 16 Groups

0.24 Security Score

0.12

0.06

0.00

S @ S ot P e o"\l
(\160@&9(@50 o

8
PQ@ o %\)““ o‘f‘“&()@‘@o’b@ e® W T\ el

16 Groups

AN 4.5 nsvikanalosiiuininuaenraadluLAasAuYed Azure

AN5197 4.5 ATLUUAILADAAADIULAREAUYBY Azure

W Security

Score

Control Group Score

Application & Interface Security 0.21
Audit Assurance & Compliance 0.15
Business Continuity Management & Operational Resilience 0.10
Change Control & Configuration Management 0.02
Data Security & Information Lifecycle Management 0.10
Datacenter Security 0.11
Encryption & Key Management 0.03
Governance and Risk Management 0.05
Human Resources 0.02
Identity & Access Management 0.10
Infrastructure & Virtualization Security 0.07
Interoperability & Portability 0.11
Mobile Security 0.00
Security Incident Management, E-Discovery & Cloud Forensics 0.04
Supply Chain Management, Transparency and Accountability 0.17
Threat and Vulnerability Management 0.06
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4.2 NIANAFIUNITUEAINAATLUUANNEDAAGDIANLUIUTARUAUTUA AL TEY
AUNUAILARZAT

'
va ¥ CY

INNAAUNITUTEIIUATIULANMUABAARBIRNLWIUS URAuAMUTuAdluiTo N

Y a 1

4.1 agldifuian nsanazuuunIIdonAda 16 AuYeglnuIn1Twiazs1e lunsdl
naaeuil andiudoulalunsvaaeudessyfunnuiiuas elifuseandsnifinzuuy
mnatosvesUfTRfunnusiunusassuduilsths luiidasuansiegnsauiung
AU Application & Interface Security IngnanzluuvEiuIN13AA1IA Amazon, Google,

SalesForce, Box wag Azure ASWaAAIIUAITIN 4.6-4.10 AUAIRY

FEUUALUIANBNANTITUTHIUATLUUAINARAAG DIV USSR IAUsaE S8y
Ausiumadnu Application & Interface Security TugUuuuveansivienay Wieuandlvidiu
fedndruresnsuuuLiazniIngasva LU U ARG uauiuas Fifiegansmuans
AzuuLANLaenAdesluLaL NG oEYRILlIUINNTAR1IA Amazon Tuamil 4.6 Tsanunsa
agUlédn doyamnusiuasiiglfuinisnannd Amazon uansliuuiuludlusu Application
& Interface Security  fifeyanuIngosvesuuUfuARuauiuaig Application
Security 3nflan wagdiuduqiFesdiiuannluiesfe Customer Access Requirements,
Data Security / Integrity g Data Integrity

d1mSunIMUanIANABAARBIAIU Application &  Interface  Security @K
TWu3N15AanIn Google, SalesForce, Box kag Azure LamslunInig 4.6-4.10 muafu

Deployment Model : Private
Provider Name : AWS Security Center
Control Group : Application & Interface Security

0.25 Security Score

B Security
Scare
0.20
0.15
0.10
0.05
Application Security  Customer Access Data Integrity Data Security /
Reguirements Integrity

Application & Interface Security

A7 4.6 nsvuanaasidudnnuasnadeslusiu Application & Interface Security U84

Amazon
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AT 4.6 AzLUUAMNEDAAARlUATUL Application & Interface Security U89 Amazon

Control Domain Score

Application Security 0.24
Customer Access Requirements 0.22
Data Integrity 0.08
Data Security / Integrity 0.18

Deployment Model : Public
Provider Name : Google Common Security
Control Group : Application & Interface Security

0.30 Security Score

M Security
Scare
0.25
0.20
015
010
Application Security  Customer Access Data Integrity Data Security /
Requirements Integrity

Application & Interface Security

A7 4.7 nsuanaasidudninuaenadeslusiu Application & Interface Security U84

Google

A5 4.7 AruuuAudenndadludiu Application & Interface Security 183 Google

Control Domain Score

Application Security 0.14
Customer Access Requirements 0.15
Data Integrity 0.12
Data Security / Integrity 0.28




Deployment Model : Public
Provider Name : Salesforce
Control Group : Application & Interface Security

Security Score

0.30
023
0.16
0.09
0.02
Application Security  Customer Access Data Integrity Data Security /
Requirements Integrity

Application & Interface Securnty

64

M Security
Score

Al 4.8 nsvianaasidudnuaenndeslusiu Application & Interface Security U9

Salesforce

A5 4.8 AzLUUANEDARARIlUAIU Application & Interface Security U84 Salesforce

Control Domain

Score

Application Security

0.14

Customer Access Requirements

0.16

Data Integrity

0.07

Data Security / Integrity

0.29

Deployment Model : Public
Provider Name : Box Privacy Policy
Control Group : Application & Interface Security

Security Score

0.4
0.3
0.2
0.1
00 — N
Application Security  Customer Access Data Integrity Data Security /
Requirements Integrity

Application & interface Securty

M Security
Score

A7 4.9 nsuanaesidudnnuaanadeslusiu Application & Interface Security U84

Box



P59 4.9 AzLUUANFDARARIlUATU Application & Interface Security U8 Box

Control Domain Score
Application Security 0.03
Customer Access Requirements 0.00
Data Integrity 0.02
Data Security / Integrity 0.33
Deployment Model : Public
Provider Name : Windows Azure
Control Group : Application & Interface Security

0.4 Security Score

- M Security
Score

0.3

0.2

0.1

0.0
Application Security  Customer Access Data Integrity Data Security /

Reguirements
Application & Interface Secunty

Integrity

65

Al 4.10 nemlwansUssifuimiugdennasdlusiu Application & Interface Security 99

Azure

ATNT 4.10 AzLUUAINADAAABILUAIU Application & Interface Security U89 Azure

Control Domain Score

Application Security 0.06
Customer Access Requirements 0.31
Data Integrity 0.02
Data Security / Integrity 0.21

4.3 nsdinagaumsszudnwaenisidausainduouly

mssrydnvaznislinueamdidudouls sxgnszylnedlidusneusuivnanlngs]
Tusnsdshegndunmi .11 dWedunsseyidlisnseandmeiuivinslidnul
dnwngle Tumeuuansnalusunsuaztionsesamzgliuinisaanndfid dnvaznislday
pandmiigldaulanibu dahegndlunmd 4.12 wansnmaidennsesanizmisldauuuy

Private wag AN 4.13 WaAINISLAaNNTBBANIENNSIIIULUU Public
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Classification of Cloud Provider Security
Conformance to Cloud Controls Matrix

Max file size 1000 KB, Valid formats .htm, .html

Provider Name :
Deployment Model : | Public v
Service Model ;| ALL v

Choose Files | Mo file chosen

A9 4.11 niheensdulnanlnandoussyaulusngg

Deployment Model : | Private ¥

Private_AWS Security Center_AAC bd
Private_AWS Security Center_AIS bd
Frivate_AWS Security Center_ALL txt
Private_AWS Security Center_BCR.tx
Private_AWS Security Center_CCC .t
Private_AWS Security Center_DCS .t

Private_AWS Security Center_D3S1.bxd

Private_AWS Security Center_EKM .t

AN 4.12 Feg1aRan1siaanEaulunIsIvIuLUY Private

Deployment Model ;| Public v

Public_Box Privacy Policy_&AC bt
Public_Box Privacy Palicy_AlS bt
Public_Box Privacy Palicy_ALL.td
Public_Box Privacy Palicy_BCR.txd
Public_Box Privacy Palicy_CCC.td
Public_Box Privacy Policy_DCS.td
Public_Box Privacy Palicy_DSlbd

Fublic_Box Privacy Policy_EKM.te

AN 4.13 Freg1anan1saanEaulynIsitauLuy Public
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4.4 nsdinadaumsszydnwaznisiusnisaananidultouly

nsseydnvaznmsliuimanamddudouly awgnasylaedlifusnousinanldy
Tusmsdaiegndlunmd 4.11 Tnefiilenauszuianaudissuuazyssiianaoaniiane
mnavgduarsiunsfifedesiutssanmsliuimnandiglfidensingu wu mngld
\den Platform as a Service 1ueiaumaaLLng‘jﬁ’aé"mﬂmmﬁumﬁm Encryption & Key
Management 2ziivinndesfifinnnuiendasiu Platform as a Service Wissaniuangos
Ao Key Generation Waig Sensitive Data Protection SYUUNITUAAINADDNU N IUAAD
mnndosiwiniu senzuuilunni 4.14 waras1eit 4.11

Deployment Model : Private

Provider Name : AWS Security Center

Control Group : Encryption & Key Management
Security Score

1.00 MW Security
Score

0.75

0.50

0.25

0.00

Key Generation Sensitive Data Protection

Encryption & Key Management
AT 4.14 FogNAZLULANUEDAAGBIAIU Encryption & Key Management 83

Amazon Iaefin1slusnisiuu Platform as a Service Wudauly

A58 4.11 AzlUUANUEenAdBIlUA1Y Encryption & Key Management 9839 Amazon

Taedinslusn1swuu Platform as a Service Wutdauly

Control Domain Score
Key Generation 0.0
Sensitive Data Protection 0.82

4.5 nsainagaunIsuanINan1siUssuisuAzuUIuANEaAAdaINNLLIURURRIUAIY

dunslagliszyouly

Tun15USeufisuATLUUANADAAS DIVRIN LTINS ILAs WU TARuAI 1Y
A 16 s gldidan Deployment Model 1u ALL szuvazuananalwdni3auiiieuy
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THusnisudarseauuuUisaduanutuai 16 #u wazaruisaidendilng ALL
Providertxt ttouaninmsiFeuifisusiomaniunnd 4.15 sadnsildandunsuvisianm
7l 4.16 FevaeliglduinsnanidifiunnuunnsiisvesazuuunNaandewoslUIANg
AaMALAarTEagNTRL LagldmTenuuLAINITNT 4.12

Deployment Model ;| ALL v

ALL_Providerbd
ALL_Provider_AAC bd
ALL_Provider_AlS b
ALL_Provider BCR.td
ALL_Provider_CCC.t
ALL_Provider_DCE bt

A9 4.15 fegrauauydmiuienivldionuanua

Security Score

Security
021 Center
B Box
Privacy
0.14 Palicy
Google-..
0.07 B Salesfarce
B Windows
0.00 Azure
' AlS BCR DSl EKIM HRS Vs MOS STA
AAC ccc DCcs GRM AN IPY SEF TVM
16 Groups

d' ~ a v ! v Y v
AN 4.16 ﬂﬁ'W\lLLﬂ@l\‘Iﬂ']iLTJiEJ‘UW]EJ‘U?’]SLLuuﬂrJqﬂJa@@ﬂa@\ﬂuLLmagﬂqu@Q'}NNu@Nm@QEﬂ

Tsusn1sAa1IRYe 5 518
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I
Y

51918
Control Group Amazon Google Salesforce Box Azure
1.Application & Interface Security 0.28 0.25 0.26 0.15 0.22
(AIS)
2.Audit Assurance & Compliance 0.10 0.01 0.04 0.02 0.15
(AAC)
3.Business Continuity Management 0.07 0.14 0.04 0.02 0.09
& Operational Resilience (BCR)
4.Change Control & Configuration 0.02 0.05 0.004 0.01 0.02
Management (CCC)
5.Data Security & Information 0.04 0.02 0.06 0.03 0.10
Lifecycle Management (DSI)
6.Datacenter Security (DCS) 0.12 0.08 0.08 0.12 0.11
7.Encryption & Key Management 0.14 0.05 0.07 0.05 0.03
(EKMm)
8.Governance and Risk 0.08 0.07 0.03 0.09 0.05
Management (GRM)
9.Human Resources (HRS) 0.05 0.05 0.03 0.04 0.02
10.Identity & Access Management 0.07 0.04 0.03 0.10 0.10
(IAM)
11.Infrastructure & Virtualization 0.13 0.09 0.08 0.11 0.07
Security (IVS)
12.Interoperability & Portability (IPY) 0.04 0.08 0.13 0.03 0.11
13.Mobile Security (MOS) 0.10 0.06 0.13 0.10 0.00
14.Security Incident Management, 0.01 0.04 0.00 0.00 0.04
E-Discovery & Cloud Forensics (SEF)
15.Supply Chain Management, 0.14 0.08 0.06 0.02 0.17
Transparency and Accountability
(STA)
16.Threat and Vulnerability 0.09 0.04 0.07 0.06 0.06

Management (TVM)
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4.6 NIANAFIUNITUAAINANTUITBUTIEUATLUUAINEDAAG IRV TARIUAIY

AuAdlagszyAUNUAILARAZAT

TumailsuifisuazuuunuaeandestasgliuinsimundeuuiUfiRdiuan
funausiazi fliausadenlidiuounyldnusedidlunmi 4.15 andegisanansa
Lﬁaﬂﬂiuwmmaa Application & Interface Security 157ilwéTe ALL Provider AIS.txt
wadnsileazifunsmursfnind 4.17 Feaeliglduinisaanidifiuauunnaises
AZLUUANADAARDIVBIL LTUINITAAIALAREII8RE1NTRLAU kAL lARTIALIULRINAITI
#4.13

Security Score

04 W AWS
Security
0.3 Center
M Box
Privacy
0.2 Palicy
Google-...
01 B Salesforce
B Windows
0.0 Azure
' Application Security  Customer Access Data Integrity Data Security /
Requirements Integrity

Application & Inferface Securty

AN 4.17 nsvluansnsiUseuisuaziuumINdanndedlua1u Application & Interface

Security V04K IUINITAINIANA 5 318

AN 4.13 wadnsnisuszidiunudennaslunu Application & Interface Security U949

ALUSNIAR1IANG 5 578

Control Domain Amazon Google Salesforce Box Azure

Application Security 0.24 0.14 0.14 0.03 0.06
Customer Access Requirements 0.23 0.16 0.16 0.00 0.32
Data Integrity 0.08 0.13 0.08 0.03 0.02
Data Security / Integrity 0.19 0.29 0.29 0.34 0.21
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4.7 N15UTSEUNANTTIRUNLAEAS aNFUNUSVa LN SaU

Tunsuszfiuanugndesvesnisiwunuiiugliuiniseag awldisanduius
VBUNYTAY e TAAIUAINITIVEITEUUNITIHUNAIINEBAARDIATUAINIUAIYDIE
uimsranslaeilIguiiguiunanisiwunmeielnegide nsussiiulaednuyaesiail

4.7.1 N15USLIUANNFBAAA DI IULARLATUAINNNUAS

mi‘dﬁzLﬁuﬁ%‘dszLﬁummgﬂéfmmaamsaﬁ’wLLuﬂmmﬁamﬂé’aqmmLLmﬂﬁﬁ’ﬁﬁm
mmﬁuﬂﬂuu@iazé’mmaq;ﬂﬁu‘%mmanﬁﬁ% 5 578 AzLuuANdenndasiusudulaen
sruvnansliuanlumsnedl 4.12 $296u 21nm15195Inann MINELAUINSEALIULAINNTT
Suuninnnt 0 lugile azdeiiiauaenadedugiudy (I6a1 1) wimniinzuuuainng
Suundy 0 Tusule vdeilidruaenndssdiudu (L8 0) faiuavansoulawanis
Usziunzuuuainszuulunsnsd 4.12 1eemnsnsil 4.14 (reduy M) drunissuungieile
ndeyavuninivvesdliuinssudululuihussfeniu nanafe ddeyaniiviinsye
famnusiunslusule Adeazlirnanudenndondu 1 Lwiwm"l,ajﬁmsmmﬁqmmﬁumﬁwﬂm
selvimanuaenndoniiu 0 fmanissuunlupisnsd 4.14 (aedud W)

AN519% 4.14 NANITIUNAIESLTUUNUNANITINLUNAELDdMSUNTUSEUAINUADAAA DY

1 U
Tunsiazau

Control Group Amazon Goosgle Salesforce Box Azure

M W M W M w M w M w
1.Application & Interface 1 1 1 1 1 1 1 1 1 1
Security (AIS)
2.Audit Assurance & 1 1 1 1 1 1 1 1 1 1
Compliance (AAQ)
3.Business Continuity 1 1 1 1 1 1 1 1 1 1
Management &
Operational Resilience
(BCR)
4.Change Control & 1 1 1 1 1 1 1 1 1 1
Configuration
Management (CCC)
5.Data Security & 1 1 1 1 1 1 1 1 1 1
Information Lifecycle
Management (DSI)




72

AN 4.14 NANNSIUNAIYTZUUNUKNANITIIBUNIELaE T UNSUSEEIUANLADAAA DY

Tudsiazanu (sa)

Control Group Amazon Google Salesforce Box Azure
M W M W M W W

6.Datacenter Security 1 1 1 1 1 1 1

(DCS)

7.Encryption & Key 1 1 1 1 1 1 1

Management (EKM)

8.Governance and Risk 1 1 0 0 0 0 1

Management (GRM)

9.Human Resources (HRS) 1 1 1 1 1 1 1

10.Identity & Access 1 1 1 1 1 1 1

Management (IAM)

11.Infrastructure & 1 1 1 1 1 1 1

Virtualization Security

(IVS)

12.Interoperability & 1 1 1 1 1 1 1

Portability (IPY)

14.Security Incident 1 1 1 1 0 1 1

Management, E-Discovery

& Cloud Forensics (SEF)

15.Supply Chain 1 1 1 1 1 1 1

Management,

Transparency and

Accountability (STA)

16.Threat and 1 1 1 1 1 1 1

Vulnerability Management

(TVM)
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Control Domain Amazon Google Salesforce Box Azure

M W M W M W M W
1.Application Security 2 2 1 2 1 1 1 1
2.Customer Access 2 1 1 1 1 1 2 2
Requirements
3.Data Integrity 1 1 1 1 1 1 1 1
4.Data Security /Integrity 1 2 2 2 2 2 2 2

nnduideyanan1sTuanng (20 )  WINTIAFBUIN NaNITIMUNLALTIUY
aanAasdnuNan1sILuUnAelaieslalaeldisandunusveaiesdunainan i luiiden
2.1.6 3NNNNSANUI IAduUsEANS andunusvaNesau r = 0.68 FuilalSouriguiuan

v @ o

Ange r = 0.561 Tuaseaningeuaaiiesdunseautudfy O = 0.01 wavemdase df =

¥ 1

n-2 = 18 aef n AsdwiugmhuIeuiigy wanudia r aenalaiidannniiAings
AaluIsazliman1sdnunlneseuuIadiauduiusasnanesiunansIkuna uila g1l

o w

HodAgyNszauANLTLUY 99%




75

unil 5
A3UNan15AY

[

5.1 d3UNan15Y

4

av dAao s A o

NUATBINTQUTEasA N MUUATENITIMUNAIUARAAGDIATUAIIUTUAIYDIE

s A (% &

Tiuinseandileliussifiusedunnuiuasesnisliuinsandeyaidame vumini
suiauaiosdieatuayudniulvgldvinsaandlilunsussduiiovsznounis
finrsunidengliuinisaannd TnefinnsanainuuufiRruanusiunmsussndaun
pand  Fafvuaainudesnsililddarhiidiunnusunsiigliuinseandsniudes
Aiunsld 16 a1 IneUseneulumenannges 136 nuaa [1] Idelaasnsesulnladaiiy
funslne@nwanuadndmuauaand wwuasunmmsUseduiduiifiuiosieatu was
1ATFIUANG 9 Tp3ndmuaunafenadeis eaulnladmnusiunsildsznaudomdng
fonun 461 f SaRerdastuianssuiifliuinisaandaisduiuns viendnsaeinldain
msddiunstiy puludaundariendnmsfiusindmunuaandna iy §ideldwmun
Buueuwdtatuiiannsathanldlumsfionsanddwsinatnuianuiniveealiuing
Aanas wdthdwyialdunduunlagldisnsduundennuedisite ieussidiuing
THsmsnandiimuaenndesiuaudeanisfuauiuasnuiiszyluunindaiunu
randludulathauazlusedula fldusnisaansassydoulalunsduunuaznisuansaa
AZLUUAINADAARBINULUASNDAIVANABIIALALTIN VSDLARAINAATILULAIINADAARBINY
vinages annsaszydnuarnslidaunanduasdnuarmsliuinsaandiiauls sauldds
ansaisuiiuanuaenndesiummindmununafvesliiui msraiduats 9 5109
aulald 91nmsUszifiunanmsswunTeuifisuiunissuunseiioldnaduiiimmela Tne
MsiuunmeBlauedimudriudidadunuumuiuniedmiuaenadesunissiuunsie
HE)

5.2 Ugynuazdodnia

[ a o

Uymuazdadninuesuiseidag

1) M5ATIERAAniNatIuas19eaulnladauduasyinlaAsudneen 1esann
Lm%ﬂ%mmmanﬁuazquaaummfﬁﬂszLﬁuﬁLﬁuﬁLﬁuﬁaqé{aqﬁuLflu

d‘d dy a a = d‘ [ d‘ a I
onansnilonimamatindedn wazsulesluduenaisuinsgiuausniu
FIUIULIN NITBENUTLLANTIAIENTIAAITITUAINTIUNS orBA AU Avin e
iy eaulnladanuduaanifidoauededaduiivinguuesidniivagiananin
U NUDIAUINNLLBNILBNEITAINEND FwNeInad 1 nsuleAUITASINLUNTDAIY



76

ag19918 useaulnladdililieglusulassadime sesdnnuiferfuuuiujon
AUANITUAT TILERIADUTUAAIABLALANUFLTN UG TENIIADULTURADE19LAL
PYUNTY

drusnslamdmilunisesunesuanusiunsdiealinsounauuar linsaiudm
Fimedalumpindauauaand setenadunszdesnmstoasiugldving
Thdlaldie venaninisiasgvndiudldldfinnsuinuangves
fornu udfinnsaniinsusinguesddnsiluooulnlad fafumindoanusey
AdmiduiTanumnedetudluseulnlad msiesgiagliansoasiany
18 vidolumanssiudnu snfinisseydlemludsfiasnsvhianssuvdonisd
nAndaile  aueeulnlad n1sleseasinnainlfidoinasanumdnii
nsanueaulnlad

azuuunsuuniildvaelfiiunmsnludesiurosmiuasnndoiniuuun
UjUaguausiunsludiusing q veadliusnisaannd uidsldarunsadedy
azuuuassiuadludueg 9 e WesinuanssuuntuegiuUiinamnis
Wawedoyavuntiiuuazanugniesueadoya deo1aliasudu laidaiau Ll
fiuats savisdoyaenaifuieslavan azuuuildtadudodoyaiiasiouds
spiunsUnineteyatiaenadesiunindmiunguaaids iledaeUsznounis
finnsanidenliuinig widsliamisanaununanisszifiuanusiunslagg
IR UiuAILEuAY (Security Auditor) MiananisUsyifiuaInNsTaaeUNIS
MNUITBIUINNTAATIA

faginsusziivasnisawunidlaiisuiunisawuncmeiloazleuatdunuinela
willlesannnisiuunmeiieinlag 3ty Jauszaunisalifedtuningaiun
AanUsEanal 1 U Nan15useiiudeenadinnumainmaoy

(2 Y a [

A1sonlnan WA liusn15AaIng9liliin1snsI9deUAIUT G UYDI tNAT I a1l

Y
v
o

A5onlrantnag19evinlin1sUseanana a1 Ut ULA L i NafUN1SAUI
AT

nsUsznanaliddliusnisnainvsyseuanalilaynlndveliuiniseanid

PP ) v v Ao ) I3 Y a ¢
neniinisenlnanlinailuszuu lunsdindinsenlvanldgliuinisnaie
WAy spuuagyinsUszananalagiiusnisaandlminmun sumsliafiag
onlunantiluszuunan



5.3 LUINI9NI57

wunslunIRLUNWITel

1)

14

o

praly

a v [

ofidtall
fimueeulnlainuiuadniulasiaiawesesdaudiforiuuunu oy
mnusiunsiianysel wazenaiiiuddwiluseulnladlaenissnsdsesulylaisu
Anusiuasdy q WelfiuAfauisafionsaiddugluinslignieauas
ﬂiuﬁauuméﬁu 1 Tu91u3989849 Bill Tsoumnas way Dimitris Gritzalis [32] 15{1{\1‘]@
feeeulnladsnumnusiuag Feanansadwidudiuasalunsifiuuszdnsam
vo30auUlMladla fee1agu M3 Risk Assessment FzgQniasumiud1dn Threat
Agent  Fadudfifimaminefsavgmaiinamidss udsosulnladsn
AusuAIYeeATedy 9 %agmamml‘ﬂumu%%’mm Carlos  Blanco [33]
uam]ﬁmfmiﬁmiﬂizLﬁuaauiwiaﬁﬁléﬁmQ’L%wwﬁ’mmmﬁuﬂwamma9‘?
iieeeulvladunldusulsinssuunsethluldmiludnvazduseluls

YSUU593I5n159 b uUn AL USEEANTAINUINTU WU ANShAAIUNNTNURIA AN

q
[y

WANANAUIUNTUS I U UAIULAL DUVDIAIANT TALAIUSELANDINTTULAY
NARALT AsHrTnuInnInA N duUssInasurUANgITed INs1ERaNTTY
waznansdud dollundngududuanuasnadadldnnil wseusulgaisnisiag
Tdnstiesginnunngvestoanuiieguuminiviiumeiiisinisiseudieu
AuAlusaulnlad 1wy NarsanAINlANUnIERUfias Adaununeg
Wwisloui ¥SatasUINNTIISN1TINLUNTDANNBEN 18U NTWITN1TIUNT
Aosefenaieus saduisnsndudoundnuaiiussdvznindngd
YFudgellsunsuatvayuauidelaeiiunisnsivaeuaugidouvasing lng
< A ¢ v ) Yy & A ) 9 A o ~ ~ o A
AsuNUTe IdauatuaInut I UTresnlnanukad WetnuwUSeuisuiuie
Indnazonlvanivd InganaagiansauInsaunuInInvadlng Fsagvinlianiani
TalunnsUssananaadlsd  wanaNUAISIANUSEANSAIWASUSEURaNa WA LnY
= A Y =) = I3 Y a

annsadenanglildndesnisussainanaluy Feonvandulvdvesliuinmsne
Tl Ingndnisunly wselvdniinnsswandoya



78

S18N15971999

1. Cloud Security Alliance. Cloud Controls Matrix. 2013 [cited 2013 August]; Available
from: https://cloudsecurityalliance.org/research/ccm.

2. Cloud Security Alliance. Consensus Assessments Initiative Questionnaire. 2013 [cited
2013 August]; Available from: https://cloudsecurityalliance.org/research/cai

3. NIST, T. Guidelines on Security and Privacy in Public Cloud Computing, in NIST
Special Publication 800-144. 2011, Wayne Jansen, Timothy Grance.

4. Walker, G. Cloud Computing Fundamentals 2010 [cited 2013 August]; Available from:

https://www.ibm.com/developerworks/cloud/library/cl-cloudintro/index.html.

5. Baeza-Yates, R. and B. Ribeiro-Neto, Modern Information Retrieval. Second edition,
ed. A. Wesley. 2011, ACM Press.

6. Gruber, T. Ontology (Computer Science) definition in Encyclopedia of Database
Systems 2009 [cited 2013 Ausgust]; Available from:
http://tomgruber.org/writing/ontology-definition-2007.htm.

7. Pauley, W.A., Cloud Provider Transparency: An Empirical Evaluation, in IEEE Security
& Privacy. 2010, IEEE. p. 32-39.

8. Michael, B., In Clouds Shall We Trust. IEEE Security & Privacy, 2009. 7(5): p. 1.

9. Sun Microsystems, Building Customer Trust in Cloud Computing with Transparent

Security, in White Paper, Sun Microsystems, Inc. 2009.

10. Everett, C., Cloud Computing — A Question of Trust. Computer Fraud &
Security, 2009: p. 3.
11. Kaliski, B.S.J. and W. Pauley, Toward Risk Assessment as a Service in Cloud

Environments, in Proceedings of 2nd USENIX Conference on Hot Topics in Cloud
Computing (HotCloud’10). 2010. p. 7.

12. Tancock, D., S. Pearson, and Charlesworth, A Privacy Impact Assessment Tool
for Cloud Computing, in Proceedings of 2nd IEEE International Conference on
Cloud Computing Technology and Science. 2010. p. 10.

13. Bhensook, N. and T. Senivongse, An Assessment of Security Requirements
Compliance of Cloud Providers, in 4th IEEE International Conference on Cloud
Computing Technology and Science. 2012: Taipei, Taiwan p. 520 - 525.

14. Hayden, L. and K. Stavinoha, Measuring Cloud Security. 1SSA Journal, 2013: p.
7.

15. HTTrack. HTTrack Website Copier 2013 [cited 2013 August]; Available from:
http://www.httrack.com/page/2/en/index.ntml.



http://www.ibm.com/developerworks/cloud/library/cl-cloudintro/index.html
http://tomgruber.org/writing/ontology-definition-2007.htm
http://www.httrack.com/page/2/en/index.html

79

16. The Stanford Natural Language Processing Group. Supported software
distributions 2013 [cited 2013 September]; Available from:
http://nlp.stanford.edu/software/index.shtml.

17. Amazon Web Serices. AWS Security Center. 2013 [cited 2014 April]; Available
from: http://aws.amazon.com/security/.
18. Google. Google’s Approach to IT Security. 2013 [cited 2014 April]; Available

from: https://cloud.google.com/files/Google-CommonSecurity-WhitePaper-v1.4.pdf.
19. Salesforce.com, Secure, private, and trustworthy: enterprise cloud computing

with Force.com. 2013.

20. Box.com. BOX PRIVACY POLICY. 2012 [cited 2013 August]; Available from:
http://box.com/static/html/privacy.html.

21. Microsoft Azure. Microsoft Azure Trust Center. 2014 [cited 2014 April];
Available from: http://azure.microsoft.com/en-us/support/trust-center/security/.

22. Services, AW. mazon Elastic Compute Cloud (Amazon EC2). 2014 [cited 2014
April]; Available from: http://aws.amazon.com/ec2/

23. Services, AW., Amazon Relational Database Service (Amazon RDS). 2014.

24, Google. Google Cloud Platform. 2014 [cited 2014 April]; Available from:
https://cloud.google.com/

25. Google. Google Drive. 2014 [cited 2014 Aprill; Available from:
https://drive.google.com/.

26. Salesforce.com. The Salesforcel Platform. 2014 [cited 2014 April]; Available
from: http://www.salesforce.com/platform/overview/

27. Salesforce.com. Sales Cloud. 2014 [cited 2014 April]; Available from:
http://www.salesforce.com/sales-cloud/resources/.

28. Box.com, Box Online File Sharing. 2014.

29. Box.com, Box for iPad and iPhone. 2014.

30. Microsoft Azure. Storage, Backup, and Recovery. 2014 [cited 2014 April];
Available from: http://azure.microsoft.com/en-us/solutions/storage-backup-recovery/.

31 Windows Azure. Mobile Apps on Azure. 2014 [cited 2014 April]; Available
from: http://azure.microsoft.com/en-us/solutions/mobile/.

32. TSOUMAS, B. and GRITZALIS, Towards an Ontology-based Security

Management, in the 20th International Conference on Advanced Information
Networking and Applications (AINA’06). 2006.

33, Blancol, C,, et al,, A Systematic Review and Comparison of Security
Ontologies. 2008.


http://nlp.stanford.edu/software/index.shtml
http://aws.amazon.com/security/
http://box.com/static/html/privacy.html
http://azure.microsoft.com/en-us/support/trust-center/security/
http://aws.amazon.com/ec2/
http://www.salesforce.com/platform/overview/
http://www.salesforce.com/sales-cloud/resources/
http://azure.microsoft.com/en-us/solutions/storage-backup-recovery/
http://azure.microsoft.com/en-us/solutions/mobile/

AMARNUIN

A1ARUIN N. AANY luaaulnlad

M5 n.1 Adnitlueeulnladvesninutunsniu Application & Interface Security

AN

Related Concept

Activity

Product

Access By Individuals

Access Control Procedures

Access Control Policy

Access Configuration

Access Management

Authorization Policies

Access Control

Ajax Testing

Communications Protection Policy

Accuracy Completeness Personal

Information

Authentication Testing

Compliance With Security Policies

Accuracy of Personal Information

Authorization Testing

Compliance With Security
Standards

Address Resolution Service

Boundary Protection

Consistency Privacy Policies

Addressing Security

Business Logic Testing

Information Exchange Policies

Anonymized

Change Detection

Plan of Action

Application Availability

Change Management

Provision Of Access Policies

Application Partitioning

Code Review

Provisioning For Name

Application Security

Configuration Management Testing

Public Key Infrastructure Certificates

Application Security Architecture

Consistency Privacy Procedures

Security Protocols

Architecture For Name

Control of Internal Processing

System Protection Policy

Assurance Program

Cryptographic Key Establishment

And Management

Audit Files

Data Protection

Authenticate Users

Data Validation Testing

Authentication

Denial Of Service Protection

Authoritative Source

Denial Of Service Testing

Authorization

Error Handling

Authorization Credentials

File Integrity Monitoring

Authorized Access Permissions

Improper Access Control

Buffer Overflow

Improper Error Handling

Business Requirements

Information Exchange Pocedures

ccm

Information System Monitoring

Classify Information

Infrastructure Management

COBIT

Integrity Controls

Coding Vulnerabilities

Interoperability Testing

Collection Third Parties

Log Monitoring
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P59 N.1 Ardnilussulnladuesauiiuniniu Application & Interface Security (sie)

AENA

Related Concept

Activity

Product

Communication Third Parties

Logical Access Controls

Complete Mediation

Malicious Code Protection

Completeness of Personal
Information

Management Assesses

Compliance Building Blocks

Management Interfaces

Compliance Risk

Management Of Applications

Configuration And Parameter Files

Management Of Databases

Connection Time

Management Of Information Repositories

Control of Technical Vulnerabilities

Management Of Infrastructures

Critical Cyber Asset information

Management Of Mobile Computing

Cross-site Request Forgery

Management Of Procedures

Cross-site Scripting

Management Of Product And Services

Cryptographic Controls

Management Of Systems

Cryptography

Management Of Websites

CSA

Monitoring Applications

Customer Access Requirements

Monitoring For Compromise

Cyber Security

Monitoring For Malicious Use

Data Classification

Monitoring For Policy Violations

Data Integrity

Network Connection Control

Data Security

Open Design

Denial Of Service

Outsourced Software Development

Directory Traversal

Penetration Testing

Disclosure Personal Information

Performance Monitoring

Disk Encryption

Physical Access Controls

Economy Of Mechanism

Privacy of Personal Information

Elevation Of privilege

Privacy Policies

Encrypt

Protection Of Personal Information

Entitlement

Public Access Protections

Exchange Sensitive Data

Regression Testing

Fail Safe

Security Management Controls

FedRAMP

Security Testing

Flaw Remediation

Session Management Testing

GAPP

Software Development Processes

HIPAA

Systems Management

Identification of Risks

Systems Security Management

Identity

Technical Review

Implementation Specification

Web Service Testing

Individual’s Identity

Information Access Restriction

Information Architecture
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P59 N.1 Ardnilussulnladuesauiiuniniu Application & Interface Security (sie)

AENA

Related Concept

Activity

Product

Information Disclosure

Information Flow Enforcement

Information In Shared Resources

Information Input Restrictions

Information Input Validation

Information Leakage

Information Security Architecture

Information Security Program

Injection Flaws

Input Data Validation

Insecure Communications

Insecure Cryptographic Storage

Integrity

IPSEC

ISO 27001

Isolation Failure

Lack of Control

Lack Of Manageability

Lack Of Visibility

Least Common Mechanism

Least Privilege

Log Files

Loss Of Governance

Message Integrity

Milestones

Misuse of Personal Information

Mobile Code

NERC

Network Disconnect

NIST
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P59 N.1 Ardnilussulnladuesauiiuniniu Application & Interface Security (sie)

o v ¢

ATANN

Related Concept

Activity

Product

Online Transactions

Output Data Validation

pCl

Personal Information

Prevent Cryptographic Flaws

Properly Encrypt All Authenticated

Public Facing Devices

Public Facing Systems

Publicly Available Information

Quantitative Improvement

Removal of custom application accounts

Repudiation

Resource Priority

Review Of Custom Code

Risk Tolerance

Risks And Solutions

Sanitize Input

SDLC Security Technology Features

SDLC Security Technology Tools

Secure Coding Guidelines

Secure Coding Techniques

Security Assessment

Security Authorization

Security Functionality Verification

Segregation of Duties

Sensitive Communications

Session Authenticity

Software and Information Integrity

Spoofing

SQL Injection

SSH

System Executables

Systems Security Management

Tampering

Technical Vulnerabilities

Transmission Confidentiality

Transmission integrity

Transmission of Security Attributes

Transmitted Personal Information

Truncate Input Strings
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P59 N.1 Ardnilussulnladuesauiiuniniu Application & Interface Security (sie)

o v ¢

ATANN

Related Concept

Activity

Product

Trusted Path

Two-factor Authentication

Validate Buffer Boundaries

VPN

Vulnerabilities

Vulnerability Identification

Weakest Link
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M1599 n.2 Ardnilussulnladuesmutiuainiu Audit Assurance & Compliance

LYK 4

ANANN

Related Concept

Activity

Product

Assurance Internal Control

Audit Management

Audit Planning

Audit controls

Breach Management

Consistency Privacy Policies

M

Compliance Management

Control Framework

COBIT

Compliance Review

Maintenance of a Risk Action
Plan

Collection Limited Identified Purpose

Enterprise Risk Management

Maintenance Risk Action plan

Consent

Independent Audits

Consistency Commitments

Infrastructure Management

Contractual Compliance
Requirements

Internal ISMS Audits

Cooperate Governance

Management Commitment

Governance

Monitor ISMS

Identification External Legal

Monitoring

Information System Regulatory
Mapping

Monitoring Of A Risk Action Plan

Organizational Objectives

Monitoring Of Internal Control
Framework

Personal Information

Monitoring Risk Action Plan

Regulations

Ongoing Monitoring

Regulatory

Privacy Incident

Risk Assessment

Privacy Policies Procedures

Risk Response

Procedures Laws

Surveillance

Review ISMS

Security Testing

Supervisory Review

Systems Management

Testing Security Safeguards
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A15199 1.3 Mdnilusaulnlalvesmnuiiuasi1y Business Continuity Management &

Operational Resilience

YR 4

ANANN

Related Concept

Activity

Product

Business Continuity

Business Continuity Testing

Business Continuity Planning

ccm

Equipment Maintenance

[T Continuity Framework

COBIT

Information Management

IT Continuity Plans

Communication Individuals

Infrastructure Maintenance

Retention Policy

Data Center Operations

Infrastructure Management

Risk Management
Framework

Data Security

Logical Access Controls

Testing IT Continuity Plan

Destruction

Management Commitment

Disaster Recovery

Management Program

Disposal

Operations Procedures

Environmental Risks

Physical Access Controls

Environmental Safeguards

Privacy Policies

Equipment Location

Security Requirements Data

Management

Equipment Power Failures

Systems Management

Establishing a Physical Security

Function

Testing Security Safeguards

Establishment Risk Context

Human Resources Physical Security

Impact Analysis

Information Governance

Information Security Program

Instructions

Manage Configuration

Offsite Backup Storage

Personal Information Portable Media

Power Telecommunications

Redaction Personal Information

Retention Personal Information

Traditional Security

Transmitted Personal Information
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A1519% n.4 Adniilusaulnladvesainusiuasiiy Change Control & Configuration

Management

YR 4

ANANN

Related Concept

Activity

Product

Accuracy Completeness Personal
Information

Change Standards Procedures

Quality Management System

Acquire Application Software

Infrastructure Management

Audit controls

Logical Access Controls

ccm

Outsourced Development

COBIT

Privacy Policies

Communication Individuals

Quality Testing

Consent

Systems Management

Maintain Application Software

Testing of Changes

New Development Acquisition

Production Changes

Relevance Personal Information

Unauthorized Software Installations
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A15199 1.5 Adniilusaulnlalvesainusiuasa1y Data Security & Information Lifecycle

Management

YR 4

ANANN

Related Concept

Activity

Product

Access Individuals Personal

Privacy Policies

Accountability Policies

Information

CCM Infrastructure Management Handling Labeling Security
Policy

Classification Management IT Security

COBIT Security Requirements Data

Management

Collection Third Parties

Information Management

Communication Individuals

Protection Personal Information

Communication Third Parties

Logical Access Controls

Consent

Systems Management

Cooperate Governance

Enterprise Risk Management

Data Classification Scheme

Data Flow

Data Inventory

Data Security

Destruction

Disclosure Personal Information

Disposal

eCommerce Transactions

Exchange Sensitive Data

Governance

Information Governance

Information Leakage

Information Security Program

Network Security

Non Production Data

Ownership Stewardship

Personal Information Collected

Personal Information Identification

Personal Information Portable Media

Redaction Personal Information

Secure Disposal

Transmitted Personal Information
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89

LYK 4

ANANN

Related Concept

Activity

Product

Access Configuration

Access Management

Provision Of Access Policies

Application Security Architecture

Asset Management

Assurance Program

Business Logic Testing

Authentication Code Review
CC™M Configuration Management Testing
COBIT Data Protection

Complete Mediation

Data Validation Testing

Compliance Building Blocks

Denial Of Service Testing

Compliance Risk

Log Monitoring

Controlled Access Points

Logical Access Controls

Data Center Operations

Management Interfaces

Denial Of Service

Monitoring Applications

Economy Of Mechanism

Monitoring For Compromise

Elevation Of privilege

Open Design

Entitlement

Penetration Testing

Equipment Identification

Performance Monitoring

Fail Safe

Protection Security Technology

Identity

Security Testing

Information Disclosure

Information Security Program

Interoperability

Isolation Failure

Lack of Control

Lack Of Manageability

Lack Of Visibility

Least Common Mechanism

Least Privilege

Loss Of Governance

Off-Site Authorization

Off-Site Equipment

Personal Information Portable Media

Physical Access

Physical Security Measures

Portability

Quantitative Improvement

Repudiation

Risks And Solutions

SDLC Security Technology Features

SDLC Security Technology Tools
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LYK 4

ANANN

Related Concept

Activity

Product

Secure Area Authorization

Segregation of Duties

Spoofing

Tampering

Transmitted Personal Information

Unauthorized Persons Entry

User Access

Weakest Link

P59 .7 Mdnilussulnladvesnnuiiuainiu Encryption & Key Management

AN

Related Concept

Activity

Product

M

Cryptographic Key Management

COBIT

Encryption Key Management

Communication Individuals

Key Management

Cooperate Governance

Enterprise Risk Management

Encrypt

Entitlement

Exchange Sensitive Data

Governance

Information Security Program

Network Security

Transmitted Personal Information
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LYK 4

ANANN

Related Concept

Activity

Product

Baseline Requirements

Audit Management

Accountability Policies

M

Compliance Management

Consistency Privacy Policies

COBIT

Compliance Review

IT Security Plan

Communication Individuals

Consistency Privacy Procedures

Maintenance Risk Action plan

Consistency Commitments

Detailed Design

Policy Change Impacts

Contracts

Employee Job Performance Evaluation

Policy Enforcement

Cooperate Governance

Enterprise Risk Management

Policy Reviews

Electronic Discovery

High Level Design

Risk Management Framework

Establishment Risk Context

|dentity Management

Forensic Accountability

Infrastructure Maintenance

Governance

Infrastructure Management

Incident Response

Management Commitment

Information Security Program

Management Involvement

Instances of Noncompliance

Management IT Security

Legal Issues

Management Oversight

Risk Acceptance

Management Program

Risk Assessment

Management Support

Risk Mitigation

Monitor ISMS

Risk Response

Monitoring

Surveillance

Monitoring Risk Action Plan

Privacy Policies

Protection Security Technology

Review Approval

Review ISMS

Security Requirements Data Management

Security Testing

Supplier Risk Management

Systems Management

Testing Security Safeguards

User Account Management
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LYK 4

ANANN

Related Concept

Activity

Product

Asset Returns

Management IT Security

Employment Agreements

Background Screening

Protection Personal Information

Non-Disclosure Agreements

Benchmarking Identity Management

CCM Privacy Policies Procedures
COBIT Privacy Policies

Consent Physical Access Controls

Consistency Commitments

Privacy Awareness Training

Contracts

Management Commitment

Cooperate Governance

Logical Access Controls

Destruction

Ongoing Monitoring

Disposal

Systems Management

Electronic Discovery

Personnel Training

Employment Termination

Monitoring

Establishment Roles Responsibilities

Enterprise Risk Management

Exchange Sensitive Data

Mobile Device Management

Governance

Identification Supplier Relationships

Industry Knowledge

Information Security Program

Job Change Termination

Legal Issues

Personal Information Portable Media

Personnel Clearance Procedures

Redaction Personal Information

Roles Responsibilities

Surveillance

Training Awareness

User Responsibility

Workspace




A15199 1.10 AdnyTuesulnladvesnnutuawwu Identity & Access Management

93

LYK 4

ANANN

Related Concept

Activity

Product

Access Configuration

Access Management

Provision Management

Access Individuals Personal Information

Ajax Testing

Provision Of Access Policies

Application Security Architecture

Audit Management

User ID Credentials

Assurance Program

Authentication Testing

Audit controls

Authorization Testing

Audit Tools Access

Business Logic Testing

Authentication Code Review

Benchmarking Compliance Management

CC™M Configuration Management Testing
COBIT Data Protection

Communication Individuals

Data Validation Testing

Communication Third Parties

Denial Of Service Testing

Complete Mediation

Enterprise Risk Management

Compliance Building Blocks

Identity Management

Compliance Risk

Infrastructure Management

Configuration Ports Access

Interoperability Testing

Cooperate Governance

Log Monitoring

Credential Lifecycle

Logical Access Controls

Denial Of Service

Management Interfaces

Diagnostic

Monitoring Applications

Disclosure Personal Information

Monitoring For Compromise

Economy Of Mechanism

Monitoring For Malicious Use

Elevation Of privilege

Monitoring For Policy Violations

Entitlement Open Design

Fail Safe Penetration Testing
Governance Performance Monitoring
Identity Privacy Policies

Industry Knowledge

Protection Personal Information

Information Disclosure

Protection Security Technology

Information Security Program

Security Testing

Isolation Failure

Session Management Testing

Lack of Control

Supplier Risk Management

Lack Of Manageability

Systems Management

Lack Of Visibility

Testing Security Safeguards

Least Common Mechanism

User Access Reviews

Least Privilege

User Account Management

Loss Of Governance

Web Service Testing

Misuse Personal Information Third Party

New Purposes Uses
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A1519% N.10 Adnyluesulnladvesnnutiuasnu Identity & Access Management (5i0)

LYK 4

ANANN

Related Concept

Activity

Product

Quantitative Improvement

Repudiation

Restriction Authorization

Risks And Solutions

SDLC Security Technology Features

SDLC Security Technology Tools

Segregation of Duties

Source Code Access Restriction

Spoofing

Tampering

Third Party Access

Trusted Sources

User Access Authorization

User Access Revocation

Utility Programs Access

Weakest Link
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A15199 n.11 Ardnsueeulnladvueennuduaenu Infrastructure & Virtualization Security

LYK 4

ANANN

Related Concept

Activity

Product

Access Configuration

Access Management

Architectural Framework

Application Security Architecture

Ajax Testing

Information System
Documentation

Assurance Program

Authentication Testing

Provision Of Access Policies

Audit Logging

Authorization Testing

Authentication

Business Logic Testing

Base Controls

Change Detection

Business Continuity

Code Review

ccm

Configuration Management Testing

Clock Synchronization

Cryptographic Key Management

COBIT

Data Protection

Complete Mediation

Data Validation Testing

Compliance Building Blocks

Denial Of Service Testing

Compliance Risk

Identification Maintenance Configuration

ltems

Denial Of Service

Infrastructure Management

Disaster Recovery

Interoperability Testing

Economy Of Mechanism

Log Monitoring

Elevation Of privilege

Logical Access Controls

Entitlement Management Interfaces
Establishing a Physical Security Monitoring

Function

Fail Safe Monitoring Applications

Human Resources Physical Security

Monitoring For Compromise

Hypervisor Hardening

Monitoring For Malicious Use

Identity

Monitoring For Policy Violations

Information Disclosure

Open Design

Information Security Program

Penetration Testing

Intrusion Detection

Performance Monitoring

Isolation Failure

Protection Security Technology

Lack of Control

Security Testing

Lack Of Manageability

Session Management Testing

Lack Of Visibility

Systems Management

Least Common Mechanism

vMotion Data Protection

Least Privilege

Vulnerability Management

Loss Of Governance

Web Service Testing

Manage Performance Capacity

Network Security

Non-Production Environments

OS Hardening
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A1519% n.11 Adnluesulnladvesnnutiuasnu Infrastructure & Virtualization Security

Related Concept Activity Product

Production Environments

Quantitative Improvement

Repudiation

Risk Assessment

Risks And Solutions

SDLC Security Technology Features

SDLC Security Technology Tools

Security Incident Definition

Segmentation

Segregation of Duties

Spoofing

Surveillance

Tampering

Traditional Security

Transmitted Personal Information

Virtualization

VM Security

VMM Security

Weakest Link

Wireless Security

91971 2.12 Ardwilueeulnladvesrusiupsiny Interoperability & Portability

LR 4

ANANN

Related Concept Activity Product

Contracts

Data Request

Electronic Discovery

Interoperability

Legal Issues

Portability

Standardized Network Protocols

Virtualization




A15199 n.13 Adnyluesulnladvennutuasniu Mobile Security

971

ANANA
Related Concept Activity Product
Anti-Malware Device Management

Application Stores

Approved Applications

Approved Software BYOD

Cloud Based Services

Compatibility

Device Eligibility

Device Inventory

Encrypt

Jailbreaking

Lockout Screen

Passwords

Remote Wipe

Rooting

Security Patches

Training Awareness

A1519% n.14 Adnyluesulnladvesninutiuasniu Security Incident Management, E-

Discovery & Cloud Forensics

AN
Related Concept Activity Product
ccm Audit Management Incident Reporting
Communication Individuals Authority Maintenance Maintenance Risk Action plan
Communication Third Parties Breach Management

Contractual Compliance Requirements | Complaint Process

Cooperate Governance Compliance Management
Governance Contact Maintenance
Identification External Legal Dispute Process

Incident Response Metrics Enterprise Risk Management
Instances of Noncompliance Incident Management

Misuse Personal Information Third Party | Incident Response Legal Preparation

Offsite Backup Storage Inquiry Process
Regulatory Monitoring Risk Action Plan
Risk Assessment Privacy Awareness Training
Security Incident Definition Privacy Incident

Protection Personal Information




A5 N.15 mdnslueoulnlaldvesniuiiuaseiu Supply Chain Management,

Transparency and Accountability

98

ANANA

Related Concept Activity Product
cc™m Audit Management Incident Reporting
Collection Third Parties Compliance Management Consistency Privacy Policies
Consistency Commitments Compliance Review Supply Chain Agreements
Contracts Consistency Privacy Procedures
Cooperate Governance Enterprise Risk Management
Data Integrity Internal Control Third Parties
Data Quality Logical Access Controls
Electronic Discovery Supplier Performance Monitoring
Exchange Sensitive Data Supply Chain Governance Reviews

Governance

Identification Supplier Relationships

Infrastructure Services

Instances of Noncompliance

Misuse Personal Information Third Party

Network Security

Network Services

Provider Internal Assessments

Supply Chain Metrics

Third Party Assessment

Third Party Audits

Transmitted Personal Information
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Management

99

YR 4

ANANN

Related Concept

Activity

Product

Access Configuration

Access Management

Provision Of Access Policies

Anti-Virus

Ajax Testing

Application Security Architecture

Authentication Testing

Assurance Program

Authorization Testing

Authentication

Business Logic Testing

(@@

Change Standards Procedures

Complete Mediation

Code Review

Compliance Building Blocks

Configuration Management Testing

Compliance Risk

Data Protection

Cooperate Governance

Data Validation Testing

Denial Of Service

Denial Of Service Testing

Detection Correction

Enterprise Risk Management

Economy Of Mechanism

Infrastructure Maintenance

Elevation Of privilege

Infrastructure Management

Entitlement Interoperability Testing

Fail Safe Log Monitoring

Governance Logical Access Controls
Identity Malicious Software Prevention

Information Disclosure

Management Interfaces

Isolation Failure

Monitoring Applications

Lack of Control

Monitoring For Compromise

Lack Of Manageability

Monitoring For Malicious Use

Lack Of Visibility

Monitoring For Policy Violations

Least Common Mechanism

Open Design

Least Privilege

Patch Management

Loss Of Governance

Penetration Testing

Malicious Software

Performance Monitoring

Mobile Code

Security Testing

Quantitative Improvement

Session Management Testing

Repudiation

Systems Management

Risks And Solutions

Testing Security Safeguards

SDLC Security Technology Features

Web Service Testing

SDLC Security Technology Tools

Segregation of Duties

Spoofing

Tampering

Vulnerabilities

Weakest Link
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ANFWIA

application security

key management

application stores

least privilege

audit controls

management program

audit logging

monitoring applications

audit management

network security

authentication

passwords

authorization

pCi

authorization testing

penetration testing

coding vulnerabilities

personal information

compliance management

physical access controls

compliance risk

portability

compliance with security standards

risk response

CSa

security assessment

data protection

security authorization

data security

security management controls

denial of service

surveillance

denial of service protection

systems management

disaster recovery

systems security management

encrypt third party assessment
fedramp third party audits
hipaa user access

identity vulnerabilities

incident response

vulnerability management

independent audits

workspace

information architecture

information management

information security architecture
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ANFWIA

access control

integrity

addressing security

it continuity plans

application security

least privilege

asset management

log files

authentication

maintain application software

authorization

management of infrastructures

authorization policies

management of procedures

business continuity

management of systems

cryptography

monitoring

data center operations

network security

data integrity

network services

data request

nist

data security

passwords

disaster recovery

physical access controls

employment agreements

policy reviews

encrypt

security protocols

environmental risks

software development processes

incident management

systems management

incident response

systems security management

information security program

third party access

information system monitoring

vulnerabilities

infrastructure management

vulnerability management
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ANFWIA

access control

iso 27001

addressing security

least privilege

application security

log files

authentication

monitoring

authorization

network security

coding vulnerabilities

nist

connection time

passwords

contracts

personal information

data integrity

privacy of personal information

data request

privacy policies

data security

rooting

encrypt security assessment
governance security testing
identity segregation of duties

information governance

user access

integrity

vulnerabilities

intrusion detection
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access control nist
authentication passwords

communication to third parties

penetration testing

contracts

policy reviews

data protection

privacy of personal information

data security

privacy policies

encrypt protection of personal information
hipaa security testing
identity systems management

information disclosure

third party access

intrusion detection

user access

monitoring
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ANFWIA

access control

identity

access management

independent audits

application security

information management

assurance program

information security program

audit controls

infrastructure services

authentication

iso 27001

authorization

management program

business continuity

monitoring

cam

network security

compliance management

network services

compliance risk

nist

contracts

pci

control framework

penetration testing

Csa

personal information

customer access requirements

provision management

data center operations

regulatory

data flow

security assessment

data protection

security authorization

data request

security testing

data security

third party audits

fedramp

user access

hipaa
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