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Risk assessment can be used in different parts of software projects. Software
function relaten to data management is one of the major software functions. The
change of data may affect to the status of software and may result in software
failure.

This research proposes an algorithm for risk assessment from the potential
software failure focused on the process of the information storing in the relational
database resulted from the database constraint. There are four types of database
constraints covered in this research: 1) entity constraint, 2) domain constraint, 3)
key constraint, and 4) referential integrity constraint. Software risk concerns are in
three levels: 1) scenario, 2) component of scenario, and connection among software
components. The risk assessment is based on scenario risk factor model in different
levels of severity by applying Markov’s chain model. Risk assessment in component
level is based on test cases generation from full predicate coverage by constructing
binary tree and prime path testing in order to find the probability of failure from
components represented by state machine diagram. The result can be used by an
assessor for risk control prioritization. In addition, to facilitate the application of the
proposed method, a supporting tool is also developed. Furthermore, from the
application of our proposed algorithm to the case study, the risk result in all three

levels conforms to the expert judgment.
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\d89 (Risk assessment) Fadufanssuivinlamsuistadeaiudes sesuamiuLdsniese
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I9ua warINlUDINTZUIUNITISIUNITIANISAUANULEDY TINAANSAINNTITUTLLTUAINULEE
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a d‘ . . . dll v U € a ! .
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[ v o
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HITNN 2.1 AANNNLNY IV

AENN ALY

L SAUMEN1INVRITONALI ST ARY LTI LLAR
Fuusle (Scenario)

o

o

nswasuulasteayanielugutoyaideduiug

. 29AUIENBUVDIANAUMAN TN TUJTUNUS
A ULWLYUW e o 3
senInenu Feludrdumnniseivilegasusenaulume
(Component) C e .
RN I OB R R AT EQRITRIY

. nsidvuklasiiindunainlianugvesing
NIUdYY (Transition) -
Wazuluag

2.1.1. A2MuLEes (Risk)

ynna1fsauLdes [1] “Luagmawaqmsu‘%mﬁmmL?ism Fauszneuludag
ﬂszmumiﬁamﬁm/‘fﬂﬁmsu%mimmLﬁﬂ@ﬁwL%’a]qa'aﬂlﬂléf wuteanduaesnszuIunis
vdnde nsUszifiuamides (Risk assessment) LLazmimU@mmmﬁm (Risk control) %4
1umu3€1’aaﬁuﬁmamqﬂu&hmaamsﬂszLﬁummLﬁmwhﬁ?u ANUITOUAAININTINYDINTT

UI3ANUELlaRsgUN 2.1



Risk management

Risk control

[ |

Risk identification || Risk analysis | [Risk pricritization| Risk maragement | | ey rasolution | |Aisk monitoring
planning

JUN 2.1 1AS9a59083N 52 UIUNTUTINTAINLEYS

andesferunnduvesnugyds wisauazdunivihlnfaanudems
Feanun15093Ue UL LLBIAIUNTUTITANUEE P N1TUANEANLEES UT0UIIATIDNT
13091 “HAanNTENUATIEEY” v3e “Uduanuides” wavaudsinaifisaunsauandla

AUV

RF = P(UO) * L(UO)

NLUUTIEeslut AN UIINTHE AN ES R INa 1AL ADAARBINULIATFIUN

¢ v o X | = A a aAa | & A & &
29ANTWIEN (NASA) Tan1unulaminudn @nudesAe a99nnanANul Az uNsanawls
P391ATINTSONAANST LUNIUS5 U T Uuraned Akas IUNUTLAUAMULE SN DLAANAANS T byl

= 4’{ = = % lel
WIUS150UU [2] Usreazipennail

RF  feo Jadeenuidsaiiinavinliinnadnsnlunssisaun
P(UO) fo m'mm%L{‘quaqmmﬁﬂwaé’wéﬁhjﬁwiwsamﬁQﬂﬁmimﬂmmazﬁa

L(UO) Fa anudsmeminduilsiianadnsntunslsisaunnuaidiusuly

Y

TATINIUTYONALITHUS

2.1.1.1.m3Usediunnade s (Risk assessment) [1]

dmsunszuiunisihlutuneuivinlinsivddeiintuainaudssiudsedlu

FNALISUIBIATINITA ABIN1SUSELIN UTENDUMEIUADUEDY 3 TUNDURAD

1. M3IEYAEeY (Risk identification) 1unisadnesen1svesanuidesiiuieg®s
a1vdnalilasinishidnsaganls lnenissruanudsationaldinalinveinisasnesenis
M31988U (Checklist) N130539a0U N136naula (Examination of decision drivers) #3803

W3gueunulAsINISANIULN



2. MsiAsIzRaLAse (Risk analysis) Hunsuszdiuanuiniazdufiesiinaany
Lﬁa‘msLLazszé’uwamwuﬁLﬁmﬁuﬁﬂw%’UﬁawuL?%&m?iiquﬂuwiaziwmimmL?iem WAy
dmsunisusziduifsnsevaguluisfauiusveauagsnemennuidssde Tasunfuda
wadailflunsuseidiuanaudesdie wuudiaeansdnuduny msiesginisdndula
MeAdaia uaznsinszidadeduguan gy mwdndedie miuwiexldny uas
AvsiuAd)

3. msdndduauidss Risk prioritization) Wunisiersiensanuidssiiiunig
AAsgsindnBesddiu warsindendadedunisaaneuanuidssnsiufiiansailunis ¥a
Fuadrduanuide g

2.1.1.2.9% (Hazard)

ﬁsJLﬂuwaé’wﬁmaqms;miaiﬁl,lmﬁ’mmmﬁm FeuuInsgIuANUasnfeNugla
L.L‘U'Qizﬁ‘uﬁamummquujwmmaﬂiwummmLL‘UaﬁaaﬂmmaaﬂL?;Ju 4 S¥eU A
1. szeunieuz (Catastrophic) Juszaudeanauiiinansznuanniigade Inansznu
1 aa & A o ¥ o ¥ = Qy a = :.II dy
Aotinuywdvsevilunnanin vilvssuugadslaedude gadvaisisyulaatuiugiu
NIV N INSDUYNYINAE DE1TUL TS
v a el & [y = G~ < [y 1Y) 1 [y
2. seivinge (Critical) Wusgauidenoguulsavisadusuniagingd @aumanuedssuy
TasumnuLdeng
3. sEeunand (Moderate) 1uszauildsnielantios diudesvasszuulasuaing
=
WA evng
4. szausn (Negligible) laliinmanuidsmevisoinaliissantios U19dIUVBITEUURAS

yMuntnuabiidiulalasuanudenis [2]

2.1.2. Gau‘l%L%aLﬁ"ls"lwaqgﬂu%aga (Schema-based constraints)

Fouly (Constraints) Aot unilslugudnuuzvesgudeyaldsduiug (Relational
Database) Afin1ud1Any Tanunguffilinanlilu (3] Geulvvesgrudoyaifedusiudil
anun 3 Ussonde Joulailésunissienenanuuudiassdaya (mplicit constraints)
Fouluflaunsouaniiiuiiisnsvesuuusiassioya (Schema-based constraints w3e
explicit constraints) uazgavnefoiteulaiiliannsauaniiiudssveswuudassdoyals
(application-based %38 semantic constraints) Faludruiaznaniaioulviiamisandns
rinudnsesiuuassoyauiniiy

Foudauindsenoulufevssinnvesdeulvdesiviu 4 doulafe deulvues

a6 (%

1AL (Domain constraints) [WaulavesA1319 (Entity constraints) WeoulvvesAguan (Key
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constraints) LAZLIDUAIINAOAAABIVDITD 38 (Referential integrity constraints) Y
= 1 d‘ U 1 dﬁl
eazdunvesLrazoulurelull

1. wWoulvwaalauu (Domain constraints)

I [ v

Reulvvadlamugnivualiiiielideyangnimivasgiudeyadefiviaferfuiu

kY

' ¥
=

%9 address gNAINTY

UszLnnuaanenyistantanivuald wu LennsoifdmsunisiAune

Y

£ [

mevlinvestoyauuualesnuse (String) Mitudeyafisenisimiudesegluguuuuvesany
BNYTELNTU
2. Woulvvoaring (Entity constraints)
@ A A o v A 1% o o w aa e aa ¢
Jueulundmualiiessynnudeinisvesteyadmiviennitanlauennidon

wils FawennsdadwmantazgninvuaitlioyginliduAing (Not null value) avnnaainy

'
a A £ 4 %

IMsvdsukUagIuteyaiinettesiuiennidiiussianiazdesnniunisaielanis

v o o w

Usnguesteyadmiunevvztnitug wu nindmuslikenvstiddmsuiiusiayszdsn

Y

Uszanwuiidedn idcard Sdoimuadunuy Not null udh deyaiiusngeylugruteyaludiu
vossaUsz sz uiuarliflenmausingainety
3. Geulvwesdsndn (Key constraints)
medormunvesgutoyaladuiusiidivuain doyasenineaesnens (Records)
Taqazdeslimiiouduionun dufuRdiaduduiagilidoyalagaslugrudoyada
wansnaiy TneundudrurarmsnaduazUssneusae Adudn (Primary key) Semunedsdadi
Gushivuseuuansiisesdoyalundazsionis wazdmivAgdnussiannilaienindd

A o [

d1359¢ (Candidate key) Faflqauandimhunldunufdgudnla Jsaguladinnisiideuntasiagy
n‘l ¥ [y} Q" 1 a6 £ 2 0 = = a a 6 U g v v}
WAEIU99AUN5 VA ULUAIANUDIAENAN FLABIAITIDRIlaNETUNISIARRSNANS YD UNU
S1YN1TOUMY

4. L‘f‘lauiﬁummﬂamﬂﬁmsuaﬁaﬂﬂa (Referential integrity constraints)

ReoulagUwuugaineiinanifeesuluaugenndosvesteya Jaludeuluiign

[ ' ' [
o = =~ fal a =

MUUATUN B NWIANNFUN USILARTUTENIN IS ene lumsdeIiy Ineun@tainis

'
4 a a 6 = 4

81989Aganm T misludednansianila Adfignansdaazdesusingegnialidiluaiding
ANUFUNUS TUIIIEATIPUY N UAUD Ul
o U o d‘ 1 d‘ 1 v v 1 . o v
dusunmsiiedeulvusziansnegina1nilutnesdu arunsanvsanwaznsinlulgnu
UsgLnnaaedinilun1sn1egIudeyaiedusius (Relational database operations) L#idi

miwﬁ 2.2 [3]
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M3Nd 2.2 MstReuludadsadiethlvldswiusaidunimiagiudeys

Constraint/Operation Insert | Update | Delete

Domain constraint v v

Entity constraint

v v
Key constraint v v
v v

Reference constraint

2.1.3. WHUAWAMNLULTY (State machine diagram)

= [ o ::4' a
LLN‘Lm'TWﬁLGWlLLEJWU‘ULﬂULLUUﬁ]Wa@QW@‘EﬂUEﬂ LUUVBINIINED U AN ITUAB UL UAY

a o
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AOUAUDINITVUAUANIULVDITIUY U VAL TUAIE
2.1.3.1..an5a! (Event)
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vuzlavauzrilsunuiasiintulugna wasdlewnnsaliinTuudrazdmalianiuzeg
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MAgItasumgmsaidsuwladly Tnawgn1saliiinTuenauss neumen ke s
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A5197 2.3 'i’liJﬂ’lﬁ‘U'i%LJW]SU’ENLMGJﬂ’]'ﬁﬁ]ﬂULLNUﬂ’]WﬁWWlLLlIGU‘%u

Uszinnvauani sal AasUTY Trydnwaldl
1%

AERBLIWN (Call wnmsaliinisfunisiesuennstaausening | op @T)

event) Jngiisoiunsmevauss

1981w (Change wansaiifinisasuuUasluinatdyady when (exp)

event)

Fniuadlaw (Signal | immnsalfiinisdeansuuulaivszanunan sname (a:T)

event) (Asynchronous Communication) 5¢%314109)

Ingddnun (Time wansaifAatu o nanaslavueuis after (time)

event)

[
LR

dmsunuideaduiilmihUssinnvesmgnisaldaduivsenaunisinide fatuay

vanafssEianvangnsalluussnilvintuy

— 19981un (Change event)

ool a A ¢ a4 ¢ a X A
LVWJﬂqimmmﬂqﬁLUaSULLUaﬂiugﬂLLUU%@QUWQuuaau YILVEANTTUUUILENAVULUD

q

Y a ¥ =) Y

Reulaidvumdusss Famsiwmgnsalusznnianldivsdenuasdeds dofrewmnnisal
siindulddadiodoulanivuadussaiitu wazgatiludeliiusauninnisldun unn
auq drudelduomunquiasalun1smauaLasnaans (Cause-and-effect) 58M319

wign1saivinlviasunasdangnivdsundadly atleseninauanisalivinliiuasundas

[y

(Change event) wagiaulafszylidfiuingnisal (Guard condition) #A11KANEATUAD

= ) v a A o L3 v = a a Y v o v A v
Reulvaviduduseiiudiedivgnisainsedudleiinnmsasuwasuazilssulinsiuiianiu
cda X v o & a a ) £ A | a

WANTINARTY Dnaanseanuian1sasusasglidugvsnanazRoulvaglignusiiu

vl drumgnisalnvibiideundasaggnusiliuegradeiiomsuiviniivanisallagdl
v & a

NAANSLUUITY

2.1.3.2.607u¢ (State)

[ a

anuziunisesuieferiwaailageasndginstinvesing Rnsulaly 3 dnvue

v ]

Ao nauingiineuausssedintuluuieIiy Hrsaluseninmingsenseanisaliiag

)

[
=) 1

\AnTu Wserasatiingsenselumvansaliiduinvuauna1ase Tuununwannwuydul

wingan urgneNaLi M AMusglduUNTIUaguan1uy (Transitions) WaguidInduteu
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A 1 1

mnamagldlunafeuseseninassaniuglag madvunuasfaggnaiugulneaniugil

v A
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PN 1 [ 1
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q Y
1%

AN wildnmnn1saiiunszautuasidumn nsalifediuiony 1wy a3 ewmeusudnlulfd
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