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Majority voting systems are vulnerable to Sybil attacks with malicious bogus identity
generation. Malicious users hope that voting from many bogus identities can win voting.
This dissertation proposes to derive the effect of Sybil attack, as calculated by the success
probability of Sybil attack in systems with the multiple-choice majority voting. The outputs,
produced by proposed formulas, are consistent with the Monte-Carlo simulation and more
accurate than the existing formula based on the multinomial distribution tail estimate. The
computational complexity of exact formulas is O ((n +5 )k> where n, k, .S are the number
of real users, choices, and Sybil users, respectively. The accurate approximation formula is
proposed with O (n) complexity by using a Poisson distribution approximation and O (k)
complexity by using a normal distribution approximation available. Effects of parameters
on the success probability of Sybil attack have been investigated to highlight usefulness
of the formulas. Not only the derivation of success probability of Sybil attack, but also
this thesis has presented the detection of Sybil identities to protect real users from the
attack. With voting system represented as a graph, Sybil detection algorithms have been
proposed by using the success probability of Sybil attack and the expected behaviors of
Sybil community, with more attack edges than mistaken edges. The Monte Carlo simulation
results are finally reported to verify the effectiveness of this Sybil detection algorithm. The

numerical results show that the proposed procedures can effectively detect Sybil identities.
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NagninIINIIAdauNINeINT (Resource testing) [12]
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nagnimsligunsniifianuindeda (Trusted devices) [16]
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ﬂﬁtg‘l/lﬁmﬂﬁ‘umﬁiimﬁtm (Recurring costs and fees) [17]
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k z—0 dx™
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nangn ¢ gnudsuiiowll mndanmshinindaumsii @.1) amodluanuhag-
duiidhasusmssenidesiianmsii @4 hlissiumslitainisensuld (y) @e9gn
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1uﬂajuﬂaﬂ C vesAnll degdu ngNgay C = {a1,as,...,ar} wagMnua L
= a7 09 ap Rannwlewiulue a; Helua ag Wiy 0.26, 0.81, 0.94, 0.92,
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WKy aMIWINGDa Muua iRadn 2,4,8,16,32,64 unt = WaswNw y gnﬁmuﬂélﬁuﬂm
MuuuaIEMaIIu 2 o Wi nHanTEN19MIUFUINAT (scaling effect) 109MT0)38U-
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amuwmamsnanani ll#dely

1
ada

43.1 357 1: mywingudasuainsniudiadlung

minaasululaseiendzlundudondemaien

FEmautangudosnazasfundunesdiagnuieeniiln 2 duaeulvn) lun fuaeu
maukingudeslasliifmamaumingiiqanesamunegmioiasiiildinauelas [29]
LLa”ﬁ"’umumimaﬁmdmaﬁiﬁaTﬂﬂiﬁ'mwml'm”Lﬂuﬁ%ﬁmvﬁu”miaamﬁmmmumi
i 4.4) fufuanuaaandonlumsanafudaiinausiudunnuamandousnnoai
ﬂawumau asmvlimmuLwamﬂmmLmuﬂmaymmﬁmammnamm’;ﬁmim’mmuaﬂm
funoumsasntunduuosdiin  @uaoundy) Wianu fHvivhmmaassfauniilia
wngfigasesammnagafesnauslumsuindudosuasuuniianyd imsuiandudon
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Tiluannlualulaseiognssyguiuglinussedanalianuiionaadeanianin 1 dmsy

!
=

nsimmswinguany oty ifansfionaaBunnaasatimeasudauanluai - 4.15
LLasﬁmmﬁﬂwamL?Naublumﬁﬁﬁmm%ﬁaﬁaEjmmmﬁyfuéfmaﬂﬂugﬂﬁ 416 tilesnn
?E‘mimmmmgﬁqmmamwua@gm%asiNL%avlsimmiamaﬁu%ﬁa%@lumzﬁﬁﬁwam‘s‘vm
gosmslanfisauansoaziaold  egwlsfimuwuhanufanamadannuasideanneams
asnfudtalunsdnlitmamansiigaoesamuuegarfoiesificunnanhanaia



58

wanaiBannuagiBiauneimnsaiudialunsaimauiengudosadanysoluunmusey

nlinnuhanuianamadmluaifiennizmsutenguges  duiuizlumsuiangugesan
Ysunldsuldmuanuminganluewan  uazdiadenislumsuinduiovededfigaudias
ansnananuianaalumsasafudialdbifiuansianaanosmsasatudialunydl

MIWNNGNIDDOEINE Ny

Positive error

a

gt 4.13: anwilanmadannaeanInsaudiaisi 1 lulasshefigluuudwionds

'3 '

madsnlunsdinliiFmsmaumingigazesamnnegmsediui lumsuisngudey
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nguisfuiamnauas lannsouidasiwesniflunaudesld waggiin 4.19-4.20 liwams



59

Negative error

]
a ada

il 4.14: anwilawanadaauneamsasaiudiaisi 1 ulasahenfigiuunidwdondems

'3 '

Iy dd’ va o ! d‘ < ' ! '
L@]ﬂﬁiuﬂimﬂiﬁ]ﬁﬂ’li‘l/‘i’lﬂ”lL‘VIN’IS‘V]E!@]TIENﬂﬂ’]‘WNE]@]ﬁ’]iﬂfJ’]\‘lLi’ﬂ%ﬂ’]iLLU\iﬂQNfJﬁ]ﬂ

q

Positive error

32 128 umPe

gt 415 anwilanmadannaeamInyaudiaisi 1 lulasshenigluuudwionds
maisn lunsdimsuienguanysoiuoy



60
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denadeviulasshefinuuudwdendomadvudininiionaaeuiulasseiifigluy
Lﬁuﬁiamiaammﬂmﬁﬂ%muﬁﬂLL@iagTuﬂﬁmmﬁﬂuwhﬁ’u Wlosmnnsdsiiommes  Prr
Hunenwagegasosanmingduiiglinuaiiauniineiidwiondodaglinuaiednan
wie shldamshasdlufiviasedidsioon Prr uassiliflassiisludrunesgliamaed
anuaauadeinniulusasidudondeludmdusafanumiowdn  nliglinuasang
dugnialieglunduidnmuiudia  Jnhlianufonaadanngadn  dwmsunf 422
fnvazaeandesiuiuglii 4.19 lavfifienufawmaidsauiialndifos 1 lesnnisns
mawnngfiganesammnagm3atiuslinansuindudosilasseilasenoiungs
Wonfutamuawas biasnsouddlassdweonifiundusesls wasguit 423424 liwanms
nageufimiiontumsnadeuilasdedifisuuundwdondomadion



61

Positive error

atun lumswlngudes

Negative error

1

gt 4.18: anuRawaaieaunoansanaiudiainn 1 lulassheniidwiondoasina
Fmsmamunziiganosdmunegary

Tavgflinuasaudazluaiionuionhiuwlunsdinl4)
athuirlumsuiisngandan



62

Positive error

qUil 4.19: anwilauaadannuesmsnnRiudiaisi 1 lulassheniidwiondoasina
lawglinuasaudazluafionuitonvhiulunsdmswianguanysoiu

Negative error

q1lit 4.20: anwfianaaBaunesmsasafudiaitn 1 lulasdoniiduidondeassmlay
il nuaseudasluafianuftonuhiulunsdimswianguanysotu



63
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