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Over the past few years, many large organizations evolve their technology
stack to Microservices, also known as the microservice architecture. Although the
traditional monolithic architecture is still a good choice for many applications, it does
have limitations in scalability. A change made to a small part of the application also
requires the entire monolith to be rebuilt and deployed. This makes it harder to
maintain a good modular structure over time. This paper thus presents a design of
network traffic logger using the microservice architecture. Based on the scaling
model, scale cube, each service can be individually scaled, with the result being that
the application is scaled more efficiently. The preliminary study was carried out for
performance evaluation. The results show that the microservice-based logger yields

less query times on Radius log retrieval, compared to the monolithic.
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SURAYDULNYIRTANIATY UIoRINTUNMALIVINU YeuTunaanJudnsussinn Ag 99

n3e1 (verb-based) M3WUNAI8AINTEN 121 Checkout U@ wag 59u1l (noun-based) 7

FILUNAIYANUIUNIDNNTANRUNUTRNIZLIIZT LYY msﬁmmsgﬂﬁﬁ WJudu g‘d‘ﬁ TN

fegran1svensluuny Y Ae nsswunidu 3 @ Ae “login” “checkout” wag “search”

fLogn=—= [ | | seniceA

/checkout/——= D Service B

search/ Service C

JUN 4 fegremsvengluunu Y

(3

FINNUILNTINAUIENINUAY X Waghay Y R]%Lﬁﬂﬂ?ﬁﬂ\lﬂ'mﬂ'ﬁ%ﬂ?ﬂ manusaveelans

wuUTlandu waziuy load balancer wanslagaguil 5



JUN 5 feeanskaIunsvetedluwnu X uag wnu Y

Tudruvesnisveneluwny Z  du wiazl@swnesazisenldlanimilounu delany
AANEARINUNISUSUNINTIEIULAL X FIUTILANFANNNY AD Wiazt3sWIe59SURAYaULNES
drudoyresdoyainiuy lnefiinaeinisimunidunie lneiludewsnnsdon (attribute)

wnaain1sAmuadunIamIluaug laun Ussiangnen degradu weundiaduiignitvue

1ng SLA nandfie gendnazegi@iniiesnil uaggnaiil SLA 91031 avegBniasuiiesnile

Y

SUN 6 wansnisvengluwny Z Taeldinaein1suuawenniusisnys Wi A-G, H-O, way P-Z

Y

AIUAIAU

Customers O - Z

X-Axis Split
X-Axis Split

< opiit
X-Axis Split _Axis SPV

'
Y 1

JUN 6 fegansvenslunny Z anunaeidienys [5]



(Y < L= = 1
2.1.3. 33UVIANUUUNNITIATLAIDUNY

msdniutuinasasiesetedlngazgnindiaingunsalsne iWundagudnans
Pty Feazgnisenin msdaiutiufindeyauuusiugud (Centralized log management)
é’qLLa@ﬂugUﬁ 7. Firewall log wa¥ Radius log %Qﬂa'qm%’mLﬁul’iﬁﬁﬁmﬁ’uﬁa Log
Management Server wazansnsafuAulsiiy Web Ul Tagszuvaglviuimsdaiiiu Log ign

d9191n9UNIalne 9 wazanusaAuAulilenaInIs

Log
Management Web Ul
Server
..——-—"
Log data
— AN,

JUT 7 msdmiudeyaasasmesyuuingud

L= = 1 1 [ LY { A
UUNNATIATDVIY LUBNLUU 2 USELANVAN NAIAB

2.1.3.1 wifwadion (Radius log) iudayandniunisionduuazdend i ves

[ a

dliusnistaesuiuuvesifieadeniziidnuasvesdenilunuiiagy

IS U

8 wazilvayadAgyranis1an 1

o

1397 1 SeaziBundoyavensiieaien

Attribute Description
Time stamp UUNNa1eIRaNIIUTUe
d' va o 3 a
User-Name Yoveufvinn1saendu

Framed-IP-Address  lofiweninsaveivinnisdenduy

Acct-Status-Type GIVEA NIRRTV 5uld (Start) wiseauan (Stop)



Fri Dec 15 18:00:24 2000
Acct-Session-Id = "2193976896017"
User-Name = "e2"
Acct-Status-Type = Start
Acct-Authentic = RADIUS
Service-Type = Framed-User
Framed-Protocol = PPP
Framed-IP-Address = 11.10.10.125
Calling-Station-Id = "+15678023561"
NAS-IP-Address = 11.10.10.11
NAS-Port-Id = 8
Acct-Delay-Time = 0
Timestamp = 976896024
Request-Authenticator = Unverified

Fri Dec 15 18:32:09 2000
Acct-Session-Id = "2193976896017"
User-Name = "e2"

Acct-Status-Type = Stop
Acct-Authentic = RADIUS
Acct-Output-Octets = 5382
Acct-Input-Octets = 7761
Service-Type = Framed-User
Framed-Protocol = PPP
Framed-IP-Address = 11.10.10.125
Acct-Session-Time = 1905
NAS-IP-Address = 11.10.10.11
NAS-Port-Id = 8

Acct-Delay-Time = 0

Timestamp = 976897929
Request-Authenticator = Unverified

] v 1 a I3
E'U‘Vl 8 AIBYNLILAYERDN

2.1.3.2 lols10aaa0n (Firewall log) w5o138n31 wunden (NAT log: Network
Address Translation log) 1udaniiusznauselefidunia lefivaeni

WOTAAUNNG NOSAUAIENIAIIUN 9 LALUARITIEAZIBLARINNTIN 2

2006-09-19 03:04:29 OPEN TCP 11.10.10.125 10.20.72.204 3599 445
2006-09-19 03:04:29 OPEN TCP 11.10.10.125 10.20.72.204 3600 139

U 9 dreendliisieadion (6]

15197 2 SeazBundeyavedlisieadaon

Attribute Description
Time stamp Sufinnavesianssutiug
Source IP lofisunsvelday
Source Port NosMAUMN VB lTIY
Destination IP lofiumeymaitgldanuisenliving

Destination Port wasnUanemangldnuisenlduinig
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2.1.4. feANds (Docker)

fomnas(Docken [7] Ao furduunannesureduIsaownuues (Software
Container  Platform) tniaungendiistvuldiieantyniissaiuamisaldaulavu
LAT0UIRULeY Turauzidioirluldiuiadesasenauldaulala wazluszaussdanslion

ihAeanesuldasuelad (Agle) vondwaslunsassudnuugludlad

[ |

Docker Engine fio wounaindulaaduddsninesnisuiuadiuusenoudfamig

o

'
[ o o

ratl W@Snes Wulusunsurdaniaseniingzuiunis daemon Tuidlaaeids dockerd

REST API fia Bumesinefilusunsuaunsaldilonansiu daemon diufndeussvindnds

(command line interface) Wuasasilndmsu laateusisenin docker command

container image

docker CLI

network data volumes

REST API l

manages server
docker dasmon

U 10 duusznauved Docker engine

1NJUN 10 drudndoussiinAdsagyinnisdeddsluda REST APl iivedsialuds

docker daemon (dockerd) @uounatatudugazvinisiseniueilowasduealouiu

Docker Machine fagenfuasannsufings Docker Engine Ul virtual hosts Aa8ANEs

docker-machine @u1saas13ldun Mac %150 Auladdond (Windows box) SIU89a11150

'
[

dadsluds cloud providers L Azure , AWS %30 Digital Ocean ladnaay ﬁ&'gﬂﬁ 11



11

docker-machine create

L 4

docker run image

{777 ———> | 1111/ /i

JUN 11 5UuuuIaeen1sdeunigads docker-machine

Docker Swarm fAagendlasnigePausmdunslminn1sadanes
Docker Compose \Jugeniuwisailguonutingnarnisnuroiusaznoumnuues
2.1.5. 972Uy AA1 (Apache Kafka)

Apache Kafka tHudunilsvesszuuivamivas Hadoop @1 Apache Kafka 18u
uimstufindeyauuunszareivimifindrefuszuunisdsdoninuuuy publish — /
subscribe  wafimuansalumsLIdINNMITs L ULaT A IRavaa kAT daulg)
fan dwmsunisiiutuiinuaznisussuranauuuansudnld aaugiu Apache  Hadoop,

Apache Storm uag Spark Streaming

I3 I3 v P o = a 1 I3 I3 a
aen (LOg) a']ll']ﬁﬂLﬂ'Ulﬁﬁ']ﬂ Lua\ﬁmﬂﬁqﬁlﬂ']il]umﬂgﬂLiEN@’JUL'la'] LUNTDNYN

azandwiudeyaussinnnatdeiiies (Time series) Tufinanunsaisesdsiunan fsguin 12
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> My Topic Partition 1 7
g = R
ProducerA = ST L 3 . P Consumer A
D~ IS Partition 2 A 4
. Paak
A l - .......... > consumerB
/ Partition 3 8
Producer8  BS.....-.-.......c..... » - Consumer C

SU# 12 andmenssal Kafka [8]

1. M3datamukuuaIIme 0 (1) 1esrinlassadniiugisvesiannivussansainng

° a A v awy o s
‘V]']\T]'U?JENLjanﬂQWLLNﬁlgﬂJT@HaﬁgﬂUL'V]ﬁ']l‘UfﬂﬂCﬂ']ll

2. fidnsnsdadeyaassesiudennuiufesduiudennuseiuiiiuliziionsawisiies
<@ 1 <@
Wwnaunnu

3. atuayuNISWUINSATUTaAUN LIS Kafka BEN9TRLauLaENIE18N1SUSLAA

fa o

HunguesetaUlnauslaAvueninInwIANINEYeIRmAB N AT

4. sesfunisivandeyanuurunuluds Hadoop

22.  uideiliieadas
2.2.1. Scalable microservice based architecture for enabling DMTF

profiles

U a.A. 2015 Malavalli ey Sathappan [9] lavinnsvaaeunisvene Microservice
Tngadunefoniseonuuuliludin (U 13) Fauvessuuidudu (layen Usenoude fudau
soUszaugldau (User Interface layer) %umsiﬂs‘m\‘iﬁqiﬁﬁ] (Business logic layer) Fusauiu
Uoa (Storage layer) Lazdupiatne (Network Layer) Wagnuitn1snauIgensiiising

Lllsnsgnududldeutuduldldenn weudlalgmeinan 3alddnausnisesniuuszuy
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meuanlnenssululasiweiia lneifsundadveglusluuulilasweiialutuvenssnng

N9gINNT JUN 14

p
User Interface

Web, Desktop App or Mobile App

N

Business Layer
Implements DMTF profiles

Storage Layer

Network Layer

D S, —

€ il 3

Managed Device
with support for DMTF profiles

Monolith Design

U7l 13 anntinenssumseenuuulailuaiindmiu DMTF profiles [9)

User Interface

Web, Desktop App or Mobile App

REST APls

/N

Web API Gateway/Reverse proxy

]

] [ REST Interface

( 00 0O

\Storage Services Profile Services

OO

O 00000 00

Network Servica

\

REST/SOAP

with support for DMTF profiles

[ Managed Device

--n C W

w »w o 3

- 0 < o r~

J

U7 14 antnenssumseenuuulilasivesiadmiu DMTF profiles [9]
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a [

LUIAALAZISIY

3.1 AMNTIULUIANGIUIRY

AdeillaUszyndldanlnenssululaswesiauusuldiunisauau Tdussuudnnis
To3a5193LA38Y8 Ll wdiun1SiNANEAINITINITVEIENT 3 kNU ANRNTTTUULAgN

sankuusgan dnenssululudin [10] dwanslugun 15

—>| Radius Log }_I_,
‘ Web UI }7 Database
‘ ' —>| Firewall Log }—l_'

.. A

SUN 15 M3eenuuuszuutufinasasinsedigiumeaniinenssulaluddin

= 3 A o o= A = ‘s a < ¢ 1 o
sifgaden fie Juiinfivsveniisaniunisaliondu uay denie1d gvuuvesyldau
Tnegniaiudndgiudoua dw Tisieaddon fe duiinfiuansdangfnssunisidniisvesled

waALASAE Feaunsausuanlmnlefiwennsalaeanlldilafiveninsale lnerunasnazls

dsuszuululudafin MniewA3aBdsNLIes kaIu1salrusnIsia 919ullaeu1an

Y

s s A (3 (23 | 1 v @ ] Y A ¥ Y a &
P13 ITNIDVONALITAAU ﬁ]gﬂﬂ&laiﬁlMﬁqﬂJ’ﬁﬁan@ﬂLLﬁ%hJﬁ’]ll’]iﬂﬂUﬂUGU@lluaiﬁ5]191 BNYN

szuulddlagneanuuulvianunsavenedy ledaivedninlunisvened ieliuSuadoyaiiudu

Tuewmnsindszeziatunshufunasldnanuiudlelivinnudeyauniu

N159BNLUUSEUUMINANRR8aandnenssululasiwasia Wieliaiunsasessunis

VYN 3 UAU UARIGIFUN 16



Web Ul

-

[ Radius )

—rad1us—>[ Jan }

| service |

—>

Databasei

[ Radius )
| service |

>

Databasei

[ Radius |

—radius—)[ Feb }

| service |

>

Databasei

[ Radius )
| service |

>

Dalabasei

—radius—)' Mar

(Radius )
| service |

>

Databasei

[ Radius )
| service |

>

Databas%

—firewall—)[ Node 1

(Firewall |
| service |

-

Databasei

Firewall )
| service |

Databasei

—firewall—)[ Node 2

Firewall )
| service |

Databasei

(Firewall )

| service |

>

Databas%

[ ZScale |

| X Scale |

Y Scale

Y Scale

JUN 16 M3eenwuusyuumeanlngnssululasiweiiansosun1sveneiauny

15

3.1.1. AUNU X heazasidaz lasunis Balance Wianszanen1svinnuluanuwuy

Round-Robin

3.1.2.0UNU Y Azvinnshenwasiasanidu 2 du Usenause

3.1.2.1 Radius Service fie wosianyjsiunisliuinisAududoyanisiondu/

[ Y 6 £ I v A
aammmm;ﬁmm waziendun

3.1.2.1.1 Wedaun utanabaa1nilalngwnad IP 19nsiu Asedauisauan

1971 ol anva9u Astas (User)

3.1.2.1.2 Weaeunuiaiiszylaniaudu IP awnsavenlainaunld IP

Aanana Lowvinng login @ngallelianla wazpielas

3.1.2.2 Firewall Service fg woianyuiunisliuinsauaudeyaianssud IP

aundla 9 laaeseluds IP Yanemsle ¢ iuldslemeale waziilsidu

=

A
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3.1.2.2.1 Wodaaun utIaa e nialagnad IP dUNI9R9a1u1sauante

MU 1P Uarenslatnglutiananiuniulusipneassls

3.1.2.2.2 WodsUIUTIaN tALANRIAsLIY IP Ua1enne Aeea1unsausn

1971 Taunslatanadnsenu IP Yanenadunsinulusinneassls

3.1.3.9ULNYU Z AD NISWUINISYINIIUYD9BIERUNUNTNNUA MUATE1LT
Fmuna NNy Y 1 2 Uszan A Radius Service wag Firewall service

aunsawengaslaan Ao

3.1.3.1 Radius Service MMmsuuanensie?ital Inouuadu 3 nguaiusie
A
\Aeu

3.1.3.2 Firewall Service YMsuwuaueneie Node #3o9uIuagunsal 1y

Firewall YagUudl 2 gunsal evhnsuendu 2 wosiades

3.1.4. 3ukaUnaLAty gneankuulvisesiumsAuAuul Firewall uwag Radius A¢in1s

AN LIUARN
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AISNAIUITSUU

4.1.  d@anUnenssussuuy

anlnenssululaswesidlagnidentdiiielidnnsseninusfeadenwaglniiead

denlilnedie naweiasAvawarlniioadsniiiefilovesnuies Aegui 17

Hadiu.s log Database ]
service '
é WebApp
Browser ;
Flrewa_ll log Database ]
service

JUT 17 mssufudeyadenvewsiiuasasinsioadimelulaswesia

4.1.1. anugndenseiudaya (Data consistency)

P ¥ 1 o & = v Ay A aa IS
qﬁj"ﬂLLUUﬂ’]ﬁ‘ﬂuﬂu’ﬂZLuuﬁ')’mgﬂﬁ]’ﬂﬂﬁ]i‘ﬂﬂuﬂ]’ﬂﬂ“ﬂ@ﬁ;{ﬂ mmﬂmmuﬂu@ummwmfammim%mmi

P Yo o A o a 7 o A
LL“NLmﬂuiﬁﬂ'ﬂL"J'ULL@ﬂLW@V]qﬂq?ﬂﬂL@ﬂ\muuuj ﬁ\'igﬂ‘ﬂ 18

Admin Web App [Firewall Service] [ Radius Service
: Find username from des ip :

get src ip from des ip :
get username from src ip
response

response

- TESPONSe o

JUT1 18 NI2UIUNIMIVANANNYNABINTIUYDITRYA

4.1.2. dusauszaugly
druseUszanudliusenaulimeanudiundn e
1. wihdududenUssinmisifia fauansluguil 19
2. wihfuAudenUsziamliiead fauandlugui 20

3. mhAuAuTIN Aauanslugun 21



Radius log Firewall log Merge log

Framed-IP-Address

| 192.168.1.1 |

User-Name

Date-Time From

| January v | | 2018 - | 1200 v
Date-Time Til
| January v | | 2018 - 1o~
Username Acct-Status-Type Calling-Station-1D Date Time
£ john [ Start | 192.168.1.1 15 Jan 12:00
AL john m 192.168.1.1 15 Jan 12:05
& alexander 192.168.1.1 15 Jan, 12:11
1 alexander [ Stop | 192.168.1.1 15 Jan, 12:30
£ bob 192.168.1.1 15 Jan, 12:33
L bob [ Stop | 192.168.1.1 15 Jan, 12:41
L jennifer [ Start | 192.168.1.1 15 Jan, 12:49
L jennifer ED) 192.168.1.1 15 Jan, 12:52
~ Y v oA & =
E‘U‘Vl 19 MUNAUAURDNUITELANLILAYE
Source IP Source Port Destination IP Destination Port
| 192.168.1.1 | | ‘ ‘ | | |

Date-Time From

|15January | |2013 - | | 12:00 ~ ‘
Date-Time THl

|15January | |201a - | | 13:00 ~ ‘ n
Source IP Source Port Destination IP Source Port Date Time -
192.168.1.1 14235 B.8.8.8 53 15 Jan 12:00
192.168.1.1 2315 10.17.2.15 80 15 Jan 12:05
192.168.1.1 6786 202.110.1.8 25 15 Jan, 12:11
192.168.1.1 12132 10.202.11.33 443 15 Jan, 12:30
192.168.1.1 267 201.77.88.99 110 15 Jan, 12:33
192.168.1.1 8384 8888 53 15 Jan, 12:41
192.168.1.1 9168 10.7.8.2 443 15 Jan, 12:49
192.168.1.1 14236 101.10.20.3 443 15 Jan, 12:52

717 20 wihAupudeniszminiead



ory Radiuslbg Firewalllog Merge log

15 January
Username  Spurce IP
john 192.168.1.1
john 192.168.1.1
alexander 192.168.1.3
alexander 195 155.1.3
bob 192.168.1.12
bob 192.168.1.12
jenifer ~ 192.168.1.18
jeniffer ~ 192.168.1.18

4.1.3. laseadegudoya

794 (Firewall) Imnuusnsnafiuga sUi 22 uag JUN 23

{

2018

Source Port

14235

2315

6786

12132

367

8384

9168

14236

-

" idn

"timestamp"
"user" :

12:00 ~

Destination IP
8.8.8.8
8.8.8.8
8.8.8.8
8.8.8.8
B8.8.8.8
8.8.8.8
8.8.8.8

8.8.8.8

"frame_ip_address" :

"acct_status_type"

8.8.88

15 January

Source Port
53
53
53
53
53
53
53

53

JUN 21 ehAuAusIY

"192.168.1.106",
: "start"

53

2018 A

Date Time ~

15 Jan 12:00

15 Jan 12:05

15 Jan, 12:11

15 Jan, 12:30

15 Jan, 12:33

15 Jan, 12:41

15 Jan, 12:49

15 Jan, 12:52

: ObjectId("5b1773cd72514e5e%ae@d9ef"),
: Timestamp(1528263629000, 1),
"chakrit",

JUT 22 lpssasegudoyaisiieadon

"_id" : ObjectId("5b17749f72514e5e9ae@d9f@"),
"timestamp" : Timestamp(1528263839000, 1),
"srcip" : "192.168.1.6",

"sport" : "3599",

"dstip" : "122.155.12.44",

"dstport" : "443"

U7 23 lassasegudeyalnsiedden

13:00

19

nseaniuulasiasegIudeyad iy MongoDBYBSIga (Radius ) uayls
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42, ANITNLINADULATLAIDINDN INRIUN

ANTNLINADULALLATBILDN LY WA UITEUUUTENBUAIY S18AITTITALIT WAL

AL fasalul
4.2.1. #NINLINADN

4.2.1.1 vdwUsEInanNaduma As 1o 7 2.7 nnukdsa (CPU Intel Core 17 2.7
Gh2)

4.2.1.2 wiheaudn 16 Anglud (16 GB RAM)

4.2.1.3 g13nmanA14g 500 Anglus (500GB HDD)

4.2.1.4 szuuUURn1s macOsS High Sierra
4.2.2. 3esiiefildluniswann

4.2.2.1 VI text editor 7.4.576

4.2.2.2 Atom text editor 1.14.3

4.2.2.3 PHP 7.1.18

4.2.2.4 MongoDB v3.6.5

4.2.2.5 Docker 18.05.0-ce

4.2.2.6 Syslog-ng 3.16.1

4.2.2.7 Kafka 2.12-1.1.0

4.3. nseanuuudarUnenssy

[
(Y

mideiatiufazinaueiinisesnuuuanitnenssuliarinsnvenesldtendn
95091035 log Tramnsaveneslalaeldlumanisvenesuuugnuiad siiuszlod
swnlumssonuutlunuided Sulsenoude msvgefuuuunu nMsveesuuugnuIer
I¢ind@ndis Cloning ynefis Aaidnunzresdsiiar Clone awdeafianumilouiu Fadunin
113 Scale  wuuwnu X luguuesyaanisdmiudanlaidentdnis Scale wuuwnu X e

Docker #8490 Docker fiaaaudfinisvenedialudnuaie Cloning la



4.3.1.n1599NWUUNTUNTI9E Syslog-ng

21

VTS log éme port udp 514 wa tcp 514 wieddlududulasauuaiian

(Kafka Configuration file) LLamﬁﬂgﬂ‘ﬁ 24

source s_sys {

udp(ip(0.0.0.0) port(514));

3

tcp(ip(0.0.0.0) port(514));

destination d_kafka{

¥

program("/var/waw/html/kafka -broker kafkal -topic syslog");

log { source(s_sys); destination(d_kafka); };

gﬂﬁ 24 TASILUUVDY syslog-ng tilaaslud Kafka

1AS9UUU (Configuration) 984 syslog-ng @13n35085UNElARIAISIT 3

M13199 3 B3V TEazBenRuaNTRTsYYlY syslogng

o/

e
S_sys
d_kafka
Program

/var/www/htmU/kafka

-Broker kafka1l

-topic Syslog

)

=
INYATLBYN
4‘
VBUDY source
= v ]
YOUDY target NMBDINITAY

YoAEIU09 syslog-ng lulun15vin data pipeline

Aolusunsudousiontunln(Golang) vimthisudeyalu
sULU Standard input (stdin) titeaslugs Kafka

brokers lag script Golang mmmuamiugﬂﬁ

%9 hostname kafkal TuffiAa®e service ¥a9 docker 9

gnusgmaiely swarm lunsnszangnisyienu

%8 topic Fegnasnelag Kafka

4.3.2.n13599nLUU Script Kafka.go

UsrasAlsuTueNEs data 910 syslog T Kafka Inedinmsiuduneunis

nau elagui 25
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){ Zookeeper }(

zookeeper. 2181 Zookeeper. 2131

\/

“
broker=kafka
Syslog-ng Program kafka.go kafka 9092 Topic=syslog
Partation 0
e

JUN 25 85U18n159191ue3 kafka.go

N15Y19Ue9 kafka.go  gnidsuuazulalagniw golang  ¥elwd Kafka  iie

$@AN5 stream data 7Sn910lUSULU interpreter IIMENNNSYINIUAD 15U
UszdnsnInnise st data 3 P

a A

NNsERUaNlUgY zookeeper Iio@pUNILENTI1UIU broker U84 Kafka 11iiAlATes nadla

[

d‘ v o = ! (% « = L=} 1
F1UIULATBIIN zookeeper WAIINSWRNABLUEY Kafka broker MniATaailaInTewds

v A

Toya 1o syslog-ng dslayaitnanluguiuuviods (data pipeline) azymssuteyauazdsly

Y

€4 broker usiay broker @33U7 26 waRINITYINIUTBLLUTUNTY Kafka wae JUN 27 Aewa

A Kafka 17l491u script kafka.go lagniuanslunianuan

root@8def6ad50c9e: /var/www/html# cat /tmp/test.log

Test send to kafka 1line 1

Test send to kafka 1line 2

root@8defoads@ce: /var/ww/html# cat /tmp/test.logl./kafka -broker kafkal -topic syslog
2018/06/21 06:10:40 Connected to 10.0.1.16:2181

2018/06/21 06:10:40 Authenticated: 1d=100240410049380398, timeout=4000
2018/06/21 06:10:40 Re-submitting @  credentials after reconnect
2018/06/21 06:10:40 Connected to 10.0.1.16:2181

2018/06/21 06:10:40 Authenticated: 1d=100240410049380399, timeout=4000
2018/06/21 06:10:40 Re-submitting @  credentials after reconnect
Connect brokers kafkal

Connect partition [@]

2018/06/21 06:10:40 Connected to 10.0.1.16:2181

2018/06/21 06:10:40 Authenticated: 1d=100240410049380400, timeout=4000
2018/06/21 06:10:40 Re-submitting '@  credentials after reconnect
Update max partition: 1

Delivered message to syslog[@]@1

Delivered message to syslog[@]@2

root@8def6ads0ce : /var/ww/html# ||

gﬂﬁ 26 NMINARDULSUNIINIU /kafka Tudnweug data pipeline
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root@8cf3c3d56abb: /var/ww/html# php roundrobin_get.php 0
Add broker d19038f9648e:9092 success.

Add broker e4a4309b305e:9092 success.

Add broker ada3982a4l1fe:9092 success.

0.11109304428101 sec.

@ msg.

Test send to kafka 1ine 1

Test send to kafka 1ine 2

0.10138416290283 sec.

2 msg.

JUN 27 nadwsannmssudeyadnn kafka

4.3.3.A1599nLuU Kafka

UsEasAeInngSu log 910 syslog-ng LagdnN13L38940ARE (Queue) YINU
ludnwag Publish/Subscribe 1ne5Ua7n syslog-ng wasynAds kafka.go TuaAdeille

aanukuUll f9mn5199 4

= a 1 a s o o 1 =
A1 4 BFUNYATNITIULRDIA1NTU Kafka IULLWagLﬂﬁaQ

W13 ANIRNAYUA
Broker Name,Hostname Kafkal...KafkaN
Topic Syslog

Partition Syslog-0...SyslogN

4.3.4.71399nkUUNaUNAT (MongoDB)

MongoDB gnaanuuuludnumedl implement lnedalvdl Receiver Yuiilafstaya

911 Kafka wazdanaluds MongoDB @slisn1sasiuuviods (pipeline)
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/ Kaflia Cluster \

topic=syslog

Docker CU_reciver1 Docker CU_mongo1

Docker CU_kafka1l e I
hostname=kafka I . — partition=syslog-0
partifion=syslog-0 —Hafkal:8082 mongodb=syslog.Node1 [ ]
mongodb: 27017

Docker CU_reciver2

Docker CU_kafka2 . ™
hostname=kafka2 - partition=syslog-0 ————
partition=syslog-1 [ Kafkaz208 mongodb=syslog.Node1 Mongodb: 27017
Database=syslog
Collections=Node1
L ]
L ]
[ ]

Docker CU_reciver3
Docker CU_kafkaN

hostname=kafkaN
partition=syslog-{N-1)

partifion=syslog-N

mongodb: 27017
I
mongodb=syslog Mode1

~—

\- /

U7 28 nszuaun1siedeyadionann Kafka dasialuds MongoDB e receiver Luuviods

LY

910 3U 28 Docker CU._recieverl yvimthfisnutoyadin Kafka uazdadelud

MongoDB lagld script php Weulugdiuuviads #ee script 31 kk2mongo.php

4.3.5.AUa1N150N15981867 (Scalibility)

n15veeiildauausaves docker lun1sdnnTs tesaininutiavgulunis

o = = ' ° ' a & 1 ) a
vgemnazianudangulunisimuaAmnsiinesiigg duanslugun 29
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/ Kafka Cluster \

topic=syslog

Docker CU_ng1

Docker CU_kafkal

I

Jkafka -
broker=kafka1
topic=syslog

hostname=kafka1
partition=syslog-0

Syslog-ng kafka1:9092

Docker CU_ng2

] Docker CU_kafka2

broker=kafka2
topic=syslog

hostname=kafka2

Syslog-ng partition=syslog-1

Docker CU_kafkaN

Docker CU_ngN

broker=kafkaM
topic=syslog

hostname=kafkaMN

kafkkaM: 9092 ]
— — partition=syslog-(N-1)

Syslog-ng

. /

A o o v &
E‘U‘W 29 @n1UnYNIIUNNTVLIYAIVDITEUUUIIEDN

4.3.6. aganUnenssu Docker

P 4 g ¥ :.’1 = Y o 14
Mnmseanuuuitelviansavenedilatu Jaldvinnisnaaelagld Docker
Container ¥38lun13d1aesszuy InelinvaziBundsguin 30 Feuseneulumenaumuiues

A9 Aesurelumisen 5



CU_reciever3

viz_portainer

viz_viz

26

CU_kafka1

CU_reclever1 CU_kafkaz

CU_kafka3 CU_mongo2 CU_mongo1 CU_mongo3

CU_zookeeper CU_reciever2

U7 30 NM13318898 Docker container

A15197 5 518T0ABUNULUDSIVUALUSEUU

Container
CU_ng
CU_kafka
CU_zookeeper

CU_reciever

CU_mongodb
CU_www

CU_php

Description

syslog-ng waznelulseneulusie php,go wag Kafka library
Kafka Server

Zookeeper Server MdusuLiu configuration waa Kafka

php scripts gnanyibilumsuimuiues Wesuann Kafka wazdssialy

&9 MongoDB
gudeyailddmsudaiu Log
webserver Qﬂa%ﬁﬂﬂa ngnix

php server Wousafiu webserver K11 port 9000
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4.3.7. n13ganiuu CU ng

agludsenaume syslogng verions 3.15 an build lag balabit [11] dwsu
NuATedlavnsiin library dmsultensenu Kafka way n1en Golang Tdmsuleuuay

raulnateld kafka.go YnAdsEINnsansIvdeulaaInNAIANwIn Tudiuves Docker file

(3

LazaAUATINEIURY wanweguRl 31 JUN 32 wae JUN 33

FROM php:7.1-fpm-jessie
MAINTAINER Andras Mitzki <andras.mitzki@balabit.com>
MAINTAINER Chakrit Phain <chakrit@softnix.co.th>

RUN apt—-get update -qq && apt-get install -y wget gnupg2

RUN wget -q0 - https://packages.confluent.io/deb/4.1/archive.key | apt-key add -
RUN echo "deb http://packages.confluent.io/deb/4.1 stable main"| tee ——append
/etc/apt/sources.list.d/confluent.io. list

RUN wget -q0 -
https://download.opensuse.org/repositories/home:/laszlo_budai:/syslog-ng/Debian_8.
@/Release.key | apt-key add -

RUN echo 'deb
http://download.opensuse.org/repositories/home:/laszlo_budai:/syslog-ng/Debian_8.0
./" | tee ——append /etc/apt/sources.list.d/syslog-ng-obs.list

RUN apt—-get update -qq && apt-get install -y syslog-ng && apt—get install -y
mongodb—-clients

ADD openjdk-libjvm.conf /etc/ld.so.conf.d/openjdk-1libjvm.conf
RUN ldconfig

EXPOSE 514/udp
EXPOSE 6@01/tcp
EXPOSE 6514/tcp

RUN apt -y install iputils—ping && apt -y install telnet && apt -y install
net-tools && apt -y install librdkafka-dev && apt -y install librdkafkal && apt -y
install libzookeeper—-mt2 && apt -y install vim

ADD www.conf /usr/local/etc/php-fpm.d/

ADD rdkafka.so /usr/local/lib/php/extensions/no-debug—-non-zts-20160303/

ADD zookeeper.so fusr/local/lib/php/extensions/no—-debug-non-zts-20160303/

ADD stomp.so /usr/local/lib/php/extensions/no-debug-non-zts-20160303/

RUN docker—-php—-ext-enable stomp

RUN docker-php-ext—-enable rdkafka

RUN docker—php—-ext—-enable zookeeper

RUN docker—php-ext-install sockets

ADD ./html/ /var/www/html/

ADD ./goroot.tar.gz /opt/

ADD ./golang/src/github.com/ /opt/goroot/src/github.com/

RUN mkdir /opt/kafka/

RUN mkdir /opt/kafka/libs/

ADD ./libs/ /opt/kafka/libs/

RUN echo 'export PATH="/opt/goroot/bin/:$PATH"' >> /etc/profile

ENTRYPOINT ["/usr/sbin/syslog-ng", "-F"I

U7l 31 an3Us Dockerfile Wfieviinis build CU_ng

Y
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1 wversion: '3.5'

2~ configs:

3~ ngl_conf:

4 file: ./ngl/appl.conf

5~ services:

6- ngl:

7 image: krmonline/syslog-ng-softnix:@.8dev
8~ networks:

9 - stomp

10 - configs:

11~ - source: ngl_conf

12 target: /etc/syslog-ng/conf.d/appl.conf
13~ volumes:

14 ~ - type: bind

15 source: ./ngl/html

16 target: /var/www/html

g‘dﬁ 32 Msisunleau CU_ng 910 docker-composer.yml

source s_sys {
udp(ip(0.0.0.0) port(514));
tcp(ip(0.0.0.0) port(514));
I

destination d_php{
program("/var/www/html/kafka -broker kafkal -topic syslog");
|-

log { source(s_sys); destination(d_php); };
gﬂ‘ﬁ 33 Appl.conf 4@ w3 listen port 514 udp wag 514 tcp

4.3.8.n1399nlUU CU_kafka Wag Zookeeper

lun1sisenldauagldaiuaiunsuinuiueivet zookeeper $IURELAND 11189310
zookeeper mthtiulasawuuliiu CU_kafka wagimnunlid default 909371u7u partition
fawvindu 1 Tunsiiuduiu partition asnsavilalagldadinaoumuiuesves CU kafka

wsdlawnsomilalay Docker-compose bl wanafagun 34

“/opt/kafka/bin/kafka-topics.sh --zookeeper zookeeper:2181 --alter --partitions=3 --
topic syslog”



version: '3.2'
services:
zookeeper:
image: wurstmeister/zookeeper
networks:
- stomp
ports:
- "2181:2181"
kafka:
image: wurstmeister/kafka:latest
deploy:
replicas: 1
networks:
- stomp
ports:
- target: 9094
published: 9094
protocol: tcp
mode: host
environment:
HOSTNAME_COMMAND: "hostname"

BROKER_ID_COMMAND: "date +%s|cut —-c8-10"
KAFKA_Z0OKEEPER_CONNECT: zookeeper:2181
KAFKA_LISTENER_SECURITY_PROTOCOL_MAP: INSIDE:PLAINTEXT,QUTSIDE:PLAINTEXT
KAFKA_ADVERTISED_LISTENERS: INSIDE://:9092,0UTSIDE://_{HOSTNAME_COMMAND}

19094

KAFKA_LISTENERS: INSIDE://:9092,0UTSIDE://:9094
KAFKA_INTER_BROKER_LISTENER_NAME: INSIDE
KAFKA_CREATE_TOPICS: "syslog:1:1"

volumes:

- /var/run/docker.sock:/var/run/docker.sock

networks:
stomp:

U7 34 nsi3enldanu CU_kafka

4.3.9.m39nukuu CU_receiver

29

CU_receiver vimtihidm3udstayadnn Kafka iivedsludegrudoua MongoDB lng

Toyadn Kafka azagludnuusdeyaiuuazazgnasluds script ieuvaslieglugy Json

format wasaIntuazgnaslugs MongoDB H1u command mongoimport Ingldanuaeyie

a9 Tuguves image file @1m190ld image WUy CU_ng tiesanld php script Tunis

Y1914

megnansuanlidmIudsludigiudoya MongoDB Ain13197 6 uazyAd?

avansUALAAIATIUN 35 Bs JUT 39 anudsiy

VDI



A15197 6 @PSUAWA
AA3UANSDAHY
Kk2mongo.php

A102json.php

mongoimport

o

yAdangnideuluasumuiles CU reciever

318AZ198A
I¥dmudstayaain Kafka uazdseansig stdout

Tfdmiuutasteyantnain kk2mongo.php andeyanuly
ag/lugy json format
1¥dm3u import Yeyailaain al02json.php wazdssialy

fag1utioya MongoDB

root@7addcc99712d: /var/www/html# php kkZmongo.php | \
> php al@2json.php | \

> mongoimport -h mongol -d syslog -c nodel

connected to: mongol

JUN 35 Msldnuansuduazmdawuuviods

version: '3.5'

services:
recieverl:
image: krmonline/syslog-ng-softnix:@.8dev
networks:
- kafka_network
— mongo_network
volumes:
- type: bind
source: ./ngl/html
target: /var/www/html
networks:
kafka_network:
mongo_network:
bridge:
external: true

JUN 36 M3isenldau CU_receiver

30
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<?php

function microtime_float(){
list($usec,$sec) = explode(" ",microtime());
return $usec + $sec;

}

function getbroker($zookeeper="zookeeper:2181"){
$zk = new zookeeper($zookeeper);
$path = "/brokers/ids";
$r = $zk->getchildren($path);
foreach($r as $v){
skey = $path."/".$v;
svalue = $zk->get($key);
$json = json_decode($value);
$hostname = $json->endpoints[0];
if(preg_match("/[A-Z]+:\/\/([0-9a-f]+): ([@-9]+) /", $hostname,$arr_result)){
list($dc,shost, $port) = $arr_result;
$arr[] = "$host:$port";
H
H
return $arr;
}
$conf = new RdKafka\Conf();

// Set the group id. This is required when storing offsets on the broker
$conf->set('group.id', 'myConsumerGroup');

$rk = new RdKafka\Consumer($conf);
sarr_broker = getbroker();
foreach($arr_broker as $v){

if($rk->addBrokers($v)){

//echo "Add broker $v success.\n";

}
}
//$rk->addBrokers (" ff820d365eal, 1669b5f567b9, f6094acd8195" ) ;

$topicConf = new RdKafka\TopicConf();
$topicConf-»set('auto.commit.interval.ms', 100);

// Set the offset store method to 'file'
$topicConf->set('offset.store.method', 'file');
$topicConf->set('offset.store.path', sys_get_temp_dir());

// Alternatively, set the offset store method to 'broker'
// $topicConf->set('offset.store.method', 'broker');

// Set where to start consuming messages when there is no initial offset in
// offset store or the desired offset is out of range.

// 'smallest': start from the beginning
$topicConf->set('auto.offset.reset', 'smallest');

gﬂﬁ 37 @A3UA kafka2mongo.php TddmsuRsdenain Kafka
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$topic = $rk->newTopic("syslog", $topicConf);
$queue = $rk->newQueuel();
// Start consuming partition @
$topic->consumeQueueStart($argv[1], RD_KAFKA_OFFSET_STORED, $queue);
if(isset($argv[2]))
$topic->consumeQueueStart($argv([2], RD_KAFKA_OFFSET_STORED, $queue);
if(isset($argvI[3]))
$topic->consumeQueueStart($argv([3], RD_KAFKA_OFFSET_STORED, $queue);
$timestamp = microtime_float();
$count = @;
$reset = false;
while (true) {
//$message = $topic—>consume(@, 120x10000);
$message = $queue->consume(1000);
switch ($message-»err) {
case RD_KAFKA_RESP_ERR_NO_ERROR:
//var_dump($message) ;
if($reset){
$timestamp = microtime_float();
}
if($message->payload){
echo $message->payload."\n";
$count++;
$reset = false;

}
break;

case RD_KAFKA_RESP_ERR__PARTITION_EOF:
//echao "No more messages; will wait for more\n";
$timestampOld = $timestamp;
$timestamp = microtime_float();
$diff = $timestamp - $timestampOld;
//echo $diff." sec.\n";
//echo $count." msg.\n";
$reset = true;
//$count = @;
break;

case RD_KAFKA_RESP_ERR__TIMED_OUT:
//echo "Timed out\n";

break;
default:
throw new \Exception($message->errstr(), $message->err);
break;
H
}
7>

E‘Uﬁ 38 @A3UR kafka2mongo.php lddmSuRsdeanann Kafka (se)
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<?php
$stdin = fopen('php://stdin', 'r');
$reg = '/([A-Z][a-z]* +[" 1* [" 1*) ([" 1%).* (["z]+:["z]+:[" 14+) ([0-9\.1+) ([" 1%
([7=14) s (0N 1+) (I°N2]H) (0% 04) ([7214) (0™ 1+) ([7s1+): (" 1+) "([°\"14)" *\]/'
$count = 0;
if(lisset($argv[l])){

echo "al02json.php [unig keyid]";

) - -

}else{

}

$tag = $argv[l];

$now = time();
$last_y = date("Y")-1; //fix bug
while(!feof($stdin)){
$line = fgets($stdin);
$line = trim($line);
if(!$line){
continue;
}
$match = preg_match($reg,$line,Sr);
if($match){
//echo $line."\n";
//var_dump($r);
Sdatetime = $r[l];
// echo '$datetime' >> /tmp/debug”;
$ts = strtotime(S$datetime);
//fix bug 'Feb 19 19:29' dont know year
//change Feb 19 19:29 to 2013-02-19 19:29:00
if($now < $ts){
$date_tmp = date("-m-d H:i:s", $ts);
$date_tmp = $last_y.$date_tmp;
$ts = strtotime($date_tmp);

}

$ts = $ts."000";
$al0 = $r[2];
$ntype = $r[6];
$src = $r([7];
$srep = $r(8];
$dst = $r[ll];
$dstp = $r[l2];
$natip = $r[l3];
$natp = $r[l4];
Smsisdn = $r[15];

$uri = "";
$json = '{"al0" : "'.$al0.'", "ntype" : "'.S$ntype.'", "srcipl" : "'.$src.'", "srcp" :
"'.$srcp.'", "dst" : "'.$dst.'", "dstp" : "'.$dstp.'", "natip" : "'.$natip.'", "natp" : "'.$natp.'",
"msisdn" : "'.$msisdn.'", "uri":"'.$uri.'" ,"time" : { "$date" : '.$ts.' } }'."\n";
echo $json;
Scount++;
// echo '$json' >> /tmp/debug”;
}else{
// echo 'not match $line' >> /tmp/debug”;
}
//die();
}
>

Y

4.3.10. m39anluu CU_php

\[ (TCP|UDP)

33

JUN 39 @A3UA a102json.php dwmsuutasdeyasiulvieglusy json format MmeIsnisvieds

CU_php vhwiifidanisansudieiite (AP) WisldAuAussuvdentazitausniuiv

@5Wes CU wwwl Insfievidsiesazidanesn 9000 lasldenlomsuisnie adu

(Slim) Hsvianuatu Aagun 40
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<?php

N

use \Psr\Http\Message\ServerRequestInterface as Request;
use \Psr\Http\Message\ResponseInterface as Response;
require '../vendor/autoload.php';

6 require 'config.php';

$app = new \Slim\App(['settings' => $configl);

AW

w

9 $app=>get('/', function () {

10 $name = "/srcip\n/dstip";
11 return $name;
12 });

14 $app->get('/q', function (Request $request, Response $response, array $args) {
15 //var_dump($_GET);
16 $mongoip = $this->get('settings')['mongo_server'];

8 $response=>getBody()=->write("Source IP $srcip");
19 $manager = new MongoDB\Driver\Manager("mongodb://$mongoip");

20

21

22 //Query

23 //date

24 $from = isset($_GET['from'])?strtotime($_GET['from'])*1000:"";

25 if($from){

26 $to = isset($_GET['to'])?strtotime($_GET['to'])*1000:%from+300%1000;

sfilter["time"] = ['Sgte' => new \MongoDB\BSON\UTCDatetime($from), '$lte' => new \MongoDB\BSON\UTCDatetime($to)];

}

30 //source ip

31 $srcip = ISSET($_GET['srcip'l)?$_GET['srcip']l:"";

32 $filter["srcipl"] = $srcip;

//var_dump($filter);

35 //limit skip

36 $limit = isset($_GET["1imit"])?$_GET["limit"]:$this->get('settings')['limit"']
37 $page = isset($_GET["page"])?$_GET["page"]:"0";

38 $skip = $pagex$limit;

39 soptions = ["limit" => $limit,"skip" => $skipl;

40

41 squery = new MongoDB\Driver\Query(sfilter, $options);

42 $cursor = $manager-»executeQuery('syslog.nodel', $query)
43 foreach($cursor as $doc){

44 //var_dump(new MongoDB\BSON\UTCDateTime(1416445411987));
45 //$datetime = $utcdatetime->toDateTime();

46 $result[] = $doc;

47 }

48 return $response=>withJson($result);

49 });

58 $app=>run();

U7 40 siasuatuiedilewieldlunisfufuden

4.3.11. m3ganiuy CU_www

CU_www vhmthitliusmsiivieiile Feas@ousoluds CU_php ’uwess 9000

lnedlasauuy Asgun 41
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3 default.conf 928 Bytes Ih

server {
listen 80;
server_name localhost;
index index.php;
root /var/www/html/public;
#charset koi8-r;

#access_log /var/log/nginx/host.access.log main;

location / {
try_files $uri /index.php$is_args$args;
}

#error_page 404 /404.html;

# redirect server error pages to the static page /50x.html

#

error_page 500 502 503 504 /50x.html;
location = /50x.html {
root /usr/share/nginx/html;

}

#

proxy the PHP scripts to Apache listening on 127.0.0.1:80

E3

location ~ \|.php$ {
proxy_pass http://127.0.0.1;

H o H

pass the PHP scripts to FastCGI server listening on 127.0.0.1:9000
#
location ~ \.php$ {
fastcgi_pass phpfw:9000;
fastcgi_index index.php;
fastcgi_param SCRIPT_FILENAME $document_root$fastcgi_script_name;
include fastcgi_params;

U7l 41 Indlassuuudmsu CU www

4.3.12. n399nuuUU CU_receiver rd

a0

CU receiver vimti1#ids log 98¢ Radius iieddludsgrutoya MongoDB lagUsnf

1% [ . a o gj = v o 3 Y
WUk UUGENT8Y Radius avdlanuaiznuind Jadewihnisulasmnuunashiiluwuiveulag
T9ansus Perl TusNWULIDELAZHENTUMILLATDIVNNY ‘@@@  WMeansUfls18adunna

JUN 42 uagnadnsanansuiuansfsgui 43 vdanniuagyinisudasguuuulviegluguuy

Y Y

[

JSON Teeltan3ud php ludnwagviedudulifsiiuansudaiunsaunanslanesuy 44 uag

Y
HATNSUARIFIFUN 45 vaeantiudaiidedegiutoya MongoDB ludnuuvisduulfgliu

PIUAEY mongoimport
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#!/usr/bin/perl
my $file = shift @ARGV;
my $ifh;
my $separate = "@@@";
my $is_stdin = 0;
if (defined $file){
open $ifh, "<", $file or die $!;
} else {
$ifh = *STDIN;
$is_stdin++;

}
while (<$ifh>){
# Process
$line = $_;
chomp($line);
if(!$line ){
print $text."\n\n";
$text = "";
}
$text .= ($text)?$separate.$line:$line;
}
#close $ifh unless $is_stdin;
close $ifh;

SUN 42 amsuddsunlasiindaduwuiueu

Y

Tue Mar 18 19:00:00 2014@@@ Acct-Status-Type = Interim-Update@@@ Acct-Input-Octets = 11011@@@ Acct-Output-
Octets = 25104@@@ Acct-Input-Packets = 140@@@ Acct-Qutput-Packets = 104@@@ Acct-Link-Count = 1082 Even
t-Timestamp = "Mar 18 2014 19:00:00 ICT"@e@ Acct-Authentic = RADIUS@@@ Acct-Delay-Time = Q@@@ Acct-Session
-Time = 522@8@@ Acct-Multi-Session-Id = "9508dfe3"@@@ (Calling-Station-Id = "66667811424"@@@  Framed-IP-Address =
22.203.161.221@@@ Acct-Session-Id = "b4d6ce919508dfe3"@@@ NAS-IP-Address = 22.95.56.33@@@ Framed-Protocol = GP
RS-PDP-Context@a@ Called-Station-Id = "hinternet"@@@ User-Name = "true"@@@ NAS-Port-Type = Virtual@@@ S
ervice-Type = Framed-User@a@ NAS-Port = 110001@a@ NAS-Port-Id = "UGW"@@@ 3GPP-IMSI = "520002045549948"@@@ 3
GPP-Charging-ID = 2500386787@@@ 3GPP-PDP-Type = Q@@@ 3GPP-Charging-Gateway-Address = 22.95.13.215@@@ 3GPP-GPRS-Ne
gotiated-QoS-profile = "05-0b911f7196f7fe44@1fff006400"@a@ 3GPP-SGSN-Address = 180.214.206.2050@@ 3GPP-GGSN-Ad
dress = 180.214.206.14508@ 3GPP-IMSI-MCC-MNC = "520002"@8@ 3GPP-GGSN-MCC-MNC = "520000"@@@ 3GPP-NSAPI = "5"@@@3
GPP-Selection-Mode = "@"@@@ 3GPP-Charging-Characteristics = "0800"@@@ 3GPP-SGSN-MCC-MNC = "52000"@@@ 3GPP
-RAT-Type = @xQ1@@@ 3GPP-MS-TimeZone = @x8200@a@ 3GPP-Negotiated-DSCP = "\n"@@@ Acct-Unique-Session-Id = "eb
e68d0941943d02"@aa Timestamp = 1395144000

Tue Mar 18 19:00:00 2014c@@ Acct-Status-Type = Interim-Update@@@ Acct-Input-Octets = 1245081@@@ Acct-Output-
Octets = 32553813@e@ Acct-Input-Packets = 12246@8@@  Acct-Output-Packets = 25619@@@ Acct-Link-Count = 18@2 Even

t-Timestamp = "Mar 18 2014 19:00:00 ICT"@ee Acct-Authentic = RADIUS@@@ Acct-Delay-Time = @@@@ Acct-Session
-Time = 5691@@@ Acct-Multi-Session-Id = "54@94e@c"@@@ (alling-Station-Id = "66666653887"@@  Framed-IP-Address =
22.192.206.185a0@ Acct-Session-Id = "b4d6ce9454094e0c"@@@ NAS-IP-Address = 22.95.56.33@@@ Framed-Protocol = GP
RS-PDP-Contexte@e Called-Station-Id = "hinternet"@g@ User-Name = "true"@@@ NAS-Port-Type = Virtual@a@ S

ervice-Type = Framed-User@@@ NAS-Port = 110001@a@ NAS-Port-Id = "UGW"@@@ 3GPP-IMSI = "520002042340682"@a@ 3
GPP-Charging-ID = 1409895948@@@ 3GPP-PDP-Type = @@@@ 3GPP-Charging-Gateway-Address = 22.95.13.2158@@ 3GPP-GPRS-Ne
gotiated-QoS-profile = "05-0b911f7196f4fe4429ffff004000"aa@ 3GPP-SGSN-Address = 180.214.200.10688@ 3GPP-GGSN-Ad

dress = 180.214.206.148@@@ 3GPP-IMSI-MCC-MNC = "520002"@@@ 3GPP-GGSN-MCC-MNC = "520000"@@@ 3GPP-NSAPI = "5"@@@3
GPP-Selection-Mode = "@"@@@ 3GPP-Charging-Characteristics = "0800"@@@ 3GPP-SGSN-MCC-MNC = "52004"@@@ 3GPP

-RAT-Type = @xQlea@ 3GPP-MS-TimeZone = @x38200@a@ 3GPP-Negotiated-DSCP = "\n"@@@ Acct-Unique-Session-Id = "a6
7fe6c9d96ff8fQ"ag@ Timestamp = 1395144000
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<?php
$separate = "@@e";

sid

nn

= isset($argv[l])?$argv[l]:"";

$data = json_decode(Sargv([2]);
//print_r($data);

$user = S$data->user;

$uuid = $data->uuid;

$type_log = $data->type log;
//die();

$wlog = function($text) {

}i

if(!Stext){
return false;
}
$filename = "/var/log/softnix/indexing.log";

$time = date("Y-m-d H:i:s");
Stext = S$time."\t".Stext;
$text = escapeshellarg($text);
“echo $text >> $filename”;

$stdin = fopen('php://stdin', 'r');
$reset = false;
stext = "";
while (!feof($stdin)) {
$line = fgets($stdin);
$line = trim($line);
if ($line) {
Stext = "";
$text .= "\"user\":\"Suser\",";
Stext .= "\"uuid\":\"$uuid\",";
$text .= "\"type log\":\"$type log\"";

Sarr = explode($separate,$line);
$tmp = array_shift(S$arr);
//var_dump(S$arr);
foreach($arr as $v) {
list($radius_key, $radius_wvalue) = explode("=",§v);
$radius_key = trim($radius_key);
$radius_value = trim($radius_value);
if (preg_match("/\"(["\"]+)\"/",$radius_value,$pregResult)) {
//var_dump($pregResult);
$radius_value = $pregResult[1l];
//echo $radius_value." is new value\n";

if($radius_key && $radius_value){

Stext .= ($text)?",":"";

if ($radius_key == "3GPP-Negotiated-DSCP") {
$radius_value = "";

}

$text .= "\"$radius key\":\"$radius value\"";

}
}

$json = json_decode("{".$text."}");
echo "".json_encode($json)."\n";

U7l 44 ap3uduvaau JSON Tudnuaizvieds



38

{"user":"" "uuid":"","type_log":"","Acct-Status-Type":"Interim-Update","Acct-Input-Octets":"735229","Acct-Output-Oct
ets":"14726893", "Acct-Input-Packets":"9797", "Acct-Output-Packets":"11875", "Acct-Link-Count":"1","Event-Timestamp":"M
ar 18 2014 19:00:00 ICT","Acct-Authentic":"RADIUS","Acct-Session-Time":"4443" "Acct-Multi-Session-Id":"8409695c","Ca
1ling-Station-Id":"66668791221","Framed-IP-Address":"22.202.92.125","Acct-Session-Id": "b4d6ce938409695c" , "NAS-IP-Add
ress":"22.95.56.33","Framed-Protocol" : "GPRS-PDP-Context", "Called-Station-Id":"hinternet","User-Name":"true", "NAS-Por
t-Type":"Virtual","Service-Type":"Framed-User","NAS-Port":"110001", "NAS-Port-Id": "UGW","3GPP-IMSI":"520002042481712"
, "3GPP-Charging-ID":"2215209308" , "3GPP-Charging-Gateway-Address":"22.95.13.215", "3GPP-GPRS-Negotiated-QoS-profile":"
05-23931f9196f4fe944bffff004a00" , "3GPP-SGSN-Address":"180.214.200.97" , "3GPP-GGSN-Address" : "180.214.206.147", "3GPP-IM
SI-MCC-MNC":"520002" , "3GPP-GGSN-MCC-MNC" : "520000" , "3GPP-NSAPI":"5", "3GPP-Charging-Characteristics":"@800@" , "3GPP-SGSN
-MCC-MNC":"52004" , "3GPP-RAT-Type" : "0x@1", "3GPP-MS-TimeZone" : "0x8200" , "3GPP-Negotiated-DSCP":"", "Acct-Unique-Session-
Id":"721425116cd017d8" ,"Timestamp" : "1395144000"}
{"user":"","uuid":"","type_log":"","Acct-Status-Type":"Interim-Update", "Acct-Input-Octets":"11011", "Acct-Output-Octe
ts":"25104", "Acct-Input-Packets":"140", "Acct-Output-Packets":"104","Acct-Link-Count":"1","Event-Timestamp": "Mar 18 2
014 19:00:00 ICT","Acct-Authentic":"RADIUS","Acct-Session-Time":"S522","Acct-Multi-Session-Id":"9508dfe3","Calling-St
ation-Id":"66667811424","Framed-IP-Address":"22.203.161.221","Acct-Session-I1d":"b4d6ce919508dfe3", "NAS-IP-Address":"
22.95.56.33", "Framed-Protocol": "GPRS-PDP-Context", "Called-Station-Id":"hinternet","User-Name": "true","NAS-Port-Type"
:"Virtual","Service-Type":"Framed-User", "NAS-Port":"110001", "NAS-Port-Id":"UGW","3GPP-IMSI": "520002045549948" ,"3GPP-
Charging-ID":"2500386787", "3GPP-Charging-Gateway-Address":"22.95.13.215", "3GPP-GPRS-Negotiated-QoS-profile": "@5-0b91
1f7196f7fe4401f fff006400" , "3GPP-SGSN-Address" : "180.214.206.205", "3GPP-GGSN-Address": "180.214.206.145" , "3GPP-IMSI-MCC
-MNC":"520002" , "3GPP-GGSN-MCC-MNC" : "520000" , "3GPP-NSAPI":"5", "3GPP-Charging-Characteristics": "0800" , "3GPP-SGSN-MCC-M
NC":"52000", "3GPP-RAT-Type":"0x01" , "3GPP-MS-TimeZone" : "@x8200" , "3GPP-Negotiated-DSCP":"","Acct-Unique-Session-Id":"e
be68d0941943d@2" , "Timestamp" : "1395144000"}
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<?php

//ini_set("date.timezone", "Asia/Bangkok");

use \Psr\Http\Message\ServerRequestInterface as Request;
use \Psr\Http\Message\ResponseIlnterface as Response;
require '../vendor/autoload.php';

require 'config.php';

$app = new \Slim\App(['settings' => $config]);

$app->get('/', function () {
$name = "/srcip\n/dstip";
return $name;

i

$app->get('/q', function (Request $request, Response $response, array $args) {

//var_dump($_GET) ;
$mongoip = $this->get('settings')[ 'mongo_server'];

$response->getBody( )->write("Source IP $srcip");
$manager = new MongoDB\Driver\Manager("mongodb://$mongoip”);

//Query
//date
$from = isset($_GET['from'])?strtotime($_GET[ 'from']):"";

if($from){
$to = isset($_GET['to'])?strtotime($_GET['to']):$from+86400;
Sfilter["Timestamp"] = ['Sgte' => "S$from" , 'S$lte' => "$to"];
$month_f = date("M",$from);
$month_t = date("M",$to);
if($month_£ != $month_t){
//var_dump($month_f);
die("from and to seperate month can not query");
}
$month = strtolower($month_f);
}

//source ip
$srcip = ISSET($_GET[ 'srcip'])?$_GET[ 'srcip']:"";
$filter["Framed-IP-Address"] = $srcip;

//var_dump($filter);
//limit skip
$limit = isset($_GET["limit"])?$_GET["limit"]
$page = isset($_GET["page"))?$_GET["page"]:
$skip = $page*$limit;
Soptions = ["limit" => $limit,"skip" => $skip,
'projection’' => [
'Framed-IP-Address' => 1,
‘Calling-Station-Id' => 1,
'Timestamp’' => 1
1
1i

$query = new MongoDB\Driver\Query($filter, $options);
Scursor = $manager->executeQuery('radius.'.$month, $query);
foreach($cursor as $doc){

//var_dump(new MongoDB\BSON\UTCDateTime(1416445411987));

//$datetime = Sutcdatetime->toDateTime();

Sresult[] = $doc;

return $response->withJson($result);
i
$app->run();
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5.2. ASNAEBUITUUTUATURAL X

NIVAABUAIINITEL log 990 CU_ng U3 CU kafka wumindslaifinig scale 1a¢
N4 a A s Y 1% o ::1' ° & a ~
WIBLsuT Lasumnuies lausingdeuaninisned 7 laevimmaaeunssag 10 Ui wae

LT UINTELAUINTUANAWTUAINNT9N 7

M99 7 wan1sviadeulilods log 31nARUWMULLES CU ng 1Us CU kafka

Msg/s Send received receive ratio
(received/Send)

1003.82 10039 10039 1

1921.49 19216 19216 1

4987.15 49874 49874 1

8315.07 83153 83153 1

10524.06 105246 105246 1

12696.92 126983 126983 1

15835.62 158366 152664 0.9639947969
19093.11 190942 164020 0.859004305
21315.02 213173 158978 0.7457698677

32112.57 322920 158144 0.4897312028
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dievhmaifinmumuiuesves CU ng wag CU kafka Inatfiudusognsay 2 moumnuiues

WU YeyaaunsasulaunnTudann s 8

M159% 8 Nan1IVAdRUIods log 3nABUMUILBS CU ng 2 TUd CU kafka 2 poumuiues

msg/s Send Received ratio

10144.24 101447 101447 1

12298.45 122988 122988 1

15552.83 155538 155538 1

18775.55 187764 187764 1

20960.43 209622 209622 1

23137.08 231383 231383 1

26429.25 264327 264327 1

29689.7 296925 296925 1

31826.52 318281 303036 0.9521020733
38141.18 381435 341498 0.8952980193
42431.68 424357 367570 0.8661810692
67804.78 679117 416032 0.6126072532
64147.4 641586 407068 0.6344714504

1NN 8 WUIARSIEIUTENINNSTUABNSALSHaRAIUTINAaYa T 29000 msg/s
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Send and Recieved
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dievhnisifinAsumuluesves CU ng way CU kafka LUued1saz 3 AoumuLues

wuhdeyaaunsosuliunTu dawnsnedn 9

AT 9 HANIINARDULLIREY log 1A ARUMNULUBS CU ng 3 Aaunulues hUs CU kafka

3 ABULNULLDS

msg/s
9768.42
11980.79
15345.88
18750.02

26363.4

31794.45
33994.25
36834.15
39385.82
41415.42
46652.09
57784.63

66071.26

Send

97691

119811

153471

187515

263660

296467

317971

339981

368443

399933

420633

466568

584136

662759

Received

97691

119811

153471

187515

263660

296467

317971

334958

352963

368179

399230

433557

496272

504487

ratio

0.985225645

0.95798536

0.9206017008

0.9491171639

0.9292471837

0.8495829738

0.7611922282

INANTNN 9 WUTBRTIEIUTENINNTTURBNTdUSUAanaIUITUMTRYAT 33000 — 45000

msg/s LABYINRINa1INonITIEIUTEIINNNTITSUABNTTASH
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Kafka.go

package main
//Version @.1
//Create by Chakrit<chakrit@softnix.co.th>
import (
"fmt"
"time"
"'github.com/confluent-kafka-go/kafka"
"'"github.com/go-zookeeper/zk"
"'github.com/tidwall/gjson"
"strings"
"bufio"
Ilosll
Ilioll
"flag"

func getPartition(topic string) []string {

c, _, err := zk.Connect([]string{"zookeeper"}, time.Second) //*18)
if err != nil {
panic(err)
}
path := "/brokers/topics/"+topic+"/partitions"
children, _, _ , err := c.ChildrenW(path)
if err != nil {
panic(err)
}

//fmt.Println(children)
return children

func getBroker() [lstring {
¢, _, err := zk.Connect([]lstring{"zookeeper"}, time.Second) //*18)
if err != nil {
panic(err)
}
path := "/brokers/ids"
children, _, _ , err := c.ChildrenW(path)
if err != nil {
panic(err)
}
results := make([lstring,len(children))

'
o
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for key, element := range children {
id_path := path+"/"+element
//fmt.Printf("S%+v\n", id_path)
result_byte,_,err := c.Get(id_path)
if err 1= nil {

panic(err)

}
json_kafkaid := string(result_bytel[:])
value := gjson.Get(json_kafkaid, "endpoints.@")
hostid := value.String()
//fmt.Printf("Ss+v\in", hostid)
arrip := strings.Split(hostid,"//")
//arrip := strings.Split(arr[1],':")
resultslkeyl = arrip[1]
//fmt.Printf("Ss+v\in", results)

}

return results

func main() {
var brokers string
var topic string
var max_partition int32
result := getBroker()
brokerPtr := flag.String("broker", "", "a String")
topicPtr := flag.String("topic","syslog","a String")
flag.Parse()
topic = *topicPtr
partitions := getPartition(topic)
max_partition = int32(len(partitions))
brokers = strings.Join(result,","
if xbrokerPtr !="" {
brokers = *brokerPtr
'
p, err := kafka.NewProducer(&kafka.ConfigMap{"bootstrap.servers": brokers})
if err = nil {
panic(err)
}
fmt.Println("Connect brokers " + brokers);
fmt.Printf("Connect partition %+v\n", partitions);

'
o
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defer p.Close()

// Delivery report handler for produced messages
go func() {
partitions := getPartition(topic)
max_partition = int32(len(partitions))
fmt.Printf("Update max partition: %d\n", max_partition)
for e := range p.Events() {
switch ev := e.(type) {
case xkafka.Message:
if ev.TopicPartition.Error != nil {
fmt.Printf("Delivery failed: %v\n", ev.TopicPartition)
} else {
fmt.Printf("Delivered message to %v\n", ev.TopicPartition)

H)

// Produce messages to topic (asynchronously)
//topic := "syslog"
reader := bufio.NewReader(os.Stdin)
var n int32
n==0
for {
word, err := reader.ReadBytes('\n')
str_word := string(word[:])
arr_str_word := strings.Split(str_word, "\n")
str_word = arr_str_word[0]
if len(word) != 0 {
/*
if isln == byteln {
word2 = word[:len(word)-1]
Jelse{
word2 = word
fmt.Printf("%+v",word)

}

*/

word2 := str_word

//fmt.Println(word2)

if n >= max_partition {
n=20

}

p.Produce(&kafka.Message{
TopicPartition: kafka.TopicPartition{Topic: &topic, Partition: kafka.PartitionAny},
//TopicPartition: kafka.TopicPartition{Topic: &topic, Partition: n},
Value: []byte(word2),
},nil)
n++
telse{
if err != nil {
if err != i0.EOF {
fmt.Println(err)
}
break

// Wait for message deliveries
p.Flush(60 * 1000)

'
[
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Dockerfile

Dockerfile d1%3u @319 CU_php

FROM php:7.1-fpm-jessie
MAINTAINER Andras Mitzki <andras.mitzki@balabit.com>
MAINTAINER Chakrit Phain <chakrit@softnix.co.th>

RUN apt-get update —qq && apt-get install -y wget gnupg2
#kafka

RUN wget -q0 — https://packages.confluent.io/deb/4.1/archive.key | apt-key add -
RUN echo “deb http://packages.confluent.io/deb/4.1 stable main"| tee —-append /etc/apt/sources.list.d/confluent.io.list

ADD openjdk-libjvm.conf /etc/ld.so.conf.d/openjdk-1ibjvm, conf
RUN ldconfig

#Softnix

RUN apt-get update -qq & apt-get install -y mongodb-clients && apt -y install librdkafkal & apt -y install libzookeeper-mt2

#Dev

RUN apt -y install iputils-ping && apt -y install telnet && apt -y

ADD www.conf /usr/local/etc/php-fpm.d/

install net-tools && apt -y install librdkafka-dev && apt -y install vim

ADD rdkafka.so /usr/local/lib/php/extensions/no-debug-non-zts-20160363/

ADD
ADD

zookeeper.so /usr/local/lib/php/extensions/no-debug-non-zts-28168303/
stomp.so /usr/local/lib/php/extensions/no—debug-non-zts-20160303/

ADD mongodb.so /usr/local/Llib/php/extensions/no-debug-non-zts-20160303/

RUN docker—php-ext-enable stomp

RUN docker-php-ext-enable rdkafka
RUN docker—php-ext—enable zookeeper
RUN docker-php-ext-install sockets
RUN docker—php-ext-enable mongodb

gﬂﬁ 60 Docker l#du3uas1s CU_php

Dockerfile @5U @319 CU_ng

FROM php:7.1-fpm-jessie
MAINTAINER Andras Mitzki <andras.mitzki@balabit.com>
MAINTAINER Chakrit Phain <chakrit@softnix.co.th>

RUN apt-get update -gg && apt-get install -y wget gnupg2

RUN wget -gO - https://packages.confluent.io/deb/4.1/archive.key | apt-key add -

RUN echo "deb htt
/etc/apt/sources.list.d/confluent.io.list

/packages.confluent.ic/deb/4.1 stable main"| tee --append

RUN wget -gO - https://download.opensuse.org/repositories/home:/laszlo_budai:/syslog-

ng/Debian_8.0/Release.key | apt-key add -

RUN echo "deb http://download.opensuse.org/repositories/home:/laszlo budai:/syslog-ng/Debian 8.0 ./" |

tee —-append fetc/apt/sources.list.d/syslog-ng-obs.list

RUN apt-get update -gg && apt-get install -y syslog-ng && apt-get install -y mongodb-clients

ADD openjdk-libjvm.conf /etc/ld.so.conf.d/openjdk-libjvm.conf

RUN ldconfig

EXPOSE 514/udp
EXPOSE 601/tcp
EXPOSE 6514/tcp

#Softnix

RUN apt -y install iputils-ping && apt -y install telnet && apt -y install net-tools && apt -y install
librdkafka-dev && apt -y install librdkafkal && apt -y install libzookeeper-mt2 && apt -y install vim

ADD www.conf /usr/local/etc/php-fpm.d/

ADD rdkafka.so /usr/local/lib/php/extensions/no-debug-non-zts-20160303/
ADD zookeeper.so /usr/local/lib/php/extensions/no-debug-non-zts-20160303/
ADD stomp.so /usr/local/lib/php/extensions/nc-debug-non-zts-20160303/

RUN docker-php-ext-enable stomp
RUN docker-php-ext-enable rdkafka
RUN docker-php-ext-enable zookeeper
RUN docker-php-ext-install sockets

ADD ./html/ /var/www/html/

ADD ./goroot.tar.gz /opt/

ADD ./golang/src/github.com/ /opt/goroot/src/github.com/
RUN mkdir /opt/kafka/

RUN mkdir /opt/kafka/libs/

ADD ./libs/ /opt/kafka/libs/

RUN echo 'export PATH="/opt/goroot/bin/:$PATH"'

#go

ENTRYPOQINT ["/usr/sbin/syslog-ng", "-F"]

>> /etc/profile
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