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TODSAPON BANKLONGSI : A SECURITY MEASUREMENT MODEL FOR WEB
SERVICES BASED ON PROVISION OF ATTACK COUNTERMEASURES.
ADVISOR : ASSOC. PROF. TWITTIE SENIVONGSE, Ph.D., 129 pp.

Web service technology is widely adopted by organizations to provide their core
business and application services over the networks in a flexible technology-neutral
manner. Nevertheless, security concerns have been raised by corporate service
providers and service consumers since, like other Web-based applications, Web
services are vulnerable to various security attacks including counterfeiting, disclosure,
tampering, disruption, and breach of information. To build trust with service consumers,
service providers must provide countermeasures against these attacks to prevent or at
least mitigate the harm that these attacks might do to the services.

This research proposes a measurement model for service security in terms of
service ability to provide countermeasures against security attacks. The model is based
on service countermeasure provision, attack characteristics, and relative importance of
countermeasure provision with regard to attack characteristics as specified by security
assessors. Resulting measurements can guide service providers to provide for more
secure services and operating environments. Good measurement results can also be
published as a security rating for service consumers to consider in service selection.
This research presents a result of a survey on countermeasure provision by Web service
providers in Thailand and an evaluation of the security measurement model by those
providers. The evaluation gets a positive feedback such that the model can help the

providers to realize their status of countermeasure provision.
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'
A A o

widaazinsfuauypanAauanasflfiinunuaniudsuresaltsninwamun lusunsy

o L 4 dl o kA a A :/J | a dd‘ L 14 b4 !
nuualiudaiienilimltsiunanadurieinanysaluazanisnaeunindeyals we
funpniuanaiauaniulignamassuwazetaiiuezleild Asnaaifluqndeusianis

lanAuuUdLAad WA ATU LA 41U5UNITRRLDNNLLLANIIIHIAD5TN WnWmun TU N sNAy

AeulAn@iAg (SQL Code) AmFuienes 1 lultlsunsu uazdaudunansiasiuainniauen

LA a g 1 [ a A o a dlv ¥ | ¥ dl
'Q%?ZMIVL‘]J‘HW’]?’]NLW]@? i 1 uaRTNTasA9La PINAUNAN UL‘H’]NWLﬂuﬂ@H@ﬂﬁﬁLﬂVI‘ﬂM

£
4 o

NN9aeUNINAZANINAY BanaNUETanA AN AEUAINUNITBINTINN LB

b

= Y o | o o @ a o v A Ao 9 o
LAQE 1@LLN'J’]""VJ@QW’]@\‘]GIJLﬂQZﬂLﬂu@uL@ﬂsﬁulfﬂqll’] Lﬂqﬂ?ﬂﬂ@qﬂq?ﬂ@ﬂUﬂqNﬂ@H@1@W?QWWN

'
o o o

AU e MWW T sunsufinanisuasnasAtdangnauiaadinuiuiveswnsimed

d! v = A
U9 LARLARET

2.1.3.9 mgraguldsunsundaanns
= = o . = = Yy =
naaullsunsundasnsie (Safe Programming) [2] wunasaufen1s@aulAaiiy
A v dld a o s 1 = I'e A % = %
LR3ITAVENIHINANNTATINADUBUNALUUER TUTF 11U 2191 wazTn151 visedaauaae
= = = o o % = o a dl o v
NNENT YEATNAANARA FavdnisnnvuaANeIaLazIluuusBunanA1andeld uas

paragausicadnaunalfiudlullnunniuunviseld doudanisiatianainuazdiesnién
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(Exception Handling) Tuldsunsuaqsazijiasdunniligniesisesngunnliiduasmnld

Wuldmuaausainuuals

2.1.3.10 98n195UN2 lULIN1FANFFTTUUILAINAN
Ann135uieluudinnsandssmiaeAlnnan (Memory Allocation Countermeasures)
=® o 1 o o o [<1 a o Y o a 1 )
[2] unnedansdnassuig A g uiuilusuneiwmasidnasslulisn g ANan
Aliannsndszananald (Non-executable Storage Area) iadliatlasriuliliilannslanm
et ludunsrunlnngigndsliilseuana IauazdasilasiunisTanAuuuinmaisu

dJ v dl b4 Yo dl [
felAnssieazlifunisszunanalnailisieosnts

2.1.3.11 Agn195udaluninulaldsunsy

Aan125uilelundsandaldsunsn (Compiler-Based Countermeasures) [2] W
Arad1itu Aaudalilsunsunimdnacsindandanaiasaacluninisilesiunisfu
(Antioverflow Countermeasures) LAgiiN12A39942U9UA (Bound) 2898151357 01 198N
ulalilsunsw (Compile Time) NnAfuiiafinisdindsenfisdlu ge5lén Fansilacinlifl
AatTymiiaiduusasilanefiaauinlunssuiunisudalisunsy 38n195ulle o 1aan
ulalsunsaiaauaziflunismsaaeuysnnwaessiad (Code Pointers) 73 ldeiiayaly
Twlesrieufiasinnstinadesndaya (Deferencing) ansadiu mailaf il e

Auilull s whiduazuganistanmtesfudauninlvisaniliinnstananduladaiunsm

gia bl 1Fenaw

2.1.3.12 238n155udaludaadldsunsy

Aan1sFuiialundndslilsunsy (Library-based Countermeasures) [2] H@Luisu0

dl v 6 o 6 o al = o %3 o 1 v a
annsns Ideuieidunnsguueieifuresn s auasandanaa sinne oy

v
& o o

lanafinad Faali o 1anasd (Link Time) Aq3tinAsalisunsuilaansdeidinunassine 14

b

UL Faadaaspasllsunsundaande @i auaw (Libsafe) deilasiuloyunlanas

' '
o A

¥
Wadld wananfdniuNefdunduuninfazifnilymlanaiinad anusaldnalnnng
n3av/uadia (Filtering/MWrapping) #aeTAATININITANUUALAZAIAABLIWIATBT DY AT

Warfdi4 (Bound Definition and Checking Logic) iadaauftlymaanaia

2.1.3.13 msldauiiagias-uaninsads
Taenln@gldisn1sazidindaiutesialaamsenueusnasfgaifuaa (Endpoint

URL) Wszyegludaina uardeyainaonumwndsieglananisazldegudenanulol
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Ansaruiue e uiavagiszaunsualainlaeduiunisscystumisiogiaamig
vamausleninsinaes Finafiasdwmiunisiaselasinllfuiuise i wiagl
o dd‘ a ] o 3 A A o Y d ] dl & o
a1u1snsesfunsngluuunsinsef Ui uie SN AMNEUTaUTN LTY LURABINIIAR
Eunalinudieminaloy (Routing) Wefesnisliinulauneniiunislszunanadenanulnl

A &

dl o Yo Y o A v a 1 Y
NIBLNDABNNITNINUARTULRAIMNADLNAUNTRUDAITNNANTAN (Fault Message) Thilu

)

faunlaldgds Wusiu nnsldauidiagea-unnnsads (Use of WS-Addressing) [5] aztias 19

a

nsissaiuiume vl lugluuundudeuls sudagea-uasnsadaninuatianuaes

-8

27 a§ (EPR: Endpoint Reference) T9szudfiananisinsatausness (Vsasaiuwasi) lu

qQ a

1% a

24 LLuumm@gmmziﬁuﬁummmﬂﬁmiwﬁm paald warludaninulalaiu1sndneds

2

=2

ai 1 a a N v o ] o v addgl o vy v
ayanegluaianflalaauuuldiudowinaesianain Talazinlideaculalideya

U

a4 o oo LA
LNEINUATLUUIN DL

u

daraniauazdeyanisinseaus ludaduieainliianuindnnig

slununsinsendudenls deyaludiensilsznavson mLmuwmﬂmuiwﬂwﬂ@mmmi

u

nauatledn dayanainlnilimefameinanudama wlauigAiunisineueesiugesie

]
=&

wazisinaLsudnsaninesa (Refernece  Property)  @4RANT84L e udnIsRnes

(Reference Parameter) 5z10t] laiaisuinsanmwainuazismasudnisinadiiluioyan

1
1A a0 o

Fuanueziizni1suanseiuressumasanig lfn1sldauueanat ina Ansafuime iy

kT

v

Tufinunisinunaoiuiuas §liEnisdugeiisaiuisowantanliduildduiuiu

a

Qe

6

siaruluns s ludnwouzsing 18 Tneliigldisnsssylentiuandusmaisud

a

a e ! o & o qu ¥ v = I'e o 1 all
wagnEnesnfeluguinaesdaninu o ﬂ\iuuLLNQWHI@NDﬂ@ﬁ/]?’]‘]_l%l]@’]ﬁ‘u‘ﬂ@lF]’]LL‘Mu\‘WI‘ﬂEI

a

v
R ] 4

aaiuLmasig fldauiradnneldlaumnseunnlddlen datasdietlasiuninangaans

Lﬁmm:mﬁ‘mﬁmmwwﬁmiﬁ

2.1.3.14 AIATIAFALLANTLOALAR

YapuendiBuuestiTugefiaiudandudunsenaliunaudasgUioe dend
WALBA (XSL: Extensible Stylesheet Language) ?ﬁlqLﬂummm%@%mﬂmiLLﬂmfﬁ@H@dfm
sinee) Twendidnuea e lugtluuyln ma‘mmmmﬁmg@Lﬂﬂsﬁm“wmaﬁgﬂuﬂmgﬂ Tnelg
FNMTIRABLLANTLAALEA FafTIAdaLLandaalaa (XSL Validators) [5] %mﬂlﬁﬁuﬁlﬂu

4 4 a %
AIMNINFBANUBNLD ﬁ’J"]QJﬂu‘V!ﬁ]VLm
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2.1.3.15 N1SANIFLAR

o

nN9aRRaLAR (WSDL Reduction) [6] lunisnsasiefdunainisitlnineganionsonsy

nargLaa (Insanizdndnisldrsaaiialunnsas1angina) daamnsagauliusiladnaz s

1 u:ll o Y a a o & 1 1 a a 1a & o = dl My
daslninn linan1seuland LL@Z[}‘]@\‘]LLMI’QQWQ’&L@@’QZZVLE\IL‘]J@LNHW\‘]ﬂ‘HHLL@%L@W1®W1N1@

v 1 v o
o

palailaie 1 Werfuauvizafandunldienizdausin anaazfagliinnuanlatunigsiade

|
o & ll a4

wariunanaaneastunalunaina deifduninisdlameiufesldtdanazianisizanld

= = o o o ooy ¥ o o A ax P Y
QquuﬂflﬂﬁLﬂﬂﬂuﬂu‘ﬂﬂﬂmuﬂumlmLﬂW’]zﬂ’]HIu LW?']:Q’]NTY]?WQ%@LLZQgQﬁﬂW?L?ﬂﬂeLTLNV]@ﬁ

A o 2 a 4 S a dll 4 A o o %
PNAUNU QI@NM@W@’WszNWEQﬂ?WmMEQ@GLIE]EEIJ@ILL’)ZQL@Z\] LW@L"IH%N']MW\N’]‘T]M@UPLM

2.1.3.16 ulsnnaswarunuiounss

sl ulsunaswasnuiudaun s (Strong Password Policy) [7] tflunnstiaay’l4
uiﬂmmﬁmmuﬁ'mmLmﬂﬁmﬂﬁfmmiﬁwummisﬂm'miﬂmﬂﬂzjuﬁm@mm%ﬂmﬁumw
faannadnuanuTunsresesing TaspnanRulaussfadwindunsazaniesaniu
NIMTFIUEALRLEUIEA (SANS) THuA nsilasusiasinusELLnezsy (9 g (Root) 1iyd

1 2

Hauauniwaiadu (Application Administration Accounts) &) atinetiasiiusmalnsung

Q‘I o 1 V6 ¥ 1 ¥ A 1 dl a ) [ A
nsiasusianug ldet1etioann 6 e witesnainisilasunuustiianiu yn 4 iheu

o

saruATaA NN U uasFAaNUWLAN (114 a-z, A-Z) AasdFaLad (Digit) WavFIanasy
NAR (113 0-9, 1@H% "~ &*()_+|~-=\{}[]:";<>7./) AeallAanneaetneiias 8 dadnusy wayly

WA lun1mlac Auass (Slang) N1Eiu (Dialect) wazAnsimatialanIz (Jargon)

14

2.1.3.17 nguazulanalassuuuwandiduuaalniiaas
& @ 6 & & 6 6 ldld o Idl = A 1 :/J
wnfidnues ifreadfidulniessuuulnaininisinauegnvisemiiandnduunal
WaLATU (Application Layer) lugunan@d/laAuwuuiAs (Convention TCP/IP Stack) Wi
nA-AawmadalnfieaduuLimn (Traditional Pactket-filtering Firewalls) lagnsunsadaelunns
YlasAunislanmuuuifiasnisliitdnig (Dos) Nduendidnueauaziiumaids (XML and
. % dd‘ 09; T @ (=3 a 1 dgj
Web Services Layer) 1 Tnanislananduiendiduueauaiiuimefinaraguuiugiuges
danudamnuiendiduueateliainnsadinsziviranmasuldlaanalnuiainm -Aames
endidnuealiitesdeuuingiuuAnrensmsaseuilianiiendidnuestandidn
waalniraadanaazgnldlugiaensuainsend (Software  Proxies)  wiegilnsnl

(Appliances) iaadmaniainnsniuuas liinsantunisludunnsigailsaas

NNTNNUUAANTNNT MU (Authorization) WAZNITATIREAL (Auditing) wazdN1Tntleany
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nslanmiuimeiialdnannuans wndianuea lWfreasaniilnasiallazin il duaslan
39244 (IP Firewall) waziinisasuannisiazesdensuneniiasunaduime e nyuay
wlaunalasauuuuuiendidnuaalwiiaad (Configuration rules and policies on the XML
i o ! a s A a9 o A S o \ ,

firewal) [5] @170 uuAA NI Rmesiialdlun1sfuiienisland faesnady

ﬂ'ﬁwmﬁme‘ﬁi?ﬁuﬁ@mﬁwﬁLmuﬂﬁmﬁmﬂﬁﬁma 1AWA  MAX_NESTED_LEVELS,
MAX_ATTRIBUTE_ALLOWED, MAX_ELEMENT_PER_LEVEL, RECURSION_ALLOWED,
MAX_REQUEST_PROCESS_TIME, ~ AUTO_REQUEST_BLOCK,  ATTACK_THRESHOLD_COUNT,
ERROR_THRESHOLD_COUNT, AUTHORIZATION_THRESHOLD_COUNT, CPU_THRESHOLD_LIMIT,
NOTIFICATION_TYPES, AUTO_SERVICE_DENY, SERVICE_RESTART_INTERVAL,
MAX_REQUEST_RATE, REPLAY_MONITOR_FLAG uaz MAX_REQUEST_RATE_FROM_HOST

2.1.3.18 AansSufianisTanfiuuuau o

{HuAsnnsfuflenislanflugiluun@ug (Other Countermeasures) fiuanuwitaanndi
naa Buandinesiu 1hun

- msdsenalnuausiaadmiuAnsesuneasenididariieiumesie e lfiiila
"lummqﬂﬁm (Creating a handshake mechanism for interacting with ad hoc WSDL or
Web service to ensure validity) [5]

- mssvunldszunalendiiuues Faneufinnauanianisiunanumasd
‘Liﬁl,%‘ﬂﬁﬂ (Configuring the XML processor to only retrieve external entities from trusted
sources) [3]

- NMINGAUARATITBFAILINITUATUUAIAUNLLING (Authenticating  both
services and their discovery) [3]

- mslielrluaziendifuneaenfidfigniies (Using the correct SOAP and
XMLRPC implementations) [5]

- msszdunsdnsdegenflaniaueniietlesiudieyaiifusunsa sl
(Suppressing external URI references to protect against malicious data) [5]

- mafim‘ﬂmmﬂﬂm%mﬁjﬁ%aﬁmu%ﬁqﬁqﬁqiamm“lﬁLLﬁLﬂuﬁﬁnwu@ﬂ (Do not
expose the user accounts that access to host commands to external entities) [3]

- m@mm%mmimqmn%L%ULG}J@%%W?@Q@%?LL@@%@L'fumﬂﬁsrj (Filtering

messages based on Web service name or Web service URL) [8]
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o 1 ¥ K A 1 2 o Y v dl 1
- mim‘wummm?muamn’mﬁnmLm@m’mluﬂ@mumﬂﬂf;’m‘uflL‘IJ’WWﬂL@Wﬂgi@
ANz as (Configuring network access control to accept incoming message from a
specific IP address) [8]
v [~3 v Avey ] o 1 a ni/l dl < a .
- mislnalndentiny@fldvinlasiaiuianaiaaiaiadandu (Implementing a
password throttling mechanism) [3]

- U

2.1.4 franad

Nal

CIRREE (CAPEC: Common Attack Pattern Enumeration and Classification) [3]

=

\Hueunsndsnunislang (Attack Taxonomy) Agnwaunlag e (MITRE) 1#3unns

k1]

AULAYUANNIZNTIANNTUAILINNNANN T894 UTFRLNTNT (The US Department  of

Homeland Security) Hiflnunneivaaineseniszesuuugtinislani (Attack Patterns) 1gn
U Tnaglanfidasinisasaunsesszul InalianunnasetaguLazayNINATIUNITIUUN B9

(Hunalniddsz@nsninlunisdesismuyunesreslang wasiAesuneaonisallaes
e eaoy - ) = a2 | Ay a
g i 1ddszToal (Exploit) 1ian1slanm 39918n19ma 1 BlANIAINULI AT UL

gun1seanuuy (Design  Patterns)  Agniinld 1 luidunyiilunnsvinans (Destructive)

u

NINNAINIIATNAIIAUATYNATWNTUNIAINNNTIATI T LA NT09Fa8E a9 s Tamed

dld [ a 1 dy o I dl 1 QI o
VIN@%GLHI@ﬂﬁQ’]NLﬂu@?\‘] ?’mﬂW?LM@’WTA@’]N”I?QH’]LL‘]J%]LW@‘ﬁ'JEISLuﬂ’]?L‘WNﬂ’]??ﬂH”IﬂfJ’]N

I
o

TUAIAADATINNATTI AN IR UITANF LS LA L I95U AN NABINITIRITNWERUN WNNAZaL

LAZUINITIING

2.2 @ANFITHAZINUIENLN LAY

AFNITUAZULLLNUAIN AU AR N UAsa s UITa s miu AU A Naw 1ALy
dgl o dl | di a [~3 A a o | :// a
nnIuluaqiii msziliesaindt edssuuiiuigeiie An19vinganssnsinas el

A ¢ = @ Y A o = & A o L
WA NFANEN WAaTN1TUNATEY AHANAAINNITAIUNDNEITAN AN NN WANAANTSULINN

o 1 dl v [ I o v a a dldql =2
Anwouzasngls ieazlfinnaimmisedful gt ss@nsnmnpeaaw

'
o L% <

annnisAnedayatenansuazauideninecdasiuaanduasraaiuge i

(Security of Web Service) aunsnuiiangueuiaaaaniilu 3 ngu Al
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2.2.1 n@"umuﬁﬁ’ﬂﬁmuams"’fﬂmmﬁumﬁm%’mgmsﬁaﬁmmqﬁau

U4 [20] 2949 Artaiam LAz Senivongse  MHTLAUANITENANAAUNINNANS
Litrnisuudadinneddmiuiumeiis InadnA1AMNIWAI9LENT (Quality of Services:

Q0S) NI 6 AU TR UNTa ML AeANNUAY (Security) TaeRannauaunng

FpA1ANNBAAINATULLARIRAIR4 (CVSS) NlAaIndayasnanisqaaeaudin (CVE) 7

v
a o 1

dld dl ac o ve ¥ a o
mmm@mmmfaqummmmiw L’J’ﬂi“ﬂ'ﬂ\iﬁ;ljlﬁﬂﬂ‘ﬂ’]iiﬂ%’ﬂuﬂﬂ

6

dl v [ a o & &
Nendesiunaniuafaanfias
\A2afiu Nitan Az Teng-amnuay [21] MHANEN DTNz IdUgABBUA UTaN LS8
a o =3 A v % 1 aalal a o 1 1 [~3
nanAusidume FMRalaal¥n1sfuniqpgenlusmansdng wariinnsdnnguansausnaLiy

srafagaanilu 3 stluuy 1Hun 1) dszinnaasqeaen lunnsdpnguassaneniznisian

FLUUAINAMNRANAIA NN TUITLL 2) apTiiingagew lunITULNANAWIRNTnqAeeY

q

b

dregdiularesszuy 3) dnwuzauidenig Wun1sdanguAINANEIIZAINIRNNT
a d’/ o o 1 al [~1 [ =l =
Anau duinllgnisgoyidaainuiilumaudy n1sgoyidaysnIn uazn g LAaanIn
b4 v :/j v al o aal o dl Y ar
wion 191 uanaIniulFNN1INABEITNIIRNUUNAIINTULINTBNHANIENUN AT LD
al dl a dy :/’ v o o 2 %
ANIALVENAATU TINNAIUNNITNHIAINAL YTUNIN Lazan1nnzanli9nu Ineuen
1 a o e @ a | 1 dll A dl v o < a
pdaulasnandngiduireiiniduqnaauradiAzeslen L lun 1w u AL a 5
1 dl' A d' v o Y a .
(Development Tools) ULavanaauradtrzaslanldlunisaiuayun1siitznis (Runtime
Service Tools) wazlunistsiinlfsinAn1e98anITNUNIAT WU AN LA FLLREIL
=~ , A o a0 o Y v o o o ~
AZLUUAMNIAL Y ABNITIANFLILEASITE 41139 8i9ae9911dN9skTRnN19TnA Nt A
o % y dll a e 'S 1A 1 =l a g 1
sravanInuInaan lulATaEinnafusiaatfngg Inedins ciaInaneaunes

HaRSuTiransuaTluAseudineiaINg 8190
2.2.2 NANNUIRENAUBNITINANNNUAIE IR LA LLERFITN1IAT

911ARE [22] 2849 Pang BaT Peng MAUNLEREITLLNNTUILANANNIRLNAIUAIN

AuAseaiumesia aainsiansunilade 3 Anu Tdun 1) Aunnsszys@uning (Asset
. dl 1 v 3 [ % v v v

dentify) TAHLNLUILANANNANUAITTNHIANNAL YTUNIN LazaNInnFan 19971 2) ANu
N19N31AR9IAAERLU (Vulnerability Scanning) tmslEldsunsniuada (Nessus) 1n19n31m
n3aaqaaaululiLEeiin A1NN13NTIARTIAAINAANITOLINNAA LA LA LTIY A
(Low) unana (Medium) wazgs (High) wag 3) AunisdnsaadaaAnaiu (Threat Survey)
1ERATNNTAAMNLA TR UIATIE AL NI LULLADLDINYG 8 UNIA LHLA N1F98N

lufuses (Certification) N13ANMUARNTNNENE N19FNHIAINAL NITYTNIN ANIN
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wHanlda1u n1smsadeunarnisiiannsalfiudald (Audit and  Incontestability) A3
Jupsasliayalal uarau AIniutaie 3 AunifiansanlunisunyEndnisAu
S S o L e - 2 o
AmLds el LA uinsaA N deeaasp Nt uALSLLIEa FITRAONNA O 1NTA 491 Jiang
Chen waz Deng [23] itniauedanisdssiinaanusiuAsuuiug 11ueeautudnaes alass
(STRIDE Model) &115uiuitasa Iaanansninann 1) n1sUsstliuss AuANEWAI189LEa s
74 (Degree of Security Evaluation of Service) @fm@mmﬂﬁmmmmm’rﬁimmfmﬂum
[~3 A vy Aa a [ % QI/ 7 Y a
PRUALLIRFITUALE [1ENN9 2) nrsdsviliusyAuANNEuAgesyliitEng (Degree of
Security Evaluation of Web Service Providers) wa 3) N13UsstiussALAINIALNE1UTL
AuLtesiT (Degree of Risk Evaluation for Web Service) anntiastinuanistlsziluiia 3

wuusnsaniu i ldnasndillussAumnuidesrnreivime i
2.2.3 NRNMUIRENAUDNITIAAMNNUAILLLAY

911348 [24] 299 Charpentier TrnauedanslinziunanuiuAesiuLell
wadu Inauafluadt 2 Fu daduuanAeduiian (Excellent) unuqaRvesszLy i
FAN30INANNAMNUERINITEIUAINNITUAY (Security  Requirement)  WLARTHANINDT
(Criteria) Tnaiin1sdsziinld 3 uuu Mdud 1) Anfludiearfules (Needs Improvement) Ae
13J1ﬁslﬁmmzﬁqﬁtywmﬁqummﬁum 2) wa'ld (Fair) Ao Anstlesriulneld3gmuninsgnu

a a

fo1fRnANgalugAamNeIn (Industry Best Practice) uax 3) ALaA (Excellent) Aa Hn1s

' '
a eaa

Hasfufisnnndnanmsgudied §uRnaTgalugraunss dadufuiisasdesiunnuidos
(Risk) wnudepas fanrounannadnenlunts ¥ deslamiannaendun fiiantslana
(Difficulty of Exploit) WazNanssnLn19gIna (Business Impact) antfusinladenta 2 e
THAzuLWAIN 11 MANINWTT (Common Criteria) lHun 1) nsigaifaags 2) NN9RIVUAANS
nslianu 3) nsinliaunmnaesyldilaensis (User's Input Sanitization) 4) N139ANg

Yy a

m@mmwmmmmn?ﬂmmm%ﬁ@g@ (Error Handling and Information Leakage) 5) A91H

o

Ufoura99WALN/NY (Passwords/PIN Complexity)  6) n1sinuAduauvesdayaild
(User's Data Confidentiality) 7) nalnuesitadis (Session Mechanism) 8) n139man1sunneg
(Patch Management) 9) &usalse@a ULBINITARATLLL (Administration  Interface)
10) Arusiupslunnsdeans (Communication Security) uag 11) N ALNYILTNTVBILAAR
g (Third-Party Services Exposure) wdarualEannusazudnn oA wauuen

ALLUUIZALAINNETUAY
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LURIAALAZITANLUUNIGIAE

a o 4 (1 = o

dl d‘ P aa ] & a oI/ @
AN EI‘V]Lﬂil')“]]‘ﬂ\‘iL‘121‘Ll1®’)'13~lﬂ’]§‘1$’1')ﬁﬂWﬁ‘ﬁl’]ﬂ“’]ﬁ\l’ﬂﬂﬂﬁ‘zmuﬂ')’]ﬂNuﬂﬂ“ﬂ‘ﬂ\‘iLfJ‘]_I

A 1 o 1 o aal o A 1 al o % (3 a L dl v
LRI LLG]EI\']ilINﬂ’]?‘HW"Jﬁﬂ’]?ﬂ“UN@ﬁ]@ﬂ’]itﬂﬂﬁl@’]ﬁiuLQULsﬁ'ﬂﬁ"JsﬁﬁJWﬂﬁ‘ZﬂﬂﬁlLW'ﬂ@?’N

v

WULRNA9IN133 AR TR lUA N UL I@ s amiRaLLNITlus s AUatiNeT LAl A9l 411ASE
d”d = a v o o qlx o o [~1 a dy dl

LA LUIAATUNNTA51UULANADINITTAAINNHUAS A UTULI LLTRSAITAU LNDRINTD
dsziulimiuisannarnnmlunistlesiunuessasiuaeRalaaflizng §adels

ax o A Ao & oa A o S ¢ o
FIUTINATNITFUNAABNIITANANHNAF DA ULTATAT LNARININANTEUINIAINHA NN 114
1 o/ v & a aaa o A 1 al dl 1 1
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nissausandayaninunldlueuidde Usenaulddiae 2 dayanan lHun dayanis
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v aldld o Y a [~ a %
ma?mmqmm@mﬁwmwm@m:munumﬂummmmLqm‘nmfaeﬂmamqu
fayaann [2-5] TneAndanianiznislananauisoinu gl Aueulsuls usas
= = e ¥ | a . .
mﬂ@umzu@m@uum [3] 18un mma;ul,mmmmﬁwm (SEV: Typical Severity) JaN14n3
Vil lamianniasasiavizalanivanislani (LOE: Typical Likelihood of Exploit) Hanseny
ANUNITINEIAINNAL (CON: Confidentiality Impact) m@mzmu@immmmw (INT: Integrity
£% v v . - 4' P 1 o
Impact) LAZNANTENUATBANTNNIDN 911 (AVA: Availability Impact) GRI P PXRIRESAETT,
1 e Y o d”
VDINARTADIANLIF AT

- ANNgRUISTaINITaNg (SEV) § 5 sval 1Hun genan (VH: Very High) 49 (H:

]
o

High) daunane (M: Medium) 81 (L: Low) me‘i"mqﬂ (VL: Very Low)

- Jamans s lamiannuatesiiesiteliaianistans (LOE) il 6 svau 18un 49
dn (VH: Very High) 44 (H: High) unane (M: Medium) [51"1 (L: Low) ﬁ.i’m’m
(VL: Very Low) wazldl@nnuum (N/A: Not Available)

- HANITNUAIUNNTINEIAIINAL (CON)  HANTTNUAIUYIUAIN (INT)  UaL

)
HansenufuanInndanlien (AVA) 8 4 szau liun g9 (H: High) thunang
(M: Medium) 61 (L: Low) uazlallfwin (N/A: Not Available)
wazANITRATuBNUNAuEaan1stanfeandy 2 wun 1Hun n1seanuunaiw
Uszinnnislasni  (Attack Type) [2] hasatuunmAINALuianisland  (Attack Point) [5]
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No. Attack Name Characteristics Attack Type Attack Point
SEV | LOE | CON INT AVA
1 SQL Injection through VH H H H H Command Service Attacks
SOAP Parameter Injection
Tampering
2 XQuery Injection VH H H H H Command Service Attacks
Injection
3 Overflow Buffers VH H H H H Privilege Service
Escalation Communication
Attacks Attack
4 Man in the Middle Attack VH VH H H H Privilege Service
Escalation Communication
Attacks Attack
5 WSDL Phishing VH H H H L Reconnaissa- Service Endpoint
nce Attacks Attacks
6 WSDL Scanning H H M M H Reconnaissa- Service Endpoint
nce Attacks Attacks
7 Using Unpublished Web H M H M L Privilege Service Attacks
Service APIs Escalation
Attacks
8 Dictionary-Based H M H M L Privilege Service
Password Attack Escalation Authentication
Attacks Attacks
9 XPath Injection H H H H M Command Service Attacks
Injection
10 Leveraging Race H H L H M Privilege Service Attacks
Conditions Escalation
Attacks
" Session Fixation H M H H L Privilege Service Session
Escalation Attacks
Attacks
12 Reflection Attack in H H H H L Privilege Service
Authentication Protocol Escalation Authentication
Attacks Attacks
13 Exploitation of Session H H H H L Privilege Service Session
Variables, Resource IDs Escalation Attacks
and Other Trusted Attacks

Credentials
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dl a dd‘d o Y a =3 o 1
R399 3.1 PNEazlREANTIANANNNANIENUALNNT ILEN191 993 L asa (51D)

No. Attack Name Characteristics Attack Type Attack Point
SEV | LOE | CON | INT | AVA
14 Password Brute Forcing H M H H L Privilege Service
Escalation Authentication
Attacks Attacks
15 Try Common (Default) H M H H M Privilege Service
Username and Passwords Escalation Authentication
Attacks Attacks
16 SQL Injection H VH H H H Command Service Attacks
Injection
17 | XML Schema Poisoning H N/A | N/A | N/A* | N/A* Attacks on Service Message
Integrity and Template Attacks
DoS
18 XML Parser Attacks M M M H H DoS Service Message
Attacks
19 | External Entity Attack M N/A | N/A | N/A* | N/A* Attacks on Service Message
Integrity Template Attacks
20 XML Ping of Death M N/A N/A N/A N/A* DoS Service
Communication
Attack
21 SOAP Parameter M N/A | N/A* | N/A* | N/A* Attacks on Service Attacks
Tampering Integrity
22 Resource Depletion M N/A N/A | N/A* | N/A* DoS Service Attacks
through DTD Injection in
SOAP Message
23 | Symlink Attacks M N/A | N/A | N/A* | N/A* Privilege Service Attacks
Escalation
Attacks
24 XML Routing Detour M N/A | N/A* | N/A* | N/A* Attacks on Service Protocol
Integrity Attacks
25 | Sniffing M M N/A* | N/A* | N/A Attacks on Service
Confidentiality Communication
Attack
26 Resource Depletion M N/A N/A N/A | N/A* DoS Service
through Flooding Communication
Attack
27 Principal Spoofing M N/A N/A N/A | N/A* Attacks on Service Attacks
Integrity
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No. Attack Name Characteristics Attack Type Attack Point
SEV | LOE | CON | INT | AVA
28 Detect Unpublicized Web L N/A | N/A* N/A N/A Reconnaissa- Service Attacks
Services nce Attacks

AMNANINT 3.1 szAUAIRANTANNTaNE N/A*  unnalsan lfnivualianng

[ %

wasuudaslunenasdsaznannluindan 3.3.2

3.1.2 N1999USINIBNNTSUNANS AN

nssusandeyadonisiuienislanmiuieiiglfvinnissusndeyaann [2, 3, 5,

7.8, 17] Tasdnunsnauundanissuials 69 218N13 AIANINN 3.2

A aal o A N @ o
19NN 3.2 "Jﬁﬂq??‘ﬁllﬂﬂq??ﬂllmmllLsﬁ@ﬁ‘qsﬁ

No. Countermeasures
1 WS-Security Mechanisms
1.1 | XML Encryption
1.2 | XML Signature
1.3 | Security Tokens
2 Transport-level Security Mechanisms
3 Schema Validation
3.1 | Defining whether the incoming messages have to be validated against the underlying message schema
3.2 | Defining the level of validation that needs to be enforced for schema validation
3.3 | Defining definition of additional validation rules that can be performed on the message element or
attributes
4 Schema Hardening
5 Service Virtualization
6 Strong Input Validation
7 Error Information Sanitization
8 Use of Parameterized Queries
9 Safe Programming
10 Memory Allocation Countermeasures
11 Compiler-Based Countermeasures
12 Library-Based Countermeasures
13 Use of WS-Addressing
14 XSL Validators
15 WSDL Reduction
16 Strong Password Policy
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dl adal o A a @ = 1
AN9199 3.2 98n135UNanITIaNFAILEasIT (5ia)

No. Countermeasures
17 Configuration Rules and Policies on the XML Firewall
17.1 | Restricting the size of the XML messages
17.2 | Limiting the response time for every request
17.3 | Limiting the number of elements and attributes per message
17.3.1 | Defining the maximum amount of nesting allowed inside a particular element
17.3.2 | Defining the maximum number of attributes allowed for a particular element
17.3.3 | Defining the maximum number of elements allowed for each level in the tree
17.3.4 | Allowing the policy to define whether recursion is allowed within the XML message. This should be
switched on only in specific instances when the underlying schema of the message is extremely
complex
17.4 | XML DoS Protection
17.4.1 | All requests from an IP address which is sending spurious messages should be blocked
17.4.2 | The threshold number of requests at which the firewall should activate its exception management
scenario
17.4.3 | The threshold at which action, which might include notification, is taken when a service starts returning
an unusually high number of errors or SOAP faults
17.4.4 | The threshold at which action can be taken when an excessive number of HTTP unauthorized/forbidden
errors are returned
17.4.5 | The threshold at which action can be taken when message processing takes a large number of CPU
cycles
17.4.6 | Indicating the type of notification that is required
17.4.7 | Indicating whether the XML firewall should automatically shut down the service if the threshold limit has
been reached
17.4.8 | Automatic restart of the service after the specified time interval
17.4.9 | Defining the maximum number of requests for a service
18 Other Countermeasures
18.1 | Creating a handshake mechanism for interacting with ad hoc WSDL or Web service to ensure validity
18.2 | Configuring the XML processor to only retrieve external entities form trusted sources
18.3 | Authenticating both services and their discovery, and protecting that authentication mechanism simply
fixes the bulk of this problem
18.4 | Using the correct SOAP and XMLRPC implementations
18.5 | Suppressing external URI references to protect against malicious data
18.6 | Do not expose the user accounts that have access to host commands to external entities
18.7 | Filtering messages based on Web service name, or Web service URL
18.8 | Configuring network access control to accept incoming message from a specific IP address
18.9 | Implementing a password throttling mechanism
18.10 | Passwords need to be recycled to preventing aging
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dl adal o A a @ = 1
AN9199 3.2 98n135UNanITIaNFAILEasIT (5ia)

No. Countermeasures

18.11 | Delete all default account credentials that may be put in by the product vendor

18.12 | The use of HMAC to hash the response from the server can also be used to thwart reflection

18.13 | Introducing a random nonce with each new connection

18.14 | Using randomly generated file names for temporary files

18.15 | Do not use Unix and Linux systems

18.16 | Disallowing the inclusion of DTDs in SOAP messages

18.17 | For an application that uses a known schema, use a local copy or a known good repository instead of
schema reference supplied in the XML document

18.18 | Database user used by the application in a particular context has the minimum needed privileges to the
database such as Run XML parsing and query infrastructure with minimal privileges

18.19 | Be aware of improper use of access function calls such as chown(), tempfile(), chmod(), etc. can
cause a race condition

18.20 | Using synchronization to control the flow of execution

18.21 | Using static analysis tools to find race conditions

18.22 | Performing input white list validation on all XML input

18.23 | Regenerate the session ID after login

18.24 | Check the originating IP address of the login request and any subsequent requests

18.25 | Bind the session ID to user’s SSL client certificate

18.26 | Encrypt the data passed between the parties in particular the session key

18.27 | Using industry standards session key generation mechanisms

18.28 | Encrypting and/or signing the session ID

18.29 | Using strong session identifiers that are protected in transit and at rest

18.30 | Utilizing session timeout for all session IDs at runtime

18.31 | Verify authenticity of all session IDs at runtime

18.32 | Building throttling mechanism into the resource allocation

18.33 | Providing for a timeout mechanism for allocated resources whose transaction does not complete within
a specified interval

18.34 | Providing for network flow control and traffic shaping to control access to the resources

[ 1 [ v o 1 al v aa e
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1.SQL Injection through
SOAP Parameter
Tampering

2. XQuery Injection

3. Overflow Buffers

4. Man in the Middle
Attack

[J WS-Security Mechanisms
o XML Encryption
o XML Signature
o Security Tokens

[ Transport-level Security
Mechanisms

[J Strong Input Validation

[J Error Information
Sanitization

[ Use of Parameterized
Queries

[ Database user used by the
application in a particular
context has the minimum
needed privileges to the
database

[1XSL Validator

[ Performing input white
list validation on all XML
input

[ Database user used by the
application in a particular
context has the minimum
needed privileges to the
database

[J Strong Input Validation

[ Safe Programming

) Memory Allocation
Countermeasures

[ Compiler-Based
Countermeasures

[ Library-Based
Countermeasures

[J WS-Security Mechanisms
o XML Encryption
o XML Signature
o Security Tokens
[ Transport-Level
Security Mechanisms

5. WSDL Phishing

6. WSDL Scanning

7. Using Unpublished
Web Service APIs

8. Dictionary-Based
Password Attack

[ Use of WS -Addressing

[ Creating a handshake
mechanism for interacting
with ad hoc WSDL or Web
service to ensure validity

[ Service Virtualization

[ Use of WS-Addressing

[ WSDL reduction

[ Filtering messages based
on Web service name, or
Web service URL

[J Authenticating both
service and their
discovery, and protecting
that authentication
mechanism simply fixes
the bulk of this problem

[ Strong Password
Policy

[JImplementing a
password throttling
mechanism

9. XPath Injection

10. Leveraging Race
Conditions

11. Session Fixation

12. Reflection Attack in
Authentication Protocol

[J Strong Input Validation

[1Use of Parameterized
Queries

[ Error Information
Sanitization

[1XSL Validator

[ Library-Based
Countermeasures

1 Be aware of improper use
of access function calls
such as chown(),
tempfile(), chmod(), etc.
can cause a race condition

[ Using synchronization to
control the flow of
execution

[ Using static analysis tools
to find race conditions

[ Security Tokens

[1Use of WS-Addressing

[ Regenerate the session ID
after login

[1Check the originating IP
address of the login
request

L) Bind the session ID to
user’s SSL client
certificate

[J Encrypt the data passed
between the parties in
particular the session key

[ Creating a handshake
mechanism for
interacting with ad hoc
WSDL or Web service
to ensure validity

[1 The use of HMAC to
hash the response from the
server can also be used to
thwart reflection

[ Introducing a random
nonce with each new
connection

13. Exploitation of
Session Variables,
Resource IDs and Other
Trusted Credentials

14. Password Brute
Forcing

15. Try Common
(Default) Username
and Passwords

16. SQL Injection

[ Security Tokens

[J Using industry standards
session key generation
mechanisms

[1 Encrypting and/or signing
the session ID

[1Using strong session
identifiers that are protected
in transit and at rest

[J Utilizing a session timeout
for all session IDs at
runtime

[J Verify of authenticity of all
session IDs at runtime

[ Strong Password Policy

[ Implementing a password
throttling mechanism

L] Passwords need to be
recycled to prevent aging

[ Strong Password Policy

[JImplementing a password
throttling mechanism

L) Passwords need to be
recycled to prevent aging

[ Delete all default account
credentials that may be
out in by the product
vendor

[ Strong Input Validation

[1 Error Information
Sanitization

[1Use of Parameterized
Queries

[1XSL Validator
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17. XML Schema
Poisoning

18. XML Parser
Attacks

19. External Entity
Attack

20. XML Ping of Death

[J Schema Validation
o Defining whether the
incoming messages have
to be validated against the
underlying message
schema
o Defining the level of
validation that needs to be
enforced for schema
validation
o Defining definition of
additional validation rules
that can be performed on
the message element or
attributes
[ Service Virtualization
[ For applications that use a
known schema, use a local
copy or a known good
repository instead of the
schema reference supplied
in the XML document

[J Schema Validation
o Defining whether the
incoming messages
have to be validated
against the underlying
message schema
o Defining the level of
validation that needs to
be enforced for schema
validation
o Defining definition of
additional validation
rules that can be
performed on the
message element or
attributes
[J Schema Hardening
[J Restricting the size of the
XML messages
[ Limiting the response
time for every request
[J Limiting the number of
elements and attributes
per message
o Defining the maximum
amount of nesting
allowed inside a
particular element
o Defining the maximum
number of attributes
allowed for particular
element
o Defining the maximum
number of elements
allowed for each level
in the tree
o Allowing the policy to
define whether
recursion is allowed
within the XML
message

[J Configuring the XML
processor to only retrieve
external entities from
trusted sources

[J Using the correct SOAP
and XMLRPC
implementations

[ Suppressing external URI
references to protect
against malicious data

[J Do not expose the user
accounts that have access
to host commands to
external entities

[J XML DoS Protection
(XML Ping of Death and
Flooding)

o All requests from an IP
address which is sending
spurious message should
be blocked

o The threshold number of
requests at which the
firewall should activate
its exception
management scenario

o The threshold at which
action, which might
include notification, is
taken when a service
starts returning an
unusually high number
of errors or SOAP faults

o The threshold at which
action can be taken
when an excessive
number of HTTP
Unauthorized/forbidden
errors are returned

o The threshold at which
action can be taken
when message
processing takes a large
number of CPU cycles

o Indicating the type of
notification that is
required

o Indicating whether the
XML firewall should
automatically shut down
the service if the
threshold limit has been
reached

O Automatic restart of the
service after the
specified time interval

o Defining the maximum
number of requests for a
service

[J Building throttling
mechanism into the
resource allocation

[1Providing for a timeout
mechanism for allocated
resources whose
transaction does not
complete within a
specified interval

[J Providing for network
flow control and traffic
shaping to control access
to the resources

21. SOAP Parameter
Tampering

22. Resource Depletion
through DTD Injection
in SOAP Message

23. Symlink Attacks

24. XML Routing
Detour

[1 WS-Security Mechanisms
o XML Encryption
o XML Signature
o Security Tokens

[ Disallowing the inclusion
of DTDs in SOAP
messages

[ Using randomly generated
file names for temporary
files

[ Do not use Unix and
Linux systems

[1 WS-Security Mechanisms
o XML Encryption
o XML Signature
o Security Tokens
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[ Transport-Level Security
Mechanisms
[JSchema Validation
o Defining whether the
incoming messages have
to be validated against the
underlying message
schema
o Defining the level of
validation that needs to be
enforced for schema
validation
o Defining definition of
additional validation rules
that can be performed on
the message element or
attributes

L) Transport-Level
Security Mechanisms

[JService Virtualization

[ Use of WS-Addressing

25. Sniffing

26. Resource Depletion
through Flooding

27. Principal Spoofing

28. Detect Unpublicized
Web Services

[J WS-Security Mechanisms
o XML Encryption
o XML Signature
o Security Tokens

[ Transport-Level Security
Mechanisms

[1 XML DoS Protection
(XML Ping of Death and
Flooding)

o All requests from an IP
address which is
sending spurious
message should be
blocked

o The threshold number
of requests at which the
firewall should activate
its exception
management scenario

o The threshold at which
action, which might
include notification, is
taken when a service
starts returning an
unusually high number
of errors or SOAP
faults

o The threshold at which
action can be taken
when an excessive
number of HTTP
Unauthorized/forbidden
errors are returned

o The threshold at which
action can be taken
when message
processing takes a large
number of CPU cycles

o Indicating the type of
notification that is
required

o Indicating whether the
XML firewall should
automatically shut
down the service if the
threshold limit has been
reached

o Automatic restart of the
service after the
specified time interval

0 Defining the maximum
number of requests for
a service

[J WS-Security Mechanisms
o XML Encryption
o XML Signature
o Security Tokens

[ Transport-Level Security
Mechanisms

L) Configuring network
access control to accept
incoming message from a
specific IP address

[ Filter messages based
on Web service names, or
Web service URL
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Education Number of Providers %
Bachelor 22 56.4
Master 17 43.6

P3N 4.2 Aunieaeaflsvidiu

No. Position Number of Providers %
1 Programmer 20 51.3
2 System Analyst 5 12.8
3 IT Security Specialist 2 513
4 System Administrator 3 7.69
5 Researcher 3 7.69
6 IT Manager 2 513
7 Software Development Team Leader 1 2.56
8 Technical Team Leader 1 2.56
9 Application Architect 1 2.56
10 Software Configuration Management 1 2.56
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Web Service .

Experience (Year) Number of Providers %
5 1 2.56

4 2 5.13

3 2 5.13

2 3 7.69

1 1 2.56

Total 9 231
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Security

Experience (Year)

Web Service

Experience (Year)

Number of Providers

%

10 10 1 2.56
10 1 1 2.56
8 5 1 2.56
7 1 1 2.56
5 5 2 5.13
5 3 1 2.56
5 1 1 2.56
4 3 3 7.69
3 4 1 2.56
2 3 1 2.56
2 2 6 15.4
2 1 3 7.69
1 3 2 5.13
1 2 3 7.69
1 1 3 7.69

Total 30 76.9
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No. Business Domain Number of Providers %
1 [T 9 231
2 Trading 8 20.5
3 Bank 7 17.9
4 Communication 5 12.8
5 Financial Service 3 7.69
6 Research 2 5.13
7 Real Estate 2 5.13
8 News 1 2.56
9 Education 1 2.56
10 Government 1 2.56
pn3197 4.6 TnsTAeavesSuLTeia
Protocol Number of Providers %
SOAP 34 87.2
REST 2 5.13
SOAP/REST 3 7.69
P9 4.7 sUsuLENNI e dume T
Business Model Number of Providers %
B2C 12 30.8
B2B 12 30.8
B2B/B2C 6 15.4
G2G 4 10.3
G2C 2 5.13
c2C 2 5.13
G2B 1 2.56
ﬁ]”l‘é"N‘ﬁ 4.8 TUNATRINUILNUILLED T
Organization Size Number of Providers %
> 200 (Large) 22 56.4
50-200 (Medium) 6 15.4
<50 (Small) 11 28.2
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Usage Type Number of Providers %
Internal 25 59.5
Public 7 17.9
Internal and Public 7 17.9
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Importance Level Number of Providers %
High 23 59
Medium 14 35.9
Low 2 5.13

An9197 4.1 Bunninnsldemudumesie
Usage Level Number of Providers %
High 17 43.6
Medium 19 48.7
Low 3 7.69
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Rank | CM. Number | Countermeasure Name

1 9 Safe Programming
2 18.30 Utilizing session timeout for all session IDs at runtime
3 2 Transport-level Security Mechanisms
18.33 Providing for a timeout mechanism for allocated resources whose
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4 1.3 Security Tokens
18.22 Performing input white list validation on all XML input
5 16 Strong Password Policy
18.8 Configuring network access control to accept incoming message from a
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3) ANAYLUULAYIZALANNTUASIRIANHELENNT NN WA LIRS AR ATWIR

ANNULLRNAAS LAARIANT197 4.20

AT19% 4.20 ANAZLUULAZIZALANTUATRIAN Uz MW ume F

Usage Type Security Score Security Level
of Service Seey Sioe Scon Sinr S SaL Seey Sioc Scon Sir S v Sl
Internal 162 108 89 97 81 107.4 M M M M M M
Public 125 85 76 72 62 84 M L M M L L
Internal and 211 143 121 124 100 139.8 H H H H H H
Public
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Importance of Security Score Security Level
Service Seev | Sioe | Scon | Sinr Saa | Sal Seev | Sioe | Scon S San | SaL
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R399 4.22 ANAZUULLAYIEALANNEUAIASUTNN NS LA L LEa 5

Usage of Security Score Security Level

Service Ssev | Sioe | Scon | Siw Sawa | Sa Ssev | Sioe | Scon Sinr Saa | Sal
Low 144 90 76 85 76 94.2 M M M M M M

Medium 119 88 69 72 61 81.8 L L M M L L
High 169 109 92 100 81 110.2 M M M M M M
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CM No. Countermeasure name Documents for Assessment
*1.1 XML Encryption Handout and Documents/ WS-SecurityPolicy/ Tools
1.2 XML Signature Handout and Documents/ WS-SecurityPolicy/ Tools
1.3 Security Tokens Handout and Documents / WS-SecurityPolicy/ Tools
2 Transport-level Security Handout and Documents / Tools
Mechanisms
4 Schema Hardening Handout and Documents/ Schema/ WSDL
18.15 | Do not use Unix and Linux Handout and Documents/ Tools
systems
18.16 | Disallowing the inclusion of DTDs | Handout and Documents/ Schema
in SOAP messages

v
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ANNANTNANNITOLAAIAIDENINITUT LR UAINITNITAANTOUN A9
1) HanstunaINANawazenNa19819849 (Handout and Documents)
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2) wWeunedudagea-TALT3R (WS-SecurityPolicy)
o a a aa | o = v nI/ ¥
wlaunsdudagiea-aiaadsn 28]  lunisiinuasaazidanfi A NTwag L
VY a v 1 < A ai// v o aI/ £ dl a dil % 1
fl413n13ldnsudnduite Maiulisesiuarinsiuaslating Ganisfiatsasnidiassiunudn
ANNNT0ATR4aU L 3 T1an1g lEuA 318019 1.1 n1adinsidlandienieaa  sean19i 1.2

angdulandiduues uazsanisi 1.3 Iniauausiuas Inadeyatazuunliludouans

1
a

a a dl o U v al dl o U a alal d’j £
Aada a9lunistihanlfsuasfiesillsunsunaivayunisulasiiayaiamaniulaunanlii
Wludaaulalnufinaunnivuald walunimeaesilddainisonisnasteaninisldauls
dl < A dl U ] 1 o = v dldyd
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<!-— Example Endpoint Policy ——>
<wap:Policy xmlns:wsp="..." zmlns:sp="...">
<sp:AsymmetricBinding>
<wsp:Policy>
<sp:RecipientToken:>
<wsp:Policy>
<sp:X509%Tcken sp:IncludeToken=".../IncludeTcken/Always" />
</wsp:Policy>
</sp:RecipientTckens>
<sp:InitiatorToken>
<wsp:Policy>
<3p:X509Token sp:IncludeToken=".../IncludeTcken/Blways™ />
</wsp:Policy>
</sp:InitiatorToken>
<sp:RlgorithmSuite>
<wsp:Policy>
<sp:Basic236 />
</wsp:Policy>
</sp:RlgorithmSuite>
<sp:Layout>
<wsp:Policy>
<sp:Strict />
</wsp:Policy>
</sp:Layout>
<sp:IncludeTimestamp />
<sp:EncryptBeforeSigning />
<sp:EncryptSignature />
<sp:ProtectTokens />
</wsp:Policy>
</sp:RsymmetricBinding>
<sp:SignedEncryptedSupportingTokens>
<wsp:Policy>
<sp:UsernameToken sp:IncludeToken=".../IncludeToken/Once" />
</wsp:Policy>
</sp:SignedEncryptedSupportingTokens>
<sp:SignedEndorsingSupportingTokens>
<wsp:Policy>
<sp:X509Token sp:IncludeToken=".../IncludeTocken/0Once">
<wsp:Policy>
<sp:WssX509v3Tckenll />
</wsp:Policy>
</sp:X509Token>
</wsp:Policy>
</sp:SignedEndorsingSupportingTokens>
<sp:Wssll:>
<wsp:Policy>
<sp:RequireSignatureConfirmation />
</wsp:Policy>
</sp:Wssll>
</wsp:Policy>

WA 4.31 nsasradaulneiasnnanulsunasuagea-TiALd3E [28]
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3) @AN1 (Schema)
N R Gy P P = o v =

nsiaNsadillesfiuaInisangald 2 s1anag lhun snan1sh 4 nasinlifaaun
oI/ dy 1% ] o dl ¥ IS
FuAelu dunsansoaaauliidudsniny 4.32 findl <xs:element
maxOccurs="unbounded” uaawiliAN19aensl nszi{lanfansndsdiayaaiuou
Tddinun i le uazaanish 18.16 nslieuynliinisldanaluiaaanled inszana

= % 1 T a o dl 4

aziianuannsnfeanduendiannasgaann lunisiusglunuias Seulanesdrdaya
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Wiwnnanisldarnagaulfseanini 4.33 dailugfAuinuuang

CUNTrY v "k3:3tring” minOccurs="0"></x3:
ouzellumber™ type="x3:3tring” minOccurs="0">¢/x3:element
"street" type="xs:string” minOccurs="0"></x3:e
"ziplode™ type="x3:3tring" minOccurs="0"></x3:

neme—-artisthrraye final=rgall->

name="item" type="tns:artist” minCccurs="0" maxOccurs="unkounded" nillable="true"»/x3:elemsnt>

AN 4.32 N13MTRERLRANIN I RN 1 d AN RS [29]

1s (total?), (file*)>

total (prompt, totalsize):>

file (permission?, blocks?, user?, group?, size?, date m?, date_d?, date_ty?, fname)>
date_ty (date_vy)
date_ty (d _h, date_m)>
prompt (#P TL) >
totalsize (#PCDATR) >

<! permission (#FCDRATR) >
<! blocks (#BCDATA)>
<! user (#FPCOATR) >
<! group (# A

<! size (#F

<!

<!

<!

<!

<!

<!

AN 4.33 N13MI_RERLAANINLTIULLLANG [30]

4) JaiAa (WSDL)
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ault="qualified"™ targetNamespace="http://www.pttplc.com/ptt_webservice
ntdilPrice">
minfccurs="0" maxOccurs="1" name="Language" type="sz:3tring™ />
"Current0ilPriceResponse™>
minfccurs="0" maxlccurs="1" name="Current0ilPriceResult" type="s:string" />
-
minlccurs="0" maxbccurs="1" " type="a:atring"” />
minfccurs="1" maxbccurs="1" "g:short" />
minfccurs="1" max0ccurs="1" nan ype="s:short™ />
minCccura="1" maxfccurs="1" TYY" type="s3:short™ />
"GetlilPriceResponse™>
minOccurs="0" max0ccurs="1" name="Get0ilPriceResult" type="s:string" />

minOccurs="0" max0ccurs="1" name="site" type="tna:Array0fString” />
thloken™ type="s:string" />
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;

minQccurs="0" maxlccurs="unkbounded"” name="string" nillable="trus" type="s:string" />

Sites¥mlResult" type="s:3tring" />

"s:atring” />
type="3:string" />

AN 4.35 N13MTRERLAALAAN LHN19N 1A AN1A9TIY [32]

5) A3adia (Tools)
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iF Request 1 g E X
P =@ 0O 4 .[ [htn:s:ﬂrdws.rd.go.mﬁerviceRDNATService.asmx "]] %+ @
= =zoapeny:Envelope xminz zoapeny="] :; = =zoap:Envelope =mins soap="http: fzchemas xmlzosp orglzoap) -
| =zoapeny:Headeri= | =zoap Body=
= | =soapenv.Body= = =ServiceResponse xmins="https: M dwes rod go thiServiceRDU]:
& =vat Services & =ServiceResult=
=t Optlonal—= =xaschema id="MewDataSet" =mins="" xminzxe="http:
=vatuzername=aa=fvat Uzernam =xzelement name="MewDataSet" madata | sDataset="t
=-Optlonal—= =xsicomplexTypes=
=wat password=hb=iat passwo =xzchoice minQocours="0" maxOoours="unbounde
=t Optlonal—= <xgelement name="Messaye"-
=wat TIM=c1 23=tvat: TiN= =xEcomplexTypes
=-Optlonal—= =X SEGUENCE=
=vat Name=Web=fat: Mame= =xzelement name="Code" type="xs:string"
=vat:Province Code=20=vat: Proy 4 =" ane" tune="xs st
=it Branchihumber=1 2= at: Bra -
=vat AmphurCode=1 d=feat: Ampl Y
=jvat Services CipherSuite: SSL_RSA WITH_RC4 128 MD5
=soapenv.Body= PeerPrincipal: CN=rdws.rd_go.th
=fzoapeny:Envelopes
Peer Certificate 1:
[
[
Version: V3
Subject: CN=rdws.rd.go.th
= Signature Algorithm: SHAlwithRSAE, OID = 1.3.1
K- DE |y~ C

H... Att.. . .o ‘~ Headers... Attachments... |SSLInfo(1ce...

response time: 66ms (1449 bytes) 18: 5

N 4.36 N13mIrageunis MinalnAnusiumss AL LdLlesn (NAaaIann [34])

32 Request 1 |
P =2 E O FAi | [htﬂ):ﬂwww.ptq:lc.com,.’ptnnfo‘asmx o+ @'
E }:soapenv:Envelope wmins: soapeny="http: fische ~ | ; E =zoapEnvelope xmins: soap="Htp: fzchemas xmisoap orgisoapfenvelope &
| =so@peny:Headsr!= | =s0pBody=
=z | =soapenv:Body= = =CurrertCilPriceResponse xmins="http: e phtple comiptt_webservi
& | =ptt:CurrentOiPrices & <CurrentOilPriceResults < COA TAf=FTT_D5=
=i-Optiohal—= =Tahla=
=ptt:Language=EN=ftt: Langusges =PRICE_DATE=11102M2=/PRICE_DATE=
=it CurrertQilPrice:s= <PRODUCT=Elue Gasoline 31 =PRODUCT=
=tsoapeny:Body= =PRICE=39 24=/FRICE=
= fzoapeny Envelopes =Tahle=
=Table=
=PRICE_DATE=11/0212=/PRICE_DATE=
=PRODUCT=Elue Digsel=/PRODUCT=
=PRICE=31.33=/FRICE=
=[Tahle= —
-
o | Dol
Header | Value
X-AspNet-Version 2.0.50727
Date Mon, 13 Feb 2012 10:21:55 GMT
#status# HTTRf1.1 200 OK
Content-Length 1979
Content-Type textfuml; charset=utf-3
yered B NET
~f |Server Microsoft-115/6.0
== [» gl e oo T T —
He... Atta.. .. .. Headers (8) Attachments (0)
response time: 148ms (1979 bytes) iz1

8

NWA 4.37 neasagaunis i lfssuuginduazaund (naaasann [31])

q
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. Z2 Request 1

P =@ O 2w [https:,’,’api—aa.sandbox.paypal.com,’l[JI.’
£
¥

=S0LP-EMY Envelope xmins S0 AP-ERNY="hitp: fzchemas xmlzoap orgizoapienyelope™
wilnz: SOLP-EMNC="hitp: Mschemas xmlsoap orgizospbencoding
zmins: ="t aeaesy e 3 orgi2001 fCMLS chema-instance”
ximlnz:xzd="http e e 3 orgl2001 ML Schems”
silnz: xs="http: M a3 orgr2000 ML Echema"
zmins:cc=" ebayapiz: CoreComponert Types"
N v SL= fzchemas mleoap orofne s L0007 il
xmins:saml="urn oasiz:namestc: SAML 1 O azsertion”
smine:cs="http: e e 3 or g/ 2000009 midsigd"
witlng wesse="Htp Mzchemas smlsosp . orghe s 20020 2izecext”
wilnz ed="urn ebay apis EnhancedDataTypes"
zmins:ebl="urn:ehay: apis: eELEazeComponent ="
winlnE: ne="urn:ebay: api Pay Pal 4P

hoapenv:Envelope N sosH &
=goapeny:Header=
=urn:RequesterCredentials:
= Optiohal—=
=urnt:eBayAuthToken=7
= Cptionali—=
=urn 1 HardExpirstiorar
=L Cptional—=
=urnt: Credentiale=
=b-Optional—=
=urn: Appld=7=iurm Ay
=-Optiohal—=
=urnd:Devlok=7=furn: 0y
= Cptionai—=
=urnt: AuthCert=7=iurm
=urn:Usernames="?<iurr
=urnt:Passwarcd="7=ur
=b-Optiohal—=
=urnt: Signature=?=iurm)
=l Optionai—=
=urnl: Subject="7=furnl:
=L Optianali—=

Raw ] L

Raw ] ML

r‘:SO.t'I\P-EN\u’: Header=
=Security sitype="wsse Security Type" «minz="http: Mzchemss xmlzoaporghe 20024 2ised
=RequesterCredentialz xsitype="ebl CustomSecurityHeader Type" xmins="urn:ebay:api PayPa
=Credentialz xsitype="ehlUzerldPasswordType" xmins="urnebay:apis: eELEazeComponen

=Uzername = sitype="xs string"=
T I

Lo

rn Atk okens il CipherSuite: SS5L_RSA WITH RC4 128 MDS -
=durnt:Credentials= L .. CN=api-aa sandbox paypal.com, OU=PayPal Production. O="PayPal,
=iurmiReruesterCredertials) || | PeerPrincipal: Tnc." L=San Tose. ST=Califormia C=US =
K1 I py = D
...... Aoe e Headers (8) Attachments {0) |S5L Info (3 certs)
response time: 20738ms (2338 bytes) 8:52

J’]'W\lﬁ 4.38 ﬂ’]'iﬁ]ﬁ")‘\]@’ﬂ‘]_l'jqfl@'ﬁilLgﬁul,@ﬂ‘ﬁ‘l,ﬁllLL@@LL@tTV}LﬂuﬂQ’]Q\IﬂUﬂ\‘I (nAaRNAIN [35])

= o o

Yo o Yy as a = e~ o a aa o
WA ﬂim‘mﬂ@@qm?qﬁ‘]@‘ﬂﬂﬁ"]ﬂﬂ’]?'}ﬁﬂq? UNANUNIULTEATITANUAU 30 UTNIT 'Vlilﬂ'\?&lfﬁ

NuiuLaIs1suy AeRnslamedeyananlfinaisnnaingieenanstnegs famanula
ARANN FRAD WATLATAINANARDLLA LA T N199UNALIEa TN IasiduAua AU o
dlunuaesausniumasia TEwn WebserviceX NET [36] XMethods [37] WSDLL [38]
UDDI Services [39] LL@ZL%Uimﬁﬂﬁﬂmﬂﬂu?ﬂﬂiﬁuj NANTIN AR UAIAITNTN 4.24 WL
a dl dl v o a = uI/ 1 a a v ul/ ]
1InsninaadiasiunisRuardaruduasninndniinsuuuBangfagaiall ludiuaes
A3n175Uda8n1N 1.1 ndinsddlenddnea ann1sauAuNEslunuIningIE e
angnsnuranalumenzsiesiineanasiuszudneliitinsfaavizeenasiesisnisuuniv
Anldane [uiReafusIen1N 1.2 anadulandianues way 1.3 mauaadduas 1lun1g
G , % & A PR & , o o dl
naaaefininesdautiasiniunaiunsnduduls wenaatafluduaasiumanisi 1.1 Ty
dl 16 & a ' a I'e 1 [~ A 1 Yy
nsRgaaaausen 18.15 nslalfsvuuginfuazaund wudrunaduesialddinaslideya

wirarsasionsanudayaus linsuuudniiusaly u Apache Server, AmazonFPS

)

Server asnmuaLlu N/A Aaliaunsnszyld wazsnanisn 18.16 nisldeyaalinnisli
aa v A v 3 = 1 1 1 1l ¥ A aaa v =
nludiamanulol annsdusuiumefalaadowlugnudn ldinnsldaAnnuuuanauia &
WA M AANLULNTANLAA ANNLULANAIANAZMUULAZIZ AL AN UAIN TR A HAN
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server can also be used to thwart reflection) 'a“’]ﬁlﬂ’]ﬁ‘ﬁ 18.13 (Introducing a random
nonce with each new connection) LL@?J?WEIﬂ’]?‘ﬁ 18.21 (Using static analysis tools to

find race conditions)
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Ao 134N uaz 0(5) Aa Bu AIMN319N 2.1 uadndgdssiinazlingiuAazuu (Security

Scores) WATITALAIINIUAY (Security Levels) 18aiduimeiinvzessuutesglosidiu A

A9 2.2

2) §n9eNa1NITNRAIBTLNANNUNEINNANTB9IEN 9T LN B AT AN ANTUTT0Y

AslanAuwALmesiE IENuALTe (Info.) Countermeasures Descrp. WAz (Info.) Attacks

Descrp. ANATAL viralvan alHann http:/dl.dropbox.com/u/33375224/Description.pdf

Wadludeyatsznaunisnsanuuutlssiiiu ilensaniadaudn nuazsiiunadnsAinziuy

WAZIZALAINNNIANUBILALILER T2

F1979% 2.1 N1gnsandeyasanisasnisiuie

nuazlinvereuuuusannIN

No. of Yes No
Countermeasures
CM (1) | 0(1) | 0(2) | 0(3) | 0(4) | 0(5)
1 WS-Security Mechanisms
1.1 | XML Encryption
1.2 | XML Signature
1.3 | Security Tokens
2 Transport-level Security Mechanisms
3 Schema Validation
3.1 | Defining whether the incoming messages have to be
validated against the underlying message schema
3.2 | Defining the level of validation that needs to be enforced
for schema validation
3.3 | Defining definition of additional validation rules that can
be performed on the message element or attributes
4 Schema Hardening
5 Service Virtualization
6 Strong Input Validation
7 Error Information Sanitization
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No. of Yes No
Countermeasures
CcM (| 01) | 02) | 0(3) | 0(4) | 0(5)
8 Use of Parameterized Queries
9 Safe Programming
10 Memory Allocation Countermeasures
11 Compiler-Based Countermeasures
12 Library-Based Countermeasures
13 Use of WS-Addressing
14 XSL Validators
15 WSDL Reduction
16 Strong Password Policy
17 Configuration Rules and Policies on the XML Firewall
17.1 | Restricting the size of the XML messages
17.2 | Limiting the response time for every request
17.3 | Limiting the number of elements and attributes per message
17.3.1 | Defining the maximum amount of nesting allowed inside
a particular element
17.3.2 | Defining the maximum number of attributes allowed for a
particular element
17.3.3 | Defining the maximum number of elements allowed for
each level in the tree
17.3.4 | Allowing the policy to define whether recursion is allowed
within the XML message. This should be switched on
only in specific instances when the underlying schema of
the message is extremely complex
17.4 | XML DoS Protection
17.4.1 | All requests from an IP address which is sending
spurious messages should be blocked
17.4.2 | The threshold number of requests at which the firewall
should activate its exception management scenario
17.4.3 | The threshold at which action, which might include
notification, is taken when a service starts returning an
unusually high number of errors or SOAP faults
17.4.4 | The threshold at which action can be taken when an

excessive number of HTTP unauthorized/forbidden errors

are returned
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;119999 9.1 n19nsandayasenisisnisiuieiiiuas liinvepeaunuuaaunin (se)

No. of Yes No
Countermeasures

CM (1) | o(1) | 02) | 0(3) | 0(4) | 0(5)

17.4.5 | The threshold at which action can be taken when
message processing takes a large number of CPU

cycles

17.4.6 | Indicating the type of notification that is required

17.4.7 | Indicating whether the XML firewall should automatically
shut down the service if the threshold limit has been

reached

17.4.8 | Automatic restart of the service after the specified time

interval

17.4.9 | Defining the maximum number of requests for a service

18 Other Countermeasures

18.1 | Creating a handshake mechanism for interacting with ad

hoc WSDL or Web service to ensure validity

18.2 | Configuring the XML processor to only retrieve external

entities form trusted sources

18.3 | Authenticating both services and their discovery, and
protecting that authentication mechanism simply fixes

the bulk of this problem

18.4 | Using the correct SOAP and XMLRPC implementations

18.5 | Suppressing external URI references to protect against

malicious data

18.6 | Do not expose the user accounts that have access to

host commands to external entities

18.7 | Filtering messages based on Web service name, or Web

service URL

18.8 | Configuring network access control to accept incoming

message from a specific IP address

18.9 | Implementing a password throttling mechanism

18.10 | Passwords need to be recycled to preventing aging

18.11 | Delete all default account credentials that may be put in

by the product vendor

18.12 | The use of HMAC to hash the response from the server

can also be used to thwart reflection

18.13 | Introducing a random nonce with each new connection

18.14 | Using randomly generated file names for temporary files
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F11919% 9.1 n19nsandayasienisisnisiuieiniuas liinreneuwuugaunin (sia)

No. of Yes No

Countermeasures
CM (1) | 0(1) | 0(2) | O(3) | 0(4) | 0(5)

18.15 | Do not use Unix and Linux systems

18.16 | Disallowing the inclusion of DTDs in SOAP messages

18.17 | For an application that uses a known schema, use a local
copy or a known good repository instead of schema

reference supplied in the XML document

18.18 | Database user used by the application in a particular
context has the minimum needed privileges to the
database such as Run XML parsing and query

infrastructure with minimal privileges

18.19 | Be aware of improper use of access function calls such
as chown(), tempfile(), chmod(), etc. can cause a race

condition

18.20 | Using synchronization to control the flow of execution

18.21 | Using static analysis tools to find race conditions

18.22 | Performing input white list validation on all XML input

18.23 | Regenerate the session ID after login

18.24 | Check the originating IP address of the login request and

any subsequent requests

18.25 | Bind the session ID to user’s SSL client certificate

18.26 | Encrypt the data passed between the parties in

particular the session key

18.27 | Using industry standards session key generation

mechanisms

18.28 | Encrypting and/or signing the session ID

18.29 | Using strong session identifiers that are protected in

transit and at rest

18.30 | Utilizing session timeout for all session IDs at runtime

18.31 | Verify authenticity of all session IDs at runtime

18.32 | Building throttling mechanism into the resource allocation

18.33 | Providing for a timeout mechanism for allocated
resources whose transaction does not complete within a

specified interval

18.34 | Providing for network flow control and traffic shaping to

control access to the resources
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It helps us to know the current security level of our web service. Therefore
we can improve the security level to meet the security level requirement

that we desire
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Should try to explain your research in different way such as video
streaming, voice streaming. It would help to clearify some other persons

who hardly understand the complex information.
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countermeasure  WAY attack LWNLANATN http:/msdn.microsoft.com/en-
us/library/ff650168.aspx WAL http://www.ijcttjournal.org/volume-1/issue-

1/ijcttjournal-v1i1p27.pdf
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