1. Data Flow Diagram
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3.1 Data Flow Diagram Level 0 - Context Diagram
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3. (File Structure)

31 (File Structure)
File
File Name Member_Account

File Description

Key Field

Seq.  Field Name  Field Type  Length Description Null
1 card_no VarChar 16 N
2 card_name  VarChar 20 N
3 expire_month  VarChar 2 N
4 expire_year  VarChar 4 N

31

File ID.

File Name decrypt_key

File Description

Key Field

Seq.  Field Name  Field Type  Length Description Null
1 card no VarChar 16 N
2 User VarChar 8 N
3 decrypt key  Number  Long N

Integer

3.2



File

File Name

File Description
Key Field

Seq. Field Name
1 Merchant_no

2 Marchant_name
3 Expire_month

4 expire_year

3.3

File ID.
File Name

File Description
Key Field

Seq.  Field Name
1 Merchant no
2 User
3 decrypt_key

34

Merchant_Account

Field Type  Length

VarChar 16
VarChar 20
VarChar 2
VarChar 4

Merchant_decrypt_key

Field Type  Length
VarChar 16
VarChar 8
Number  Long
Integer

Description

(

Description

Null

Null



File ID.

File Name

File Description
Key Field

Seq.  Field Name
card_no
shopjd
order_num
Amount

B ow NN -

5 Tdate
6 Ttime

3.5

Transaction

Field Type  Length

Char 16

Char 3

Char 5

Number  Long
Integer

Date

Time

Description

52
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(Program Specification)

41

Program Name

ApsBankGenKey
SvrBankGenKey

ApsBankGenKeyMerchant
SvrBankGenKeyMerchant

ApsBankDecrypt
SviBankDecrypt

ApsBankCardReceive
SvrBankCardReceive

3.6

Program
Description

(module)

Screen Name
Module Name

UBankGenKey
ModBankGenKey
UBankGenKeyMerchant
ModBankGenKey
UBankDecrypt
modBankDecrypt
UbankCardReceive

odBankEncryptDataFor
Payment

(module)



4.2 (module)

Program Name Program Screen Name
Description Module Name
1. ApsMSendOrder » UMSendOrder

2. SvrMSendOrder

3.7 (module)

36 37
3.8

¥
UBankGenKeyMerchant
UMSendOrder
UBankGenKey
UbankCardReceive

UBankDecrypt

3.8
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3
(Credit Card Number)
(Expire Date)
(Name  Card)

3
3
3
User 1 '
Key Decrypt
(Key Encryption) "' ' 1
RSA Security Key Encrypt

Relative Prime  (P-1)(Q-1) Key
Relative Prime ~ Key

Relative Prime ~ GCD(X)Y) = 1
Relative Prime

GCD Key Encryption (P-1)¥
Q-) 1 Relative Prime  Key
( Encrypt Algorithm GCD  Euclidean Algorithm

C0:=(P-1)¥(Q-1)
C1:=Key Encryption
| =1
Repeat
CHl:= CMMod c,



4,

t:=CMDive,
Until =0
If (B, = 1) then 'Key is Valid’
Else ‘Key is Invalid'
(Generate Key Pair)

RSA Security

57

(Decrypt)

(Key Encrypt)

P.Q (Prime Number) P.Q
(Key Decrypt)®
(Key Decrypt)
Inverse (Key Encrypt) Mod (P-1)*(Q-1) Key
Decrypt Key Encrypt
Key Encrypt Key Decrypt
Algorithm Key Decrypt Euclidean Algorithm with
Backward

CO:=(P-1)*Q-1)

C., : = Key Encryption

Bo:=0

B =1

| =1

Repeat
Ck = Cm Mod
t:=c,1Dive,
Bm 4=Bm-t* B
| +L

Until ¢, := 0

If (B, =:> 0) then a&: = B,

Else A: = (P-1)%Q-1) +B.1
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5.2

j D:\Program Files\Microsolft Visual Sludiolvgga}ggﬁeneym:.ll irosoll Internet Explorer C_EIEE
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User
Key

(Key Encryption)
Key
Key

RSA Security
Relative Prime
Relative Prime ~ ~ Key

(P-1XQ-1)

Relative Prime ~ GCD(X,Y) 1
Relative Prime

Key Encryption

Relative Prime

Algorithm

GCD
Q1) 1
Encrypt

Key
GCD

0=(IQY

C1: = Key Encryption

=1

Repeat
cil:=c,1Mod c,
t:=CMDIVc,

Until c, =0

If (B;= 1) then 'Key is Valid’

Else ‘Key is Invalid’
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Decrypt

Encrypt

(P-1)
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(Generate Key Pair) (Decrypt)
RSA Security (Key Encrypt)
P.Q (Prime Number) P.Q
(Key Decrypt)®
(Key Decrypt)
Inverse (Key Encrypt) Mod (P-1)%Q-1) Key
Decrypt Key Encrypt
Key Encrypt Key Decrypt
Algorithm Key Decrypt Euclidean Algorithm  with

Backward

C0:=(P-1)¥(Q-1)

q = Key Encryption

B0:=0

1:=1

| =1

Repeat
c+1 CMMod Cf
t:=CMDive,
B+l BM-t B,
| i+l

Until ¢, :=0

If (B, =>0) then & = B,1

Else A: = (P-1)%(Q-1) + BL
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Web Site

11
12
13
001
00053
300 00300.00
3
Order ID : 0010005300300.00
21

2.2 Cipher Text

(Key Decrypt)
Cipher Text
(Key Decrypt) Plain
Text
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| 3 D:\Program Files\Mics isual Studio\VB3B\uBankCardReceive.html - Microsoft Intemet Explorer |-
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1. msadhaviadeya
Tunsidinsviadeymiuaslifays 2 doyaAn
1.1 Order ID 16 V4N L1 0010005300300.00
1.2 Credit Card Number 16 8N L1 5081270001025774
udnideyaisssusiaiuua it 32 nan

0010005300300.005081270001025774
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Plain Text
0 =1 8=g°
1 =10 7 =10
2 =20 8§ =80
3 =30 9 =290
4 =40 =9
5 =50
Plain Text 64
1111101111115030111130111199111150118010207011111110112050707040
Box Size 4 Encrypt 16 Box

Box  Encrypt ~ RSA Security
Key Encrypt = 31 P*Q =9577
Cipherl 3 Mod 9577

Cipherl 6 = 70403 Mod 9577

Cipher 64
5656565212584569851232541254589577100202541025802578922025102598
Box 2
Box 132 132-56 =76
Function Chr$ Cipher Text 32

*Auts#&8dIsk%#f)~!Opjirpa=+}die;
CipherText  User

2.1
2.2 Cipher Text

(Key Decrypt)
Cipher Text
(Key Decrypt) Plain



Text

3l

3.2

Decrypt

Cipher Text

(Credit Card Number)

(Transaction)
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