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# # 6070956121 : MAJOR SOFTWARE ENGINEERING
KEYWORD: personally identifiable information - privacy policy - machine
learning - text classification - natural language processing
Methus Narksenee : A MACHINE-LEARNING BASED APPROACH FOR
EVALUATING PERSONALLY IDENTIFIABLE INFORMATION TRANSMISSION
FROM ONLINE PRIVACY POLICIES. Advisor: Kunwadee Sripanidkulchai, Ph.D.

Mobile applications frequently request private information from users,
supposedly to improve their services and applications. The collected data, such as
personally identifiable information, raises users’ concerns since some applications
actually have malicious intentions to leak personal data. Privacy policies are an
important resource as they are the sole source of information users can use to
determine how applications plan to collect and use their data that is easily
accessible prior to downloading and using the application. However, users tend to
ignore or gloss over privacy policies as they are often written in complicated hard-
to-understand language. Thus, users may miss crucial privacy-related information
after reading such documents. In this thesis, we experimentally determine how
much we can trust an application’s privacy policy by looking at the language used
in more than 8,000 privacy policies and compare them to what applications
actually do. We classify whether or not applications transmit privacy-related
information using machine learning with three classifiers, support vector machines

(SVM), k-nearest neighbors (KNN), and logistic regression (LR).

Field of Study:  Software Engineering Student's Signature .......ccoecevvieennen

Academic Year: 2019 Advisor's Signature ..o
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Linear Regression Ineflsritusnuess (Sigmoid function) legninantduuasrnduusnsitelsialy
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Youa (Data Cleansing) n3sAlviegluguifinumng (Tokenization) msueiuealaden (Word
Normalization) nsuuasnusssumalieglusuvedinmesan (Text Data Vectorization) N15vinasng
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= k% P

Tutuneuilazdndeyanlidndueenanenarsiiefiaglddeyaussloaviomiigndes &

Y

v v
o v o
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Vectorization)
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Frequency-Inverse Document Frequency) kg Nswdasuselealieglusunnmesineginuiunsey

914 (Doc2vec)

(1) Term Frequency - Inverted Document Frequency (TF-IDF) [10] 1u38nslientminead

v v
o v a =

fiaudhAgylusunureaenans (Document) lagAniwtiniinuaintanussninaese fe

v
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TF (Term Frequency) A1Mu0909A1%3998 (Term) Miintululsiazionals AU IDF (Inverse
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2 75 A MstiuuuUn@ (Raw Count) wag MsdvUsuAmlagIsnsussdalalwduuuuasni3viu

(Log Normalization)

A0819N1SUUUUUNR

anuid lefdureamsidudmiedd lwenansie f(term’, document)

v
v A

nneisruivesiviieduufiasiinduuuionasiue Wy denaisieddimawmelull

“car bird fish car” luenasyausn (document; )

PUILAIINI

f(car,document;) = 2
f(bird, document,) = 1
f(fish,document;) =1

Tnenstfusuuuni ves tf (term’, document) fidwiniu

f (term,document)/ Z f(term’, document)

term'edocument

v

P ! & da a = °
o Yterm’edocument | (term’, document) fe nasamvssnnuiiiinduvesd
Vavunluenansyntiy Faludiweanudvesrniodd 1iaunsaiiuANeIveIAvsetala

o

wu Wisdumnudvesdaes (bi-gram) Anfu se au@ndeiu (Tri-gram)

fAANDYRILAaYARYITILANA1TULA @usalEnsTuLUL Log-scale Tattavinnsusu

Aladliunneinadiuann (Normalize) neldans

LogTF (term,document) = 1 + Log(f (term, document))



Tudiuas Inverse Document Frequency l#inanudfguasalnedianonaisisun lneg
an3 Ao
Y

N
IDF (term, Documents) = log m

1y N flo F1UIUV0LBNaNTVINNA , df (term) Ao F1UIBNANTNINGUAINTEIE term

WalarmsaesAlas ansnsameAiintnues TR-IDF nuagunsaests Feidimvinaiunsaven

o °o v o

famuddnle W Adanndadumfifinnuddyiugaenarsulsuisanududiudigaiiu [10]

o ]

(2) Doc2vec (Distributed Representations of Sentences and Documents) [11] 1W3sn15vins
wasiiignitannisnisinain Word2vec [12] Ineteyavidliunuiidseussloanouniium
wdwihnadeusseutisussleaiiu Tns Wordzvec {lu3Bn1suuase (Word Embedding) 1oy
Tugduvreannineslagaglimiioutunsidstatoyauuuluud (One-hot Encoding) My
nnmasunuiien o dudeluund Binary) 0 wie 1 feideRetiimntaonanssuauann syl
LaﬂLmai‘i‘i’uﬁmiﬂismaél’asuamsuquémnlunﬂl,ma% (Sparse Vector) @1 Word2Vec aglyiiidaymil

WNSIZeTUMUTIAYS82891NUSUN (Context) 5aU 9 Taudsldoeniliu 2 Uszian fe

(2.1) Skip-Gram tHunsvihuneanuinazdu (Probability) vesseuidlaefideyavid

1 fn WemAdaluvanedn auguil 1

LY

while  ship  under attack

JUN 1 amuansanuduiusvesdeyavuiniudeyauieen

Tngn1sunsvesdeyavziiounudiiag 193Ul 2 Mvuali niidnsvesdeya (Window

a

Size) 1A 2

(Ship, while) (Ship, under) (Ship, attack)

JUN 2 amuansddiunislddeyavidiiieuteyauieenieseu;

Tngnmamsudayavzdunisimusniisiaudviinisiden weinsldiasainsg
Usgamiigaiuuuns ludraih (Feed-forward Propagation) augudl 3 lng @1l

mneia Toygav i duns vinefis deyarieaniignifeuluniawdn augui 2



Ship

10

— Weight input > —
0 1 | While
. Weight 0
. > > 0
0 0
Input Hidden Layer Output  True Label

JUN 3 amilasenadszamiienlunisiSeuivesdeyavidn

Toyavninzgnunuienisithsiadeyawuuluunslaenisgeuresdy
(Hidden Layer) agmldainnisaauuning (Matrix) vestuvestoyaviidn (Input Layer)

A vtinvestoyauidinugnil
H=W, X"
— YYINPUT
lng H fig wvisndn1sdouvesty
A 1 96’ CY ¥ ¥
Wieyr B Antvtinvesdayaviidi

X fie nnwesvedeyav i

Qe

£

FTUVDIUBYAVIDONANTAMININNTAMNNINTVBINTTRUVDITU e miinves

'
£ =

Joyarieen Wslaruuwdd aunsainluiiguiuanase (True Label) wiaviin1susuen

v o
° o

JrinlunsazdulassUseamiionls Inen1svinnslalassasnalseanmiiguuunisas
AdoUNaU (Back Propagation)

(2.2) Continuous Bag-of-Words (CBOW) 1umsitunsanuiiaziluvesdiaindiseu

1%

Talaeiiveyavidndnuvanefmtueg funtaafiimue 1wy mMvuali nieves

U

a

Yoy (Window Size) #ifn 4 auguTl

XX

While  ship  under attack
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— Weight input > —
While | 1 0

0 R Weight R 1| Ship
Under| 1 i : 0
Attack| 1 \ 0

Input Hidden Layer Output  True Label

JUN 4 amuanspuduiusvesteyaviiniudeyaviesn

TnganAnendinusiasidonniswisudeyalnemsiUasdeyaleglugunnmes Alafmuadiwiu
WaAnwUSyuigUAILiugweINsiiAminvesimeauivesdlaznsiiamn

YBIANNUIUNTBUTN (Doc2vec)

2.1.3.5 mshaunavesveya (Balancing Data)

v ¥
o d o

Tunauilagyilletoyaseninaaauiazaataivnnudeyaisiuinniuly Tnemeadanisvi
aunavestoyauualiidu 2 Useiam fie msindeyavesnaialiiviiiu (Over-Sampling Data) uaz n13an

£

Toyavenanalviiviniu (Under-Sampling Data) [13]
(1) msvindoyavesnandlyiiviniu (Over-Sampling Data)

Ao Msduiitudeyanguies (Minority Class) Tivifiudeyanguiiluin (Majority Class) lnglusu
enfinusilld 2 Useian Ae nsduuuulni (Random Over-Sampling Data) Ly N1sdaATIwiteya
TniilaeBannguioyagaiiu (Smote Over-Sampling Data) nuineinusilaldisiiiiuaaadeyaves

nsdaRudeya

(2) mMsandeyavesnaralvilviiiu (Under-Sampling Data)

oA o

Ao Msduavdayanduniynteyauin Tvidunguieyaniites ielussansualunisusudiulunadl
UsganSanldidniuyadeyalayadayanianniiull deidede dnduynteyaivevegudinisandeyasy
ibilamdedeyalunisimsuling wasidssienisindeyadiAnesniy Tunuine dnusildlaldisd

\Wesnnaaateyavesnisdsiuteyaiidey



12

2.1.3.6 mseenuuunIsnnaedlaenisuustayalunisussiduna (Cross

Validation)

Tutumeutiazyhnisuusgadeyanisseudoandudi q auimnuawasunzauiuyadoyatiy

9 [14] WeTiagliihudnvesyndoyadudeyansivaeunannlumailiasistuunannguyndoya

\3eu3 (Training Data) nsudsdoyaidudau 9 3andn K-Fold Cross Validation f1 k ansnsarnualad

sruvsyndeyandneoniuingy Jsnsuusdeyaluyn 9 uazuszfiunanans 9 Yadeyaauisatiean

nmsUszliunafiuludmivuanguvesdaya (Overfitting Model) Insnuinendinusiiléiionyi K-Fold

Cross Validation Tun1snszaneyadeyaseusuasnageuiioussiiiulssansnmvessuuudnass

2.1.4 nMsUseliuUsEansnnvalunaneunsngmnuduay (Confusion Matrix)

FFlunmsusediunannudugilovanedsaieiu lunuinednusdlinisianavadluna 4

UseLnnann Confusion Matrix [15] AB NSUSEHIUNAGNENNASYINUIEV0IUAa tnaLAgUNUNAaNST

WNTUSY Mty biiansiUSsuiisulneenflag19binaa@adnisyinuied 2 aaanlenu e No ey

Yes auguil 6. lngunu X \Jufunuresniiniuase way wnu Y iuiumuveseiannisyhugues

luwea

No

A19INATIUNE

Yadlaing

Yes

ANTANATUDS

No

Yes

True Negative

False Negative

False Positive

True Positive

JUT 6. $79819011319 Confusion Matrix 2 Aa1aveya



v

A998 9 Tu Confusion Matrix a5unelansil

True Positive (TP) 11883 AILUUYINUIEI YES Way AaaUnvunefe YES

False Negative (FN) vne84 fialuuyitungan NO wag aanaiduuiefe YES
True Negative (TN) #1188 @nuuyinuedn NO uag aanalvaneds NO

False Positive (FP) #ungfis Auuyinungdn YES wag Aanaitmangfe NO

910 Confusion Matrix ansnsaUszidiunald ¢ wuused

1) MImAsLiug (Accuracy) Tunisviunewa milgann

(TP + TN) / (TP+TN+FP+FN)

2) Precision (Positive Predictive Value)

13

Ao Aveswuuilvhunglagndes Anaanduteyaivhuegnluaaiaiumsme

o

Suteyarianuaiinisvinelinadnsifesiulupanaliu mlaan

Precision ¥a3pa@1viune YES = TP / (TP + FP)
Precision ¥aspaaid1vdneg NO = TN / (TN + FN)

3) Recall

Aarainmsvhweseiwuuiinssiunnnduads Sawviaiu TP Rate furaann
Swnudeyafiviunsgrluaaaiumsesuudeyaimulunaaiy mldan
Recall vaspanaidnnang YES = TP / (TP + FN)
Recall vaspaailnuing NO = TN / (FP + TN)

4) F-Measure

Ao AMNNINNISIUSEUMIBUSEINGAT Precision kay A1 Recall voakiazmand

wane

F-Measure ¥a9aaa.t1ving YES = (2 * Precision (YES) * Recall (YES)) /

(Precision (YES) + Recall (YES))
F-Measure aasaa@tvung NO = (2 * Precision (NO) * Recall (NO)) /
(Precision (NO) + Recall (NO))
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Tunuingdnusiilalanan1susediulamaainya 4 ANl azanusalUSeuigun LI ugINIg

Uszifiunmsdsinudeyavesaundinduaindearuluenarsulouieanududiudila

2.2 uAdeiieates
2.2.1. 914738 “FlowDroid: Precise Context, Flow, Field, Object-sensitive and

Lifecycle-aware Taint Analysis for Android Apps”

o w

Nt [16] Iaudedymuesldaunsvinuildnuseundinduninisvedndeloyadfgyue

<

°

{4 o1vamAnanuoUndindulilfsrdnse Slunseenuuuiia vie fanuddanmaiudeyaddiio
Dunadselevdvesmeundindu iiouiteldiaueiinsnreaeusaduatiulnenss (Static Taint
Analysis) SLumim’m%’Usﬁanﬂaﬁﬁmseiﬂw'wu lé’ﬁmmﬁﬁ%’ummLméﬁmmaasﬁa;@ (Source) Ao HeAtuvD
foyaniimsgneruviegnifeulnglsirnlaineil (Non-constant Variable) asuusviaueundindy
(Application Code) flsfturasuvaaiudeyaiiiowsoudsinutoya (Sink) Ae lerduiiAudeyavesanlsl
asTlegnatoeniiranueundnduldnlslunsiimes (Parameter) Tnetumeuanilunissusiia

woundiadulvinseuaguilaidurianunniuiginsvesieunsess (Android Lifecycle) iafuailanduves

= o 1

uwnaafinvesteyangnihauldluilrndureundaiufeyaiewmisudwinudoya axgnnsanuinding

Y

¥
=

derinuvestayalindu

NATsiTusElevnenwInednust tneaunsalsuseiiunnudsslaanninanalndves
wounAduld iemdeyaiinoundinduinsdewinu ualomndunsiesgidunanivesieundn

1Y

Wldnamnulunsussiu nuivenidnusifaauenisiiesziulevieanududnidaldnudddla

¢

Pefigauazannsanyvgeuaudsaiowulsnaiininslensidunanaldiounses

2.2.2 9947338 “A Novel Dynamic Android Malware Detection System with

Ensemble Learning”

iddedl [17) ueiimsnriedutans (Malware) luweundndulngldnmsiinssiidmatn
nanfednwmgAnssuvesweundadulasmsiuldnuueundindulaenss wazlafnwngAnssuves
weunaAdy Lavuusnsnszyiweseunaiadudu 10 Ussianaaeiu A Cryptographic operation
Network operation, File Operation, Dexclass load, Information leaks, Sent SMS, Phone Calls,
Service Start, Receiver Action, System Call IﬂswqaﬂﬁummﬁmmiaLLUaﬂﬁasﬂugULLU‘ULaﬂmas‘mm
Tassaslunisdmden wazihluuszgndlifulinansiseudimeeioadieviuemitawasluneundindu
1§ suAdeiildiussuiiounanslumasesu 1w Linear SYM , Naive Bayes , KNN, Decision Tree gﬂﬁ 7

L‘ﬂuﬂiS‘U’JUﬂWiﬁﬂﬁuﬂiuﬂﬂiﬁﬁ’)ﬁ]ﬁauLLE)TJW%LP]‘BJU
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Tranining Phase

) | Learning |
Dynamic Behavior Feature Vector ! Ensemble Strategies |
Labeled |:: > Decision Tree
App‘]lcarions [:> Extraction E> Generation I Stacking :
T _Li near SVM I
i : - Prediction Probabilities ~ — — — A _ _ J
Extra Trees Classification
_—— = = — == EHFrP*-Pr— Modd -~ — — — — — -~
: Random Forest | :
— !
— ‘:;‘> Dynamic Behavior |:J‘> Feature Vector | Boosted Trees ! |:‘J> Malicious/Benign
Extraction Generation I: Base classifiers :

Detection Phase

JUT 7 mwnszuiumsasigiiiaiaivesnuide [19]

v
av a

mAdeiidunsdnundmiumslinmaGouiieriomnldfuriuneamsnnaduiausuuleunaindy
winseneidmaindingn IiieesdieNide MonkeyRunner lisntaedadunsnuaunislinm
wiveueUndieduiieAnymainsslaeiniesdiomilslinseunqumnileidunisvhauuuieundindy
dosmndunislfnuuuudu Tainednustasinianiouifertestidisinsgiaudsan

[~ 1 CY (- & U v a 6 a o
Yleureanuduaiudiilaglidndudaddnisimseidanain

2.2.3 11338 “Towards Automatic Classification of Privacy Policy Text”

nuAded 3] Wnadeudieedontiuieinnsilsusmmududnsuiodaussanes
nsUfiRfidedeyanuiiulovismimdudnildtuad lnomsufcdhusasdsmaniyausyasdluns
Tidayaunnsneiu wiseanilu 9 Uszuandie First Party Collection/Use, Third Party
Sharing/Collection, User Choice/Control, User-Access, Data Retention, Data Security, Policy
Change, Do not Track, International & Specific Audiences Im&m’rﬁwriuimmaﬁ]ﬂ‘fﬁ'@%sa‘mmwmaﬂu
HieAinszviguuuuvesulsuieraudiu (Privacy Annotation) wéhldmsiseuiseiasiluiFeus
w0 aldnsmumanimindesiuain TF-DF dewduuusaonssinn Snwesannmesuam@u ns
Anszvionnosladedin uazeoubgiulasstielszamidion wiiaifieUssdunavestoyarionun uarldd

asthlulgassuudules [18]

mAdelilalienudrgiuanuidsswengfnssuilufisUszasdvenaundndy 9

14

wa 1Y

Wendnusilidnisdavuinngvesnisujifdedeyalunlevieanududiianauideiungedn
nsesUseleaastenihililinedafeiudeyadiudwasdndeninulidifettesesn WeanUsunadeoyad

foaltlunisseusauswazdnluundall
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unN 3

%’umaumiﬂszLﬁunﬁ@iemu%’agammLLaﬂwatﬂ%’umnu‘lsm’mﬂ'J'mL‘f]ueifauéffa

o Y =

Tunuineinusilianuddgiunsdifeyadiusmvesldluludueundindu oswindu

<

o -

foyaiianunsasyuimuresldnuld Fdianudnduidlinuaissznauidiammsldtoyaves

a o = & o a o a 1
weundndu Fauleweves Google Play tonansuleuisruludiuivoueundnduignszylivy

a a

uled IfesuneisneaziBennsufaredeyavesiliving fmganssumslitoyatiensnseiuds
deuluderuvesulovsdui nuineinusiisléfeoauigu waefigaiiglénuansousadu
nsduihuteyaduiadesuanternuludleuisauduiiliviol lnsoonuuuntmanowuay
ahaedeslaifieUszifiunisdsiudeyavesneundiatu msimunedoslotitefazysifiunsdeiiu
foyavesueundindull IfthnsSeuferiestunederazAnymginssunslitoyaves
weundiadunarnislinuanulsuisarmdudiui Inouwiadu 4 Sunoundn fe maiutoyaiield
TunmsUsziiumsdshudoyadumvesueundindu mswieudeyaiiioldlunisussifiunisdsinudoya
Usziamienans msineudeyaiitelflunisusuiliunsdeiudeyaussiavilnidueundiadu uagnnsiiaun

wuudaaslumsussiiunisdsinteyadiui el

3.1 maiudeyarielflunsussiiunisdsiudeyavesuaundindu
nsmusmdeyadmsunsahuuuiasdunmsyssidiumudsdduvsnsiutoyau 2 dau
Ao maiudeyaussinmenansuleuisruudius uaznsiivdoyauszalnduoundindu Tng
lonansulsnisaundudusimstieligldidlefvwssnmvesdeyaiiueundiadureitiiiis safangua
Tunadfawasnsihdoyalld Fedsdideuluonansmstsdosmseiuisiuoundiadush Inendnusily
ymsfvenasulsuismuiuduiuaslndioundinduiiomn 8533 uoundiaduan 45 Ussiavilu
ulwd Google Play Store ileweudayadmiunsiianesimsuszanananisnwisssusfdniy
lonansuaznisdineingAnssunsdsiudeyadmiulndueundiadu famsed 2 lfenuasdnay

Ildueundndunlaiiudoyawenaumianamny



M5 2 Togadruulndieundiadunuenaumuinvyain Google Play Store

FuulndeUndntunaziandns

U5zLnNVB Lo UNELATY

wleureaududiud
GAME_EDUCATIONAL 359
GAME _CASINO 296
GAME_WORD 294
GAME _SPORTS 289
GAME_ARCADE 272
GAME_SIMULATION 269
GAME PUZZLE 256
GAME_CARD 253
BEAUTY 251
ENTERTAINMENT 249
GAME_ROLE_PLAYING 241
GAME_BOARD 237
LIFESTYLE 237
GAME_ADVENTURE 237
HEALTH_AND_FITNESS 235
GAME_TRIVIA 234
FAMILY_ ACTION 230
EDUCATION 223
TRAVEL_AND_LOCAL 221
MUSIC_AND_AUDIO 220
COMMUNICATION 211




UszLnNUB Lo UNELATY
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uUlNALaUNAATULLALLNEANT

wleurwaududiud

ART AND_DESIGN 203
FAMILY BRAINGAMES 199
AUTO_AND_VEHICLES 192
MEDICAL 185
FINANCE 178
MAPS_AND_NAVIGATION 177
GAME_MUSIC 174
FAMILY EDUCATION 173
FOOD_AND_DRINK 172
COMICS 168
EVENTS 156
DATING 151
FAMILY CREATE 143
HOUSE_AND_HOME 139
FAMILY MUSICVIDEO 130
NEWS_AND_MAGAZINES 126
GAME_CASUAL 108
PARENTING 96

LIBRARIES_ AND DEMO 87

BUSINESS 72

BOOKS AND REFERENCE 71

VIDEO_PLAYERS 70




UszLnNUB Lo UNELATY

uUlNALaUNAATULLALLNEANT

wleurwaududiud
FAMILY 38
GAME_RACING 11
TOTAL 8533

19
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3.2 msm’%am%’agaLﬁﬁfli’ﬂumiﬂsmﬁumséa&im%’agaé’m%’uLanmiu‘[ﬂmamwLflu
d2Uf2

Fornuluenarsulovisarududiusilonu 2 Ussian Ao UstleaiildoSuraifieatunisly
foyavoafld wasussloaililfiAerdesiunisesureifentumslitoyavesly Tnssmianeinusiily

o W

anuddyiunsldteyavesdldidundn FBnsTumswiendeyanisufifredeyadiudiluenaisuus

o

sonlu 3 Jumoundn A n1sdnanseseyanfidiuiedosiunmsuifdedeyaluenaisulovisanuy
g nsUszananadeyailesiuvenlevisanudududs uagnisulatanmeidmvesenaisuleuie

& 1 LY
AN UEIUR

3.2.1 nMsAnnsesdeyaniduneadesiunsujifredeyaluenarsuleuieninuiy
duin
nansulsueanudiudnifidernuiienussivudnluenasldldosueiinisufoise

%@yja‘uaﬂﬁﬂ%ﬁmi U “We may response to your comments or questions, or contact you if

=2

needed while processing a product or service” [19] SlNg'lJmmL‘fJuﬂ’liLLﬁiﬂﬁﬂ’J’l@J%’Uﬁfﬂ‘UaUGLum‘imu

£

Aanulunsldusnisene o ldldnedestunsujifdedeya inednusilaviuisnnudidyueanis

U

ssunglumsuiddedeyaviniuisissdansedannuvesenasiiniousdiuinaninisuddse

Foyaidundn Taglduszloninnyudde [3] Alsvidmesuiedszneu (Annotation) domuluuleuis

Anududiud wazleuuilsylonaandy 10 Ussan fail

1. First Party Collection/Use: m3aunefisisnisuazimaratunisiiudoyavesilduins
. Third Party Sharing/Collection: nMsasunefiansuysdeyalvfuglviuinisdu q
. User Choice/Control: m3eSueiianismuaudnsvesgldanulumseusnlvlddeyaveldanu

. User Access, Edit, & Deletion: N1se5uedisnisidifietoua wazn1sunlatoyavasgldau

2

3

a

5. Data Retention: n13e8uIefeszazaniitoyagldnugniAuly

6. Data Security: mi%l,mﬁﬁ%msum’jaammﬂaamﬁmaw’f@;&a;ﬁiﬁi’fﬂm

7. Policy Change: nM3tnasidisnsasuuwlamweosmlovnemmniudiush

8. Do Not Track: nsuasiansianudeyadlfanuaznislawan

9. International & Specific Audiences: nM13a5uUIEAsNIdUTaYavelFNUANIENGY
10. Other: MsefuawiisnAnafutoyailaildifetosiumnndu 9 dredy

1%

nUszanvein1sujifdedeyatneiu Ussiani 1 - 9 azsdumsnanfnisuifnedeyavesylduay
Uselamil 10 ssilunsnanifiufndsdaildldinesdesiunsujifsdedeyavesdld erineinusiadly
Usglemiannedsdeya OPP-115 [19] lumsiauszunnvasUselealuenansuleuieanududiudniau

WNIT9NUUTELANT 10 8aNANNLENANS LadlTumnay 2 I5R9
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1. nsiSeuiimeuuuaeaInaaedaya OPP-115 WiakenUssiandaninu 2. nstwuudnaeciulydn

Usgloanlidldinedesiunisujifsedeyannuleuieanududiud

(1) Mm3eudthouvudaesanadsdoya OPP-115 ileusnysziandonin

\floweamiade 13] lakdlaflazudaldanudumedidn (ntemet) lnsudsnsufoiredesa
yoafliuinslunssuuazdulaeuanulevisemdududildietu Ssldvhadedoya oPP-115 3
WudeyaifnrfumesuneussneuiiutsUssianuselonulousenuidudiu WelflunsiGouie
wuuaeslunsiusUssianusgleadiuaunnuazanunsaiivldnulaass dulannuddguesuseloaly
wnansulsniennududiush (18] FamAdedidneunsaddoyalianmnsnilldvsslonils Tu
adadioya OPP-115 fduenansulouisanududiusiifsnann 115 uled (Website) Wulvid
sz CSV lun91eil 3 Auansfashegisdayavesadsdoya OPP-115

M7 3 fregeanlid Csv anadadeya OPP-115

Policy Segment Category | Attribute-Value Pairs (Represented as JSON)

name ‘

3635 |0 Other "SelectedText": "At the Atlantic Monthly Group, Inc. (\"The
Atlantic\"), we want you to enjoy and benefit from our websites
and online services secure in the knowledge that we have
implemented fair information practices designed to protect your
privacy. Our privacy policy is applicable to The Atlantic, and The
Atlantics affiliates and subsidiaries whose websites, mobile
applications and other online services are directly linked (the
Sites). The privacy policy describes the kinds of information we
may gather during your visit to these Sites, how we use your
information, when we might disclose your personally identifiable

information, and how you can manage your information."

3635 |2 Policy "SelectedText": "Your continued use of our Sites following the
Change posting of changes to these terms will mean you accept those

changes."
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1. Policy ID e vunetauenansulouieanududiudiluadsoya
2. Segment ID fe anulselealuenaisuleuieanududiumvesatuiiu 9
3. Category name fie Ussinnuesusylealuonansulouiennududiud

4. attribute-value pairs (represented as JSON) fi dananuvesUselenlutonansulauiennududiusin

W i CSV rognanandi 2 Policy 1D munelaw 3635 wansduenansulouieanududiugndui
3635 nAdatoya OPP-115 lasfidruvessrlunil 2 luenansatiudl fdemnudr “Your continued use
of our Sites following the posting of changes to these terms will mean you accept those
changes.” ﬂssiaﬂﬁmﬂﬁ’wisLm/|mﬁ‘ﬁ%’agaﬂuaq@ﬂ%@mﬂizmmaq “Policy Change” Ha9d¥Ians
Wasuwaweslsueanududiud Swssamewselsaluenasulouisanududnsuasdoniny
vasUselealuenansulovnennundudius i 2 reduniiilududdalunsulsssianvesstlonly
nansulsnisnnududiui euineinusidsldusslonion 2 aoduiilasthdoyaluidoudie
wuuaes ethlUinsgilumsdauslenanulsuisamududiui lnenssuiumsihedstoyaluly
wuseanilu 3 Mugesfie 1.n1sUstanananinwanedeya 2. siSudmeuuudiass 3. s
Usziiunalunsiadsdeya OPP-115 snldutiuazsinysziandernuiiliiistosnisufoadedoyann
wleurgaaududiud gﬂﬁ 8 LLamﬁqm‘Wiamaqﬂizmumﬁﬁﬁﬂé’ﬂ%@gﬁiﬂiﬁ%’ﬁmﬂizmmamsdmﬁ

Lildingtesiunsujudsedeya

N1sUsEIEHAYNg msiSeusee msUsediung
GERIEHE y | mwanedsdoya Luud1ans wuudnand

CPP-115

U7 8 nmmsiunszuiumaihedsdeyalulifaussleannuleuearuludind



23

(1.1) MsUsEIaNaneNI¥IANATIdeYa
madszanansnwnasadeyaidunsruiunsulasdluenaisiieglusuvesinnesves
Fiflemeumnenuszleavesenasulovisauiuduiludstoya OPP-115 fiamua 115
uled TresfamesanunsadlawasFousldfeuuuians lagldnsuasrdmiinauidvesdi
\AnTuuuenansimun (Term frequency-inverse document frequency) fuuanIsLUasA luena sl

Junsdadmanefaiulutag 13 /1 dsguil 9 Tuansdadunsunsudasdiiuenaisuleuisanuiy

AU
MsUsEaNaN 1IN INAGaYa

W n 2 & = = = a = a
e ARWAEERTIRANL FTUIURTITUDTBIRT 1%F1'1"|3]D‘1IE|&R'1LL'}'IH
F]E]WEJ&J“EI da & - - ¢
— 1 — Y@L ULanans — ﬂ"IIFIEIL‘a”E.lrll"_iT“ﬂ.ﬂE]"a’

OPP-115 (1-3 #7) 2 .
YHWUR DI

v
o

JUN 9 Fumeunsiuasdluenasiieasnannaefiuuvesenas
wnansuleuearmludiudlupdsdoya OPP-115 gnuvasteninulaednfilugas 1-3 fifinfiu wu

‘purposes’ AINUAT 1 AIAINLBNATT
‘personal information’ AILLNUAT 2 ANANLENATT

‘personally identifiable information’ ALNUAT 3 A1AINLBNENT

deldunduenluenansud annsathngusmaniluguumeanuiivnnguenduiluenasls
\WioftzuasimnuivesiiinTuuwenansime (Term frequency-inverse document frequency)
FEnsuvamnmesilinuanuise (3] Tnefmusmsiiines (parameter) vasnsuUasdayalveglugy
nmeTvINzaNTign fansedl 4 ‘j%ﬂﬁh@ﬁi@ﬂi:ﬁﬂ%ﬂﬂﬂﬂ;ﬂﬁﬁﬂﬂiaﬁa;ﬂa wazsogernAfives

AUENE1IINNTLUAIINADS IR 5
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AN 4 WIS BSVBINITLUAIAIAILDVBIATINATUU LD NETVIINLUA

° o dy ° ady ] ° ad ] ° °o a w
UIUAIMNADINTLUAS Q']u’luﬂ']']uﬂmuaﬁlﬂf!ﬂ Q']u'JUﬂ'J']ﬁJﬂVIQJ']ﬂVIE!ﬂ ATUIUANANY

1u;5ﬂ°uaannma% (Min Frequency %) (Max Frequency %)  (N-grams)

(Max Features)

30,000 AN 0.25% 50% 1-3 A1

AN5197 5 F8g19AIMINNDYRIAN L ULeNENS

Aluurazuszleaveaaandls (Term) AntvinAuBYa s (Weight)
news 0.30

com 0.195

collect 0.139

process 0.235

report 0.336

selected 0.13

(1.2) MIFguIMLLUUTIRIRINAGIaYa
Lﬁaiﬁﬂamﬁama%mmsm%ﬂa]éﬁmeaaLaﬂmiﬁlﬁwa&mmmﬁmazﬁaﬂ%ﬁﬁagamLSi’h 2
ag19luN1TSBUIMELUUTIE0Y fie MalnuInnesvedends (TF-IDF Weight) wazUssinnuasiainy
\onansiiu (Labeled Documents) fims19fi 6 wansiegsdeyaridniftetiluidousmeuuudaos
Usznause 2 agns TuriBnerdnusaulanisdauselonusznndl 10 58 “Other” sananniendans Tng
Tupodutiuszanves “Other” a1 wnudsseloaluenasuleusanududiusiifiduiodotu

Usznndl wag A1 0 wnudalselealuenansulguisanuiudiusinliiduneitasiuussunni
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M137 6 fvgnUsinnvasnsuuireteyauszsinn “Other” luusiazduustlenvosionans

avunmasuselealuienans Uszinnvasnisufjuiradayauszian “Other”
nguNABST 1 1
nguNARST 2 0
naunnmeTi 3 0
nguNADST 4 0

dieldinmesteyauasyssinnuasnisujidsedeyainihdeyaidinseuiunsteuiieuuuinass fugy
#1 10 ladenlduuudnaeamslinsgianneeladadn ( Logistic Regression ) lumsiieus lned198491n
W3y [3] Aiflen F1 -Score wnfigatunisviunevesdsslealuenasulovisanududiuiuaziluly

snulevisanududniandeyaiiiuunluide 3.1 vesineiinus

NMSBPUIMLLUUTIRDY

nnneileyaiay . R .
e LUUIIADINITAATIEN .
UszlnnueIn1susus - - LUUT1AR9S8US
. annauladafn —_ k
ZRNOHG AILUBYALLE
(Logistic Regression)

U7 10 nszvaumsSeuimenuudiasuiiednnsesszlonluenasulouieninududud

(1.3) MsUseliuwalunisihedsdeya OPP-115 wnldinussloaanuleueanuiudiud
msuvudassnlilumsdansesteyaluenansidudeddydmiumsuszifiunisdsinudoya
vouaUnaAtuY ﬁaﬁ?ul,wuai’ﬂaaalajmiﬁ%ﬁmﬂiﬂmﬁLﬁ'mﬁﬁaﬂﬁ“‘umiﬂﬁﬂ’a@ia%;ﬂaaaﬂLWiwsmw‘iﬂﬁ
qzmﬁa%auﬂaﬁﬁﬁzylé’ TumsUssidilunuineinugivanudfafunsianavesnuusiugily
mMsvhungaana ‘Others’ (Precision) TnsutsdoyaiilaiFeuiuasvaaaunuy 5-Fold Cross Validation s
M54 7 Wisuiiisuan Precision-Recall 910 2 Aana Ao anafiiAgadasiiu ‘Others’ (Positive Class)

wazliiiAeatostu ‘Others’ (Negative Class)
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A15197 7 Wisuigua Precision-Recall s¥#314 2 Aand

Class Precision

Negative 0.93

Positive 0.85

lumsdnusgleaningidesiuuseian “Others” A1 Precision gevneaudt Mlenadesiiluudiaeday

fnusyleafidnnuddgeenlume duiunisiiuuuiaesiluldtadulselovinoineninusi

(2) mswuuuhaedlldiaussloanlildifedesiunsufifredeyasnulevieainududiu
13197 8 wansegumsSsuiisuanuenvesenasuleusanududiuiinoudanses
wagndsAnnsesdeyailidinettesiunisufifdedeyamenuuiaosiasmAnaioniugnuuenans

799UA 8533 LONENT YIANALRALABLENENSINN 11914 AW Wde 5388 nws

A519% 8 g ensiSeuisuAUevaReNaTUlsUIEANUT LA LAINBULAL YAIIINUNLLUUTADY
Witdadselon

Fouaundiady i AIUENIRIBNYITIULBNANT  AUYIIAIDNYIUAIAANTDA
{ nouAnnsastaya doya

jp-ne.ibis.ibispaintx.app | 5989 2408

com.canva.editor 27391 17333

com.vblast.flipaclip 14042 7792

com.wallsstudio.bnk48 2922 1414

com.eyewind.paperone 11596 6964

app.over.editor 37260 14940

air.com.KalromSystems.SandDrawlite | 1266 571

\Aevionun 8533 weunaindu 11914 5388
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v & ¥ < ! (Y
3.2.2 miﬂizmama%a;ﬂaLuaﬂmusuaquiamaﬂ’;’mL‘Uumum
dieldidnnsesteyaiiddyanulevisarududiuiud Tunssunsssianadeyailodiu
niumainnuazendeyaifiudy Awgui 11 wandsdunewinaruareinteyaiiioldionansiniou

dmiuSpuineluuinaes

vinAaEzam . .
y AUATMEADENAIN ¥ Stermming WAz
lnansulEune RS DIMANEISSARAL
y o —*| 125 (Stop word) [—® Lernrnatization
AuuauEn (Punctuation)

v
[

U7 11 dumeunisvhanuazeadearluenaisulevisainuiudiud

3.2.3 msulaannimesAvetena1sulauieanuiludiuda

o

NN TN ITNTHUANINABSUBIAINB UL L UUINRBIMEAY 2 A56atl 359 1 1S
AUIUAIAILDVIAT (Term Frequency: TF) LagNIsAIUIMAIEIUNaUALATBIAT IDF (Inverse

Document Frequency: IDF) 389 2 nsuwdasdayanisinsiduiinmes (doc2vec) lnenisusu

a o

a I3 acl I3 ° a a I co & ° o aw
W3R TVDNIDLUAIINLABDIVDIAT QWU?V]HWUWNﬂﬂﬂiUWWS’]QJLm@s@ﬂu 1. T\]WUFJUWWW@@Qﬂ"IiLLUaQIUE‘U

v '
= v =

YoaInmes (Max Features) 2. Srunuesidusanudvesdminiutiosdian (Min Frequency) 35113y
- a o da & a o °o a o o
wWesiudnnudvesriiinduanniian (Max Frequency) 4. 31uuA@nfiu (N-grams) 5. 31UIUT0UNNT
= v o a v . a a ) a v a '3 1
138U3 (Epochs) 6. 9n31N13L38U3 (Learning rate) mmwmuwuﬂmﬂiuLLazLsaugmiWﬁWLmaimmu
dielanafuasiiussavanmlvinaves Recall dAunniign wisfiwasAnargnuantaly MANIn n #e

AN5197 17 wae 18
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3.3 mamssudayainaldlunisussiiunsdeitudayauszianinauauntiadu
ilefaz@nwmginssulumsdsiudeyadiusvesusundidu IfudsnswSeudeyalvd
wounaladudy 2 Tuneu fie 1. mInsraeuNMsdshutoyaveoUndlATumeLAdosile FlowDroid

2. mavhihedensdeinudeyavesuaundiatu degui 12

i Uneenisasinu
\w3esilonsIvdeu )
i Toyaves
. nmsdaudeys |
Irldueundinty —> N waundiaduy
(FlowDroid)

(Labeled Data)

?

Sources & Sinks

sUfl 12. SupousoudoyaifielilumsussdiunsdsindeyaUssnvinduoundindy
Indueunaiatudnau 8533 ueundiedugninlunsisaeunsdsinudeyadauiaseieiesle FlowDroid
Tnesedoslatiazdumddumslénuvesileidiu (Control Flow Graph) luneundiaduiu Tndtoya
yutidndusiensldau Flowdroid e IWdleundiedy uaylndusnuszinnvesiteturlunisdein
foya (Source & Sink) lelildthedensdsriudeyaveaeunainduillinsaaasy fegdlidusn

Ussinnvasitandulunisdsiudeyagnuandunisned 9 uay 10
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M3 9 Meginsadenlialenysainvvesilidulunisdaudeyataziaiuienisinnuves

HenTu (Source-Sink File)

LLWALNR LID5VU

o , LOUATAEA  LAUATEEA  USTINNITHIRIU N15¥N914
Wanduuaunsaes (Android API)

¥

(Package (Android  daya (Label) vasilendy

Android) Version)

<android.location.Location: android.locat | 7.1 LOCATION_INFORMA | Get the
double getlLatitude() ion TION latitude
<android.location.Location: android.locat | 7.1 LOCATION_INFORMA | Get the
double getlongitude()> ion TION longitude
<android.location.LocationMana | android.locat | 7.1 LOCATION_INFORMA | Returns a
ger: android.location.Location ion TION Location
getLastKnownLocation(java.lang. indicating
String)> the data
from the
last known
location fix
obtained
from the
given
provider.
<android.telephony.gsm.GsmCe | android.telep | 7.1 LOCATION_INFORMA | Location
ILocation: int getCid()> hony TION Area Code
is a unique
number of
current
location
area




Werguaunsaen (Android API)

<android.telephony.gsm.GsmCe

(Location: int getLac()>

LWALND
LOUATOYA
(Package
Android)

android.telep
hony

1295%U
LAUATDER
(Android

Version)

7.1

UssLAnnaseasny

v

vaya (Label)

LOCATION_INFORMA
TION

30

151197

YoInenYu

Location
Area Code
is a unique
number of
current
location

area

<android.telephony.Telephony
Manager: java.lang.String

getDeviceld()>

android.telep
hony

7.1

UNIQUE_IDENTIFIER

Returns the
unique
device ID,
for
example,
the IMEI for
GSM and
the MEID or
ESN for
CDMA
phones.
Return null
if device ID
is not

available.

<android.telephony.Telephony
Manager: java.lang.String

getSubscriberld()>

android.telep
hony

7.1

UNIQUE_IDENTIFIER

Returns the
unique
subscriber
ID, for
example,
the IMSI for
a GSM
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LLWALND 1I959U

LaUATeER  UsTANNSEeEU A1991197U

(Android

LAUATDEA

Werguaunsaen (Android API)

v

(Package vUaya (Label) YoINenTu

Android) Version)

<android.telephony.Telephony
Manager: java.lang.String

getSimSerialNumber()>

android.telep
hony

7.1

UNIQUE_IDENTIFIER

phone.
Return null
if it is

unavailable.

Returns the
serial
number of
the SIM, if
applicable.

<android.telephony.Telephony
Manager: java.lang.String

getLineINumber()>

android.telep
hony

7.1

UNIQUE_IDENTIFIER

Returns the
phone
number
string for
line 1, for
example,
the MSISDN
for a GSM
phone.
Return null
if it is

unavailable.
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LWALNY 12959
i unounsond (Android APY LOUATAEA  LAUATEEA  USTINNITHIRIU n19%IN9U
(Package (Android %’ay}a (Label) YoINenTu
Android) Version)
<android.telephony.Telephony | android.telep | 7.1 UNIQUE_IDENTIFIER | Set the line
Manager: java.lang.String hony 1 phone
setLinelNumberForDisplay()> number
string and
its alpha tag
for the
current
ICCID for
display
purpose
only, for
example,
displayed in
Phone
Status.
<android.telephony.Telephony | android.telep | 7.1 UNIQUE _IDENTIFIER | Returns the
Manager: java.lang.String hony IMEI
getimei()> (Internation
al Mobile
Equipment
Identity).
<android.telephony.Telephony | android.telep | 7.1 UNIQUE_IDENTIFIER | Returns IMEI
Manager: java.lang.String hony for GSM
getDeviceld()>
<android.net.wifi.Wifilnfo: android.net | 7.1 UNIQUE IDENTIFIER | getMacAddr
java.lang.String ess

getMacAddress()>




Werguaunsaen (Android API)

LWALND
LOUATOYA
(Package
Android)

1295%U
LAUATDER
(Android

Version)

UssLAnnaseasny

v

vaya (Label)

33

151197

YoInenYu

<android.net.wifi.Wifilnfo: android.net | 7.1 UNIQUE_IDENTIFIER | Returns the
java.lang.String ¢etSSID()> service set
identifier
(SSID)
<android.bluetooth.BluetoothA | android.bluet | 7.1 UNIQUE_IDENTIFIER | Returns the
dapter: java.lang.String ooth hardware
getAddress()> address
<java.util.Locale: java.lang.String | java.util.Loca | 7.1 USER_IDENTIFIERS Returns the
getCountry()> le country/regi
on code for
this locale
<android.accounts.AccountMan | android.acco | 7.1 USER_IDENTIFIERS Lists all
ager: unts accounts
android.accounts.Account(] visible to
getAccounts()> the caller
regardless
of type
flerdudu q AliRertestuns 7.1 OTHERS

daudeya (MAnuan )

NANT197 9 wansdianuduiusvasilaidunsinnuveaunsesn fu Ussiannisasiutoyadium

YLaUNALATY %ﬂ:,nanﬂivdét,t,amJizLmnmmﬁﬂﬁi'fufﬂumsfhsim%aﬂa (Source-Sink File) [20] UsetnAnnng

dainudeyaildidu Label unandesursnisvhanuvesitsiduanunansluivledveweunsesd [21]

Tneladumnettosiumsdsiutoyadu 9 “OTHERS” AgnanadslunianuIn v
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IngUssinnveansdwudeyadiuilunuivednusiliuisesniu 4 Ussinn

1.) vaneLaue3es (Unique Device Identifier) mangfis mneiaviianunsaszyfasauaiodls 1wy
International Mobile Equipment Identity (IMEI), an international mobile subscriber identity (IMSI),
MAC address, Integrated Circuit Card Identifier (ICCID)

2) Feyavesilénu (User Identifier) vaneis Toyadrdnyfiansnsatmbeldouvdoliuinsle wu do
waALAA (Account) Biua (Email) sa9in1A (Region Code)

3.) shuvmisfieguesfldau (Location Information) vnefis deyananunsavendeiuviisiiegvaagldau
Tuvaueiia 1w latitude, longitude, area code

4.) Yayausslandy 9 (Others) mineds doyanliifidrumfeitesivteyadiud wu saluswdld

M15797 10 fegruszinvmsdsiudeyadiumveisaziioundinduiinsianuainiaiadile FlowDroid

Jouauwdiaty Uszinnvasnisderiudoya
jp-ne.ibis.ibispaintx.app OTHERS
com.eyewind.paperone OTHERS,UNIQUE_IDENTIFIER

com.landoncope.games.toddlersingandplay.chris | LOCATION _INFORMATION

tmas

UNIQUE_IDENTIFIER,

com.creative.colorfit. nandala.coloring.book
LOCATION_INFORMATION
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3.4 MIvaunuuIaadlunsuszliunisdaitudayadiuiiveseunaindy

nawdentoyaluduneuiiunldtoyavdn 2 dwfe 1. nmesvestumuenasulsuisar
Wudushiiannsondeuldlunsouimeuvudians 2. ngnssunsdshutoyadiusvesueundindu
4 Uszlaw

Tunmadenuuusiaeslumaiisuslusmianedwusi Wisudoy 3 wuusiaesiedulumsuien
Usstnnuilnthededeya (Classification) e msi3eussedwiesnnnimesiswdu (Support Vector
Machine) mslias1zvinnnesladain (Logistic Regression) uazmsifeuduuuiiivuteyaiilngifesiian
(K-Nearest Neighbor) Naun1TisIuIAIBLUUTIADY Lﬁ'aﬁﬁm%’aﬁ,&amma%‘uaqﬁammanmaﬂama
aududisuaztheussiamvosnsdsinudeya wuiduudeyaluudazeaassninaeundinduilyl
fnsdsindeyadiumifuleundinduiinisdsiudeyadausufnasliaugavesdoya (mbalance
Data) fsn5197i 11

M3 11 udeyavesidazaaraveswaunaintu

Uszinveasthedia  dnnudeyaveseana  Swiudayavessand  uudoyaivun

Jaya Lifimsdeidoya Imsdeideya

USER_IDENTIFIER 7454 1079 8533
UNIQUE_IDENTIFIER 7803 730 8533
LOCATION_INFORM 7878 655 8533
ATION

OTHER 5292 3241 8533

Ineninusidldinsanldimaiiadounisiannlung 2 Ussin fo madiudeyauaznisandeya dmsy
nsandeyavziiunisanvuadeyavessiudeyaiifinnndt 1y 91nesnad 11 Aanadeya

USER_IDENTIFIER ﬁﬁhmw,l,aﬂwaLﬂﬁi’fuﬁhjﬁmi?iar;imﬁﬁa;gaﬂisl,mﬁmﬂﬂiﬂ mwﬁﬂﬁ%é’m%@;ﬂamamu
Twudeyalndidssivsuutoyaveaeundinduiiinisdsiudeya JyvwiliAndeyalunsnd
TUBsudheuuuiasssiesuashiannsadfivanuwiviilunmsussidiunsdesinudeyaanulsuisay

Jududld dulunsiiudeyaludiwressviuieundinduiiiinsdwndeyaduussleniinnni
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'
aa A a

Tunuiveninustl lnswedanafindeyaldidentn 2 38 Ao madiudoyauuuduuazmaiu
foyadensdunsizs (Smote) wuunsnmiiiiudoyauuudy fe msduidondeyaudwhddoyayatu
dindundngaiiielivhiudnudeyaiifinnnd wuiiaesdensifiudeyadenisdunssi fe
nsadrsdeyaiifienundedutoyaiurhiunngadielivinfuswuteyaiifunmimdmnldnaia
biinauaugauds nsdnludeuimelunadidudiewudeyasanduaosdi fe deyadmiu
3613 (Training Data) uazdayadmiunaaouiieUsziliuna (Test Data) lusmiAnednusilaildudsdeya
vaeudMIuNsUFuNSInes (Validation Test) usdldladeUszansamvadduaasne Fnsudstoya
oonduvanepdaya (K-Fold Cross-Validation) Tnsusiazapdeyasziiieyannaeunazyaisouideya

A9 AIANS9N 12

M50 12 nsudadeyalunisiseuiuagnismegeuyseansaniuuinges

Judeyalundasyadmiu - Iudeyalundasyadmiv

EETH VAgaY
Fold-1 6827 1706
Fold-2 6827 1706
Fold-3 6827 1706
Fold-4 6827 1706
Fold-5 6827 1706

Tngwadiamaifindeyatzrimaannmsiuseyailoanyadeyanaaeuayiifidoyafionlunsusediu
wagMIUstayadzuiauasy N Ase lumsietsdudmun N = 5 ineanuhilyaseuitoya 4 9n

wazganagaey 1 ¥ lunisiseuiuuudians
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uni 4
AjUnaTduazvalauatue

InendnusilshiaueBmsvssiiunnudssdumsdehudoun Tassamonrinansayssdiu
nsduhuteyadiuiaveseundiesunmilsusaundudiuialiviold luuniasasuuamsmnasadio
noutoauufigunieiuemsuitymiludedediavestoyalasutseenidu 3 duw fe 1. msiden
inseslofinnevinginssunisdsinuvesdeya 2. naussdiumsdsiuteyavesueundiatu 3.a3Unaide

LATUDLEUBDLUY

4.1 madeniaesiiodinzvingAnssunisdeinuvasdeya
Lﬁaﬂmﬂsﬁ'aLﬁ%’%wmmsﬁqmu%mﬂammLLaiJwam%'ulaﬂﬁﬁLmﬁﬁmﬂaﬁmmmﬁmuﬁim&Jma
nuiAneninusiiadenaieslensinswinaduinudeyalneliiBnsnseuldauuuaing (Static
Code Analysis) fep3asiiade FlowDroid wieUssiiuniides w3esile FlowDroid fanuuaiugail
avlauddudiving (Precision) B 86 Wesdusuavenuwiugfiaulaludiuvasnnudugs (Recall) &
93 Woiidud anmsvageuuugateya Droidbench [22] r3osiloduitu AppAudit [23] léany
Uslomivedisnsnsraaouldauuaing (Static Code Analysis) flansnsonseunqunisiuveslin (Code
Coverage Path) Aun193tAs1¥sBanain (Dynamic Analysis) %aam’1'iamaﬁulé”hﬁﬂ’ﬁdﬂmu%’a;&a
Antiuads s fuannsnansauanas (False Positive) flasfntuldlngldnsiadeutungusiauas
(Malware) léusiugnds 99.3% Fannninesesile FlowDroid usifiosanedasiie FlowDroid awnsa
USuileuveanisdaudeyale mAvendnusisadentdiniasiie FlowDroid uazsiiaveulunuAnis

darnudeyadiuiivewldiu (Personally Identifiable Information)

4.2 wausziiumsdaitudayavauaunainty
nuAveinuslauaninsilsuiisuszninensuszifiulsz@nsnmussiuudiass 3 luea Ao
NsiseuimednwesaLINMBsLUYTY (Support Vector Machine) Msiaszsiiisnnnasladadn (Logistic

Regression) Wag N1siseusuuuLisudayanindifigafian (K-Nearest Neighbor) saufiamsléinaiianisifia

£

doya 2 35 warn1suatanmes 2 35 Mmewnindanuudugiaulauddiuiiviniuneg (Precision) AuLY

o a =

giiaulaludinresnudugds (Recall) wazauiugn (Accuracy) UuadayaiiIunsAnnTeEIy

o

drAgyuatenasingldndstoya OPP-115 (Clean Documents) uaglilrinunisAnnsesvesdayadiuddey

o

2298nd15 (UnClean Documents) mmmmﬁ 13 -16
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1. thededoyaUszian “USER IDENTIFIER”

M3 13 Wisuigunisihveyaluidazyauiseuissuuuitaedagussianvestevedeya

“USER_IDENTIFIER”

Logistic Regression Support Vector Machine K-Nearest Neighbors

wagyndeyadmiuasu

BBRIIAGIIY Precision | Recall Accuracy Precision Recall Accuracy Precision Recall Accuracy

%aadasqm (Clean-Random Oversampling-TF-IDF-USER-IDENTIFIER)

Avg 5-folds CV 36.8 60.8 81.8 38.8 61.6 82.8 32.6 68 78.2

m Oversampling-TF-IDF-USER-IDENTIFIER)

Avg 5-folds CV 34.2 59.6 82.2 36.6 60.8 83.4 31.8 65 80

Avg 5-folds CV 33.2 59.4 79.6 36 62.4 81 29 63.6 75.8

DF-USER-IDENTIFIER)

Avg 5-folds CV 31.2 57 80.4 334 60.8 81.8 26.2 60.6 76

‘ﬁauﬂaﬁqﬂ (Clean-Random Oversampling-doc2vec-USER-IDENTIFIER)

Avg 5-folds CV 30.4 60.4 774 32.6 60.2 79 44.8 59.4 85.4

HansUszuvuthevedeyauseian “USER IDENTIFIER” wud1 nsiSeuiiuuiisudeyaiilnglAesiign
fifnanuwiugfaulaludiuvesrnuiluais 68 Weddud Jsnmsinmsdnnsestoya - udeyanuudy -
wlasrpmudvesimintuuuenarsviaun Senauwiudiiaulaludiuvesnnuduaiegadigadio

= = Y a A v I a o o y o o a &£ ayyw
Wiguileuiumadindy o endaegndluussan 100 weundatu unenisdshudeyaiintuasls 68

woundiaty duiuseasidunnisuislayaianaluwsazynagluy nAKwIn A A15199 19 - 23
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2. theFedeyauszian “UNIQUE IDENTIFIER”

M3 14 Wisuisunisihveyaluidazyauiseuissuuuitaedagussianvesdevedeya

“UNIQUE_IDENTIFIER”

Logistic Regression Support Vector Machine K-Nearest Neighbors

wagyndeyadmiv

GEHGEITBY Precision | Recall Accuracy Precision Recall Accuracy Precision Recall Accuracy

‘ﬁazﬂasqm (Clean-Random Oversampling-TF-IDF-UNIQUE-IDENTIFIER)

Avg 5-folds CV 34.4 64 86.4 38.2 64.8 80.4 252 76.2 77.8

‘ﬁazﬂasqm (UnClean-Random Oversampling-TF-IDF-UNIQUE-IDENTIFIER)

Avg 5-folds CV 29.8 56.2 82.6 30.8 58 83 234 68.6 74.8

Oversampling-TF-IDF-UNIQUE-IDENTIFIER)

Avg 5-folds CV 31.2 61.4 85 34.2 66.2 86.2 24.2 68.2 79

Jayayn (UnClean-SMOTE Oversampling-TF-IDF-UNIQUE-IDENTIFIER)

Avg 5-folds CV 27.8 55.2 81.6 29.4 59.6 82.4 22.6 63.2 75.4

ﬁﬁamﬂa‘gﬂ (Clean-Random Oversampling-doc2vec-UNIQUE-IDENTIFIER)

Avg 5-folds CV 33.4 67 85.6 34.6 66 86.4 46.6 61.2 90.4

nansUseiuvudevedeyauseunn “UNIQUE_IDENTIFIER” wui nsiseuiiuuiisuteyaiilndifie
- I 1o A ' <, a s 2 &t ° Y o a v
ige denauusudinaulaludiuvesnnnuluate 76 wWesidud dennsvinnsAansestoya - Wiudeya
WU - wlasApudvesiiiinduuenaisviiun Sanauuivgfiaulaludiuvesminuduaiees
gadlalSeuiieuiumatindu 9 endieg1dluussn 100 weundiadu vhwensdsnudeyaiinTuass

16 76 woundndu dmsuseasBeanisutideyaianaluisiavyneglu aAnuIn A A1519% 24 - 28
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3. neFedeyauszian “LOCATION INFORMATION”

M50 15 Wisuigunisihveyaluidazyauiseuissuuuitaedagussianvestevedeya

“LOCATION_INFORMATION”

Logistic Regression Support Vector Machine K-Nearest Neighbors

wagyndeyadmiv

GEHGEITBY Precision | Recall Accuracy Precision Recall Accuracy Precision Recall Accuracy

‘ﬁazﬂasqm (Clean-Random Oversampling-TF-IDF-LOCATION_INFORMATION)

Avg 5-folds CV 19.2 45.2 81.2 20.8 45.2 82.6 15.6 63 71

‘ﬁazﬂasqm (UnClean-Random Oversampling-TF-IDF-LOCATION INFORMATION)

Avg 5-folds CV 20 47.8 80.6 21.8 47.6 82.2 18.6 55.6 7.2

Oversampling-TF-IDF-LOCATION_INFORMATION)

Avg 5-folds CV 19.2 45.6 80.8 20.8 47.2 82 17.8 53.4 7.2

fﬁa;ﬂaﬂqm (UnClean-SMOTE Oversampling-TF-IDF-LOCATION _INFORMATION)

Avg 5-folds CV 18.8 46.6 79.8 20.2 48.4 81 17.6 53 76.6

ﬁﬁamﬂa‘gﬂ (Clean-Random Oversampling-doc2vec-LOCATION_INFORMATION)

Avg 5-folds CV 15.4 a4 78.4 17.6 46 80.4 252 414 87.2

wnamsUsziiuvuthededeyauszian “LOCATION INFORMATION” wud1 msiFeusuuuiiisudeyad
TndiAesiign daeuwiugialaluduvesanuduate 63 Wedldud Fsnsvinisdansestoya - i
ToyaLuudsl - waseauivesiiintuuuenansiiaun fdaruududiftaulaluduoseuniu
sgeiigaideiSeuiisuiumaiadu q ondegidluusinn 100 ueundiadu viunensduinudeya
Aeduaiild 63 woundindu dwiuneandeanisusdeyatnaluutasyaogly naruan A s

29 - 33
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a. theFedeyauszinn “OTHERS”

M1319% 16 Wiguiisunisindeyaluudazyauseuimeuuuiaedasyssianvasietotoya

“OTHERS”

Logistic Regression Support Vector Machine K-Nearest Neighbors

wagyndeyadmiv

GEHGEITBY Precision | Recall Accuracy Precision Recall Accuracy Precision Recall Accuracy

‘ﬁagasqm (Clean-Random Oversampling-TF-IDF-OTHER)

Avg 5-folds CV 724 82.8 70 74.8 75.4 69.6 73 78.4 68.4

‘ﬁagasqm (UnClean-Random Oversampling-TF-IDF-OTHER)

Avg 5-folds CV 71 79.2 68.2 73.4 73.2 68.4 72 74 67

%amuasqm (UnClean-SMOTE Oversampling-TF-IDF-OTHER)

Avg 5-folds CV 752 67 67.2 76.4 67.6 68.2 78 65.2 68.8

“ﬁamﬂa‘qﬂ (Clean-SMOTE Oversampling-TF-IDF-OTHER)

Avg 5-folds CV 76.8 69 68 78.2 69 68.8 78.6 64.2 66.6

“ﬁamﬂa‘qﬂ (Clean-Random Oversampling-doc2vec-OTHER)

Avg 5-folds CV 70.8 80.6 67.4 718 80 68.4 7.4 722 69.6

HansUszuvuthevedeyauseian “OTHERS” wui1 MIlaseidnnnseladadn (Logistic
Regression) fiAnanuuiugfiaulaludiuvesmnudugie 82 wWesidud JsmsvihnmsAnnsastoya - Wiy

Toyauuudy - wlasianudvesristuuuenasioma dannuuugfiaulaludiuvesninudy

'
a

FgegaleUSeuiiguiumalindy  sndegnsluussan 100 weundiatu vnwenisdsiuteya

Y
v

AinTwassle 82 waundiadu dmsuneasBunnisuuseyainnaluusazynegly nanwin A lunise

34 - 38

WesnnnisndnisAnnsesteyauasiiudeyaiuudulvnainitlunnnismanes cuingidnusis
Iuszfunuudasdlagldinafaudamisnaienasidunnmesua 1 nguganismaasdlaeinisdn

nseslayanaziiudeyanuugulunisnem 13 - 16
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4.3 a3UuNaTduazUaLauDIUL
MnansmasedumaansisuisuniaiouiihedeUssannsdsiudeyans 4 Ussion

WU AU (Accuracy) fiAnge wszUszdiunaanueUnAluRTinnsdsiutoyauar lifims

daiutoya sedeyalunisFoufveueundinduiiliinisdsiudeyaiinnni vliwuuiaesinie

waldnuunanall lnewdeaina 2 aaravilieianuwiugiags

dmsurauusiugiaulaludnvesnianduaialiings (Recall) wansiuuudaesannsa
vnegindnsdeiudeyafntuaiadudniug Ssmusnihlusdiunsdenudeyaldsiadosuan
wleueamdudiun e‘i’m%’wﬂwﬂs?ia%'ayjamieiqmu%a;ﬂadfmﬁa USER_IDENTIFIER
UNIQUE_IDENTIFIER Wwag LOCATION_INFORMATION msiSeufiiuuiisutoyaiilngifssiian 1é¥una
assiudifialaludiuvosnnuiiuaisgeiign duthededeyansdsinutoyadiuds “OTHERS” s

Inzidannesladann lasunaninusingrnaulaludiuvesruiluaiagiian

dusuanussiugNaulaLadIuinuig (Precision) 91NRANISNARDINIVUATNLANAADULAI AR
Precision ¢ \inann1sikuudtaedlavinednfinsdsinudeyaduimainnimssaeutenily
wnansuleuearuludind Mafiluanuasslifinsdsihudeyareeundinduintu datunisiifie

anusiugriaulaludiuvesnnuduaiadiiigs (Recall) wavanusudfiaulauadiuiivinng

'
o

(Precision) $ine ibviuudaesinensasindeyamintuasdlignies uitgvinneraininig
1 1 v a I~ a ‘ﬁ' a % 1\ VYal 1 1 v o o a
dwihudayaiuanudussadeueundndulilafinsawudeya nstuuvudtaedulalunsusafivee

e nfinsdeiudeyawezniianuduaie

I

Wi mdesolUluounanetafisnsanmadas iy Wy msiiindedusy q fivay
wasionsasuteya matiindeyanisFeudinunmsdaunsigideyaii Liesnthede “Other” 7l
Yoyavosita 2 Aandlsviafiusnn dewalst Precision way Recall gandithedody q dufumafiudeyads
JudnmildiamsaiiuAanuwivgldnaninmsdaanesideyaiia suluianaianisusu
wdmeivenuusians dedunidneinusiidasuduresuuiiass nsliuuusassu q luns
Uszifiuna uaznsuiudaduvesanuinaziduiviineintimsdsiudoyanielsifinisdsiuteyaves

' Y

weundadu Ingasrensaml ROC Curve Litegingadalvulyinavas True Positive Rate difngean lagvinl

q

\fin False Positive Rate diMtosiign madlafinarimannsaiiurinuusiugiaulauadinvine

(Precision) wazanuuiugaulaludruvesanuduase (Recal) o
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AMARNUIN N

15197 17 uae 18 uansdanisusunsfiwesimuzauioudasenaisulevieanududiusiilioglu

sUveannmesiielireuiaweivsenuuinassaunsadiladuuvesenansla

A15197 17 M1510M05989N15UaIANAMUDVDIATLANTUUULENE1SNIVUA (TF-IDF)

JUIUAMARINITIUAY  IuduANudNteeNign  IuuANNdNINNNgn  FuuAIRAY

MEU"UB\?L'}ﬂLmaf (Min Frequency %) (Max Frequency %)  (N-grams)

(Max Features)

30,000 AN 20% 80% 2-3 A1

31971 18 Wsfiwesvesnisulastoyganisinaviduninees (Doc2vec)

UIUTBUNNTTU VUAINADY AN1TELS AMITEilARIRU 9

(Epoch) (Vector Size) (Learning rate)

10 3000 0.0025 ASUEY (Default)
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<org.apache.http.HttpResponse: org.apache.http.HttpEntity getEntity()> -> SOURCE
(NO_CATEGORY)

aq

<org.apache.http.util.EntityUtils: java.lang.String toString(org.apache.http.HttpEntity)> -> SOURCE

(NO_CATEGORY)
<org.apache.http.HttpResponse: org.apache.http.StatusLine getStatusLine()> -> SOURCE
(NO_CATEGORY)

<android.location.Location: double getlLatitude()> -> SOURCE_ (LOCATION_INFORMATION)
<android.location.Location: double getLongitude()> -> SOURCE_ (LOCATION_INFORMATION)
<android.location.LocationManager: android.location.Location

getLastKnownLocation(java.lang.String)> ->  SOURCE_ (LOCATION_INFORMATION)

<android.telephony.TelephonyManager: java.lang.String getDeviceld()>
android.permission.READ_PHONE_STATE -> SOURCE  (UNIQUE_IDENTIFIER)
<android.telephony.TelephonyManager: java.lang.String getSubscriberld()>
android.permission.READ_PHONE_STATE -> SOURCE (UNIQUE_IDENTIFIER)
<android.telephony.TelephonyManager: java.lang.String getSimSerialNumber()>
android.permission.READ_PHONE STATE -> SOURCE (UNIQUE_IDENTIFIER)
<android.telephony.TelephonyManager: java.lang.String getLine INumber()>
android.permission.READ_PHONE_STATE -> SOURCE_ (UNIQUE_IDENTIFIER)
<android.telephony.TelephonyManager: java.lang.String setLine1NumberForDisplay()>
android.permission.READ_PHONE _STATE -> SOURCE_ (UNIQUE_IDENTIFIER)
<android.telephony.TelephonyManager: java.lang.String getimei()>
android.permission.READ_PHONE_STATE -> SOURCE_ (UNIQUE_IDENTIFIER)
<android.telephony.TelephonyManager: java.lang.String getlccAuthentication()>
android.permission.READ_PHONE_STATE -> SOURCE_ (UNIQUE_IDENTIFIER)
<android.telephony.TelephonyManager: java.lang.String getDeviceld()>
android.permission.READ_PRIVILEGED PHONE STATE -> SOURCE (UNIQUE_IDENTIFIER)
<android.telephony.TelephonyManager: java.lang.String getSubscriberld()>
android.permission.READ_PRIVILEGED PHONE STATE -> SOURCE_(UNIQUE_IDENTIFIER)
<android.telephony.TelephonyManager: java.lang.String getSimSerialNumber()>
android.permission.READ_PRIVILEGED PHONE STATE -> SOURCE (UNIQUE_IDENTIFIER)



45

<android.telephony.TelephonyManager: java.lang.String getLine1Number()>
android.permission.READ_PRIVILEGED PHONE STATE -> SOURCE (UNIQUE_IDENTIFIER)
<android.telephony.TelephonyManager: java.lang.String setLinelNumberForDisplay()>
android.permission.READ PRIVILEGED PHONE STATE -> SOURCE (UNIQUE_IDENTIFIER)
<android.telephony.TelephonyManager: java.lang.String getimei()>
android.permission.READ PRIVILEGED PHONE STATE -> SOURCE (UNIQUE_IDENTIFIER)
<android.telephony.TelephonyManager: java.lang.String getlccAuthentication()>

android.permission.READ_PRIVILEGED PHONE STATE -> SOURCE (UNIQUE_IDENTIFIER)

<java.net.URLConnection: void connect()> -> SINK_(NO_CATEGORY)
<java.net.URLConnection: java.io.InputStream getlnputStream()> -> BOTH_(NO_CATEGORY)
<java.net.URLConnection: java.io.OutputStream getOutputStream()> -> SINK_ (NO_CATEGORY)

<java.net.URL: java.io.InputStream openStream()> -> BOTH (NO_ CATEGORY)
<java.net.URL: java.lang.Object getContent()> -> BOTH_(NO_CATEGORY)
<java.net.URL: java.lang.Object getContent(java.lang.Class[])> -> BOTH_(NO_CATEGORY)

<java.net.URL: void set(java.lang.String,java.lang.String,int,java.lang.String java.lang.String)> ->
_SINK_ (NO_CATEGORY)

<java.net.URL: void

set(java.lang.String,java.lang.String,int java.lang.String,java.lang.Stringjava.lang.String java.lang.String,j

ava.lang.String)> -> SINK_ (NO_CATEGORY)

<org.apache.http.HttpResponse: org.apache.http.HttpEntity getEntity()> -> SOURCE_ (OTHERS)

%Covered by the EasyTaintWrapper given that the HttpEntity is tainted
%<org.apache.http.util.EntityUtils: java.lang.String toString(org.apache.http.HttpEntity)> ->
_SOURCE_ (OTHERS)

%<org.apache.http.util.EntityUtils: java.lang.String
toString(org.apache.http.HttpEntity,java.lang.String)> -> SOURCE  (OTHERS)
%<org.apache.http.util.EntityUtils: byte[] toByteArray(org.apache.http.HttpEntity)> -> SOURCE
(OTHERS)

%<org.apache.http.util.EntityUtils: java.lang.String getContentCharSet(org.apache.http.HttpEntity)>
-> SOURCE_ (OTHERS)
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%add Activity.getintent() as source instead of the next methods to avoid duplicate results.
%<android.content.Intent: java.lang.String getAction()> -> SOURCE_ (NO_CATEGORY)
%<android.content.Intent: boolean[] getBooleanArrayExtra(java.lang.String)> -> SOURCE
(NO_CATEGORY)

%<android.content.Intent: boolean getBooleanExtra(java.lang.String, boolean)> -> SOURCE
(NO_CATEGORY)

%<android.content.Intent: android.os.Bundle getBundleExtra(java.lang.String)> -> SOURCE
(NO_CATEGORY)

%<android.content.Intent: byte[] getByteArrayExtra(java.lang.String)> -> SOURCE
(NO_CATEGORY)

%<android.content.Intent: byte getByteExtra(java.lang.String, byte)> -> SOURCE_ (NO_CATEGORY)
%<android.content.Intent: java.util.Set getCategories()> -> SOURCE (NO CATEGORY)
%<android.content.Intent: charl] getCharArrayExtra(java.lang.String)> -> SOURCE
(NO_CATEGORY)

%<android.content.Intent: char getCharExtra(java.lang.String, char)> -> SOURCE_ (NO_CATEGORY)
%<android.content.Intent: java.lang.CharSequence[] getCharSequenceArrayExtra(java.lang.String)>
-> SOURCE_(NO_CATEGORY)

%<android.content.Intent: java.util ArrayList getCharSequenceArrayListExtra(java.lang.String)> ->
_SOURCE_ (NO_CATEGORY)

%<android.content.Intent: java.lang.CharSequence getCharSequenceExtra(java.lang.String)> ->
_SOURCE_ (NO_CATEGORY)

%<android.content.Intent: android.content.ClipData getClipData()> -> SOURCE_ (NO_CATEGORY)
%<android.content.Intent: android.content.ComponentName getComponent()> -> SOURCE
(NO_CATEGORY)

%<android.content.Intent: android.net.Uri getData()> -> SOURCE_ (NO_CATEGORY)
%<android.content.Intent: java.lang.String getDataString()> -> SOURCE_ (NO_CATEGORY)
%<android.content.Intent: double[] getDoubleArrayExtra(java.lang.String)> -> SOURCE _
(NO_CATEGORY)

%<android.content.Intent: double getDoubleExtra(java.lang.String, double)> -> SOURCE
(NO_CATEGORY)

%<android.content.Intent: android.os.Bundle getExtras()> -> SOURCE_ (NO_CATEGORY)
%<android.content.Intent: int getFlags()> -> SOURCE_ (NO_CATEGORY)
%<android.content.Intent: float[] getFloatArrayExtra(java.lang.String)> -> SOURCE
(NO_CATEGORY)
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%<android.content.Intent: float getFloatExtra(java.lang.String, float)> -> SOURCE
(NO_CATEGORY)

%<android.content.Intent: int[] getintArrayExtra(java.lang.String)> -> SOURCE_ (NO_CATEGORY)
%<android.content.Intent: java.util ArrayList getintegerArrayListExtra(java.lang.String)> ->
_SOURCE_ (NO_CATEGORY)

%<android.content.Intent: android.content.Intent getintent(java.lang.String)> -> SOURCE
(NO_CATEGORY)

%<android.content.Intent: android.content.Intent getintentOld(java.lang.String)> -> SOURCE
(NO_CATEGORY)

%<android.content.Intent: int getintExtra(java.lang.String, int)> -> SOURCE_ (NO_CATEGORY)
%<android.content.Intent: long[] getLongArrayExtra(java.lang.String)> -> SOURCE
(NO_CATEGORY)

%<android.content.Intent: long getLongExtra(java.lang.String, long)> -> SOURCE (NO_CATEGORY)
%<android.content.Intent: java.lang.String getPackage()> -> SOURCE_(NO CATEGORY)
%<android.content.Intent: android.os.Parcelable[] getParcelableArrayExtra(java.lang.String)> ->
_SOURCE_ (NO_CATEGORY)

%<android.content.Intent: java.util ArrayList getParcelableArrayListExtra(java.lang.String)> ->
_SOURCE_ (NO_CATEGORY)

%<android.content.Intent: android.os.Parcelable getParcelableExtra(java.lang.String)> ->
_SOURCE_ (NO_CATEGORY)

9%<android.content.Intent: java.lang.String getScheme()> -> SOURCE_ (NO_CATEGORY)
9%<android.content.Intent: android.content.Intent getSelector()> -> SOURCE_ (NO_CATEGORY)
%<android.content.Intent: java.io.Serializable getSerializableExtra(java.lang.String)> -> SOURCE _
(NO_CATEGORY)

%<android.content.Intent: short[] getShortArrayExtra(java.lang.String)> -> SOURCE _
(NO_CATEGORY)

%<android.content.Intent: short getShortExtra(java.lang.String, short)> -> SOURCE
(NO_CATEGORY)

%<android.content.Intent: android.graphics.Rect getSourceBounds()> -> SOURCE
(NO_CATEGORY)

%<android.content.Intent: java.lang.String[] getStringArrayExtra(java.lang.String)> -> SOURCE
(NO_CATEGORY)

%<android.content.Intent: java.util ArrayList getStringArrayListExtra(java.lang.String)> -> SOURCE
(NO_CATEGORY)
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%<android.content.Intent: java.lang.String getStringExtra(java.lang.String)> -> SOURCE
(NO_CATEGORY)
%<android.content.Intent: java.lang.String getType()> -> SOURCE_(NO_CATEGORY)

%<android.content.Intent: void <init>()> -> SOURCE_ (NO_CATEGORY)
%<android.content.Intent: void <init>(android.content.Intent)> -> SOURCE_ (NO_CATEGORY)
%<android.content.Intent: void <init>(java.lang.String)> -> SOURCE (NO_CATEGORY)
%<android.content.Intent: void <init>(java.lang.String,android.net.Uri)> -> SOURCE _
(NO_CATEGORY)

%<android.content.Intent: void <init>(android.content.Context,java.lang.Class)> -> SOURCE _
(NO_CATEGORY)

%<android.content.Intent: void
<init>(java.lang.String,android.net.Uri,android.content.Context,java.lang.Class)> -> SOURCE

(NO_CATEGORY)

%bundle sources

%do not consider them as sources, because we have the callback parameters from

%which the apps obtain the bundles as sources anyway

%<android.os.Bundle: java.lang.Object get(java.lang.String)> -> SOURCE _ (NO_CATEGORY)
9%<android.os.Bundle: boolean getBoolean(java.lang.String)> -> SOURCE_ (NO_CATEGORY)
%<android.os.Bundle: boolean getBoolean(java.lang.String,boolean)> -> SOURCE _
(NO_CATEGORY)

%<android.os.Bundle: boolean[] getBooleanArray(java.lang.String)> -> SOURCE_ (NO_CATEGORY)
9%<android.os.Bundle: android.os.Bundle getBundle(java.lang.String)> -> SOURCE
(NO_CATEGORY)

%<android.os.Bundle: byte getByte(java.lang.String)> -> SOURCE_ (NO_CATEGORY)
%<android.os.Bundle: java.lang.Byte getByte(java.lang.String,byte)> -> SOURCE (NO_CATEGORY)
%<android.os.Bundle: byte[] getByteArray(java.lang.String)> -> SOURCE  (NO_CATEGORY)
%<android.os.Bundle: char getChar(java.lang.String)> -> SOURCE _ (NO_CATEGORY)
%<android.os.Bundle: char getChar(java.lang.String,char)> -> SOURCE_ (NO_CATEGORY)
%<android.os.Bundle: char[] getCharArray(java.lang.String)> -> SOURCE_ (NO_CATEGORY)
%<android.os.Bundle: java.lang.CharSequence
getCharSequence(java.lang.String,java.lang.CharSequence)> -> SOURCE_ (NO_CATEGORY)
%<android.os.Bundle: java.lang.CharSequence getCharSequence(java.lang.String)> -> SOURCE
(NO_CATEGORY)



%<android.os.Bundle

: java.lang.CharSequence[] getCharSequenceArray(java.lang.String)> ->

_SOURCE_ (NO_CATEGORY)

%<android.os.Bundle
(NO_CATEGORY)

%<android.os.Bundle

%<android.os.Bundle:
%<android.os.Bundle:
%<android.os.Bundle:
%<android.os.Bundle:
%<android.os.Bundle:
%<android.os.Bundle:
%<android.os.Bundle:
%<android.os.Bundle:
%<android.os.Bundle:

%<android.os.Bundle:

(NO_CATEGORY)

%<android.os.Bundle:
%<android.os.Bundle:
%<android.os.Bundle:

%<android.os.Bundle:

(NO_CATEGORY)

%<android.os.Bundle:

(NO_CATEGORY)

%<android.os.Bundle:

(NO_CATEGORY)

%<android.os.Bundle:

(NO_CATEGORY)

%<android.os.Bundle:
%<android.os.Bundle:
%<android.os.Bundle:

%<android.os.Bundle:

: java.util ArrayList getCharSequenceArrayList(java.lang.String)> -> SOURCE

- java.lang.ClassLoader getClassLoader()> -> SOURCE_(NO_ CATEGORY)
double getDouble(java.lang.String)> -> SOURCE_ (NO_CATEGORY)
double getDouble(java.lang.String,double)> -> SOURCE  (NO_CATEGORY)
double[] getDoubleArray(java.lang.String)> -> SOURCE_ (NO CATEGORY)
float getFloat(java.lang.String)> -> SOURCE_ (NO_CATEGORY)

float getFloat(java.lang.String,float)> -> SOURCE_ (NO_CATEGORY)
floatl] getFloatArray(java.lang.String)> -> SOURCE_ (NO_CATEGORY)

int getint(java.lang.String,int)> -> SOURCE_ (NO_CATEGORY)

int getInt(java.lang.String)> -> SOURCE (NO_CATEGORY)

int] getintArray(java.lang.String)> -> SOURCE _(NO_CATEGORY)
java.utiLArrayList getintegerArrayList(java.lang.String)> -> SOURCE

long getlLong(java.lang.String)> -> SOURCE_ (NO_CATEGORY)

long getlong(java.lang.String,long)> -> SOURCE_ (NO_CATEGORY)
longl] getLongArray(java.lang.String)> -> SOURCE_ (NO_ CATEGORY)
android.os.Parcelable getParcelable(java.lang.String)> -> SOURCE

android.os.Parcelable[] getParcelableArray(java.lang.String)> -> SOURCE _

java.util ArrayList getParcelableArrayList(java.lang.String)> -> SOURCE _

java.io.Serializable getSerializable(java.lang.String)> -> SOURCE

short getShort(java.lang.String)> -> SOURCE _ (NO_CATEGORY)

short getShort(java.lang.String,short)> -> SOURCE_ (NO_CATEGORY)

short[] getShortArray(java.lang.String)> -> SOURCE_ (NO_CATEGORY)
android.util.SparseArray getSparseParcelableArray(java.lang.String)> ->

_SOURCE_ (NO_CATEGORY)

%<android.os.Bundle
%<android.os.Bundle

(NO_CATEGORY)

: java.lang.String getString(java.lang.String)> -> SOURCE_ (NO_CATEGORY)
: java.util ArrayList getStringArrayList(java.lang.String key)> -> SOURCE
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%bundle sinks

<android.os.Bundle: void putBinder(java.lang.String,android.os.IBinder)> -> SINK_ (NO_CATEGORY)
<android.os.Bundle: void putBoolean(java.lang.String,boolean)> -> SINK_ (NO_CATEGORY)
<android.os.Bundle: void putBooleanArray(java.lang.String,boolean[])> -> SINK (NO_CATEGORY)
<android.os.Bundle: void putBundle(java.lang.String,android.os.Bundle)> -> SINK
(NO_CATEGORY)

<android.os.Bundle: void putByte(java.lang.String,byte)> -> SINK_(NO_CATEGORY)
<android.os.Bundle: void putByteArray(java.lang.String,byte[])> -> SINK_ (NO_CATEGORY)
<android.os.Bundle: void putChar(java.lang.String,char)> -> SINK_ (NO_CATEGORY)
<android.os.Bundle: void putCharArray(java.lang.String,charfl)> -> SINK_(NO_CATEGORY)
<android.os.Bundle: void putCharSequence(java.lang.String,java.lang.CharSequence)> -> SINK
(NO_CATEGORY)

<android.os.Bundle: void putCharSequenceArray(java.lang.String,java.lang.CharSequence[l)> ->
_SINK_ (NO_CATEGORY)

<android.os.Bundle: void putCharSequenceArrayList(java.lang.String java.util. ArrayList)> -> SINK
(NO_CATEGORY)

<android.os.Bundle: void putDouble(java.lang.String,double)> -> SINK_ (NO_CATEGORY)
<android.os.Bundle: void putDoubleArray(java.lang.String,double[])> -> SINK (NO_CATEGORY)
<android.os.Bundle: void putFloat(java.lang.String,float)> -> SINK_(NO_CATEGORY)
<android.os.Bundle: void putFloatArray(java.lang.String,float{l)> -> SINK_ (NO_CATEGORY)
<android.os.Bundle: void putint(java.lang.String,int)> -> SINK_ (NO_CATEGORY)
<android.os.Bundle: void putintArray(java.lang.String,int[])> -> SINK_ (NO_CATEGORY)
<android.os.Bundle: void putintegerArrayList(java.lang.String java.util ArrayList)> -> SINK
(NO_CATEGORY)

<android.os.Bundle: void putLong(java.lang.String,long)> -> SINK_ (NO_CATEGORY)
<android.os.Bundle: void putLongArray(java.lang.String,long[])> -> SINK_ (NO_CATEGORY)
<android.os.Bundle: void putParcelable(java.lang.String,android.os.Parcelable)> -> SINK
(NO_CATEGORY)

<android.os.Bundle: void putParcelableArray(java.lang.String,android.os.Parcelable[]l)> -> SINK
(NO_CATEGORY)

<android.os.Bundle: void putParcelableArrayList(java.lang.String,java.util ArrayList)> -> SINK
(NO_CATEGORY)

<android.os.Bundle: void putSerializable(java.lang.String,java.io.Serializable)> -> SINK

(NO_CATEGORY)
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<android.os.Bundle: void putShort(java.lang.String,short)> -> SINK_ (NO_CATEGORY)
<android.os.Bundle: void putShortArray(java.lang.String,short[l)> -> SINK_ (NO_CATEGORY)
<android.os.Bundle: void putSparseParcelableArray(java.lang.String,android.util.SparseArray)> ->
_SINK_ (NO_CATEGORY)

<android.os.Bundle: void putString(java.lang.String,java.lang.String)> -> SINK _ (NO_CATEGORY)
<android.os.Bundle: void putStringArray(java.lang.String,java.lang.Stringl)> -> SINK
(NO_CATEGORY)

<android.os.Bundle: void putStringArrayList(java.lang.String,java.util. ArrayList)> -> SINK_
(NO_CATEGORY)

<android.os.Bundle: void putAll(android.os.Bundle)> -> SINK_(NO_CATEGORY)

<android.media.AudioRecord: int read(short[],int,int)> -> SOURCE_ (OTHERS)
<android.media.AudioRecord: int read(byte[l,int,int)> -> SOURCE_ (OTHERS)
<android.media.AudioRecord: int read(java.nio.ByteBuffer,int)> -> SOURCE_ (OTHERS)
<android.content.pm.PackageManager: java.util.List getinstalledApplications(int)> -> SOURCE _
(OTHERS)

<android.content.pm.PackageManager: java.util.List getinstalledPackages(int)> -> SOURCE
(OTHERS)

<android.content.pm.PackageManager: java.util.List
querylntentActivities(android.content.Intent,int)> -> SOURCE  (NO_CATEGORY)
<android.content.pm.PackageManager: java.util.List
querylntentServices(android.content.Intent,int)> -> SOURCE_ (NO_CATEGORY)
<android.content.pm.PackageManager: java.util.List
queryBroadcastReceivers(android.content.Intent,int)> -> SOURCE_ (NO_CATEGORY)
<android.content.pm.PackageManager: java.util.List queryContentProviders(java.lang.String,int,int)>

> SOURCE_(NO_CATEGORY)

<android.util.Log: int d(java.lang.String,java.lang.String)> -> SINK_ (NO_CATEGORY)
<android.util.Log: int d(java.lang.String java.lang.String java.lang. Throwable)> -> SINK
(NO_CATEGORY)

<android.util.Log: int e(java.lang.String,java.lang.String)> -> SINK_ (NO_CATEGORY)
<android.util.Log: int e(java.lang.String,java.lang.String,java.lang. Throwable)> -> SINK
(NO_CATEGORY)

<android.util.Log: int i(java.lang.String,java.lang.String)> -> SINK_ (NO_CATEGORY)



<android.util.Log:

(NO_CATEGORY)

<android.util.Log:

<android.util.Log:

(NO_CATEGORY)

<android.util.Log:
<android.util.Log:

<android.util.Log:

(NO_CATEGORY)

<android.util.Log:
<android.util.Log:

<android.util.Log:

(NO_CATEGORY)

int i(java.lang.String,java.lang.String,java.lang. Throwable)> -> SINK

int v(java.lang.String,java.lang.String)> -> SINK_ (NO_CATEGORY)

int v(java.lang.String,java.lang.String java.lang. Throwable)> -> SINK

int w(java.lang.String java.lang.Throwable)> -> SINK_ (NO_CATEGORY)
int w(java.lang.String,java.lang.String)> -> SINK_ (NO_CATEGORY)

int w(java.lang.String,java.lang.String,java.lang. Throwable)> -> SINK_

int wtf(java.lang.String,java.lang. Throwable)> -> SINK_ (NO_CATEGORY)
int wtf(java.lang.String,java.lang.String)> -> SINK_ (NO_CATEGORY)

int wtf(java.lang.String,java.lang.String,java.lang. Throwable)> ->  SINK

<java.io.OutputStream: void write(byte[])> -> SINK_(NO_CATEGORY)

<java.io.OutputStream: void write(byte[],int,int)> -> SINK_(NO_CATEGORY)

<java.io.OutputStream: void write(int)> -> SINK (NO_CATEGORY)

<java.io.FileOutputStream: void write(byte[])> -> SINK_(OTHERS)

<java.io.FileOutputStream: void write(byte[lint,int)> -> SINK (OTHERS)

<java.io.FileOutputStream: void write(int)> -> SINK_ (OTHERS)

<java.io.Writer: void write(char(])> -> _SINK_ (NO_CATEGORY)

<java.io.Writer: void write(char([],int,int)> -> SINK_ (NO_CATEGORY)

<java.io.Writer: void write(int)> -> SINK_ (NO_CATEGORY)

<java.io.Writer: void write(java.lang.String)> -> SINK_(NO_CATEGORY)

<java.io.Writer: void write(java.lang.String,int,int)> -> SINK_(NO_CATEGORY)

<java.io.Writer: java.io.Writer append(java.lang.CharSequence)> -> SINK_(NO_CATEGORY)

<java.io.OutputStreamWriter: java.io.Writer append(java.lang.CharSequence)> -> SINK

(NO_CATEGORY)

<android.content.Intent: android.content.Intent setAction(java.lang.String)> -> SINK_

<android.content.Intent: android.content.Intent

setClassName(android.content.Context,java.lang.Class)> -> SINK_
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<android.content.Intent: android.content.Intent
setClassName(android.content.Context,java.lang.String)> -> SINK
<android.content.Intent: android.content.Intent

setComponent(android.content.ComponentName)> -> SINK

%<android.content.Intent: android.content.Intent putExtra(java.lang.String,double[])> -> SINK
(NO_CATEGORY)

%<android.content.Intent: android.content.Intent putExtra(java.lang.String,int)> -> SINK_
(NO_CATEGORY)

%<android.content.Intent: android.content.Intent
putExtra(java.lang.String,java.lang.CharSequence)> -> SINK_(NO_CATEGORY)
%<android.content.Intent: android.content.Intent putExtra(java.lang.String,char)> -> SINK
(NO_CATEGORY)

%<android.content.Intent: android.content.Intent putExtra(java.lang.String,android.os.Bundle)> ->
_SINK_ (NO_CATEGORY)

%<android.content.Intent: android.content.Intent
putExtra(java.lang.String,android.os.Parcelable[])> -> SINK_ (NO_CATEGORY)
%<android.content.Intent: android.content.Intent putExtra(java.lang.String java.io.Serializable)> ->
_SINK_ (NO_CATEGORY)

9%<android.content.Intent: android.content.intent putExtra(java.lang.String,int[1)> -> SINK
(NO_CATEGORY)

%<android.content.Intent: android.content.Intent putExtra(java.lang.String,float)> -> SINK_
(NO_CATEGORY)

%<android.content.Intent: android.content.Intent putExtra(java.lang.String,byte[l)> -> SINK
(NO_CATEGORY)

%<android.content.Intent: android.content.Intent putExtra(java.lang.String,long[])> -> SINK_
(NO_CATEGORY)

%<android.content.Intent: android.content.Intent putExtra(java.lang.String,android.os.Parcelable)>
> SINK_(NO_CATEGORY)

9%<android.content.Intent: android.content.Intent putExtra(java.lang.String,float])> -> SINK
(NO_CATEGORY)

%<android.content.Intent: android.content.Intent putExtra(java.lang.String,long)> -> SINK
(NO_CATEGORY)

%<android.content.Intent: android.content.Intent putExtra(java.lang.String java.lang.String[])> ->

_SINK_ (NO_CATEGORY)
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%<android.content.Intent: android.content.Intent putExtra(java.lang.String,boolean)> -> SINK
(NO_CATEGORY)

%<android.content.Intent: android.content.Intent putExtra(java.lang.String,boolean[)> -> SINK_
(NO_CATEGORY)

%<android.content.Intent: android.content.Intent putExtra(java.lang.String,short)> -> SINK
(NO_CATEGORY)

%<android.content.Intent: android.content.Intent putExtra(java.lang.String,double)> -> SINK
(NO_CATEGORY)

%<android.content.Intent: android.content.Intent putExtra(java.lang.String,short[])> -> SINK_
(NO_CATEGORY)

%<android.content.Intent: android.content.Intent putExtra(java.lang.String java.lang.String)> ->
_SINK_ (NO_CATEGORY)

%<android.content.Intent: android.content.Intent putExtra(java.lang.String,byte)> -> SINK
(NO_CATEGORY)

%<android.content.Intent: android.content.Intent putExtra(java.lang.String,charfl)> -> SINK
(NO_CATEGORY)

%<android.content.Intent: android.content.Intent

putExtra(java.lang.String,java.lang.CharSequencel])> -> SINK_ (NO_CATEGORY)

<android.content.Context: void sendBroadcast(android.content.Intent)> -> SINK_
(NO_CATEGORY)

<android.content.Context: void sendBroadcast(android.content.Intent,java.lang.String)> -> SINK_
(NO_CATEGORY)

<android.content.Context: void sendOrderedBroadcast(android.content.Intent,java.lang.String)> ->

_SINK_ (NO_CATEGORY)

<android.content.ContextWrapper: void

sendOrderedBroadcast(android.content.Intent,java.lang.String)> -> SINK_ (NO_CATEGORY)

<android.media.MediaRecorder: void setVideoSource(int)> -> SINK_ (NO_CATEGORY)
<android.media.MediaRecorder: void setPreviewDisplay(android.view.Surface)> -> SINK_
(NO_CATEGORY)

<android.media.MediaRecorder: void start()> -> SINK_(NO_CATEGORY)
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<android.content.Context: android.content.Intent
registerReceiver(android.content.BroadcastReceiver,android.content.IntentFilter)> -> SINK
(NO_CATEGORY)

<android.content.Context: android.content.Intent
registerReceiver(android.content.BroadcastReceiver,android.content.IntentFilter,java.lang.String,and

roid.os.Handler)> -> SINK_(NO_ CATEGORY)

<android.content.IntentFilter: void addAction(java.lang.String)> -> SINK_ (OTHERS)
<android.telephony.SmsManager: void

sendTextMessage(java.lang.String java.lang.String,java.lang.String,android.app.Pendinglntent,android
.app.Pendinglntent)> android.permission.SEND. SMS -> SINK_ (OTHERS)
<android.telephony.SmsManager: void

sendDataMessage(java.lang.String java.lang.String,short,byte[],android.app.Pendinglntent,android.ap
p.PendingIntent)> android.permission.SEND_SMS -> SINK_ (OTHERS)
<android.telephony.SmsManager: void
sendMultipartTextMessage(java.lang.String java.lang.String java.util ArrayList java.util ArrayList java.ut
il ArrayList)> android.permission.SEND_SMS -> SINK_ (OTHERS)

<java.net.Socket: void connect(java.net.SocketAddress)> -> SINK_(OTHERS)

<android.os.Handler: boolean sendMessage(android.os.Message)> -> SINK_ (OTHERS)

<android.content.SharedPreferences$Editor: android.content.SharedPreferencesSEditor
putBoolean(java.lang.String,boolean)> -> SINK_ (OTHERS)
<android.content.SharedPreferences$Editor: android.content.SharedPreferences$Editor
putFloat(java.lang.String,float)> -> SINK_ (OTHERS)
<android.content.SharedPreferences$Editor: android.content.SharedPreferencesSEditor
putint(java.lang.String,int)> -> SINK_ (OTHERS)
<android.content.SharedPreferences$Editor: android.content.SharedPreferencesSEditor
putLong(java.lang.String,long)> -> SINK_ (OTHERS)
<android.content.SharedPreferencesSEditor: android.content.SharedPreferencesSEditor

putString(java.lang.String,java.lang.String)> -> SINK_ (OTHERS)

<android.content.SharedPreferences: android.content.SharedPreferences
getDefaultSharedPreferences(android.content.Context)> -> SOURCE_ (OTHERS)
<android.provider.TelephonySMms: android.database.Cursor

query(android.content.ContentResolver,java.lang.String[l)> -> SOURCE_ (OTHERS)
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<android.provider.ContactsContract$Contacts: android.net.Uri getLookupUri(long,java.lang.String)>
> SOURCE_ (USER_IDENTIFIERS)

<android.provider.ContactsContract$SyncState: android.util.Pair
getWithUri(android.content.ContentProviderClient,android.accounts.Account)>
android.permission.READ_SOCIAL _STREAM android.permission.READ_CONTACTS
android.permission.WRITE_CONTACTS -> SOURCE  (USER IDENTIFIERS)
<android.provider.ContactsContract$ProfileSyncState: android.util.Pair
getWithUri(android.content.ContentProviderClient,android.accounts.Account)> -> SOURCE_
(USER_IDENTIFIERS)

<android.bluetooth.BluetoothAdapter: java.lang.String getAddress()> -> SOURCE
(USER_IDENTIFIERS)

<android.net.wifi.Wifilnfo: java.lang.String getMacAddress()> -> SOURCE_ (UNIQUE_IDENTIFIER)
<java.util.Locale: java.lang.String getCountry()> -> SOURCE_ (USER_IDENTIFIERS)
<android.net.wifi.Wifinfo: java.lang.String getSSIDO> -> SOURCE_ (UNIQUE_IDENTIFIER)
<android.telephony.gsm.GsmCellLocation: int getCid()> -> SOURCE_ (LOCATION_INFORMATION)
<android.telephony.gsm.GsmCellLocation: int getlLac()> -> SOURCE_ (LOCATION_INFORMATION)

<android.accounts.AccountManager: android.accounts.Account[] getAccounts()> -> SOURCE
(USER_IDENTIFIERS)

<java.util.Calendar: java.util. TimeZone getTimeZone()> -> SOURCE_ (OTHERS)
<android.provider.Browser: android.database.Cursor getAllBookmarks()> -> SOURCE
(USER_IDENTIFIERS)

<android.provider.Browser: android.database.Cursor getAllVisitedUrls()> -> SOURCE
(USER_IDENTIFIERS)

<org.apache.http.impl.client.DefaultHttpClient: org.apache.http.HttpResponse
execute(org.apache.http.client.methods.HttpUriRequest)> -> SINK_ (NO_CATEGORY)
<org.apache.http.client.HttpClient: org.apache.http.HttpResponse
execute(org.apache.http.client.methods.HttpUriRequest)> -> SINK_ (NO_CATEGORY)

<android.content.ContentResolver: android.database.Cursor
query(android.net.Uri,java.lang.String[],java.lang.String,java.lang.String[] java.lang.String)> ->

_SOURCE_ (NO_CATEGORY)
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<android.content.ContentResolver: android.database.Cursor
query(android.net.Uri,java.lang.String[],java.lang.String java.lang.String[],java.lang.String,android.os.Ca

ncellationSignal)> -> SOURCE_ (NO_CATEGORY)

%This is handled by the Easy Taint Wrapper given that the URL is used afterwards
%<java.net.URL: void <init>(java.lang.String,java.lang.String,int java.lang.String)> -> SINK_ (OTHERS)
%<java.net.URL: void <init>(java.lang.String,java.lang.String java.lang.String)> -> SINK_ (OTHERS)
%<java.net.URL: void
<init>(java.lang.String,java.lang.String,int java.lang.String java.net. URLStreamHandler)> -> SINK
(OTHERS)

%<java.net.URL: void <init>(java.lang.String)> -> SINK  (OTHERS)

%<java.net.URL: void <init>(java.net.URL java.lang.String)> -> SINK (OTHERS)

%<java.net.URL: void <init>(java.net.URL java.lang.String,java.net.URLStreamHandler)> -> SINK

(OTHERS)

%<android.content.Context: void startActivity(android.content.Intent)> -> SINK_ (NO_CATEGORY)
%<android.content.ContextWrapper: void startActivity(android.content.Intent)> -> SINK_
(NO_CATEGORY)

%<android.content.Context: void startActivity(android.content.Intent,android.os.Bundle)> ->
_SINK_ (NO_CATEGORY)

<android.content.Context: void startActivities(android.content.Intent[])> -> SINK_ (NO_CATEGORY)
<android.content.Context: void startActivities(android.content.Intent[],android.os.Bundle)> ->
_SINK_ (NO_CATEGORY)

<android.content.Context: android.content.ComponentName
startService(android.content.Intent)> -> SINK_ (NO_CATEGORY)

<android.content.Context: boolean
bindService(android.content.Intent,android.content.ServiceConnection,int)> -> SINK_
(NO_CATEGORY)

<android.content.Context: void sendBroadcast(android.content.Intent)> -> SINK_
(NO_CATEGORY)

<android.content.Context: void sendBroadcast(android.content.Intent,java.lang.String)> -> SINK_

(NO_CATEGORY)

%<android.app.Activity: android.content.Intent getintent()> -> SOURCE_ (NO_CATEGORY)
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<android.app.Activity: void setResult(int,android.content.Intent)> -> SINK_ (NO_CATEGORY)

%Do not enter this method as a source. Our callback parameter handling will take care
%of the parameters of this method anyway. Adding this method taints the whole activity!
9%<android.app.Activity: void onActivityResult(int,int,android.content.Intent)> -> SOURCE _

%<android.app.Activity: void startActivity(android.content.Intent)> -> SINK_ (NO_CATEGORY)
%<android.app.Activity: void startActivity(android.content.Intent,android.os.Bundle)> -> SINK_
(NO_CATEGORY)

<android.app.Activity: void startActivities(android.content.Intent[])> -> SINK_(NO_CATEGORY)
<android.app.Activity: void startActivities(android.content.Intent(],android.os.Bundle)> -> SINK_
(NO_CATEGORY)

<android.app.Activity: void startActivityForResult(android.content.Intent,int)> -> SINK_
(NO_CATEGORY)

<android.app.Activity: void startActivityForResult(android.content.Intent,int,android.os.Bundle)> ->
_SINK_ (NO_CATEGORY)

<android.app.Activity: void
startActivityFromChild(android.app.Activity,android.content.Intent,int,android.os.Bundle)> ->
_SINK_ (NO_CATEGORY)

<android.app.Activity: void startActivityFromChild(android.app.Activity,android.content.Intent,int)>
-> SINK_(NO_CATEGORY)

<android.app.Activity: void
startActivityFromFragment(android.app.Fragment,android.content.Intent,int,android.os.Bundle)> ->
_SINK_ (NO_CATEGORY)

<android.app.Activity: void
startActivityFromFragment(android.app.Fragment,android.content.Intent,int)> -> SINK
(NO_CATEGORY)

<android.app.Activity: void startActivitylfNeeded(android.content.Intent,int,android.os.Bundle)> ->
_SINK_ (NO_CATEGORY)

<android.app.Activity: void startActivitylfNeeded(android.content.Intent,int)> -> SINK
(NO_CATEGORY)

<android.app.Activity: android.content.ComponentName startService(android.content.Intent)> ->

_SINK_ (NO_CATEGORY)
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<android.app.Activity: boolean
bindService(android.content.Intent,android.content.ServiceConnection,int)> -> SINK_
(NO_CATEGORY)

<android.app.Activity: void sendBroadcast(android.content.Intent)> -> SINK_ (NO_CATEGORY)
<android.app.Activity: void sendBroadcast(android.content.Intent,java.lang.String)> -> SINK
(NO_CATEGORY)

<android.app.Activity: void sendBroadcastAsUser(android.content.Intent,android.os.UserHandle)> -
> SINK_ (NO_CATEGORY)

<android.app.Activity: void
sendBroadcastAsUser(android.content.Intent,android.os.UserHandle java.lang.String)> -> SINK
<android.app.Activity: void
sendOrderedBroadcast(android.content.Intent,java.lang.String,android.content.BroadcastReceiver,a
ndroid.os.Handler,int,java.lang.String,android.os.Bundle)> -> SINK_ (NO_CATEGORY)
<android.app.Activity: void sendOrderedBroadcast(android.content.Intent,java.lang.String)> ->
_SINK_ (NO_CATEGORY)

<android.app.Activity: void
sendOrderedBroadcastAsUser(android.content.Intent,android.os.UserHandle java.lang.String,androi
d.content.BroadcastReceiver,android.os.Handler,int,java.lang.String,android.os.Bundle)> -> SINK
(NO_CATEGORY)

<android.app.Activity: void sendStickyBroadcast(android.content.intent)> -> SINK_
(NO_CATEGORY)

<android.app.Activity: void
sendStickyBroadcastAsUser(android.content.Intent,android.os.UserHandle)> -> SINK
(NO_CATEGORY)

<android.app.Activity: void
sendStickyOrderedBroadcast(android.content.Intent,android.content.BroadcastReceiver,android.os.
Handler,int,java.lang.String,android.os.Bundle)> -> SINK_ (NO_CATEGORY)

<android.app.Activity: void
sendStickyOrderedBroadcastAsUser(android.content.Intent,android.os.UserHandle,android.content.
BroadcastReceiver,android.os.Handler,int java.lang.String,android.os.Bundle)> -> SINK

(NO_CATEGORY)

<android.content.ContentResolver: android.net.Uri

insert(android.net.Uri,android.content.ContentValues)> -> SINK_(NO_CATEGORY)
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<android.content.ContentResolver: int delete(android.net.Uri,java.lang.String,java.lang.String[1)> ->
_SINK_ (NO_CATEGORY)

<android.content.ContentResolver: int
update(android.net.Uri,android.content.ContentValues,java.lang.String,java.lang.String[1)> -> SINK
(NO_CATEGORY)

<android.content.ContentResolver: android.database.Cursor
query(android.net.Uri,java.lang.String[] java.lang.String java.lang.String[l,java.lang.String)> ->  SINK
(NO_CATEGORY)

<android.content.ContentResolver: android.database.Cursor

query(android.net.Uri java.lang.String[],java.lang.String java.lang.String[] java.lang.String,android.os.Ca

ncellationSignal)> -> SINK_(NO_CATEGORY)

%<android.app.Activity: android.view.View findViewByld(int)> -> SOURCE (NO CATEGORY)
<android.database.Cursor: java.lang.String getString(int)> -> SOURCE  (OTHERS)
<android.database.sqlite.SQLiteDatabase: android.database.Cursor

query(android.net.Uri java.lang.String[],java.lang.String java.lang.String[] java.lang.String)> ->
_SOURCE_ (OTHERS)

<android.database.sqlite.SQLiteDatabase: android.database.Cursor

query(android.net.Uri java.lang.String[] java.lang.String java.lang.String[] java.lang.String,android.os.Ca

ncellationSignal)> -> SOURCE_ (OTHERS)

<java.lang.ProcessBuilder: java.lang.Process start()> -> SINK_(NO_CATEGORY)
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AANUIN A

M15°99 19 UansiaimaiUeuiisuanusiug1vesiuuitaes @nsAansesdeya - tiudeyauuugy -

wlasAAnudvesimiinduuuenansvianie) lneiiinedetoyauseian “USER_IDENTIFIER”

LLUﬂﬁqm Logistic Regression Support Vector Machine K-Nearest Neighbors

AU

R Precision Recall Accuracy | Precision Recall Accuracy Precision Recall Accuracy

Negau ;
— |
BHELORY

1 (Clean-Random Oversampling-TF-IDF-USER-IDENTIFIER)

Fold 1 39 60 83 43 63 85 35 67 80
Fold 2 36 61 81 36 63 81 32 70 e
Fold 3 37 61 81 39 60 82 34 63 79
Fold 4 36 57 82 38 57 83 34 64 80
Fold 5 36 65 82 38 65 83 28 76 75
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15199 20 wansamaiUSeuiieuananasiugvesiuudtaes (lifinsAnnsesdeya - liudoyauuUgy -

v v
= o

wlasinanudvesmmifinduuuenasvianun) Ingiithedeteyauszinn “USER_IDENTIFIER”

LLU'déqm Logistic Regression Support Vector Machine K-Nearest Neighbors

ey Precision Recall Accuracy | Precision Recall Accuracy Precision Recall Accuracy

Fold 1 34 59 83 35 59 84 29 64 80
Fold 2 30 57 81 32 58 82 30 59 80
Fold 3 36 60 82 38 61 83 33 67 80
Fold 4 33 58 81 37 61 83 35 64 81
Fold 5 38 64 84 41 65 85 32 71 79
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M1599 21 wansiamsiuTeuiiguanasiugveawuudnges (@nnsdnansesteya - Wiudeyaiuy

dumsgyd - uwaseanuvesdiiinduuenasnwua) lnellievedeyaussian “USER IDENTIFIER”

Logistic Regression Support Vector Machine K-Nearest Neighbors

Precision Recall Accuracy | Precision Recall Accuracy Precision Recall Accuracy

Fold 1 35 58 81 39 61 83 31 66 I
Fold 2 33 60 79 36 64 81 29 63 76
Fold 3 36 62 80 36 62 80 28 59 75
Fold 4 32 58 79 35 59 81 28 61 75
Fold 5 30 59 79 34 66 80 29 69 76
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#15199 22 wansiainmsidSeuiieuanaaiugvesiuudtaes (ifinsAnnsesdeya - liudeyauuy

dumsgyd - uwaseanuvesdiiinduuenasnwua) lnellievedeyaussian “USER IDENTIFIER”

Logistic Regression Support Vector Machine K-Nearest Neighbors

ey Precision Recall Accuracy | Precision Recall Accuracy Precision Recall Accuracy

Fold 1 30 55 81 31 62 82 25 65 76
Fold 2 27 54 79 29 57 80 24 59 75
Fold 3 34 60 81 23 61 82 27 58 76
Fold 4 32 55 80 35 60 82 27 56 76
Fold 5 33 61 81 37 64 83 28 65 1
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M3 23 wansiaimsiUTeuiiguanuuiudivesnuuinges (@nsdansesteya - liudeyaluudy -

wasnansmienasidunnnes) lnefithedeteyaussian “USER IDENTIFIER”

Logistic Regression Support Vector Machine K-Nearest Neighbors

Precision Recall Accuracy | Precision Recall Accuracy Precision Recall Accuracy

Fold 1 33 59 79 35 59 80 50 62 87
Fold 2 29 61 76 31 60 78 a2 59 84
Fold 3 32 64 7 33 62 78 a5 57 85
Fold 4 31 60 78 33 59 80 a5 56 86
Fold 5 27 58 77 31 61 79 az 63 85




66

M3 24 wansiansiTeuiiguanuuiudvesnuudnges (@nsdansesteya - liadeyailuugy -

v v
= o

wlasAnAnudvesimiintuuwenansiavun) Inedithedeteyauszinn UNIQUE_IDENTIFIER

LLU'déqm Logistic Regression Support Vector Machine K-Nearest Neighbors

ey Precision Recall Accuracy | Precision Recall Accuracy Precision Recall Accuracy

Fold 1 38 64 87 42 65 89 29 73 81
Fold 2 35 66 87 37 63 87 23 1 75
Fold 3 35 66 86 39 68 87 25 76 7
Fold 4 36 73 87 40 73 52 25 79 78
Fold 5 28 51 85 33 55 87 24 76 78
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15799 25 uansaimaiUSeuiieuananaiugvesiuudtaes (ifinsAnnsesdeya - liudoyauuugy -

v v
= o

wlasAnAnudvesimiintuuwenansiavun) Inedithedeteyauszinn UNIQUE_IDENTIFIER

LLU'déqm Logistic Regression Support Vector Machine K-Nearest Neighbors

ey Precision Recall Accuracy | Precision Recall Accuracy Precision Recall Accuracy

Fold 1 30 51 82 32 55 83 24 69 74
Fold 2 27 56 82 29 57 83 22 70 4
Fold 3 31 56 83 31 56 83 25 63 76
Fold 4 31 59 83 33 60 84 24 70 75
Fold 5 30 59 83 29 62 82 22 71 75




68

M5 26 LanstamsiUTeuiguAasiugweaLuudnaes (Hnsdansesteya - liudeyailuy

duasgi- wlasranudvesrmiiinduuuenansvianun) Ineiitnetedeyauszinn UNIQUE_IDENTIFIER

Logistic Regression Support Vector Machine K-Nearest Neighbors

Precision Recall Accuracy | Precision Recall Accuracy Precision Recall Accuracy

ADULLAY

Fold 1 33 61 85 36 68 86 27 69 80
Fold 2 33 60 86 34 63 87 25 71 80
Fold 3 32 64 85 36 67 87 22 62 78
Fold 4 31 69 84 35 75 86 24 72 78
Fold 5 27 53 85 30 58 85 23 67 79
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915199 27 wansainmsidSeuiieuanasiugvesiuudtaes (ifinsAnnsesdeya - liudeyauuy

duasgi- wlasranudvesrmiiinduuuenansvianun) Ineiitnetedeyauszinn UNIQUE_IDENTIFIER

Logistic Regression Support Vector Machine K-Nearest Neighbors

ey Precision Recall Accuracy | Precision Recall Accuracy Precision Recall Accuracy

Fold 1 28 52 81 30 57 82 24 67 75
Fold 2 26 59 81 27 63 82 20 60 74
Fold 3 30 57 82 31 58 82 23 64 75
Fold 4 29 53 83 31 61 83 25 61 78
Fold 5 26 55 81 28 59 83 21 64 75
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M3 28 wansiansiTeuiiguanuwiudveiuuinges (Hnsdansesteya - liadayailuugy -

wasmnnsmenasifunnmnes) lnedithedeteyaussiam UNIQUE IDENTIFIER

Logistic Regression Support Vector Machine K-Nearest Neighbors

Precision Recall Accuracy | Precision Recall Accuracy Precision Recall Accuracy

Fold 1 35 76 87 33 71 86 49 71 91
Fold 2 36 66 86 38 66 86 53 62 91
Fold 3 30 64 84 33 68 86 a5 59 90
Fold 4 31 61 85 34 61 87 40 51 89
Fold 5 35 68 86 35 64 87 a6 63 91




71

M3 29 wansiansiTeuiiguanuwiudveiuuiges (Hnsdansesteya - liadayaiuugy -

v v
= o

wlasdnanudvesimiinduuuena i) lnedithedeteyaussinn “LOCATION_INFORMATION”

LLU'déqm Logistic Regression Support Vector Machine K-Nearest Neighbors

ey Precision Recall Accuracy | Precision Recall Accuracy Precision Recall Accuracy

Fold 1 15 33 82 16 34 83 15 54 75
Fold 2 20 a7 82 23 a7 84 17 69 72
Fold 3 18 46 79 19 43 81 15 63 69
Fold 4 23 54 82 23 49 83 15 66 68
Fold 5 20 46 81 23 53 82 16 63 71
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15199 30 wansdamaUSeuiieuanansiugvesiuudtaes (lifinsAnnsesdeya - ludoyauuUd -

v v
= o

wlasdnanudvesimiinduuuena i) lnedithedeteyaussinn “LOCATION_INFORMATION”

LLU'déqm Logistic Regression Support Vector Machine K-Nearest Neighbors

ey Precision Recall Accuracy | Precision Recall Accuracy Precision Recall Accuracy

Fold 1 19 a4 80 22 a4 82 18 51 77
Fold 2 19 51 80 21 49 82 17 56 76
Fold 3 21 52 80 22 51 81 21 60 78
Fold 4 21 46 81 24 50 83 20 60 1
Fold 5 20 46 82 20 a4 83 17 51 78




73

M1599 31 ansiamsiUTeuiiguanasiugweawuudnaes (@nnsdansesteya - liudeyaiuy
dumsngst - uwaseanudvesdilintuuwena1snaLe) nellidhevetdeyauszinn

“LOCATION_INFORMATION”

LLU'déqm Logistic Regression Support Vector Machine K-Nearest Neighbors

AU

ey Precision Recall Accuracy | Precision Recall Accuracy Precision Recall Accuracy

NAFDU

1 (Clean-SMOTE Oversampling-TF-IDF-LOCATION INFORMATION)

I
BHELORY

Fold 1 15 37 80 17 39 82 17 54 78
Fold 2 21 48 82 23 50 83 19 53 79
Fold 3 20 46 81 20 48 81 17 52 76
Fold 4 20 52 80 | 21 51 81 18 54 7
Fold 5 20 45 81 23 48 83 18 54 76




74

#15199 32 wansdainsilSeuiieuanasiugvesiuudtaes (finsAnnsesdeya - liudeyauuy
dumsngst - uwaseanudvesdilintuuwena1snaLe) nellidhevetdeyauszinn

“LOCATION_INFORMATION”

LLU'déqm Logistic Regression Support Vector Machine K-Nearest Neighbors

AU

ey Precision Recall Accuracy | Precision Recall Accuracy Precision Recall Accuracy

A&
L

foayn 91 1 (UnClean-SMOTE Oversampling-TF-IDF-LOCATION_INFORMATION)

Fold 1 18 a4 80 20 46 81 16 49 75
Fold 2 18 55 78 19 55 79 18 57 1
Fold 3 19 45 79 20 50 80 20 59 1
Fold 4 20 a4 81 | 24 51 83 19 53 78
Fold 5 19 45 81 18 40 82 15 ar 76
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M3 33 wansiansiTeuiiguanuuiudvesnuudnges (@nsdansesteya - liadeyailuugy -

wasnansmenasifunnnes) lnedthedeteuaussiam “LOCATION INFORMATION”

LLU'déqm Logistic Regression Support Vector Machine K-Nearest Neighbors

ey Precision Recall Accuracy | Precision Recall Accuracy Precision Recall Accuracy

Fold 1 11 42 76 13 45 78 18 34 87
Fold 2 19 49 79 21 50 81 27 36 87
Fold 3 13 34 78 i=F 39 81 29 a4 88
Fold 4 18 49 79 20 51 80 27 48 86
Fold 5 16 46 80 17 45 82 25 45 88
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M3 34 wansiansiTeuiiguanuuiudivesnuuinges (@nsdansesteya - liadayailuugy -

wlasAnanudvesimiintuuuena i) lnedithedeteyauszinn “OTHERS”

Logistic Regression Support Vector Machine K-Nearest Neighbors

ey Precision Recall Accuracy | Precision Recall Accuracy Precision Recall Accuracy

Fold 1 74 83 72 75 76 70 75 78 70
Fold 2 71 85 70 75 7 71 72 79 68
Fold 3 72 80 68 74 74 68 72 7 66
Fold 4 74 81 70 | 75 73 68 74 79 70
Fold 5 71 85 70 75 7 71 72 79 68




14

15199 35 uansamsUSeuiieuananasiugvesiuudtaes (ifinsAnnsesdeya - ludoyauuUdy -

wlasAnanudvesimiintuuuena i) lnedithedeteyauszinn “OTHERS”

Logistic Regression Support Vector Machine K-Nearest Neighbors

ey Precision Recall Accuracy | Precision Recall Accuracy Precision Recall Accuracy

NAgDU

Fold 1 71 80 68 73 71 68 72 76 68
Fold 2 71 78 68 73 73 68 71 72 65
Fold 3 71 79 68 74 74 69 72 71 66
Fold 4 71 79 68 | 73 74 68 72 76 68
Fold 5 71 80 69 74 74 69 73 75 68
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15199 36 LansamaUSeuiieuanasiugvesiuutaes (lifinsAnnsesdeya - ludoyauuUdy -

wlasAnanudvesimiintuuuena i) lnedithedeteyauszinn “OTHERS”

Logistic Regression Support Vector Machine K-Nearest Neighbors

Precision Recall Accuracy | Precision Recall Accuracy Precision Recall Accuracy

ADULLAY

NAgDU

Fold 1 75 68 68 75 66 67 76 64 67
Fold 2 75 67 67 76 68 68 77 67 68
Fold 3 75 67 67 7 68 68 80 65 69
Fold 4 75 65 66 | 76 67 68 78 62 67
Fold 5 76 68 68 78 69 70 79 68 73
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M159 37 wansiamaiUTeuiiguaasiugweawuudnges (Hnsdansesteya - Wiadeyailuy

dumsgyd - waseanudvesdilintuuwena1snaLe) nelithevedeyaussinn “OTHERS”

Logistic Regression Support Vector Machine K-Nearest Neighbors

AOUNAE  precision | Recall Accuracy Precision Recall Accuracy Precision Recall Accuracy

%’agaﬁqm i1 (Clean-SMOTE Oversampling-TF-IDF-OTHER)

Fold 1 77 68 67 78 70 68 78 65 66
Fold 2 79 71 70 80 70 71 80 64 67
Fold 3 75 71 69 et 68 68 78 65 68
Fold 4 75 68 66 77 69 68 79 63 66
Fold 5 78 67 68 79 68 69 78 64 66
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M3 38 wansiansiTeuiiguanuwiudvenuunges (Hnsdansesteya - liadayaiuugy -

wlasmnsnanienasidunnmes) nedietedeyausznn “OTHERS”

LLU'déqm Logistic Regression Support Vector Machine K-Nearest Neighbors

Precision | Recall Accuracy | Precision Recall Accuracy Precision Recall Accuracy

nagau
—

sﬁagasqm 7l 1 (Clean-Random Oversampling-doc2vec-OTHER)

Fold 1 71 80 67 72 81 68 79 73 70
Fold 2 72 82 69 72 80 69 e 73 70
Fold 3 69 82 67 70 81 68 76 74 70
Fold 4 71 79 67 72 79 68 e 68 67
Fold 5 71 80 67 73 79 69 78 73 71
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