|EEE Standard Definition 37.1 - 1994

(Modbus Protocol)
21 (SCADA)
(SCADA Supervisory Control And Data Acquisition)
. (Collection of Information)
. (Transferring Data to a Central Site)
. (Monitor)
. (Data Acquisition)
. (Analysis for Data Processing)
. (Control)
2.2 (SCADA)
(Master Terminal Unit ~ MTU) 1
(Remote Terminal Unit) RTU (Field Sites)
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2.2.1 (Master Terminal Unit)
2
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System)
( )
2212 (Distribution System)
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MASTERING SYSTEM UNIT

COMMUNICATIONS INTERFACE

2.3

USER INTERFACE

(MTU)
PRIMARY *BACKUP :
COMPUTER COMPUTER |
~z
COMMUNICATIONS LOCAL User Interface LOCAL CONSOLE
INTERFACE RTU CONTROLLER
ot Rer?]ote + Remote Console "Analog Recorders
or Loggers -Dlgltal DiSplayS
Computer " Maphoard
Remote Terminal Units RTU Functions MONITOR(S) KEYBOARD & CURSOR
CONTROL DEVICE
Communications Interface
' 2.2 ,
COMPUTER (8) M
COMPUTER COMPUTER
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‘ ‘ 1 LOCAL:| | LOCAL CONSOLE
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Remote Terminal Links To Other Computer | RTU Functions
Units Remote Consoles g
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’LiMONlTOR(S) ' j KEYBOARD & CURSOR ; __LOGGERS
' CONTROL DEVICE



2.2.2 (Remote Terminal Unit)

RTU

RTU 24

Master Station |
* Sub -Remote Links
Link

To Local Console * Intelligent Electronic
A Device

Ji * DATA | | COMMUNICATION | DATABASE
|
| PROCESSING | | INTERFACE [ MAINTENANCE

| £ LW\ | |
* LOCAL USER | j CONTROL !
INTERFACE P RO PROCESSING i
ANALOG INPUT | DIGITAL INPUT * ANALOG OUTPUT ‘ DIGITAL OUTPUT l
MODULES ' MODULES H MODULES = ~ MODULES |
| e
\ i
| T T I |
Transducers / 4-20 mA/etc Analog Output Divices Other Devices !

Pulsc / Contacts Swicts

1 * FEATURE OPTION
|

24 RTU

2.2.3 (Communication System)
RTU

. (Modem),  (
UHF)

. LAN

. ( ) MODBUS 1ASCII RS- 485



2.3
1 1
1923
"Check-before-operate”
"Logging
System’
1980
RTU
[6] PLC, Multi-loop Controller, Intelligent Transmitter, Digital Power Meter

(Network) LAN  Eternet/Internet
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SCADASERVER | NETWARE SEZRVER 3
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24 !

24.1 1
(Operating System)

POSIX (Portable Operating System Interface)

SUN SPARC 1 GPL (GNU General
Public License)
GPL  [15]
Linus Torvalds
Helsinki
(Minix) Intel
Slackware, Red Hat, Debian, SUSE  Zilf
GPL
24.2
1
I (Kemel) Demand - Paged

Loaded Executable

“ Shared Copy - on - write pages "



System)

2.5

RS - 485

RS - 485

14

[14]

[3]

(Mutti - User and Multi - tasking)

FAT32 ~ WIN98 , NTFS ~ WINNT

(Network
TCP/IP

(Open Source)
(Open Source)

RTU

RS- 232
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T To 0 SN R :—_\
(9 Ll ! '

+{) RS-485 -/, - e - —

? Converter [- i Y

211

= vy ¢
eLas unitt | | unit2
25.1
2511
/
1
(ASCII Code)

(Stop bit)

15

RS - 485

L N cxmo SR Bl H

opply

RS - 485

(Asynchronous Communication)

(Start bit) 1 (Data hit) 7 1
2 2.12



Qnrtuau LsB 0 alla 1 al 2 afla 3 alad afla 5 ala 6 ""aSﬂB“ parity Bit Oauqa ) amusM qaia

212

25.1.2 (Synchronous Communication)

(Phase Lock Loap)
(Coherent Oscillator)

(Frame)

2.13

Frame 1 Frame 2 Frame 3 Frame 4

Start of Frame End of Frame

2.13

252 RS- 232/ RS- 485
2521 RS - 232
RS-232
EIA (Electronic Industrial Association) 2

2.14

16



25 =1
FamadnNs
nae PC

respondin

Yo 8 3 Rxp 2
a RIS 7
5 crs 8
1]
2.14 DB9  DB-25
2.1 DB-9
DB-9 DB-25
1 8 Data Carrier Detect : DCD
2 3 Received Data : RxD
3 2 Transmitted Data : TxD
4 20 Data Terminal Ready : DTR
5 7 Signal Ground
6 6 Data Set Ready : DSR
7 4 Request to Send : RTS
8 5 Clearto Send : CTS
9 22 Ring Indicator : R

Data Carrier Detect : DCD

Receive Data : RD RxD

Transmitted Data : TD

Data Terminal Ready : DTR

TxD

DIR

DB-25

DSR

17



DTR DSR

Null Modem
DTIR  DSR DCD
Signal Ground : GND
Data Set Ready : DSR ", DTR
DSR
DTR
Request to Send : RTS
RTS CTS
Null Modem 3 RIS~ CTS
Clear to Send : CTS RTS
1 RS-232C (Level)
MARK/ SPACE
OFF /ON
1/ 0
(Negative Logic)
2.2
3V 28V V25V
1 0
ik Space

18



2.
2V space
+HV 0 L2V
1
SR T
v 11
2.15
margin 2V MARK
(Current Loop)
3, CL
4,
5 RS-232-C
2522 RS- 485
RS-485
4000
1 -15 -6V
6V
(Transmitter)
(Three-state)

2.16

19

3 2V 3 BV
2V
25V
space
flam 0
+V
3V
Mark
fiml e,
RS-232-C noise
SPACE
2500 pF
+- 25V
1 10 Mbps
(Receiver) 32
0 415
(Multidrop Operation)

(Line Driver)



N Jjee) . (Sianm) (Sas)
a A {kid FSA 8}1] mBLA-finc a..A..Qng
Wil
B | J f a S
2.16 RS - 485
2.3 RS- 232 RS- 485
SPECIHCATIONS RS232
Mode of Operation SINGLE
-ENDED
Total Number of Drivers and Receivers on One Line (One  1DRIVER
driver active at a time for RS485 networks) 1RECVR
Maximum Cable Length 50 FT.
Maximum Data Rate (40ft. - 4000ft. for RS422/RS485) 20kbls
Maximum Driver Output Voltage +-25V
Driver Output Signal Level (Loaded Min.) Loaded +-5V t0 +-
15V
Driver Output Signal Level (Unloaded Max) Unloaded +-25V
Driver Load Impedance (Ohms) 3kto 7k

20

ik

RS485
DIFFERENTIAL

32 DRIVER
32 RECVR

4000 FT.

10Mb/s-
100Kh/s

-1V1o +12V
+-1.5V

+-6V
54



' B 3Hi*

_ '_ '24 3ilintsa
23( ) RS- 232 RS- 485
SPECIHCATIONS RS232 RS485
Max. Driver Current in High Zstate ~ Power On N/A +/-100uA
Max. Driver Current in High Zstate ~ Power Off +-6mA @ +-  +/-100uA
2V
Slew Rate (Max.) 30V/uS NA
Receiver Input Voltage Range +-15V -7Vt +12V
Receiver Input Sensitivity +-3V +/-200mV

Receiver Input Resistance (Ohms), (1 Standard Load for ~ 3kto 7k >=12k
RS485)

253 (Modbus Protocol)
[18],(21]
(Layer Messaging Protocol) 7
(OSI: Open System Interconnection) 7

o

2.17



2.18

MODBUS COMMUNICATION

g

HMI o

Device

Application Data Unit

MODBUS ON RS485

Additional address

Function code

2.19

Protocol Data Unit

Data

Error check

2



11 (Protocol Data Unit)
(Function code)

TCP/IP
12 (Application Data Unit)
(Additional address)
(Error check)

2

(Server) ak-m-mm-V/ PLC

(Client) !

2.20

221

(Data)

RS-485

23
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Client Server

[ Initiate request |

—> Perform the action
__Initiate the response

'\qumn_glﬁrh_cod&of DatyResponse

IReceive the response P"

2.20

Client Server

linitiate request 1

| m ”SJJ's '|' gg i Error detected in the action

. Initiate an error

| Ny
]Receive the response g
221

3 (Function code)

. (Public function codes)

1-64,73-99  111- 127

2.22

. (User Defined Function codes)

65- 72 100-110

. (Reserved function

codes)

1- 127
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PUBLIC function codes

PUBLIC function codes

User Defined Function codes

PUBLIC function codes

2.22

Function Codes

code Sub code (hex)

IPhysical Discrete Inputs RCIj ifCL. 2 juretc 02 02

‘ntemaf Bits 1 Read Coils ol . 01

Bit access Write Single.Coil jjjj 4 05 I 05
Physical coils ' write Multiple;Coils | 15 OF

Data Physical Input Registers Read Input Register 04 04

Access - Y

Read Multiple Registers 03 03

16 bits Internal Registers ~ Write Single Register 06 06

access Or Write Multiple Registers 16 10

Physical Output - - e

Registers ReadAVrite Multiple Registers 23 17

Mask Write Register 22 16

. Rend File record  : 20 6 14

File record access . 1 Write File record , ., 2 6 15

Read Device Identification 43 14 2B

Encapsulated Interface

RS-485
(Modbus ASCII On RS-485)
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ADDR FUNCTION  DATA ERROR EOF READY TO
CHECK REC RESP
2- CHAR 2- CHAR NX<-CHAR  2-CHAR CR LF

16 -BITS  16-BITS NXx16-BITS 16 - BITS

2.23 RTU

(Longitudinal Redundancy Check(LRC))

2
(Cyclic Redundancy Check (CRC))
(End Of Frame (EOF))

1
(Start bit) 7 (Data bit) 1 1
(Stop bit) 2 2.24

Start Bit 1hit Data Bit 7 bt Parity Bit 1 it~ Stop Bit 1-2 bit
%

2.24
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: 0 1 0 1 0 0 0 0 0 0 0 2 E 1 :C: |"ER:] LF
\\ N 1 \\/I P | Y \Vl
TuFiagiu Aide Anuwdadudy [MTTRINE% 2 ludtlaie
wnEe1szanuATes Check Sum

71 2.25 fethansdegadalii RTU [22)

8

CR: || ILE

N\

4

N i 0 1 0 1 0 4

: F
\ A L V S v‘
R e P flafis  Sweulusfdandu Check Sum

mrEstdszdneies A1 Digital Quiput B 151

717 2.26 Fastinan1TREUNALAIN RTU

2.25 1
2.26

RS-485

N

2 lpitiad

RS-485

-

[43

1-3

RTU
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