UNN 2

2.1 (Spam Mail)

* " (Spam Mail)

“Unsolicited Commercial Email (UCE)’ Controlling the
Assault of Non-Solicited Pornography and Marketing Act of 2003 (CAN SPAM Act of 2003)
“Unsolicited  Bulk Email (UBE)

E-Privacy Directive 2002/58/EC “Unsolicited

Communication"* T

"Article 13 - Unsolicited communications
1. The use of automated calling systems without human intervention (automatic calling machines), facsimile

machines (fax) or electronic mail for the purposes of direct marketing may only be allowed in respect of subscribers who
have given their prior consent...”



20,

http://lexitron.nectec.or.th/

'

http:/ithaicert.Org/paper/basic/paniwat2.0

nrtf (

“Unsolicited Email"

LEX/TRONL * "

newsgroup

“Junk  Mail"
(ThaiCERT)2

(Junk Mail)

computer security
2549) 154,

Direct Marketing)

intrusion detection


http://lexitron.nectec.or.th/
http://thaicert.Org/paper/basic/paniwat2.0_%e0%b8%97_.nrtf

(E-mail)
(SMS) (MMS)
(Fax) ‘ "
(
)
3
2.2 ‘ ‘
221 4
2.2.11 “Green Card Lottery”
1994
(Phoenix) Canter Siegel

Steven Brighthill, "Spam vs. Legitimate Mass E-mail,” at
http://www.soundinQline.com/maaazine/2003/2003 Mav/soam vs legitimate mass email.htm (last visited March 2006).
Brad Templeton, “Origin of the term “Spam" to mean net abuse,” at
http:/www.templetons.com/brad/spamterm.html (last visited February 2006).

10


http://www.soundinQline.com/maaazine/2003/2003_Mav/soam_vs_legitimate_mass_email.htm
http://www.templetons.com/brad/spamterm.html

“Green Card Lottery”5
90

(newsgroups) :

2212

‘MUD”

(USENET)
1,000

“The MUDers"
Brad Templeton6
“Green Card Lottery”

(Multi-User-Dungeon)

11

80

Hitchcock, J.A, “Net crimes & misdemeanors : outmaneuvering the spammers, swindlers, and stalkers who are

targeting you online : Spam Not a Can,”(2002) : 3L.

Brad Templeton, “Origin of the term “Spam” to mean net abuse,” at

http:/lwww.templetons.com/brad/soamteim.html hast visited February 2006).


http://www.templetons.com/brad/soamteim.html
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‘MUD” "Dungeons and Dragons”
“EverQuest’ “The Sims
Online"
“MUD"

(spam the database)

(
“hot" )
“MUDs"
Rich Frueh7
(Bitnet's Relay) ( IRC
)
“Monty Python Spam Song"

8 " " Bulletin broad
system (BBS) 9 “Single  Post to Al
Messagebases" :

MUDs
7
8

http:/fen.wikipeclia.ora/wiki/Bulletin board system


http://en.wikipecl

2.2.2 ’ !

‘ " (SPAM)
(Hormel Foods Corporation)

"Shoulder Pork and hAM/SPiced hAM"

(Junk food)

S-P-A-M

"SPAM”

(Flormel Foods Corporation)

13



SPAM.COM
llspamll
"SPAM”

2.3

(1) (global)
; (indiscrimination) 1l

"harvester" “spider”

(

1 1
(mailing list)

cookie

Spam Corporate Info, “SPAM &the Internet,” at http://www.SDam.com/cilci in.htm Hast visited February

2006).
(Spam Mail),”
234( . .- . .2546); 84-90.
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http://www.SDam.com/ci/ci_in.htm

1%

(Unsolicited Commercial Email (UCE))

(spoofing)

(anonymous)

15



, 1

(5) '
(6) HTML 2 *
*
(7)

, [ ]

http:/fwww.enQ.rriijt.ac.th/Computer/Article detail asp?ArtidelD=B? (13 2547)
HTML
(spyware)

(download)

16


http://www.en

17

24 B

24.1 Internal Spam

2.4.2 External Spam

(Commercial Message)

(Chain Letters)

(Make Money Fast)

(Virus Hoaxes)
(Religious Treatise)

1Debbie Wilde, "How to Mininise The Effect of Spam 98,” PC NETWORK ADVISOR 7 (1998),
(Spam Mail)," B4(. .- .. 2540)
84-90.



2.4.3 Usenet Spam

2.5

25.1

(Email Address)

18



19

Y
(Forward) ,
b Robot Spider
(Search  Engine)
(newsgroup) (online yellow pages)
(webboard) 1
' (spyware) N (software),
(shareware), (freeware) (demo)
(
)
(Term & Policy)
b
Bwasanast@csloxinfo.net, spam mail,” (4 2547)
http://www.manager.co.th/Cyberbiz/ViewNews.aspx?News|D=4795271431802.
b
' (software) : (shareware)
], (freeware)

(demo) !


mailto:wasanast@csloxinfo.net
http://www.manager.co.th/Cyberbiz/ViewNews.aspx?NewslD=4795271431802

25.2

SMTP*
SMTP
(Message Mail Transfer Agent)*
MTA
(mailbox)

(protocol)
*SMTP (Simple Mail Tranfer Protocol)

* Mail Transport Agent (MTA)

20

MTA

MTA
MTA



2521 T

(Freeware  Shareware Program)

20,000
2522 (Malil relay)
B
) MTAD
MTA :
1 1
, (Spam Mail).”

84(. .- . .2546): 84-90.

" (Junk Mai) :
http://www.spu.ac.th/announcement/articlfis/iunkmail-htm| 2549).

w : Firewall  Internet Security." I ; ,2545), 255,

2


http://www.spu.ac.th/announcement/articlfis/iunkmail.html

22

MTA
MUA (Message User Agent) MTA
MTA
SMTP Store and Forward
MTA
MTA MTA
(Message Deliver Agent -
MDA) MTA
MTA
MTA
2523 DHA (Directory Harvest Attacks)

DHA (Directory Harvest Attacks)d
(email directory)
Multiple address
johndoe@yourcompany.com,
jdoe@vourcompanv.com john@yourcompany.com

support@yourcompany.com, services@yourcompany.com

MUA (Message User Agent)

, “Spam Scam Part II" Micro Computer User 21.221 ( 2546)  100-102.


mailto:johndoe@yourcompany.com
mailto:jdoe@vourcompanv.com
mailto:john@yourcompany.com
mailto:support@yourcompany.com
mailto:services@yourcompany.com

admin@yourcompany.com

(Unsubscribe)

2.6

(Valid email address)

23


mailto:admin@yourcompany.com

261

shifting)

26.11

Firewall  Internet Security.

24

(Cost-

il

(Mailbox)

(1 5, B



26.12

(bandwidth)

* (Bandwidth)

MTA
MTA

(1SP)

handwidth

bits per second (

25



26.13

26.14

(Central Precessor Unit)

2 ,
234 . - . 2546) 84,

* (Central Processor Unit)

(Spam Mail),”

26



26.15

(Worm)

Relay

21



26.3

(Privacy)

(Trespass)

28



264

20

Hoax

10
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