31

(E-mail Address)

(E-mail)

20

19
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MessageLabs!
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Spam influx
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2001- 2005

, 2003 MessageLabs 41
24.5% 1 39  256%

MessageLabs. MessageLabs Intelligence Annual Email Security Report 2004[0nline], Annual Report, Dec,
2004. Available from: http://www.messagelabs.com/Threat_ Watch/Intelligence_Reports/Archive (Jan, 2006)


http://www.messagelabs.com/Threat_Watch/lntelligence_Reports/Archive

94.5%

2004
2001
MessageLabs
2-3 (2001-2004)

1 2.8 36.3%

11

0.005%
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10

5,000
PDA

- Paul Wood, "A MessageLabs white paper : A spammer in the works,” at
hitD yiwww.messaaelahs.com/Threat Watch/White Papers (last visited February 2006): 12.

Natasha Staley, "A MessageLabs white paper : The CAN SPAM hill. A help or a hindrance?,” at
http:/www.messaoelabs.com/Threat Watch/White Papers (last visited February 2006): 2.

>h&' B


http://www.messaaelabs.com/Threat
http://www.messaoelabs.com/Threat_Watch/White_Papers

Ferris  Research 4
2003
10 14
8.9
2002

4

Paul wood, "MessageLahs white paper, A spammer inthe works: Everything you need to know," at
http:/fwww.messaaelabs.com/Threat Watch/White Papers (last visited February 2006): 5.

36
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3

Ebay, Citybank, AOL, Microsoft :

ISP
ISP '
50
Radicati Group6 2003 52
18
400 10
2004 65
5L 2003

Natasha Staley, "A MessageLabs white paper : The CAN SPAM hill. A help or a hindrance?," at
htto:/www.messaQelabs.com/Threat Watch/White Papers (last visited February 2006): 2.


http://www.messaQelabs.com/Threat
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321

Conditions Hotmail, Yahoo, Google

(. - . 256) 840

(Informal Approaches)

Terms
ISP

(Spam Mail),”

38

&

234



(Netizen)

at @

3.2.2 (Technical Approaches)

(Filtering and Blocking)
Brightmail, Spambam, Spamtrap, Spamcop, Spamkiller, SurfControl

39



XXX, Get Rich Quick, Loan, Urgent
IP Address Blacklisting
Whitelisting

0.1%

3.3.3 (Legal Approaches)

Paul wood, "MessageLabs white paper, A spammer inthe works: Everything you need to know,” at
http:/www.messaaelabs.com/Threat Watch/White Papers (last visited February 2006): 14.

40
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90%

E-mail Spoofing9

telnet Port 25
Port ~ SMTP (Simple Mail Transport Protocol)

> telnet < SMTP hostname > 25

> HELO < spoofed domain >

> MAIL FROM: < spoofed sender’s email address >
> RCPT TO: < recipient’s email address>

No.18, “ Mailbox,”  http:/fwYvw.desipnpartv.com/tutorialsiview.php?cid=Q0437(26


http://wYvw.desipnpartv.com/tutorials/view.php?cid=Q0437(26

> DATA < press enter >

< message > < press enter >
<finish with > < press enter >
> QUIT

Mail Relay P

DATA

44

Phishing



45

()
Austria, Belgium, Cyprus, Czech Republic, Denmark, Estonia, Finland, France, Germany,

Greece, Hungary, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Poland,
Portugal, Slovakia, Slovenia, Spain, Sweden, United Kingdom

EFTA
Iceland, Liechtenstein, Norway EU Directive
EU Directive
1
34
341
50

o http:/lwww.euro.cauce.org/en/countries/index.html


http://www.euro.cauce.org/en/countries/index.html
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2000
; 38
1
1/
(Nevada) 1
1997 2001 2003

(NEVADA REVISED STATUTES 2005 - NRS)
(LIABILITY OF PERSONS WHO TRANSMIT ITEMS OF
ELECTRONIC MAIL THAT INCLUDE ADVERTISEMENTS) ~ NSR 41.705 4173 B

(NSR 205.492)
(California)
2003 Part 3, Chapter 1 - Advertising, Article 1.8 -
Restrictions On Unsolicited Commercial E-mail Advertisers (17529-17529.9)
(CALIFORNIA BUSINESS AND PROFESSIONS CODE - BPC)
(Opt-in)
(unsolicited
commercial e-mail) (BPC
17529.5.)

http:/www.spamlaws.com/state/index.shtml

Smith, R. Eliminating The Spam From Your Internet : the possible effects of the unsolicited commercial
electronic mail act of 2001 on junk e-mail . Texas Tech Law Review 35, 411 (2004).

http://www.leg.state.nv.us’NRS/N RS-04L html


http://www.spamlaws.com/state/index.shtml
http://www.leg.state

47

(BPC 17529.8.)
Ferguson V.
Friendfinders

(Washington) 1998
1999 Title 19 - Business regulations
miscellaneous, chapter 19.190 - Commercial electronic mail
(Revised Code of Washington - RCW)

(Domain  Name)

(RCW 19.190.030.)

State V. FHeckel

(Virginia)
2003
(VIRGINIA CODE) Title
18.2. - Crimes and offenses generally, Chapter 5- Crimes against property, Sections 18.2 -

1522, 152.3:1, 1524, 152.12 (2003)

15
10,000 100,000 30
(Dormein Nan) (neb pecg) (e pece)
ABL2L1U5%
(nebste) (URY) (horre pece)

Com' ,
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1,000 :
50,000
(8 18.2-152.3:1)
1 50%
American

Online (AOL)

(VIRGINIA CODE) Title 8.01. Civil remedies and procedure, Chapter 9.
Personal jurisdiction in certain actions, Sections 8.01-328.1.

(real world)



49

342 (CAN SPAM Act
of 2003)

1999 J’
2003
1 2004

David E Sorkin, "Proposed legislation,” at http://www.spamlaws.com/federal/index.shtml (last visited
February 2006).

House of Commons Select Committee on Adulteration of Foods, Drinks and Drugs, Third Report, 1856, 56-7,
at 253; John Abraham, Science, Politics and the Pharmaceutical Industry: Controversy and Bias in Drug Regulation 41
(1995) Cited in Taiwo A Oriola, "Regulating Unsolicited Commercial Electronic Mail in the United States and the European
Union: Challenges and Prospects,” 7 Tul. J. Tech. &Intell. Prop. 113 (2005).


http://www.sp

50

(Freedom of speech)

(Condition & Policy) :

CAN SPAM Act of 2003 (The Controlling the Assault of Non - Solicited

Pornography and Marketing Act of 2003) Conrad R. Burns Ron
Wyden 2003
2002 Criminal Spam Act of 2003 Stop Pornography and
Abusive Marketing Act CAN SPAM Act of 2003
2003 CAN SPAM Act of
2003 2003
1 2004
b
(1) (Email)
2)

Controlling the Assault of Non-Solicited Pornography and Marketing Act of 2003, 15 US.CA. 7701-7713
(Supp. M 2004).



out)

Opt-out

2001

]

51

Opt-
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343 CAN SPAM Act of 2003

The CAN-SPAM Act of 2003 (Controlling the Assault of Non-Solicited
Pornography and Marketing Act)

The Federal Trade Commission (FTC)
CAN-SPAM Act. (sec.
7(a) (d))  CAN-SPAM Department of Justice (DOJ) 1
(sec. 4 (c)(2)

1 2004 1

(Unsolicited Commercial E-mail)

(false or misleading header information)

(sec. 5 (a)(1))

(deceptive subject lines)
(sec. 5 (a)(2))
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(an opt-out method)

(sec. 5 (a)(3))

30
10
(Mailing list) (sec. 5 (a)(4))
(4)
(sec. 5 (a)(5))
()
(identified as an advertisement)
2)
(clear and conspicuous notice)
(3) (sender's valid physical postal
address)
11,000
(sec. 5 (b)(1))
(1)
2) "dictionary attack" :
)

(user accounts)



FTC

2004

CAN-SPAM Act
Phoenix Avatar LLC

relay

(sec. 4 (a))

proxies

Internet Protocol

CAN-SPAM  Act

" (the primary purpose)

FIC

(Do-Not-Email registry)

CAN-SPAM Act. (sec. 9, 10, 13)

2004
FTC V. Phoenix Avatar LLC,
Detroit

United States V. Lin. FTC

55

2004
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T
1 100,000
344 CAN SPAM Act of
2003
‘ ( )
( )
the CAN-
SPAM  Act
' "opt-out”
"opt-in"
B

Feds Charge Four Under New Anti-Spam taw, Andrews Computer & Internet Litig. Rep. (Andrews
Publications, Wayne, PA), May 18, 2004, at 9.

Taiwo A. Oriola, “Regulating Unsolicited Commercial Electronic Mail inthe United States and the European
Union: Challenges and Prospects,” Tulane Journal of Technology & Intellectual Pronertv7-113 (spring 2005) : 6-7.



57

The CAN-SPAM Act

3.4I4l1 n n

unsolicited commercial e-mail (UCE)  unsolicited bulk e-mail (UBE)

UBE

"CAN-SPAM"

UCE
Section 3(2)(A) of the CAN-SPAM Act

commercial electronic message

Taiwo A Oriola, “Regulating Unsolicited Commercial Electronic Mail in the United States and the European
Union: Challenges and Prospects,” Tulane Journal of Technology & Intellectual Pronertv 7 113 (spring 2005) : 2.



bhulk emalil

Fortiori

3442

UBE

SMTP-based

UCE

CAN SPAM Act of 2003

58



Vo 1
IIO pt_in”*
“‘Opt-out™

"Opt-out”

HO pt-in”
“Opt-out”
“Opt-in"
*
“Opt-in"
7 “Opt-out"

“Opt-out"

"Opt-out”

59
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3443 The Can-Spam Act:

A.
Commerce Clause and state Spam Laws)

“Commerce Clause”

CAN-SPAM Act
CAN-SPAM Act :

FTC
CAN-
SPAM Act.

D 1vid 1p. 10,
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(the Commerce Clause of the United

States Constitution) Article 1, Section 8, Clause 3
‘ il
Healy V. The Beer Institute2 "
The
Commerce Clause
( )
: Commerce Clause
the dormant Commerce Clause
Ferguson V.
Friendfinders Inc23 Mark Ferguson
1999 Friendfinders
(1) 2)
(3) UCE
( )

the dormant Commerce Clause

17538.4 California Business and Professions
Code

.. Const, art. 1,8, cl. 3.
2491 .. 324,326 .1(1989).

Reagan Smith, "Eliminating The Spam From Your Internet : the possible effects of the unsolicited commercial
electronic mail act of 2001 on junk e-mail," Texas Tech Law Review 35, 411 (2004) : 10.
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Commerce Clause

24" 17538.4

American Libraries Ass'n
V. Patakid

the First Amendment the
Commerce Clause

American  Libraries

Taiwo A Oriola, p.10.
5 i, . 10



(Commerce Clause)

American Libraries
First Amendment

Commerce Clause

63
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CAN-SPAM Act
State v. Heckel®
Jason Heckel
"Howto Profit From Internet”
100,000 1,000,000
Heckel

1998 Heckel
Heckel
Dormant Commerce Clause

Commerce Clause |

Commerce Clause

Commerce Clause

Reagan Smith, "Eliminating The Spam From Your Internet : the possible effects of the unsolicited commercial

electronic mail act of 2001 on junk e-mail," Texas Tech Law Review 35,411 (2004) : 11.



Clause

speech” *

"forced speech”

65

The CAN-SPAM Act
Commerce
Commerce Clause
CAN-SPAM Act

B. Advertisement Labeling and the First Amendment

5a)(5)(A)i)  CAN-SPAM Act

ISP

"forced
. First Amendment
the CAN-SPAM Act
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Christopher Reed?
(localization principle)

Gutnick v. Dow Jones & Co., 8

WWW
Dow Jones &Co. V. Gutnick Playboy Enterprises,
Inc. V. Chuckleberry Publishing, Inc.,
pLAYMEN
WWw
26 1981 PLAYMEN
Playboy
Gutnick Playhoy

CAN-SPAM Act

Ibid., p. 12.

B g, . 12



opt-in

out E-Privacy Directive

CAN-SPAM Act

Gutnick

, First Amendment.

Convention

Full Faith and Credit Clause

Yahoo!

Yahoo! R645-1
! NAZI

67

Brussels

Ligue
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Contre le Racisme et L'Antisemitisme V. Yahoo! Inc®
1 ' Yahoo!, Inc. V. La Ligue Contre le Racisme et rAntisémitisme

First Amendment

Yahoo!,
Inc. V. La Ligue Contre le Racisme et ['Antisemitisme
"minimum contacts" "fairplay" "substantial justice"

International Shoe

Co. V. Washington Calder V. Jones.
Bancroft & Masters, Inc. V. Augusta National Inc.

Calder 5 (Calder) 1
" Bancroft Calder

Yahoo! La Ligue Contre le Racisme et
I'Antisemitisme's  Yahoo! ¢ ’ B

Frank B. Arenas, "Cyberspace Jurisdiction and the Implications of Sealand," lowa Law Review 88,1165

(2003) : 2.
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Yahoo! ,

La Ligue Contre le et I'Antisemitisme  Yahoo!

LICRA and UEJF
Yahoo!
LICRA and UEJF

Yahoo!

First Amendment

Yahoo! ' First Amendment

Yahoo!
Yahoo!

First Amendment

CAN-SPAM  Act



Due Process Clause

2) First Amendment

First Amendment

of speech)

First Amendment

CAN-SPAM Act

CAN-SPAM Act

"forced speech”

ISP

70

(freedom

[
first amendment

First Amendment



First Amendment

1

CAN-SPAM Act

First

Amendment Reno Ashcroft
, Ashcroft
CAN-SPAM Act
ISP
Rowan V. United States Post Office
Departmentd CAN-SPAM  Act
Rowan First Amendment
1
ISPs
Rowan
First Amendment 1

K] ,
Alongi, E. A. Has the

.. Canned Spam?. Arizona Law Review 46, 263 (2004).



First Amendment

" Virginia State Board of Pharmacy "

' 1
CAN-SPAM' Act

Amendment

CAN-SPAM Act First Amendment
CompuServe
CAN-SPAM Act

Promotions 3 ,

Ibid p. 5-6.

12

First

Cyber
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CompuServe CompuServe

CompuServe

CAN-SPAM
Act
“forced speech” First Amendment

o
CAN-SPAM Act (Accurate Header Provision and the Right to Anonymity)

5(a)(1) CAN-SPAM  Act

3(8) "header information’ ,



(anonymity)

CAN-SPAM Act First Amendment

Mcintyre v. Ohio Elections Commission

First Amendment

First Amendment

Branscomb 3 ‘
" Branscomb

Raymond S.R. Ku

:QTaiwo A Oriola, p.13.

14

Anne  Wells

First Amendment



Miller

(falsely identify) (fraudulent)

Miller

5(a)(1)  CAN-SPAM Act

5(a)(1) CAN-SPAM Act
First Amendment

5
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5a)1)  CAN-SPAM Act

Talley v. California

Fourteenth and First
Amendments Black

Bates v. City of Little
Rock NAACP v. Alabama Talley

’ the First and
Fourteenth Amendments 1 1 5@)(1)
CAN-SPAM  Act



n

28.06 77,000
Talley
f
@) C
@ ,
5()(1)  the CAN-SPAM Act
Gy Talley) 1
ISPs

the First Amendment

CAN-SPAM Act

First and Fourteenth Amendments

First Amendment
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CAN-
SPAM Act

CAN-SPAM  Act

CAN-SPAM Act

the Fourteenth
Amendment Yahoo
CAN-SPAM Act
the
proposed Hague Convention on International Jurisdiction and Foreign Judgments in Civil
and Commercial Matters.

CAN-SPAM Act

‘opt-out’
|I0pt_inll



9

First and Fourteenth Amendment

CAN-SPAM Act

First Amendment
345
CAN SPAM Act of 2003
2004
(ISP)
1
345) (Tresspass to Chattels)

Ferguson v. Friendfinders

Intel v. Hamidi 3

"Trespass to Chattels and the Internet; Intel V. Hamidi," Harvard Journal of Law & Technology 17, 283 (2003)
113
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Intel
( )
!
Hamidi
Hamidi Intel
Hamidi Intel
200,000 Intel
Intel Computer Network  Intel

AOL v. Joseph Melle3t

Melle 6 AOL
AOL AOL
2001 AOL V. National Care Discount,Inc. (NHCD)
(NHCD)
(NHCD)
AOL 25 135
337,500
CompuServe

v. Cyber Promotions®

34 1bid p.6-7..

® lbid p.5-7.



8l

CompuServe
CompuServe 50
Cyber Promotions CompuServe
Cyber Promations
CompuServe CompuServe
CompuServe
3452 (Damage to Trademarks)
AOL
(false designation) (dilution of trademark)

Lanham Act
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(aol.com)
AOL AOL
*
AOL AOL AOL
AOL
3453 Computer Fraud and Abuse Act
AOL
AOL NHCD (harvesting)
AOL

AOL
CAN SPAM
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3.4.6 CAN SPAM Act of 2003
1 2004
FTC
20 DOJ,
, 30
FTIC® CAN SPAM
FTC
ISPs
50
CAN SPAM
CAN-SPAM

P Federal Trade Commission, “Effectiveness and Enforcement of the CAN-SPAM Act : A Report to Congress,” at i-iii

(Daeter 205, adleblet M posepotsargen 0GOS arsayt o,


http://www.ftc.pov/reports/canspam05/051220canspamrpt.pdf

84

“‘malware”

FTC CAN-
SPAM ACT ' CAN-
SPAM ACT FTC US SAFE WEB ACT
FTC CAN-SPAM ACT

ISPs



85

3.5

35.1 Directive on Privacy and Electronic Communications

EU EFTA
Directive 2002/58/EC of the EUROPEAN PARLIAMENT AND
OF THE COUNCIL OF 12 July 2002 concerning the processing of personal data and the

protection of privacy in the electronic communications sector (Directive on Privacy and
Electronic Communications) 2002

(Personal Data)

Directive 1999 Telecommunications Review

article 12 Directive 97/66/EC

“Ca””

llca”ll
“communication”

Opt-in
1 1 1 ’ Opt-OUt
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E-Privacy Directive Directive

- E-Privacy Directive 2002/58/EC

- E-Commerce Directive 2000/31/EC

- Telecommunications Privacy Directive 97/66/EC
- Distance Contract Directive 97/7/EC

- Data Protection Directive 95/46/EC

3.5.2 Directive - on  Privacy and  Electronic
Communications

Article 13 - Unsolicited communications

L The use of automated calling systems without human intervention
(automatic calling machines), facsimile machines (fax) or electronic mail for the purposes of
direct marketing may only be allowed in respect of subscribers who have given their prior
consent.

2. Notwithstanding paragraph 1, where a natural or legal person obtains
from its customers their electronic contact details for electronic mail, in the context of the
sale of a product or a service, in accordance with Directive 95/46/EC, the same natural or
legal person may use these electronic contact details for direct marketing of its own similar
products or services provided that customers clearly and distinctly are given the
opportunity to object, free of charge and in an easy manner, to such use of electronic
contact details when they are collected and on the occasion of each message in case the
customer has not initially refused such use.

3. Member States shall take appropriate measures to ensure that, free of
charge, unsolicited communications for purposes of direct marketing, in cases other than
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those referred to in paragraphs 1 and 2, are not allowed either without the consent of the
subscribers concerned or in respect of subscribers who do not wish to receive these
communications, the choice between these options to be determined by national legislation.

4. any event, the practice of sending electronic mail for purposes of direct
marketing disguising or concealing the identity of the sender on whose behalf the
communication is made, or without a valid address to which the recipient may send a
request that such communications cease, shall be prohibited.

5. Paragraphs 1 and 3 shall apply to subscribers who are natural persons.
Member States shall also ensure, in the framework of Community law and applicable
national legislation, that the legitimate interests of subscribers other than natural persons
with regard to unsolicited communications are sufficiently protected.

Directive

Opt-in (Individual Subscribers)

Opt-in

Opt-out



88

Opt-out

Opt-out

35.3 Directive on Privacy and
Electronic Communications3/

the European Union
Directive 2002/58/EC on Privacy and Electronic Communications Directive

"unsolicited communications" by "electronic mail" "for the purposes of direct marketing"
“unsolicited commercial electronic

mail”

llopt-inll

Reagan Smith, “Eliminating The Spam From Your Internet : the possible effects of the unsolicited commercial
electronic mail act of 2001 on junk e-mail," Texas Tech Law Review 35, 411 (2004) : 11.
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Regulation 22(2) of the United Kingdom Privacy and Electronic Communications (EC
Directive) Regulations ,

"opt-in"
E-Privacy Directive3
llopt_inll
: "opt-out”  CAN SPAM Act :

the E-Privacy Directive  Luxembourg "opt-in" "

"opt-in" the E-Privacy Directive

llopt_inll
"opt-in" European Court of Justice (ECJ) :
KO v. Gourmet International Products AB ECJ
(
) ( )

:BTaiwo A. Oriola, p.13.



90

Ilopt_inll

ECJ Gourmet International
Products AB

E-Privacy Directive

"Opt-in"
E-Privacy
Directive

E-Privacy Directive

5 CAN-SPAM
Act

8(1) (2)  the
European Convention on Human Rights
Henrk W.K. Kaspersen
(European Court of Human Rights)
Strashourg Perry v. United Kingdom,
"private life"



a

"private life"

"private life"

E-Privacy Directive

8 the
European Convention on Human Rights :
10 the European Convention on Human
Rights Gaweda v. Poland 10 the
Human Rights Convention

13(4)
of the E-Privacy Directive

, article 15(2) of the E-Privacy Directive 22 Data
Protection  Directive
CAN
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SPAM Act
, ( ISPs)
CompuServe
5(3)  the E-Privacy Directive 30(1)(c)  the Data Protection
Directive
3.5.4 E-Privacy Directive
E-Commerce Directive (2000/31/EC) (country of
reception)
Directive (country of origin)
E-Privacy Directive 3l 2003
E-Privacy Directive
36
2003 50

2001 47
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Opt-out
The Act on Promotion of Information and Communication and
Communications Network utilization and Information Protection of 2001

Korea Fair Trade Commission (KFTC)

Korea Information
Security Agency (KISA)
KISA
KISA
KFTC

KFTC
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The Act on Promotion of Informaton and Communication and
Communications Network utilization and Information Protection of 2001 2002
2003

ISPs

ISPs

' KISA

KISA (MOUs)

37
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The
Coalition Against Unsolicited Commercial Email ~ CAUCE (http://www.cauce.org/)
SPAM-LAW SPAM-L
SPAM-L
SPAM-LAW
CAUCE 1997 CAUCE SPAM-
LAW
CAUCE
CAUCE ,
CAUCE
CAUCE

The European Coalition Against Unsolicited Commercial Emalil
(http:/lwww.euro.cauce.org/en/index.html)

The Canadian Coalition Against Unsolicited Commercial Email
(http://cauce.ca/about.html)

Coalition Against Unsolicited Bulk Email, Australia


http://www.cauce.org/
http://www.euro.cauce.org/en/index.html
http://cauce.ca/about.html

96

(http:/lwww.caube.org.au/)

The Asia Pacific Coalition Against Unsolicited Commercial Email
(http://www.apcauce.org/aboutus/committee.html)

CAUCE India

(http://www.india.cauce.org/)

The International Coalition
Against Unsolicited Commercial Email ICAUCE (http:/lwww.international.cauce.org/)


http://www.caube.org.au/
http://www.apcauce.org/aboutus/committee.html
http://www.india.cauce.org/
http://www.international.cauce.org/
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