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3.2

Il 3.2
3.3
— N
NL N \I
P~ T N R N
( )
I/ 3.3
(delay time) 1 MHz PAL 40
1 16

S canmli

vk P @1 2 3 456 78 2B HE

OG- Sato‘fddlmﬂ

I| 3.4
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3.4
3.1.2
180
35
g
e wore
° r ’: \ X
. J[Um l% . U
= —;{VNC}‘_ \ _.simclb—
o NORMAL e
pJvis.s !
1
3.2
321
3.6 ITU [6]

(scrambling sequence generator)

INVERTED

cw

(control word : CW)

19
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Sending end Receiving end

Service _Scrambled service Service
component Scrambler compoent Descrambler "component
Scramﬁing sequence Descrambling sequence

Scrambling i Descrambling

sequence sequence

generator generator
CV?,ngl Control word

Auth?(re|§at|on Encrypter Décrypter
Entitlement checking message
: ! Authorization key
1
Distribution, ; _Distribution
key Encrypter Décrypter key
| Entitlement Manalgement message I
I
3.6
CW cw
Authorization Key (packet) ECM
(Entitlement Checking Message) ( ! 3.2.2

21) Authorization Key
Authorization Pointer ECM

Authorization Pointer CW

Pointer Authorization Table Authorization Key

Authorization Key Pointer Key

Cw

Authorization Pointer
Distribution Key

Authorization Key

Authorization Key

Authorization
cw

Authorization  Pointer

EMM (Entitlement Management Message) (

! 3.0.2 21)
(address)

Control Word (CW)



1) *niuvn yiuujflu

rrac ) nn *
21
Entitlement Checking Message (ECM) cw
2
1 Authorization Pointer Authorization Key CW
2. Encrypted Control Word
Entitlement Management Message (EMM) Authorization Table
Authorization Pointer  Authorization Key 31
3.1 Authorization Table

Authorization Pointer

01
2C

3.2

Control Word
Authorization Pointer
Authorization Key
Distribution Key
Subscriber Address

322

3221

3-4
Reference Model)

Authorization Key

C7 9E Al 26 58 EC 22 D1
B8 A3 9C A8 8F D2 BC 39

3.2

64

64
64
16

ECM EMM
Data Packet

2 ECM EMM
(Layer 3-4 of Open System Interconnection



6 8
"00"  SCF AU PTR
SCF Scramble Control Field
AU_PTR Authorization Pointer
cw" Control Word
FCS Frame Check Sequence
2 3
0 HOOII

« SCF “ Scramble Control Field
3.3 b i

1

3.3

P> JRES 2 T~ FC T G RN

AILPTR Authorization Pointer
8

¢ CW Control Word

Pointer

« FCS Frame Check Sequence
Cw 16

22

64 16
cw FCS
ECM
3.7
ECM
b 2
IIOH
SCF
cw
64
Authorization Key Authorization
SCF, AILPRT
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CRC'16 ( ' 3.2.5
2) EMM
16 6 8 64 16
11" SA N AU_PTR AU_KEY FCS
SA Subscriber Address
N Number of control word pair
AU PTR Authorization Pointer
AU~KEY  Authorization Key
FCS Frame Check Sequence
Authorization Table Authorization Pointer
Authorization Key 1 64
ECM EMM
3.8
o EMM
« SA  Subscriber Address 16
« N AILPTR ALLKEY 6 Authorization
64 |
« AILPTR  Authorization Pointer Authorization Key
8 256
« AILKEY  Authorization Key CW 64
« N, AILPTR AILKEY 6+N(8+64) Distribution

Key
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« FCS SA N, AILPRT, ALLKEY
16 CRC-16 ¢ 325
32)
3222
Data Packet 2
(broadcast)
FS DATA Cl FCS

SCHC(80,73)

FS Frame Sync

Cl Continuity Index

DATA  ECM packet or EMM packet

FCS Frame Check Sequence

SCHC  Shortened Cyclic Hamming Code

3.9 Data Packet
Data Packet 3.9 96 12
¢ FS Frame Sync 16 L
||0n 1 I' ) ( s s
' ' 25) Data Packet
Fs 1001 1010 1001 1011" (0x9A9B)
« ClI Continuity Index 1
Data Packet "

Data Packet
01



+ DATA
9 (12 )
« FCS  Frame Check Sequence
Cl  DATA
(l
' 32)
323
2
3.11
Data Packet
NRZ 0"
130%
BVF
3.23.1 BVF
BVF
1 1 Q" 1
BVF I
( 3242
30) "0
BVF

BVF

Y

0x40

SCHC(80,73)

3.2.5

BVF

BVF

17

2 MBtls

cw

0010011"

6.72%

25

Y
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2 1 mn
1) 6-22 319-335
X X BVF
X () 1
MHz X 3.10
- 1 :
A )
' s25p 1 J 2 I | D r 625-{q*1) 625-q lsz-ls- l -l{Tl N l |
1 ' Mhep— [ §4%q-
n 0 X
1 64 X
X- 641g+T (3.1)
M0 s 2
A [64 J 32
r = X mod 64 (3.3)
q r
= s |OI % 1)
(picture) (picture)
BVF Packet tld%&%i}
(not allowed) *j%_ p 5453
[ 3.11 BVF 6-22 319-335
6-22 319-335 31 g
619-603 306-290 3.1
BVF BVF r 53 58
r 60 3.12 “Load"



g
Y————«qliliillililb»————N
Load (64*q + 60) Load (x)
3.12 6-22
BVF
1( 3.10)
X= (80000 )- X
( BVF
2) 23-310 336-623
BVF
3.13 r 3 59, 60 61
| =femod4
X 3.14
=5 P P
(picture) burst (picture)
| |
Vg i
BVF Packet  /
(allowed)
3.13

23-310 336-623

319-335

X

BVF

27

(34)



2 3.4

323 2

PAL

3.4

1-5
6-22
311-318
319-335
623.5-625

s=rmod 4

Io

1

Y Y

Load (64*q + 59)

Load (64*q + 60)

Load (64*q + 61)

2

o

Data Packet

Data Packet 96

6-22

Data Packet
1 1
1 1
34
3.4
23

23-310 336-623
2 MBIt's 48
Data Packet
2
319-335 [7,8]
34
Data Packet
623

Data Packet

34 6-22

6-23.5

23

28
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29

324.1 ?
(cycle)
CwW
(linear feedback shift register) 64
: 1
8644— 863 Lt o e e a3 - a2 ] a1 —
I
c \ \ | c c \ c \
64l 63] % 3] 2] 1 ‘
3.15
64 3.15 1
a,
(xor) a, 3.6
a,(t+]) ~pre, (0 mod 2 (3.6)
C o4 (c,.cH)
2641 C y
(primitive polynomial) [9-11] (irreducible polynomial) p(X)
m Xntl 2ml
2ml n(X) Xn+1 [12] C (80 00 00 00 00 00
00 0D),6
64
[10]
64 2641

18x10'9
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3.15
3.2.4.2
BVF, BVF
3.16
7 14* 16
BVF DelayO Delayl
16 1 1 1 1 1
Delay2 InvertO/23 InvertO/24 1 a Invert0/309 InvertO/336 t Invert0/622
Delay3 Invert1/23 Invert1/24 9 E Invert1/309 Invertl/336 X Invert1/622
Delay n+2 Invert /23 Invert /24 b Invert n/309 Invert /336 Invert n/622
1 1 'm=-
Invert255/23 |nvert255/24.l:”XI Invert255/309 Invert255/336 3 | Invert255/622
2 3.16
! BVF BVF
en 7 7 ||O||
“10010011" (0x93) BVF
14 BVF 0
0 14
336 ECM
16 1
590 16
574 23-309 336-622
16 2
255 574
16 257
254 16
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256

128 128 13
0x2000

=40 000 -
=40000-36- 128
=39 836

0x8000 13

3243

ECM 256 3.17 '
ECM 255 337
0 BVF

BFRdd

N 6 1 2 %?5 6 @1 7 3

- -l

2 317

3.18 254
CW2 CW2 BVF2 7
0 (delayO), (complement) delayO1
ECM 255



cw2 :

cw2 :

cw

m

BVF, delayo

: delay256, Invert255/23,Invert255/24,. delay2.

Invert254/23,Invert254/24,,. I vert0/23,1 vertO/24,..

%\rMW;'\( I O

5 “

pba 0 0>% S
H

delayo* delayV ml

delay255 delayo delayl
ECM
BVF delayO CwW2 ->CWwW
delayl
: (load delay255) (load delayl)
delay256, Invert255/23,Invert255/24,... delay2,
I vert254/23,1nvert254/24,.. Invert0/23,Invert0/24,...

2 3.18

255 ECM, delayl

0 delay?
574
254 254 delay256
delay257

254-255
Ccw2 cw

CW2 0

CW2 ECM 255

BVF BVF

delayl 0 delayl

3.2.5

325.1 7 7 (CRC-16)

32

m

delay3,
Invertl/23,Invertl/24,.

>
m

delay2*

delay2

(load delay2)
delay3,
Invertl/23,Invertl/24,

delayl”

delay?’

255

255

delayO
delay?



g(x)=1+x2+xL5x'6
9(x)
r 2 3
k=32,751)
, 99.997%
18
3.2.5.2 ?
FS 16

33

ECM EMM
(generator  polynomial) CRC-16
g(x)=(L +X)(1 +x + x5
(L +xm 32,767 CRC-16
=32,767 (
16
17 99.998%
[13]
Data Packet
1.25% 80
Data Packet 96
(cyclic hamming code) [12] ( ), k
80
=201 =127
21
k=2""- -1=120
(127,120)  t=1  dritE3 1
[12]

g(X) =\ + X T+X 1
80
-1= 80

/ =«-80 =127-80 =47

(-1,%-1) =(80,73)

(shortened cyclic code) [12]
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1
\
Lbo o[ o, |+ b, |oo—+[b, |+ b o[ o5 |+{ b |~
1 sw2
u(X) _:’2_._’0 code word
3.19 (80,73) g(X) = 1+x3+x?
3.19
0 1 2
2 X 73
73
b0..b6 2
1 I
p(X) rX)
(320 p(X) X"k gX)
p(X) =\+X 4+x s+X6
r(X) = =JI 80-bit register r(X) I_.S?_’
bg [0+ b
|2 |

3.20 (80,73)

3.20

Q) 7 g(X) b0.b6



80 X)

IIOII

3.2.6

(confusion sequence)

( 32.4.1

Known Plaintext Attack

80
0. 6

80

80

IIOII

X6 (B=10000002)

29)

102.

(80-bit register)

80
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