) (Cari-Michel, 1993; Hunt,1992) .. 1969
ARPA (Advance Research Project Agency)
(packet switching network)

(ARPANET)
1
.. 1975
(Defense Communication Agency)
' [ (TCP/IP protocol)
' / (Military Standards)
.. 1983
/ 2 (MILNET)
(Internet)
2

(NSFnet)

) ” (protocal architecture) (Hunt, 1992) /
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(TELNET) 1

(physical network)

/ (Ethernet),
(FDDI), 232 (RSI232)

(addressing)

(FTP)
A 4
(application layer)
(transport layer)
(internet layer)
(network interface layer)

(layer)

(Token Ring),
25 (X2)
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2.1) (application  layer)
/
/ (client/server model)
(client process)
(server process)

A (TELNET), (FTP),
(SMTP)
layer)
2 (TCP) (UDP)
' Transmission Control Protocol '
(connection-oriented)
(reliable) RFC 793 (Postel,
1981h)
" User Datagram Protocol 1
(dlatagram)
(connectionless)
RFC 768 (Postel, 1980)
2.3) (internet layer)
(network layer) (IP)
/ (route)
RFC 791 (Postel, 1981a)
2 (ICMP
Interner Control Message Protocol) (IGMP : Internet Group Management Protocol)
2
24) (network interface layer)

(data link layer) (link layer)



f (device driver)

) o ! ' (IP addressing and port)
(nock)
[ (IP address)
3 10 4
() 192.1.11 1148.1.2.35
2
(network address)
(host address)
' / (class) 5 (Carl-
Mitchell, 1993)
A 1 1- 127 3 0.0.0 - 255.255.255
B 2 128.0 - 191.255 2 0.0 - 255.255
c 3 192.0.0 - 222.255.255 1 0255
D 4 22400.0 - 239.255.255.255
E 4 240.00.0 - 255.255.255.255
21
0
1

(broaclcast aclarress)



121001

255.255.255.255
/
16 (nort)
(wellknown port)
(TELNET  server) 23
(FTP server) il
5
) (acket encapsulation)
/ (packet)
(header)

(TCP segment)
(IP datagram)
(Ethernet)
(Ethernet frame)



®
|
Tl
3 ! 1 A
'
j ! 1 ) 5
| (application header
) ( TCP header )
3 ( IP header |
) ( Ethernet header!
b ( Ethernet traller )
i
) (Ethernet frame) A
(Ethernet), (token ring)
(FDDI)
1 (Stevens 1 1994) . 1982
Digital Equipment Corp., Intel Corp. Xerox Corp. (local area
network) [ (CSMAICD : Carrier Sense Multiple
Access / Collision Detection) 10

|EEE 802.3
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7UN 2.3 : MsnBmediun

N5WINSUAALTBYA (data encryption)

(readable
message)
(decryption)
(plaintext)
(Ciphertext) (encryption algorithm)
(encryption  key) (decryption  key)
24
Addarufuiirsvady Addaiviunemsviady
“""v'v 14 laanefad * e
oy nandardady | | narasardedy L o
24
2
(single key encryption)
(public key encryption)

DES (Data Encryption Standard), IDEA
(International Data Encryption Algorithm), Lucifer, Madryga, FEAL-N, REDOC




(public key)
(secret key) ,
RSA
(public key)
(secret key)

RSA Markle-Hellman Knapsack Algorithm, Diffie-Hellman Algorithm
=7 RSA

(session key transferring)

) ?

(Cheswick, 1994)
(link level encryption)
(transport level encryption)
(network level encryption)
(application level encryption)

2.1) ? (link level encryption)

(encryption hox) Clipper !
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29)

(interconnection)

(encryption IP router)

26 :

(transport level encryption)

(IP packet) 2.6
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2.3) (network level encryption)

sf ]

] 1 : ]

21

24) (application level encryption)

(end-to-end  encryption)

(source program)

3) (key exchanging)
(session key)

31 ? (key distribution center)
(key distribution center)
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(generate session  key)

(key database)
(key transferring)
3.
(key exchange with symmetric cryptography)
() ()
() () ()
: () () ()
()
: () ()
() ()
()
33)
(key exchange with public key
encryption)
() 0 2.2
() ()
() ()



4)ISA
4.1) (Pfleeger 11989) RSA
Rivest, Shamir -~ Adelman .. 1978
(number  theory) f

(prime number)
RSA modulo

RSA (security of RSA)
NP Complete

42)

¢ =pemoatt

p- CImod

ed RsA B

43) RSA RSA



pxq =

exd mod((/7- Dfq- 1)="1
: d

44) ? RA
P=11q=13
“pXq 143
P- DX (- ) 120

e
d o =11

¢ = 7" mod 143 = 106

P =106" mod 143=7

(relative prime)

e=11



A (packet driver)

|5 (CabMchel, 1999

NDIS (Network Driver Interface Specification)
ASI (Adapter Support Interface)
05l (Open Datalink Interface)

DLL (The Datalink Layer)
TWruntudssynd Tusunsudrsgnd Tusuntudseynd
- = ‘ A =
— VA
unninalanaef
A
h 4




f TR (Terminate and Stay  Resident)
(software interrupt service routine)
(interrupt address) 0x60 - 0x80

3 VP
'PKT DRVRL
)
(INT) AH

PC/TCP Packet Driver specification (FTP Software Inc., 1986)

) 7 ?
A
- AH=2  accessjypeO
AH=3  send pkt()
AH=4  releasejypeO
accessjypeO AH = 2 (link
layer muliplexing) accessjype0
AL (Interface Class)
BX (Interface Type)
DL (Interface Number)
J (bointer)

X
ES.D



20

access_type() AX (handle)
received)
2 AX =0
CX received)
ESDI
2 received) AX=1
DS:SI CX
send_pkt() AH = 4 Sl
CX
accessjype0 releasejype0
AH=3 ' 1 & BX
WaunrudGunlfunninalasnef ecerver)
SN - R M
T w—— Tl -
send_pkt() access_type() release_typel)
» S == P = uwmnn\uﬂjn/r',
W orn LI \ Pl
v
Jayafdasenly Foyanfuida

71 2.9: nsfudedayarimaunninglasinaf

1) ? | (client server computing)




A 3
(Carl-Mitchell, 1993)

2 (iterative server)
(concurrent server)

forkO

) (application  gateway)
(gateway process)

(Comer, 1993)
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