(encryption
gateway process) (key server process)

(encryption progrann for packet driver) (key
generation request program)
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fork!)

(secured port)

(encryption gateway process)

(application port)

(socket library)

(application port)
(secured port)
(secured data port)

forkO
(background  process)
(connect) acceptO
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forkO
getpeernameQ

key.cfg

RSA e, )
RSA ()

9 4

addr

33

2

connect!)

client address
public key (modulus part)
public key

message type ( 1 = retrieve
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connect))

127.00.1
(loopback)
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RFC 959 (Postel, 1985) PORT
XXX

PORT REXEREXONXK | )
PORT  127,0,0,1, X%

24) 9

(block encryption)

(byte encryption)
(random permutation)
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(random)

(key server process!

) ?
(key distribution center)
(generate session key)
] (session key database)




A

(key transferring) (public
key encryption)

(private key)

21)

( accept!)) fork!)

2.2

1

0

1 ,
2-10 e
11-19
20-23 ( )

0( )
256 random!) 256
|
Jkey



RSA
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22)  ?
MPILIB
(Multi-Precision  Integer  Library) PGP (Pretty Good
Privacy) ~ Zimmermann MPILIB long
RSA
B @ ) . 9 @ )
9 ' 256
288
9
( 0 8
256
BRSNS i SRS S RO
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(encryption program for packet driver)
"PKTCRYPT" (terminate and stay resident
program)

(destination port)
(source port)

38
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2L PKTCRYPT

(interrupt vector) 1 ' " (interrupt handier)
PKTCRYPT ( 31)

)

PKTCRYPT




0x60

22)
PKTCRYPT

(interrupt number)

0x80 'PKT DRVR'0
PKTCRYPT
0x65
PKTCRYPT
(INT 21) 0x31
PKTCRYPT
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'PKT DRVR'0
'NEW

39

JPXX

BT DRVRANEW

JMP

PKTCRYPT

PKTCRYPT

JMP

'PKT DRVR',0,NEW

3%
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(256 )
e )
2 )
1.3) ?
3
accessjype0 (AH=2
releaseJype() (AH =13
send pkt)  (AH=4)
receiver))

accessjypeO PKTCRYPT

accessjypeO
receiver))

receiver)) (ES:DI)
PKTCRYPT accessjype0
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PKTCRYPT

receiver))
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releasejype0 PKTCRYPT
releasejypeO f receiverO (BX
releasejype0
sencLpktO PKTCRYPT
sencLpktO

receiverQ PKTCRYPT

receiver!) receiverQ PKTCRYPT
receiverO receiverQ PKTCRYPT
2 (AX = 0) receiver0 PKTCRYPT
receiver!)
H Alc o
o | neéfafil |
- 0 Poiwio aasifipo ) - rekeo hpO
» ffn PKIGRWT
»?  Aiffnifl ¥ » f
310 : )
PKTCRYPT



data

6 6 2 46-1500
31L
(frame type)
32 bits N
16 Dbits. .
Its
_ A bits.
ver header T0S total length (bytes )
_f crl-h ¢ y
identification
TTL protocol header checksum
source IP address
destination IP address
source port destination port
sequence number
acknowledgement number
hgﬁad[er: flag windows size
TCP checksum urgent pointer
data
312
send_pkt() send_pkt() PKTCRYPT

send_pkt()

311
0x800

IP header

TCP header
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(destination port)

receiveqd)

(source port)

key generate)
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PKTCRYPT

(flag) ACK  ACK | PSH

CRC
(TCP checksum)
PKTCRYPT
received)
1 ('TCP checksum )
PKTCRYPT

(flag) ACK  ACK | PSH

CRC

1 (TCP checksum)

(session key request.program)

(random session



key.cfg

PKTCRYPT
PKT DRVR',0, NEW

4

Watterloo TCP

PKTCRYPT
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