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key.cfg

)
$ mkdir key (
$ keyserver < >

)
cryptserv - < >

$ cryptserv telnet 12001
cryptserv ftp 12002 12003

1 KEYAG
1 RDIRCG
FMETFG

<

fip(21)

RSA

key)

> q <
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I WATTCP.CFG

) | f( odipk)

C> PKTCRYPT

3
C> KEYGET < > < >

C:> KEYGET 192.1.1.1 30000

4

C> SETPORT
) PKTCRYPT

C> EXAM
6) PKTCRYPT

C> DEIN
D) key.cfy

RSA
KEYGET.EXE cryptserv
key.cfg
= XX XK XXX XX XX XX XX XX

g = XX XX XX XX XX XX XX XX XX
d = XX XX XX XX XX XX XX XX XX
ks = <keyserver addr >

kp = <keyport>



ks
kp

RSA

ks kp Cryptserv

KEYGET
key.cfg Cryptserv
= d50597 bfoffcadds
e=18000001
d= 4f a6 40 72 fa b7 d8 f d5
ks = 168.200.145.4
kp = 30000
key.cfg KEYGET.EXE
= a7 fo 06 d6 4b 8d d5 30 ¢9
e=8000001
d =34 5 5d fo d2 72 3 df 55

2) redir.cfg
> <
> <
> <
< >

SETPORT
>
>
>
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telnet 12001

fio 12002
ftp-data 12003
512 12004

J) services.cfy

VvV V V
N N\ N

telnet 23
fp 2
ftp-data 20

4) wattcp.cfy

KEYCETEE
my_ip = 161.200.80.200
netmask = 255.255.0.0
gateway = 161.200.80.230

Waterlloo TCP
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LANWATCH FTP Software o.

#46  Receive time: 47.087 (0.031) packet length:63 received length:63
Ethernet:  (00805ff4b718 -> Intel a15d59) type: IP(0x800)

Internet; 192111 > 19211195 hi5 ver: 4 tos: 0x10

len: 49 idt 0x4953 fragoff: 0 flags: 00 tt: 60 prot: TCP(6)

xsum: 0xb29d

TCP:  telnet(23) -> 1387 seq: al0ab275 ack: 0000747¢

win: 4096 hi: 5 xsum: 0x67d3 urg: 0 flags: <ACKXPUSH>
data (9/9): Password:

#47  Receive time: 47.088 (0.001) packet length:60 received length:60
Ethernet:  (Intel a15d59 -> 00805ff4b78) type: IP(0x800)
Internet:  192.1.1.195 > 192.1.1.1 h:5 ver 4 tos: 0

len: 40 ict Ox1d fragoff: 0 flags: 00 ttl: 60 prot: TCP(6) xsum: Oxfbec

TCP: 1387 -> telnet(23)  seq: 0000747e ack: allab27e
win: 4087 h:5 xsum: Ox4f8d urg: 0 flags: <ACK>

#48  Receive time: 47.859 (0.771) packet length:60 received length:60



Ethernet:  (Intel a15d59 -> 00805ff4b718) type: IP(0x800)
Internet:  192.1.1.195 -> 192.1.1.1 hi 5 vér 4 tos: 0

len: 41 id: OxLe fragoff: 0 flags: 00 ttl: 60 prot: TCP(6) xsum: Oxfhea
TCP: 1387 -> telnet(23)  seq: 0000747e ack: alOah27e

win: 4096 hi: 5 xsum: Oxe37a ug: 0 flags: <ACKxPUSH>
data (1/2): |

#9  Receive time: 47.913 (0.054) packet length:60 received length:60
Ethernet:  (00805ff4b7f8 -> Intel al5 59) type: IP(0x800)

Internet: 192111 -> 19211195 hi: 5 ver: 4 tos: 0x10

len: 40 ic: 0x4954 fragoff. 0 flags: 00 tl: 60 prot: TCP(6)

xsum: 0xh2a5

TCP.  telnet(23)-> 1387 seq: al0ah27e ack: 0000747f
win: 4096 hi: 5 xsum: 0x4f83 urg: 0 flags: <ACK>

#50  Receive time: 48.182 (0.269) packet length:60 received length:60
Ethernet:  (Intel a15d59 -> 00805ff4b718) type: IP(0x800)

Internet:  192.1.1.195 > 192.1.1.1 hi: 5 ver 4 tos: 0

len: 41 id: OxLf fragoff: 0 flags: 00 ttl: 60 prot: TCP(6) xsum: Oxfhed
TCP: 1387 -> telnet(23)  seq: 0000747f ack: al0ab27e

win: 4096 hi: 5 xsum: Oxea79 urg: 0 flags: <ACKxPUSH>
data (/1) e

#1  Receive time: 48.313 (0.131) packet length:60 received length:60
Ethernet:  (00805ff4b7f8 -> Intel a15d59) type: IP(0x800)

Internet: 192011 > 19211195 hi 5 ver 4 tos: 0x10

len: 40 id: 0x4955 fragoff: 0 flags: 00 ttl: 60 prot: TCP(6)

xsum: Oxb2ad

TCP.  telnet(23)-> 1387 seq: al0ab27e ack: 00007480

win: 409 hi: 5 xsum: 0x4f82 urg: 0 flags: <ACK>

56



#52  Receive time: 48.313 (0.000) packet length:60 received length:60
Ethernet:  (Intel a15d59 -> 00805ff4b7f8) type: IP(0x800)
Internet:  192.1.1.195 > 192.1.1.1 hi: 5 ver: 4 tos: 0

len: 41 id: Ox20 fragoff: 0 flags: 00 ttl: 60 prot: TCP(6) xsum: Oxfbe8

TCP: 1387 -> telnet(23)  seq: 00007480 ack: alOah27e

win: 4096 hi: 5 xsum: Oxed78 urg: 0 flags: <ACKxPUSH>
data (12): k

#53  Receive time: 48.406 (0.093) packet length:60 received length:60
Ethernet:  (Intel a15d59 -> 00805ff4b7f8) type: IP(0xB00)

Internet: ~ 192.1.1.195-> 192.1.1.1 hi: 5 ver: 4 tos: 0

len: 41 id: Ox2L fragoff: 0 flags: 00 til: 60 prot; TCP(6) xsum: Oxfhe7
TCP. 1387 -> telnet(23)  seq: 00007480 ack: al0ab27e

win: 4096 hi: 5 xsum: Oxed78 urg: 0 flags: <ACKxPUSH>
data (/2): k

#54  Receive time: 48.407 (0.001) packet length:60 received length:60
Ethernet:  (00805ff4b7f8 -> Intel a15d59) type: IP(0x800)

Internet: 192111 > 19211195 hi: 5 wver: 4 tos: 0x10

len: 40 ic: 0x4956 fragoff: 0 flags: 00 ttl: 60 prot: TCP(6)

xsum: 0xb2a3

TCP:  telnet(23) -> 1387 seq: al0ah27e ack: 00007481
win: 4096 hi: 5 xsum: Ox4f8l urg: 0 flags: <ACK>

#55  Receive time: 48.744 (0.337) packet length:60 received length:60
Ethernet:  (Intel a15d59 -> 00805ff4h718) type: IP(0x800)
Internet: ~ 192.1.1.195 -> 192.1.1.1 hi: 5 ver: 4 tos: 0



len: 41 id: 0x22 fragoff: 0 flags: 00 ttl: 60 prot: TCP(6) xsum: Oxfbe6

TCP: 1387 -> telnet(23)  seq: 00007481 ack: al0ab27e

win: 409 hi 5 xsum: 0x2178 urg: 0 flags: <ACKXPUSH>
data (1): .

#56  Receive time: 48.913 (0.169) packet length:60 received length:60
Ethernet:  (00805ff4b7f8 -> Intel a15d59) type: IP(0x800)
nternet; 192111 > 19211195 hi: 5 ver 4 tos: 0x10

len: 40 ic: 0x4957 fragoff: 0 flags: 00 ttl: 60 prot: TCP(6)
xsum: Oxh2a2

TCP:  telnet(23) > 1387 seq: alOab27e ack: 00007482
win: 409 hi: 5 xsum: Ox4f80 urg: 0 flags: <ACK>

#57  Receive time: 48971 (0.058) packet length:60 received length:60
Ethernet:  (Intel al5 59 -> 00805ff4b7f8) type: IP(0x800)
Internet:  192.1.1.195 > 192.1.1.1 hi: 5 ver. 4 tos: 0

len: 41 id: 0x23 fragoff; 0 flags: 00 ttl: 60 prot: TCP(6) xsum: Oxfbed

TCP. 1387 -> telnet(23)  seq: 00007482 ack: al0ab27e

win: 409 hi 5 xsum: 0x2177 urg: 0 flags: <ACKXPUSH>
data (U1): .

#58  Receive time: 49.065 (0.094) packet length:60 received length:60
Ethernet:  (Intel a15d59 -> 00805ff4b7f8) type: IP(0x800)
Internet: ~ 192.1.1.195 > 192.1.1.1 hi: 5 ver. 4 tos: 0

len: 41 it 0x24 fragoff. 0 flags: 00 ttl: 60 prot: TCP(6) xsum: Oxfbed

TCP: 1387 -> telnet(23)  seq: 00007482 ack: al0ab27e

win: 409 hi 5 xsum: 0x2177 urg: 0 flags: <ACKXPUSH>
data (UL): .



#9  Receive time: 49,066 (0001) packet length:60 received lengthe0)
Ethemet:  (00805ff4o78-> Intel al5d59) type: IPO0)

Internet: 192011 > 19211195 hi5 ver 4 tos: 0x10

len: 40 id: 0x4958 fragoff: 0 flags: 00 ttl: 60 prot: TCP(6)

xsum: Oxb2al

TCP.  telnet(23) -> 1387 seq: al0ab27e ack: 00007483

win: 409 hi: 5 xsum: Ox4f7f urg: 0 flags: <ACK>

#54  Receive time: 44.505 (0.165) packet length:63  received length:63
Ethernet:  (00805ff4h718 -> Intel a15d59) type: IP(0x800)

Internet; 192111 > 19211195 hi: 5 ver: 4 tos: 0

len: 49 id: Ox4bbd fragoff: 0 flags: 00 ttl: 60 prot: TCP(6)

xsum: 0xb043

TCP: 12001 -> 1368 seq: a3efe875 ack: 00006298

win: 4096 hi: 5 xsum: Ox9fda urg: 0 flags: <ACKxPUSH>
data (99 ..

#55  Receive time: 44.506 (0.001) packet length:60 received length:60
Ethernet:  (Intel a15d59 -> 00805ff4b7f8) type: IP(0x00)

Internet: ~ 192.1.1.195 -> 192.1.1.1 hi: 5 ver. 4 tos: 0

len: 40 id: 0x20 fragoff: 0 flags: 00 til: 60 prot: TCP(6) xsum: Oxfhed

TCP: 1368 -> 12001 seq: 00006298 ack: a3efe87e
win: 4087 hi: 5 xsum: 0xfod6 urg: 0 flags: <ACK>

#56  Receive time: 45.173 (0.667) packet length:60 received length:60
Ethernet:  (Intel a15059-> 00805ff4h718) type: IP(0x800)



Internet:  192.1.1.195 -> 192.1.1.1 hi: 5 ver 4 tos: 0

len: 41 it Ox21 fragoff; 0 flags: 00 ttl: 60 prot: TCP(6) xsum: Oxfbe7

TCP. 1368 -> 12001 seq: 00006298 ack: a3efe87e

win: 4096 hi: 5 xsum: Oxcfcd urg: 0 flags: <ACKxPUSH>
data (1/2): *

#57  Receive time: 45321 (0.148) packet length:60 received length:60
Ethernet:  (00805ff4b7f8 -> Intel al5 59) type: IP(0x800)
Internet: 192011 > 19211195 hi 5 ver 4 tos: 0

len: 40 ic: Oxdbcl fragoff: 0 flags: 00 ttl: 60 prot: TCP(6)
xsum: 0xb048

TCP: 12001 -> 1368 seq: adefe87e ack: 00006299
win: 4096 hi: 5 xsum: Oxfcc urg: 0 flags: <ACK>

#58  Receive time: 45.322 (0.001) packet length:60 received length:60
Ethernet:  (Intel al5d59 -> 00805ff4b718) type: IP(0x800)
Internet:  192.1.1.195 -> 192.1.1.1 hi: 5 ver: 4 tos: 0

len: 41 idt Ox22 fragoff: O flags: 00 ttl: 60 prot: TCP(6) xsum: Oxfbe6

TCP: 1368 -> 12001 seq: 00006299 ack: a3efe87e
win: 409 hi: 5 xsum: Ox9bc3 urg: 0 flags: <ACKXPUSH>
data (12): A

#59  Receive time: 45507 (0.185) packet length:60 received length:60
Ethernet:  (Intel a15d59 -> 00805ff4b718) type: IP(0x800)
Internet:  192.1.1.195 -> 192.1.1.1 hi: 5 ver: 4 tos: 0

len: 42 id: O0x23 fragoff: 0 flags: 00 ttl: 60 prot: TCP(6) xsum: Oxfbed

TCP. 1368 -> 12001 seq: 00006299 ack: a3efed7e
win: 4096 hi: 5 xsum: Ox%flurg: 0 flags: <ACKXPUSH>
data (22): A+



#0  Receive time: 45521 (0.014) packet length:60  received lengthi60
Ethemet:  (00805ff4b7f8-> Intel a15059) type: IPOGN0)

Internet; 192111 > 19211195 hi: 5 ver: 4 tos: 0

len: 40 id: Oxdhcd fragoff: 0 flags: 00 ttl: 60 prot: TCP(6)

xsum: 0xb045

TCP: 12001 -> 1368 seq: a3efe87e ack: 00006290
win: 4096 hi: 5 xsum: Oxf9ca urg: 0 flags: <ACK>

#1  Receive time: 45.774 (0.253) packet length:60 received length:60
Ethernet:  (Intel a15d59 -> 00805ff4b718) type: IP(0x800)
Internet:  192.1.1.195 > 192.1.1.1 hi. 5 ver.4 tos: 0

len: 41 id: Ox24 fragoff: 0 flags: 00 ttl: 60 prot: TCP(6) xsum: Oxfhed

TCP: 1368 -> 12001 seq: 0000629b ack: a3efe87e

win: 409 hi: 5 xsum: OxOfd urg: 0 flags: <ACKXPUSH>
data (1/2): .

#62  Receive time: 45.894 (0.120) packet length:60 received length:60
Ethernet:  (00805ff4b78 -> Intel a15059) type: IP(0x800)

Internet; 192111 > 19211195 hi: 5 ver 4 tos: 0

len: 40 id: Ox4hc9 fragoff: 0 flags: 00 ttl: 60 prot: TCP(6)

xsum: 0xb040

TCP. 12001 -> 1368 seq: a3efe87e ack: 0000629c
win: 4096 hi 5 xsum: O0xf9c9 urg: 0 flags: <ACK>

#3  Receive time: 45,949 (0.055) packet length:60 received length:60
Ethernet:  (Intel a15d59-> 00805ff4b7f8) type: IP(0x800)
Internet;  192.1.1.195 > 192.1.1.1 hi:5 ver 4 tos: 0

len: 41 id: 0x25 fragoff: 0 flags: 00 ttl: 60 prot: TCP(6) xsum: Oxfhe3



TCP: 1368 -> 12001 seq: 0000629c ack: a3efe87e
win: 4096 hi: 5 xsum: OOfcO urg: 0 flags: <ACKxPUSH>
data (1/2): .

#64  Receive time: 46.112 (0.163) packet length:60 received length:60
Ethernet:  (Intel a15d59 -> 00805ff4b7f8) type: IP(0x800)
Internet:  192.1.1.195 > 192.1.1.1 hi: 5 ver: 4 tos: 0

len: 41 id: Ox26 fragoff; O flags: 00 ttl: 60 prot: TCP(6) xsum: Oxfbe2

TCP: 1368 -> 12001 seq: 0000629¢ ack: a3efe87e

win: 4096 hi: 5 xsum: OOfO urg: 0 flags: <ACKxPUSH>
data (/2): .

#65  Receive time: 46.112 (0.000) packet length:60 received length:60
Ethernet:  (00805ff4b7f8 -> Intel a15d59) type: IP(0x800)
Internet: 192011 > 19211195 hi 5 ver 4 tos: 0

len: 40 ict Ox4bcb fragoff: 0 flags: 00 ttl: 60 prot: TCP(6)
xsum: 0xb03e

TCP: 12001 -> 1368 seq: adefe87e ack: 0000629d
win: 4096 hi: 5 xsum: 0xf9c8 urg: 0 flags: <ACK>

#66  Receive time: 46.115 (0.003) packet length:60 received length:60
Ethernet:  (Intel a15d59 -> 00805ff4b7f8) type: IP(0x800)

Internet:  192.1.1.195 > 192.1.1.1 hi: 5 ver: 4 tos: 0

len: 41 ic: Ox27 fragoff: 0 flags: 00 ttl: 60 prot: TCP(6) xsum: Oxfhel
TCP. 1368 -> 12001 seq: 0000629d ack: a3efe87e

win: 4096 hi: 5 xsum: OxOff urg: 0 flags: <ACKXPUSH>
data (1/2): .

#67  Receive time: 46.321 (0.206) packet length:60 received length:60



Ethernet.  (00805ff4h718 -> Intel a15d59) type: IP(0x800)
Internet: 192111 > 19211195 hi5 ver 4 tos: 0

len: 40 id: Ox4bcf fragoff: 0 flags: 00 til: 60 prot: TCP(6]
xsum: 0xb03a

TCP: 12001 -> 1368 seq: a3efe87e ack: 0000629
win: 4096 hi: 5 xsum: Oxf9c7 urg: 0 flags: <ACK>

#68  Receive time: 46.374 (0.053) packet length:60 received length:60
Ethernet.  (Intel a15d59-> 00805ff4h7f8) type: IP(0x300)
Internet:  192.1.1.195 -> 192.1.1.1 hi: 5 ver. 4 tos: 0

len: 42 id: Ox28 fragoff: 0 flags: 00 ttl: 60 prot: TCP(6) xsum: Oxfoof
TCP. 1368 -> 12001 seq: 0000629 ack: a3efe87e

win: 409 hi: 5 xsum: Ox36fc urg: 0 flags: <ACKXPUSH>
data (212): .

#69  Receive time: 46.419 (0.045) packet length:60 received length:60
Ethernet:  (00805f4b7f8 > Intel a15 59) type: IP(0x800)

Internet: 192111 > 19211195 hi5 ver 4 tos: 0

len: 42 id: Ox4ba2 fragoff: 0 flags: 00 ttl: 60 prot: TCP(6)

xsum: 0xb035

TCP: 12001 -> 1368 seq: adefe87e ack: 000062a0

win: 409 hi: 5 xsum: Ox36fa ug: 0 flags: <ACKXPUSH>
data (22): .

#70  Receive time: 46.420 (0.001) packet length:60 received length:60
Ethernet.  (Intel a15d59 -> 00805ff4h7f8) type: IP(0x800)

Internet:  192.1.1.195 -> 192.1.1.1 hi:5 ver. 4 tos: 0

len: 40 id: 0x29 fragoff: 0 flags:, 00 ttl: 60 prot: TCP(6) xsum: OxfheO

TCP. 1368 ->12001 seq: 000062a0 ack: a3efe880
win: 4094 hi: 5 xsum: Oxf9c urg: 0 flags: <ACK>



#11  Receive time: 46.495 (0.075) packet length: 134 received length:134
Ethernet.  (00805ff4b7f8 -> Intel a15d59) type: IP(0x800)
Internet: 192111 > 19211195 hii5 ver: 4 tos: 0

len: 120 it Ox4hd5 fragoff: 0 flags: 00 til: 60 prot; TCP(6)
xsum: Oxafed

TCP. 12001 -> 1368 seq: a3efe880 ack: 000062a0
win: 4096 hi 5 xsum: Ox24de urg: 0 flags: <ACKXPUSH>
data (60/80): 0.n...n.. A . FXAV. L. XaN i =V

#12 Receive time: 46.496 (0.001) packet length:60 received length:60
Ethernet:  (Intel a15d59 -> 00805ff4b718) type: IP(0x800)

Internet: 19211195 > 192.1.1.1 hi: 5 ver. 4 tos: 0

len: 40 ic: Ox2a fragoff. 0 flags: 00 ttl: 60 prot: TCP(6) xsum: Oxfhdf

TCP. 1368 -> 12001 seq: 000062a0 ack: a3efe8d0
win: 4016 hi: 5 xsum: 0xf9c3 urg: 0 flags: <ACK>
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