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phone) |

( electronic  signal)

(Scanner)

number) (Electronic serial number)

( Cloning the cell

(Cellular phone
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(Cellular telephoned

(PCS) 2

1 (low-tech fraud)

( subscription fraud)

80
(PCS)° -
(home carrier
service area) (time delay)
(roaming service)
2 (high tech fraud)
(‘hi-tech fraud)!
( Cloning cell phone fraud) (
9 , n

", 8-36.
D OBren, John T., Telecommunications Fraud Opportunities for Techno-

Criminals ,p 21.



16

n n llTunCII
n )
( Cell Phone Cloning )

1 (Acquire legitimate account

information)
(Cellular) (PCS)

2) 3 (Programming a cellular

or PCS telephone)
(Cellular)
(PCS)
()
' (legitimate  phone)
2
1 800
1 1

I AP Cowie, "Oxford Advanced Learner's Dictionary of Current English ",

Oxford University, 4th Edition, 1989, p.1376.



60,000
@
100-200
@)
Channel)
©)
2.

17

100,000

( Scanner)
(Adapter Communication
(Receiver)
900
800
800
900
900

2539.



1
900
600,000
60,000
2 800
900
3.000 5,000
500 1,000 '
15,000
20.000
1 L}
2,000 3,000
X
3) (Sell/lUse for freelrent out)
B )
16 2539,
1 ,

9 2539,



(roaming service)

(Cellular)
(PCS)
( Advanced Mobile Phone Senice - AMPS)
( unencrypted analog frequency modulated
(FM) signal )
(scanner)
2-3
('Ultra high frequency)
(AMPS)
3.2
(Fraud Prevention)
(hardware-based)
4 (Personal Identification Number -
PIN) AMPS

(PIN)

(Authentication)
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AMPS
2
@ ( Subscriber Identity Security)
%) (Fraud  Management)
(Radio Frequency (RF) )
(fingerprinting”
(Time Division Multiple Access-TDMA)
TDMA
(binary) 0
1 (digitized information)
(binary)
(several thousandths of a second long)
(incomplete information”
TDMA

(Encrypted)
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T GiHT ]
TDMA
AMPS ;
TDMA AMPS
(Personal communication
service)
2
1) (Global System for Mobile

Communication-GSM)

(Subscriber’'s Identity

Module - SIM)
SIM
GSM
(SIM)
(SIM) GSM
(SIM) GSM
X!
' (SIM) ,
' (SIM)
(peripheral equipment) (Laptop computer) B

The Yankee Consulting Group, "The Weakest Links" , Wireless World
( January 1997) 1 p.40.



GSM

GSM
(home carrier)
(roaming service)
2 (Code Division Multiple Access-
CDMA)t (Personal  Communication
Services - PCSMU \ CDMA
CDMA
CDMA ,
(encrypted)
CDMA
TDMA B CDMA
3.3 (Fraud Detection)

(Mobile  Telephone

Services  Provider)

Paul Rubin, , "Sure It's Secure - But is It Really Safe ?w Counterpane
Systems. Tele.com. May 1997.
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(Subscriber's

Identification  Systems) (Code)

(pay telephones)

3.4 (The Cost of Fraud)
(The Cellular Telecommunications

Industry Association - CTIA)

(PCS) (Cellular)
19 440,000,000
1995 650,000,000
.1996 710,000,000

CTIA Wireless Fraud Conference , Orlando , Florida, September 30-
October 2 , 1997.
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(Mobile Telephone Services Provider)
2-3 (Scanner)
( Electronic Serial Number)?

(Crackers)

( Mobile Telephone Service Provider) (cellular telephone)
( Personal Communication Services)

(roaming  service) . 1999

David Icove , Karl Seger and William VonStorch, Computer Crime - A

Crimefighter's Handbook. (California: O'Reilly&Associates, Inc., 1995), p.33.
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