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# # 6280188334 : MAJOR LAWS
KEYWORD: Personal Data Protection Act B.E. 2562, Data Protection Officer, DPO,
Personal Information, Data Privacy, Financial Institution
Ariya Tangsawanit : Problems concerning Performance of Data Protection
Officer in Financial Institutions under Personal Data Protection Act B.E.

2562. Advisor: Asst. Prof. PIYABUTR BUNARAMRUEANG, Ph.D.

This study aims to research on the problems of Data Protection Officer
(DPO) in Financial Institution in the view of the Personal Data Protection Act B.E.
2562 (PDPA) by interviewing 13 data protection officers of Financial Institutions and
the staff of Office of the Personal Data Protection Commission (PDPC) to analyze,
compare, and propose the suitable organizational structure and competency of

DPO in Thai Financial Institutions.

According to the result of the study, the ambiguity of financial institution
standard related to the organizational structure and competency of DPO cause
certain issues: lack of independence and cause conflict of interest for DPO, no
comprehensive advisory process between departments and DPO, insufficient staffs
and tools to maintain information security. Furthermore, there is no provision on
term of appointment of DPO, assistant DPO’s legal status, and how to monitor

processing activities of an organization.

As previously mentioned, to ensuring the law enforcement as well as
encourage digital business competition, the author of this thesis recommends that
Data Protection Regulators enact the specific legal measure related to the role of

DPO in Financial Institutions and detailed PDPA compliance monitoring standard.

Field of Study:  Laws Student's Signature .......ccoccevieeennnn.

Academic Year: 2021 Advisor's Signature ........ccccovveennnee.
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* IAPP-EY, "IAPP-EY Annual Privacy Governance Report 2019," [Online] Accessed: 16 Nov
2020. Available from: https://iapp.org/store/books/a191P000003Qv5xQAC/
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? Article 29 Data Protection Working Party (WP29), "Guidelines on Data Protection Impact
Assessment (DPIA) and determining whether processing is “likely to result in a high risk” for the
purposes of Regulation 2016/679," [Online] Accessed: 20 Jan 202 1. Available from:
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% Douwe Korff and Marie Georges, "The DPO Handbook - Guidance for data protection
officers in the public and quasi-public sectors on how to ensure compliance with the European
Union General Data Protection Regulation," [Online] Accessed: 22 Jan 2021. Available from:
https://www.garanteprivacy.it/documents/10160/0/T4DATA-The+DPO+Handbook.pdf. pp.243-244.

5., Auasestayadiuyang w.A. 2562 11931 42(2)
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'* GDPR, Article 83 uag WP29: Guidelines on Data Protection Officers (‘DPOs’), n11.14.
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9.5, Auasestayadiuyang w.A. 2562 11n31 42(3)

'S EDPS, "Position paper on the role of Data Protection Officers in ensuring effective
compliance with Regulation (EC) 45/2001," [Online] Accessed: 7 Jan 2021. Available from:
https://edps.europa.eu/sites/edp/files/publication/05-11-28 dpo_paper en.pdf, pp.10-11. (DPO 3
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Three Lines of Defense wazin1swULgNNLNNDE19TMAY AINTNAIUANT

M15199 2 LI UBUAMILLANANTENINRUNUININNVINAUNUlULSRE SEAUAUNENNS

Three Lines of Defense

Management Functions Assurance
1*" Line of Defense 2" Line of Defense 3" Line of Defense
Operating Management Limited Independence Internal Audit
Reports Primarily to Mgmt. Greater Independence
Reports to Governing Body

fi11: COSO. LEVERAGING COSO ACROSS THE THREE LINES OF DEFENSE. p.10.

neuUsEAUNis (1 Line of Defense)

nauusEAunis vanene frgauguiFau (operational management)

o A

vioymiegsna (business unit)®® Ge3uiinwoumuaunsuIMsLazadunluiiusiavand
afeolsvdeddununaingussasindndug ¥83ian1s nguauszauLsn Sailniiii
Tagmsdlunisdanisuazauauanadesditinannudnvazvesianssuuias Ju (day-to-
day basis) Sutivafunisuszaianadeyadiuyana dlkanudsnsenuse imunene
gafuaringuirasdivosesding nmfiaimiiiinnuguanazssruaudsuassneny

AMULELMEUEEN8USINTANULASUNDIASIZNANSENUTUA NS INFRAD TUNS R

32 COSO, LEVERAGING COSO ACROSS THE THREE LINES OF DEFENSE (The Institute of
Internal Auditors (lIA), 2015). p.10.

** The Institution of Internal Auditors, "IAA Position Paper - The Three Lines of Defense in
Effective Risk Management and Control," [Online] Accessed: 11 Mar 2021. Available from:
https://na.theiia.org/standards-
guidance/Public%20Documents/PP%20The%20Three%20Lines%200f%20Defense%20in%20Effecti
ve%20Risk%20Management%20and%20Control.pdf
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nauUIEAUNEARY (2™ Line of Defense)
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URTRmungrineLazndnnasiiiieates (Risk Management and Compliance Function)
viwthitiduenudedeesmiidunainanmsianisanudesesudas s uagly
PgmdesuNsUTIMIALABIFNG Ingniseentuuinnanseuiumanisdanisa
dedvinguauseiuiiviahlUldnueie® deaulunguauseiufiaes wu dheudmsany
s iheiAunsuFRnungunae veguimsseaugeiviiminfivimsinnisausiung
Uaaademunaluladaisaumea (Chief Information Security Officer: CISO)* 1Jusu
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naunusgauinilaneauns lnglidaludndunisunlaviednnisaiudesing wnungy

NusEAUNnilamenued uezdsalinguauseauvilanesdnnisaudssagn1siny

> ibid.

» ibid. 1esandwiansiuiaveulunisdanisanuids e wazanudesinunsuiiinu
npunassiusfissdisvesnguaussduiinis (17 Line) Selaifivswotioglindnusefudszaviamuesnis
$ansanuidssiisifaianzaenissanld Fesfesdinismifutuiiaesanngueauiivimiiiooniuy
fmuanseuLIMIsansAdssuazasifunsUi TRmun uaasifilivsy fiunaaniuzaudes
sumsifunsufiRnungunasilunimsnesiants (Risk Oversight) iieUsiiulunwsauvesianis
IFinsdanisanandssvesudagdisanuegaiisame mangay waziusyavsuaniold mnnuiinis
Jansveanguausziuinisdwladiliisme Aazdesiauinazuuusansdanisanandssiiunis
ffunsUfsanunginaeiiudududiogy

* Yszmasuinsuissemalnedl aua. 21/2562 30a naninasinsiifuguanuidssiiy

wialulagansaume (Information Technology Risk) 983a010uN15&U
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NIYIU
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- fvusnuuFtaviendngasniseusufiantesitadeanssauglunisinns
anuidsslifuyaaing

- adulassadieiiugiu Asdmasanuazaanlunisianisnnnuides uae
ATIREBUNTINNIANLABTR SEN URU TR

- wdadeudrsvihludangueuseiuindmauluanudssinunisiidunis
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n1sUURA NN

nAuUsEAUNA1Y (3" Line of Defense)

*" The Institution of Internal Auditors, "IAA Position Paper - The Three Lines of Defense in

Effective Risk Management and Control." Ibid. pp.4-5.
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*® FERMA-ECIIA, "GDPR & Corporate Governance: The Role of Internal Audit and Risk

Management One Year After Implementation,” [Online] Accessed: 12 Oct 2020. Available from:

https://www.ferma.eu/advocacy/gdpr-corporate-governance-the-role-of-internal-audit-and-risk-

management-one-year-after-implementation/. Ibid. pp.5-6.

¥ nguauanasgIumuNInTRaeuegly, wuilfuinimmsisaeunigly’ [eeulad] 1Whdule

21 sanu 2563. WETiN: http://www.khonkaen.go.th/auditor/admin/interest_file/102127 536.pdf

(s'hsJamm’maaumﬂué’aqm’maau AAN35U8IENTUNTRURAINTAYATY LTU NIATIFEDUALTUIY

(Operational auditing) N15M53vd@UNANTSULURU (Performance auditing) N13as1vdBUNTUURRY

ng3ztdau (Compliance auditing) N1301399@UN1IN3RY (Financial Auditing) #aNgIuNeIAnsULa1II

Ierniiuauetagneies (Attestation) Tauluaen1snsIadeuansaumea (information Technology

Auditing) T13zuunuLardeyaiilaNN1TUTEIIaNaMEARNTIAB YA TUNTRUTINTATEUUNNS

Whilsdayalunisusudsuilunaznsinwnnudasndsvesdeyaiinnugndeuaziotiald)

40 FERMA-ECIIA, "Guidance on the 8th EU Company Law Directive - Article 41," [Online]

Accessed: 13 Mar 2021. Available from: https://www.iia.nl/SiteFiles/ECIIA%20FERMA.pdf
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" wwulengsuasuwisUseindlng 13ee nsiniuguateya (Data Governance), 27 fiugeu

2564

o [
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seaugeaumaluladansaunea (Chief Information Officer) HUSyMITEAUgIiUUTINTIANTSToYa (Chief

Y

v

Data Officer) {u3n155eAugInIun1TuTMsIanIsauduaslaeadesunaluladarsaune (Chief
Information Security Officer) HUI¥N3SeAUgIRUAMIEE (Chief Risk Officer) M3oRUIM5AINE LY

duNLNYIVDY
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* GDPR, Recital 97
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Union General Data Protection Regulation.". pp.135-136.
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** |APP, "Get DPO Ready: Training and Resources," [Online] Accessed: 20 Jan 2021.
Available from: https://iapp.org/train/Data-protection-training/

% Garante per la Protezione dei Dati Personali, "FAQs on DPO," [Online] Accessed: 20 Jan
2021. Available from: https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-
display/docweb/8036793 (Available in Italian only)

*" i8S uiTeean Douwe Korff, and Marie Georges. Ibid, pp.128-129.
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%0 FS-ISAC, ‘The Rise and Rise of Ransomware’
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RansomwareReport-2020/FS-ISAC_Ransomware2020.pdf> accessed 28 September 2021.
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‘UL!‘I/Iﬂ'i’]EJm’iﬁ‘\]ﬂiiuﬂ’]iﬂizuﬁawasﬁ@;&aﬁQU‘Uﬁﬂa (Record of Processing Activity -

=

ROPA) fie Juiinfiuanssivasidunvasnisaiiufanssuluusiasass wu seuevesdniuay
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Toya IngusvasAlunisussitanadeyn Ussinmueandivesdeya wazysulayadiuyanase
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Juau lagnthiinsduiintuiinsienisussananadeyadiuynaaiiesiuduntiinve g
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Y
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Y

AsRudTwIuLTAakazildsuwlategiasnsmasanal vnlrdndudfeserdunisinaunuy
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YIINSAURNenuvun wazuawiodevisewmaluladatuayuy
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¢ ROPA Junufinensuinsgldninauaznaisgiauin dnvisdagiugenduasliuiismainiisnnn

Wie 139913 Li5045UNNTIBNINILNINT 39

" Douwe Korff and Marie Georges, "The DPO Handbook - Guidance for data protection
officers in the public and quasi-public sectors on how to ensure compliance with the European

Union General Data Protection Regulation." Ibid. pp.152-155.

wva v 1%

14 o & ! ° éLys/ v ' P
Wﬁu?']‘sUUfl‘_‘liylﬁﬂllﬂiaﬂ%a%aﬁ?uuﬂﬂa W.A. 2562 W1K151 39 ANUA V%ﬂ?UﬂﬁJﬁUaiﬂaﬁ?uuﬂﬂﬁN

£

nihflun1stuiinsemsussinanadeyadiuyanaieliiinvesleyauazana.nsiaaeuls uwadlivinug
muAudayadiuyaraaunngl DPO Suavauntifing1d vililunisl s DPO e1ainndavia
wanusnw ROPA Tngendn1353usiadoyannvanvangusun/fnenuuetesdnsmeiiies

> Douwe Korff, and Marie Georges. Ibid. pp.172.
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US%IEJGU‘fl?Ja\‘iLﬁﬂ‘uaﬁamuaﬁ’MQﬂﬂa (Legitimate Interest Assessment - LIA)
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o v 4 [ ) [~ [ & 'y} v 1
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“golauiiniedmuislunaindagduiuldlasessunisduiinynsenisniuuinsi 39

99AnT TuUosiudenesld Microsoft Excel whladgmainsnaunu”

5.2.2 N15YMInsEniInaNalselevilnevausssunuuselevive v

=
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2 Q’L‘TJ‘EJ‘LJi’JUﬂiJ’«mﬂ ICO, "How do we apply legitimate interests in practice?," [Online]
Accessed: 2 Nov 2021. Available from: https://ico.org.uk/for-organisations/guide-to-data-

protection/guide-to-the-general-data-protection-regulation-gdpr/legitimate-interests/how-do-we-

apply-legitimate-interests-in-practice/ Wag AUNALBUIANT NG, LLmﬂiﬁamSﬁuﬂia\i%’agadmwﬂﬂamﬂ

§5095U1ANS AUIANSUIANSINE (Guideline on Personal Data Protection for Thai Banks), #1i1.28-34.
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2 msdniminsswhaavssloniinevouvesesinsivaviiainmuasstloviveadmostoya
(LIA) pasUsziiudade 3 egnalaun 1. Anuarveadaya (nature of the data) karuSunveIANUAULS
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n1sUsEInara (potential impact) wag 3. unsnisundesdeyanasdunsosdniiasnnuasUselomives

Lé’waﬁaaﬂa (safeguard). 158UL389970 1CO, "How do we apply legitimate interests in practice?". Ibid.
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