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deprivation of human rights to freedom of expression. We recommend that the Thai anti-fake
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* Universal Declaration of Human Rights, Article 19

Everyone has the right to freedom of opinion and expression: this right includes freedom to hold
opinions without interference and to seek, receive and impart information and ideas through any media and
regardless of frontiers. wlan1wlvelag ALLNIIUNITAVBULBETULINYR
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35Freedom House, “Freedom of Expression” duruitioTuy 25w qen1Au 2560, Wadalaann
https://freedomhouse.org/issues/freedom-expression 8198 91u tainnlunisuansesnuazdnslunisidigs
Joyav1iarsiuendeu: “nsdl@nuvidszmadonuin” poulatll, unasiun https/lawforasean.krisdika.go.th/

Content/View?ld=188&Type=1# ftn2 [10 Turay 2564].
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%8 s denday, “msdndaadnmlunisyuilasasuludsemdlne,” nsansnguny nainsalunivedy

U 39,a0u9 1 @uraw 2564): 41.
% gingiiv welAwusn, “uIns1 278 233AANTRISTITINYNITRaNdnsing Sean1savnssalifininy

YOIAHNUKUNARDIYTBIITIIUIIIINSlBsiundnaIna: denadeswTouans1e?”, NIasifmans uninends
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% General Comment No.34, 2

Freedom of opinion and freedom of expression are indispensable conditions for the full development
of the person. They are essential for any society.1 They constitute the foundation stone for every free and
democratic society. The two freedoms are closely related, with freedom of expression providing the vehicle for
the exchange and development of opinions.

4 General Comment No.34, 7

The obligation to respect freedoms of opinion and expression is binding on every State party as a
whole. All branches of the State (executive, legislative and judicial) and other public or governmental authorities,
at whatever level — national, regional or local - are in a position to engage the responsibility of the State party.
Such responsibility may also be incurred by a State party under some circumstances in respect of acts of semi-
State entities. The obligation also requires States parties to ensure that persons are protected from any acts by
private persons or entities that would impair the enjoyment of the freedoms of opinion and expression to the

extent that these Covenant rights are amenable to application between private persons or entities.
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42 General Comment No.34, 33

Restrictions must be “necessary” for a legitimate purpose. Thus, for instance, a prohibition on
commercial advertising in one language, with a view to protecting the language of a particular community,
violates the test of necessity if the protection could be achieved in other ways that do not restrict freedom of
expression. 70 On the other hand, the Committee has considered that a State party complied with the test of
necessity when it transferred a teacher who had published materials that expressed hostility toward a religious
community to a non-teaching position in order to protect the right and freedom of children of that faith in a

school district

e General Comment No.34, 43

Any restrictions on the operation of websites, blogs or any other internet-based, electronic or other such
information dissemination system, including systems to support such communication, such as internet service providers or
search engines, are only permissible to the extent that they are compatible with paragraph 3. Permissible restrictions
generally should be content-specific; generic bans on the operation of certain sites and systems are not compatible with
paragraph 3. It is also inconsistent with paragraph 3 to prohibit a site or an information dissemination system from publishing
material solely on the basis that it may be critical of the government or the political social system espoused by the
government

% General Comment No.34, 3

Freedom of expression is a necessary condition for the realization of the principles of transparency and

accountability that are, in turn, essential for the promotion and protection of human rights.

“ General Comment No.37, 1
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European Convention on Human Rights (ECHR)"’

The fundamental human right of peaceful assembly enables individuals to express themselves collectively and
to participate in shaping their societies. The right of peaceful assembly is important in its own right, as it protects the ability
of people to exercise individual autonomy in solidarity with others. Together with other related rights, it also constitutes the
very foundation of a system of participatory governance based on democracy, human rights, the rule of law and pluralism.
Peaceful assemblies can play a critical role in allowing participants to advance ideas and aspirational goals in the public
domain and to establish the extent of support for or opposition to those ideas and goals. Where they are used to air
grievances, peaceful assemblies may create opportunities for the inclusive, participatory and peaceful resolution of
differences.
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“ Universal Declaration of Human Rights, Article 29

(1) Everyone has duties to the community in which alone the free and full development of his
personality is possible.

(2) In the exercise of his rights and freedoms, everyone shall be subject only to such limitations as are
determined by law solely for the purpose of securing due recognition and respect for the rights and freedoms of
others and of meeting the just requirements of morality, public order and the general welfare in a democratic
society.

(3) These rights and freedoms may in no case be exercised contrary to the purposes and principles of

the United Nations.
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8 Article 1 The Network Enforcement Act

(1) This Act shall apply to telemedia service providers which, for profit-making purposes, operate
internet platforms which are designed to enable users to share any content with other users or to make such
content available to the public (social networks). Platforms offering journalistic or editorial content, the
responsibility for which lies with the service provider itself, shall not constitute social networks within the
meaning of this Act. The same shall apply to platforms which are designed to enable individual communication
or the dissemination of specific content.
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% Article 27 The malicious publication, dissemination and reproduction, by whatever means, of false
news and documents which have been fabricated or falsified or mendaciously attributed to third parties, when

this has disturbed the peace, or was capable of disturbing it, will be subject to a fine of 45,000 euros.
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°T Ahran Park and Kyo Ho Youm. “Fake news from a legal perspective: The United States and South
Korea Compared,” Southwestern Law School, (January 26,2018)

% NAACP v. Button, 371 U.S. 415 (1963)
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100 Sabrina Tavernise, “ As Fake News Spreads Lies, More Readers Shrug at the Truth,” N.Y. TIMES,
(December 2016)

101 |bid 98.

192 Brandenburg v. Ohio, 395 U.S. 444 (1969)

195 chaplinsky v. New Hampshire, 315 U.S. 568 (1942) (“There are certain well-defined and narrowly
limited classes of speech, the prevention and punishment of which have never been thought to raise any
Constitutional problem . . . . It has been well observed that such utterances . . . are of such slight social value as
a step to truth that any benefit that may be derived from them is clearly outweighed by the social interest in

order and morality.”).
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104 General Comment No.34, Paragraph 21

Paragraph 3 expressly states that the exercise of the right to freedom of expression carries with it
special duties and responsibilities. For this reason two limitative areas of restrictions on the right are permitted,
which may relate either to respect of the rights or reputations of others or to the protection of national security
or of public order (ordre public) or of public health or morals. However, when a State party imposes restrictions
on the exercise of freedom of expression, these may not put in jeopardy the right itself. The Committee recalls that
the relation between right and restriction and between norm and exception must not be reversed. The Committee also
recalls the provisions of article 5, paragraph 1, of the Covenant according to which “nothing in the present Covenant may
be interpreted as implying for any State, group or person any right to engage in any activity or perform any act aimed at the
destruction of any of the rights and freedoms recognized herein or at their limitation to a greater extent than is provided for

in the present Covenant”.
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105 General Comment No.34, Paragraph 22

Paragraph 3 lays down specific conditions and it is only subject to these conditions that restrictions may
be imposed: the restrictions must be “provided by law”; they may only be imposed for one of the grounds set
out in subparagraphs (a) and (b) of paragraph 3; and they must conform to the strict tests of necessity and
proportionality. Restrictions are not allowed on grounds not specified in paragraph 3, even if such grounds would
justify restrictions to other rights protected in the Covenant. Restrictions must be applied only for those purposes
for which they were prescribed and must be directly related to the specific need on which they are predicated.

1% General Comment No.34, Paragraph 24

Restrictions must be provided by law. Law may include laws of parliamentary privilege and laws of
contempt of court. Since any restriction on freedom of expression constitutes a serious curtailment of human
rights, it is not compatible with the Covenant for a restriction to be enshrined in traditional, religious or other such
customary law.

107 General Comment No.34, Paragraph 26

Laws restricting the rights enumerated in article 19, paragraph 2, including the laws referred to in
paragraph 24, must not only comply with the strict requirements of article 19, paragraph 3 of the Covenant but
must also themselves be compatible with the provisions, aims and objectives of the Covenant. Laws must not
violate the non-discrimination provisions of the Covenant. Laws must not provide for penalties that are

incompatible with the Covenant, such as corporal punishment
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1% General Comment No.34, Paragraph 33

Restrictions must be “necessary” for a legitimate purpose. Thus, for instance, a prohibition on
commercial advertising in one language, with a view to protecting the language of a particular community,
violates the test of necessity if the protection could be achieved in other ways that do not restrict freedom of
expression. On the other hand, the Committee has considered that a State party complied with the test of
necessity when it transferred a teacher who had published materials that expressed hostility toward a religious
community to a non-teaching position in order to protect the right and freedom of children of that faith in a
school district.

%General Comment No.34, Paragraph 34

Restrictions must not be overbroad. The Committee observed in general comment No. 27 that

“restrictive measures must conform to the principle of proportionality; they must be appropriate to achieve their
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protective function; they must be the least intrusive instrument amongst those which might achieve their
protective function; they must be proportionate to the interest to be protected...The principle of proportionality
has to be respected not only in the law that frames the restrictions but also by the administrative and judicial
authorities in applying the law”. The principle of proportionality must also take account of the form of expression
at issue as well as the means of its dissemination. For instance, the value placed by the Covenant upon
uninhibited expression is particularly high in the circumstances of public debate in a democratic society
concerning figures in the public and political domain.

119 General Comment No.34, Paragraph 35

When a State party invokes a legitimate ground for restriction of freedom of expression, it must
demonstrate in specific and individualized fashion the precise nature of the threat, and the necessity and
proportionality of the specific action taken, in particular by establishing a direct and immediate connection

between the expression and the threat.
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! General Comment No.34, Paragraph 9

Paragraph 1 of article 19 requires protection of the right to hold opinions without interference. This is a
right to which the Covenant permits no exception or restriction. Freedom of opinion extends to the right to
change an opinion whenever and for whatever reason a person so freely chooses. No person may be subject to
the impairment of any rights under the Covenant on the basis of his or her actual, perceived or supposed
opinions. All forms of opinion are protected, including opinions of a political, scientific, historic, moral or religious
nature. It is incompatible with paragraph 1 to criminalize the holding of an opinion.9The harassment, intimidation
or stigmatization of a person, including arrest, detention, trial or imprisonment for reasons of the opinions they
may hold, constitutes a violation of article 19, paragraph 1.

2 Fg @iy, “unuinaudvsuywevwresannmglsy: nsdinsazdindnsuyvevuluiy,” 1sa1sglsudnm
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55

(ECHR) fatdunguunsatuwsnildlunisinnnalnnisAuasesdnsuyvevuussaugiinia

Feladinsasuulul 1950 lnesgnifazdessiinalnlunisdunsesdnsuasiasnnvenaiiios

lusgnulvitlanuaenaneeiuaudyn) F91nsgIuveIsydy a1z AuATadnSaUNIsIes

<

waganswaileadunan'’
audgyadlasuderuldiiaiun 3 dueteu 1953 lneUseiudnslunis
Femndaudnsuywevulvnudaanvuriunszuiunsiiafuauefofadnsuyve v

wiaglsU(ECHR or ECtHR) Ailasunsusesisarnanzaunsuisglsulidadanalnsedvandu

{ o v Y}

= = A a A @ =~ ° °

ulul 1959 WeRiasamnadMieItesiveydyyinduiliasoydyydiimungiuig

awinralunsnazyinsyaweudgnsdinlasuanudens mninguneaislulseme
= = a O v dg v & v A o v

Liflumsnisunludereiiisane saunsdniinlianudiudiungnuiedein1siewe
v 9 an A Y 114

TRANeud kA isasiAItes

Uagduiisemaaundniegaiegldnisaniunisaueydygyratuiidnuig 47

1% [
Ly 1Y

Uszwa lageudygratuiilunsusziudniduiugiudmiuynauiiodneliiunuauves

1% (%
Y Y

Usewmaly q dnnteydygiinisiusednsuasiasainlulsenisds 4 Wesanig Nl

FalevuluianmsufuRnlddusssunasdudunsiednee

¥ a a 1

s nlunisuanseanmueudy1imedniuyvesuiisglslgnimunld

=

Tude 10 aueudygITdiaNd

a

1. nnauddnsnaziiesnmlunisuaniesn Feavsilivuneninusiuis
s nlunisuwanInuAaiu U viameunstoyauazAuAnlnEUIIAIINNITUNI DS

[ Y] o o

Yoyaainy neliddsdensuunu Insuinsdasdodhifinfuiglunsdssivun
Indlluaygnlunsweunsamnszaedes nsvied vsenmeuns

2. msldavsuaziainmmeand wihfuasanuiuiavevoradulunuionls
Yo91fn Tufaunasinwauiinguuisiivua Weausnduludiauuszuiivlng

eUselevivasnivIeauuasndsaisisae weleeiuninuiuigainnisnes1vyIngsy

113 Spafenfiu with 29-30.

14 Spafeanu vt 30.



56

=] 1%

A o = 4 o vl P Y a v
NDANAIDIFAUVNTINRIDAADTITH Lwaﬂqiﬂﬂ{]@ﬂsﬁ@lﬁﬂﬂsﬂ@ﬂ%@u LW@ﬂ@ﬁﬂUﬂqiLUﬂLmﬁﬂJ@%a

q q

& LY N A o o v 1 115
MUUANUAU ‘maLwasﬂmmmwmmazmmLﬂmmwammmi

3.1.3.2 USELANYRINISUEAIDBNANBYA I AU ENSNY e YUUvieg U

NN LANAN VTR UDILUIRALALAMUFIA VDA AN IUNITHAANID DN

o

aziulainasammnlunisuansesnuanainaztdudnsludiedl wsnmlunisuansesn

<

X% ! = = 1Y M av Yo o ) a v | =
N UUFIUNUIVDUFTNINATUDY 9 V]blmumiimammau UEU1BNAIY LYY Lﬁiﬂ'\Wiu

2 v i a Y] a I3 Y] Y o a ad A va
unléll Wunu LL@IU‘?JQJ%L@EJ']ﬂu Lfﬁﬂ’]WIUﬂ’]iLLa@\T@@ﬂﬂaqf\]"\]g‘sU@LLEI\‘iﬂ‘UaV]ﬁE]u 4 V]l@llﬂ’]i

1 1Y 1 a

Avualiluoydyynduiu wu avslunisiinnsaiefedialusssy dnslunisasndia

[ e

| v @ v 1Y) v o a X vvd v Y o & v ¢
giun lWuau Iﬂﬁ]ﬂ’n&lsﬂﬂLLEJQL‘VIﬁ']u@”IﬂLﬂ@GUUVL@LN@LQWMUWW"UWL‘UU@@QUﬂ ﬂmma‘diﬂ%u

4 a a 1

uaUsznsmuiseylilusudygritsiednsuysesunalsuden 10 233a 2 Felunsand
AMNTALGUNAIULANTY A18TIABIUNTITAIINARAL I UINIITWIIzaNTUNITHAITUN

Wesnasnwlunisuaasesntuiuilusingundfgyludiauusznsylng

o

{91519 INNINTT 10 veseudnyy1I19aednSuyveruwisglsy Wil

ansauvalaseadrseenlalu 2 diulng 9 dell 255A05n 05UrefaEsandlasunns

[

ANATBININBUA Y QYIRINETT WAZITIANABIBTUIBDI@nIUNITlUIIUSELANTTY

21 umsnuInstdaTnmlunisianseanlalaaseunisng iy

3.1.3.2.1 Nsuansaanilasun1ssusasnuaydyan

1IAT7 10 233AUSNYDIBYYEYIIWEENTUY BeYULIELTU fvun

LR A q

1%

v, Aa ad a A =% a adg v = a
1'3'3'] NAAUNEANT ‘ﬂgmLﬁﬁﬂqWIUﬂqiLLﬁWQ@@ﬂ %Qﬁﬂﬁusl,ﬂwlmﬂﬂrﬂlﬁﬁllﬂﬂLﬁiﬂqWIUﬂqi

15 European Convention on Human Rights, Article 10 Freedom of expression

1. Everyone has the right to freedom of expression. This right shall include freedom to hold opinions
and to receive and impart information and ideas without interference by public authority and regardless of
frontiers. This Article shall not prevent States from requiring the licensing of broadcasting, television or cinema
enterprises.

2. The exercise of these freedoms, since it carries with it duties and responsibilities, may be subject to
such formalities, conditions, restrictions or penalties as are prescribed by law and are necessary in a democratic
society, in the interests of national security, territorial integrity or public safety, for the prevention of disorder or
crime, for the protection of health or morals, for the protection of the reputation or rights of others, for
preventing the disclosure of information received in confidence, or for maintaining the authority and impartiality

of the judiciary.
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116 Miller and Others v. Switzerland, App No 10737/84 (A/133). (ECtHR, 24 May 1988)

W Chorherr v. Austria, App No 13308/87. (ECtHR, 25 August 1993)

8 yajnai v. Hungary, App No 33629/06. (ECtHR, 8 July 2008) and Donaldson v. the United Kingdom,
App No 56975/09. (ECtHR, 25 January 2011)

9 Handyside v. the United Kingdom, App No 5493/72. (ECtHR, 7 December 1976)

120 Groppera Radio AG and Others v. Switzerland, App No 10890/84 (ECtHR, 28 March 1990)

121 Eon v. France, App No 26118/10 (ECtHR, 14 March 2013); Kulis and Rozycki v. Poland, App No
27209/03 (ECtHR, 6 October 2009); Alves da Silva v.Portugal, App No 41665/07 (ECtHR, 20 October 2009)
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122 Sejal Parmar, “The Legal Framework for Addressing “Hate Speech” in Europe”[Online], Available
from https://rm.coe.int/opening-session-2-parmar-the-legal-framework-for-addressing-hate-speec/16808eedbf
[Accessed 19 May 2021]

' Ibid 122.
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124 Norwood v. the United Kingdom, App No 23131/03. (EctHR, 16 November 2004)

125 Israel Ministry Of Foreign Affairs, “Working Definition of Holocaust Denial and Distortion,”[Online],
Available from https://mfa.gov.il/MFA/ForeignPolicy/AntiSemitism/Pages/Working-Definition-of-Holocaust-Denial-
and-Distortion.aspx [Accessed 19 May 2021]
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128 RTBF v. Belgium, App No 50084/06 (ECtHR, 29 March 2011)

% Ibid 126.

The Court found that the British common law rules on contempt of court were sufficiently precise as to
fall under the requirement of “provided by law”

130 Council of Europe, “Protecting The Right To Freedom Of Expression Under The European Convention
On Human Rights” [Online], Available from https://rm.coe.int/handbook-freedom-of-expression-eng/1680732814
[Accessed 19 May 2021]
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132 Joint Declaration on 'Fake News', Disinformation and Propaganda.

General principle

a. States may only impose restrictions on the right to freedom of expression in accordance with the test
for such restrictions under international law, namely that they be provided for by law, serve one of the legitimate
interests recognised under international law, and be necessary and proportionate to protect that interest.

133 Joint Declaration on 'Fake News', Disinformation and Propaganda.

General principle

f. State mandated blocking of entire websites, IP addresses, ports or network protocols is an extreme
measure which can only be justified where it is provided by law and is necessary to protect a human right or
other legitimate public interest, including in the sense of that it is proportionate, there are no less intrusive
alternative measures which would protect the interest and it respects minimum due process guarantees.

3% Joint Declaration on 'Fake News', Disinformation and Propaganda.

2. Standards on Disinformation and Propaganda

a. General prohibitions on the dissemination of information based on vague and ambiguous ideas,
including “false news” or “non-objective information”, are incompatible with international standards for
restrictions on freedom of expression, as set out in paragraph 1(a), and should be abolished.

135 Joint Declaration on 'Fake News', Disinformation and Propaganda.
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2. Standards on Disinformation and Propaganda
c. State actors should not make, sponsor, encourage or further disseminate statements which they
know or reasonably should know to be false (disinformation) or which demonstrate a reckless disregard for

verifiable information (propaganda).
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136 High level Group on fake news and online disinformation, A multi-dimensional approach to

disinformation, (March, 2018), p.5.
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% Geoffrey R. Stone and Eugene Volokh,” Freedom of speech and the press (common
interpretation)”[Online], Available from https://constitutioncenter.org/interactive-
constitution/interpretation/amendment-i/interps/266 [Accessed 19 May 2021]

1%% Brown v. Hartlage, 456 U.S. 45 (1982).

%5 Central Hudson Gas & Elec. V. Public Svc. Comm’n 447, U.S. 557,562 (1980).
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158 Art. L. 163-1. - From the publication of the decree convening voters and until the end of voting
operations, online platform operators within the meaning of Article L. 111-7 of the Consumer Code, whose

activity exceeds a threshold number of connections on French territory, are required:

159 g to provide the user with fair, clear and transparent information on the identity and quality of the

natural or legal person as well as the person on whose behalf, where applicable, he is acting, who pays the
remuneration platform in return for the promotion of information content;

“2° to make public the amount of remuneration received in return for the promotion of information
content, as well as the identity of the natural or legal persons from whom they received it when this amount is
greater than a threshold set by decree.

160 “Art. | 163-2.~ |. — During the period which begins on the date of publication of the decree
convening the voters and until the end of the voting operations, when facts constituting false information likely
to alter the sincerity of the ballot in to come are disseminated artificially and in a massive way through an online
public communication service, the judge in chambers may, at the request of the public prosecutor or any person
having an interest in acting, and without prejudice to compensation for the damage suffered, prescribe to any
person mentioned in 2 of | of Article 6 of Law No. 2004-575 of 21 June 2004 on confidence in the digital
economy or, failing that, to any person mentioned in 1 of | of this same article, all measures for the purpose of

stopping this dissemination, such as the delisting of a site disseminating this false information or the withdrawal of
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content disseminating false information. He may also order the persons mentioned in 2 of | of the same article 6
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“Il. = The urgent applications judge rules within 48 hours.”

161 Myria Saarinen and Jean-Luc Juhan, “The Technology, Media and Telecommunications Review:
France”[Online], Available from https://thelawreviews.co.uk/title/the-technology-media-and-telecommunications-
review/france [Accessed 19 May 2021]
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168 Ben Knight,“Germany implement new internet hate speech crackdown”[Online], Available from
https://www.dw.com/en/germany-implements-new-internet-hate-speech-crackdown/a-41991590 [Accessed 19
May 2021]

169 The Network Enforcement Act section 1 (1): This Act shall apply to telemedia service providers
which, for profit-making purposes, operate internet platforms which are designed to enable users to share any
content with other users or to make such content available to the public (social networks). Platforms offering
journalistic or editorial content, the responsibility for which lies with the service provider itself, shall not
constitute social networks within the meaning of this Act. The same shall apply to platforms which are designed
to enable individual communication or the dissemination of specific content.

"% The Network Enforcement Act section 1 (2): The provider of a social network shall be exempt from
the obligations stipulated insections 2 and 3 if the social network has fewer than two million registered users in

the Federal Republic of Germany.
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' The Network Enforcement Act section 1 (3): Unlawful content shall be content within the meaning
of subsection (1) which fulfils the requirements of the offences described in sections 86, 86a, 89a, 91, 100a,
111,126, 129 to 129b, 130, 131, 140, 166, 184b in connection with 184d, 185 to 187, 241 or 269 of the Criminal
Code and which is not justified.

172 German Criminal Code
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'3 The Network Enforcement Act section 3 (3) b : the social network refers the decision regarding
unlawfulness to a recognized self-regulation institution pursuant to subsections (6) to (8) within 7 days of receiving

the complaint and agrees to accept the decision of that institution,
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7% Heidi Tworek and Paddy Leerssen, “An Analysis of Germany’s NetzDG Law.A working paper of the
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175 Klein & Wueller, supra note 15, at 6; see also What Legal Recourse do Victims of Fake News Stories
Have?, NPR (Dec. 7, 2016, 7:04 PM), https://www.npr.org/2016/12/07/504723649/what-legal-recourse-do-victims-
of- fake-news- storieshave (quoting media law professor Derigan Silver at the University of Denver: "Fake news
sites are clearly a situation where they're engaging in a defamatory statement, a false statement about another

that damages that person's reputation. In that situation, that is certainly actionable.").
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