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# # 4186158034 MAJOR LAWS

KEY WORD : SEARCH AND SEIZURE / ELECTRONIC EVIDENCE

ANINPILAI  NGERNVIJITARA , POL.LT.COL. : LEGAL PROBLEMS ON SEARCH AND
SEIZURE OF ELECTRONIC EVIDENCE . THESIS ADVISOR
ASSOC.PROF.VIRAPHONG BOONYOBHAS,CO-ADVISOR KRISSANA CHANGGLOM
, 112 PP. ISBN 974-17-1638-3

Commission of offenses on Internet cause a lot of problems especially in the searching
and seizing of evidence on Internet . As the matter of fact the nature of this kind of evidence is
unseen and difficult to understand . Moreover these kinds of evidence usually change time to time
and not stable . This bring to the problem of weight of evidence . The said problem face with more
troublesome when the Thai Constitutional Law 2540 strongly accepts on Private Rights and also built
the legal machanism for protection of the said right which effect to the law enforcers . This situation

make a lot of confusion to the law enforcers as well .

Revising law to solve these problems on the base of keeping balance between Private
Right and Power of state by comparative study with United States are the opinion of the researcher .
The suggestion of thesis is that while there is no Computer Law in Thailand , the revising Criminal
Procedure Law is needed by setting the scope of officer's authority on searching and seizing
together with method of keeping the electronic evidences . Moreover the researcher suggested to
revise the Criminal Procedure Law in searching and seizing electronic evidences to fit with the Thai

Constitutional Law B.E. 2540

Field of study.......... Laws...... Student’s Signature ...
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18 U.S.C. : CHAPTER 47 - FRAUD AND FALSE STATEMENTS

Sec. 1029. Fraud and related activity in connection with access devices

Sec. 1030. Fraud and related activity in connection with computers

18 U.S.C. : CHAPTER 65 - MALICIOUS MISCHIEF

Sec. 1362. Communication lines, stations or systems

2. untTyaiAningaiuNI2ANAIDIANE lnine Auniatloa)n

7

Copyright Offenses
17 U.S.C. : 506

18 U.S.C. : 2318
18 U.S.C. : 2319

Copyright Management Offenses
17 U.S.C. : 1201
17 U.S.C. 1202
17 U.S.C. : 1203
17 U.S.C. 1204
17 U.S.C. : 1205
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Bootlegging Offenses
18 U.S.C. : 2319A

Trademark Offenses

18 U.S.C. : 2320

Trademark Secret Offenses
18 U.S.C. : 1831
18 U.S.C. : 1832
18 U.S.C. : 1833
18 U.S.C. : 1834
18 U.S.C. : 1835
18 U.S.C. : 1836
18 U.S.C. : 1837
18 U.S.C. : 1838
18 U.S.C. : 1839

Offenses Relating to the Intergrity of IP Systems
17 U.S.C. : 506 (c-d)

17 U.S.C. : 506 (e)

18 U.S.C. : 1497
35U.8.C. : 1292

Offenses Relating to the Misuse of Dissemination Systems
18 U.S.C. : 1343
47 U.S.C. : 553
47 U.S.C. : 605

3. uninalAnsndiuAuLazinaauiamas

18 U.S.C. : CHAPTER 119 - WIRE AND ELECTRONIC COMMUNICATIONS INTERCEPTION

AND INTERCEPTION OF ORAL COMMUNICATIONS

Sec. 2510. Definitions
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Sec. 2511. Interception and disclosure of wire, oral, or electronic communications prohibited

18 US.C. : CHAPTER 121 - STORED WIRE AND ELECTRONIC COMMUNICATIONS AND

TRANSACTIONAL RECORDS ACCESS

Sec. 2701. Unlawful access to stored communications
Sec. 2702. Disclosure of contents

Sec. 2703. Requirements for governmental access
Sec. 2705. Delayed notice

Sec. 2711. Definitions for chapter

42 U.S.C. : CHAPTER 21A - PRIVACY PROTECTION

Sec. 2000aa. Searches and seizures by government officers and employees in connection

with investigation or prosecution of criminal offenses

The USA Patriot Act of 2001

Sec. 202 Authority to Intercept Voice Communications in Computer Hacking Investigations

Sec. 209 Obtaining Voice-mail and Other Stored Voice Communications
Sec. 210 Scope of Subpoenas for Electronic Evidence

Sec. 211 Clarifying the Scope of the Cable Act

Sec. 212 Emergency Disclosures by Communications Providers

Sec. 216 Pen Register and Trap and Trace Statue

Sec. 217 Intercepting the Communications of Computer Trespassers
Sec. 220 Nationwide Search Warrants for E-mail

Sec. 814 Deterrence and Prevention of Cyberterrorism
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